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Title: OPERATIONAL SUPPORT TRACKING OFFICE (OSTO)
PROJECT OMNIVORE
PROJECT REDHOQK
PHASE FIVE REVIEW REPORT

Synopsis: Projects OMNIVORE and REDHOOK Phase Five Review was
held on 10/21/1999 at the Engineering Research Facility. The
results, conclusions and recommendations from these reviews are
captured in the attached Project OMNIVORE and Project REDHOOK
Phase Five Review Report, dated 10/21/1999.

Enclosure(s): Projects OMNIVORE and REDHOOK Phase Review Report
dated 10/21/1999.

Details: The Phase Five Review for Projects OMNIVORE and REDHOOK [
ing Research Facility on 10/21/1999. 7o
Project Leader, Data Intercept Technology
ew and status of current activities for

Projects OMNIVORE and REDHOOK. Key decisions from these

presentations are captured within the referenced enclosure.
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1.0 INTRODUCTION

; 1.1 PURPOSE__

- This Project REDHOOK Phase 5 Review Report summarizes ‘the
accomplishments, key issues and decisions, and performance over the

life cycle of the project.
1.2 SCOPE AND OBJECTIVES

The REDHOOK project began in November 1991, to develop an ISDN
. intercept system. In January 1998, the Project Summary Report
' for REDHOOK indicated this initial development had an actual
cumulative cost of $13,610,000 over the 83 month pericd. In
February 1998, the initial development work ended and a smaller
: (18 month - $700,000) project of developing a lower cost system
‘ (pC-PDU) was defined. Although the overall REDHOOK development
' has ended, this smaller REDHOOK project is what is described in . {
the REDHOOK Project Closeout Report and Phase 5 Review.

R R Sk < SO P T
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' The scope of the Phase 5 Review covered the activities and
control products completed during Project REDHOOK. The specific

Phase Review objectives were to:

a. pProvide ESTS management with an overview of Project REDHOOK
highlights

b. Review project results {activities, products, performance}

Identify/provide direction regarding outstanding issues

d. Establish ESTS management direction for follow-on efforts, if i
applicable . :

e. BAuthorize close-out of project activities.
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2.0 PROJECT CONTIROL PRODUCT DISPOSITION

The following Project REDHOOK control products were prepared and
approved during the project's period of performance.

—

Internal Concept
Proposal (ICP)

Project Leader

February 1, 1997

Appro

Project Leader

July 4, 1997

Approved 7/97

[Test Plan/ Develapment October 1998 Accepted 10/98
Procedures Contractor . )

Technical Manuals Development October 1998 Accepted 10/98
. Contractor

Acceptance Test Davelopment November 1998 Accepted 11/98
Report contractor

Project Progress
Summary Reports

roject Leader

Bi-Monthly

N/A

Project Closeout
Report

Project Leader

October 1999

Approved 10799

g it
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3.0 PHASE REVIEW SUMMARY

The Phase 5 Review of Project REDHOOK was conducted on October
21, 1999 with the following people in attendarce: - ‘

¢ Michael McDevitt(ESTS Section Chief) .

. (EST-4 Unit Chief)

. Project Leader)

. (OSTO Manager)
. (OSTO Program Analyst) e
. OSTO Support Staff). k7c

LS Musens avni-dory Sesmigetaragibeip: . Sy

The review was moderated by OSTO Program Analyst, and
chaired b i Chief. Following opening
remarks b presented the project's
highlights, including specific project accomplishments and
cost/schedule performance results, followed.

be
As presented byl : | the overall goal of the REDHOOK b7C
project was to develop an integrated services digital network

(ISDN) intercept system capable of supporting lawfully authorized

voice, data, dual voice, voice and data, bonded data, and multi-

line service for both Title III and Title 50 cases. Pen Register

mode was also to be supported.

o

Actual work was initiated in PFebruary 1998 and a design review
was conducted in April 1998. The RedHook design includes a
serial bridge that is remotely controlled to tap the subscriber's
telephone line, a PDU for bridge control, and a user workstation
to store and present user voice/data to the monitoring agent. It
captures ISDN traffic while remaining fully compliant with Title
III requirements for minimization. Prototype delivery-and test
occurred in October 1998, with final acceptance of the RedHook
system in November 19598.

*| noted that although the development effort went
€ —future collection systems of this variety should be b6
designed to capture and break-out only the first three layers of k7c R
the 0SI model. This will lead to a much more meodular solution.
Soliciting field requirements without managing the implementation
of those requirements can "balloon" costs and schedules
unnecessarily and cause the end product to be far more complex
than originally intended. In the case of RedHook the end product
does much more than mere collection. The recommendation was to
develop modular collection systems quickly and get them out to f
the field sooner and add enhancements over time. ' !
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3.1 PROJECT OBJECTIVES

The technical objectives of Project REDHCOK were to develop an
ISDN system capable of ~aptur1ng

« Voice traffic

e Data traffic on the B Channels
« Both Voice and Data Trafflc

+ Multi-line ISDN.

The management objectives of Project REDHOOK were as follows:

Prepare and approve Statement of Need

Propose a viable project concept

Design and develop an effective REDHOOK system
Perform formal test and evaluation on the system
Determine whether follow-on development is warranted
Successfully closeout the project, on-time/on-budget.

3.2 ACTIVITIES ACCOMPLISHED

The following key activities were accomplished over the course of
the REDHOOK Project:

¢ Statement of Need prepared [2/97]

« Internal Concept Proposal prepared [7/97]

+ Development activities, test and evaluation successfully
completed, prototypes delivered [10/98]

Operational Readiness Review conducted/reported ([2/99]
Development project was completed on budget with
Project Closeout Report prepared/approved by UC -[7/99]
Phase 5 Review successfully conducted [10/21/99].

o ¢ & o

"3.3 KEY ISSUES/DECISIONS

. Key Issues N

The following key issue was identified and discussed as part of
the Phage 5 Review:

« System Simplicity/Modularity - in the future similar
collection systems should be designed to capture and

break-out only the first three layers of the OSI model
which will a much more rapid, modular system solution.

# % » FOR OFFICIAL USE ONLY % * *
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Key Decisions

" The following key decisions were made during REDHOOK project
life-cycle or in conjunction with the Phase 5 Review:

File Number 268-HQ-1001725

REDHOOK Migration from VME to:PC - it was decided by EST-
4 management to migrate the REDHOOK platform- f£rom th@
more expensive VME architecture to the PC-based
environment once the PC technology became fast enough to
satisfy the collection reguirements.

Changing Contract Team Personnel - it was decided to
change contract team personnel during course of the
project once performance began to "stagnate" - the
younger replacement team functioned very well and
improved overall performance on the job.

Proiect Closeout - the closeout of Project REDHOOK was
approved by ESTS Section Chief.

» * * FOR OFFICIAL USE ONLY * * %
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4.0 PERFORMANCE

4.1 COST PERFORMANCE (BUDGET VERSUS ACTUAL)

rzng_ggggggit for Ptoject REDHCOX was administered by Mr. e 4
The key- total planned and actual cost figures are as oo
follows: . b7C
Total Original Planned Cost: ' $700,000
Total Actual Cost-at-Completion: $1,310,000
| : !
4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL) ' a
The Project REDHOOK master schedule included the following major ;
milestones: ]
. Project Kickoff p:2/98 A:2/98 !
. Prototype Delivery and Test P:10/98 A:10/98 :
. Project Closeout Report P:11/98 A:7/99 g
. Phase 5 Review . p:11/98 A:10/99

The original period of performance was estimated at 18 months
(6/97 - 11/98) . The prototype development activity was completed
in October 1998, and the Project Closeout Report/Phase 5 Review
were completed 13 months later for a total actual project life
cycle of 31 months. .

VPt v e
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5.0 LESSONS LEARNED

The following lessons were learned during the course of Project
REDHOOK activities which may be of benefit to follow-on or other
related projects: ‘ L .

Collection products should be of modulat;aésién and be
developed and fielded rapidly; minimize system complexity

"early

Asking the field for requirements without managing those
expectations/requirements can lead to substantial
requirements/cost creep by trying to satisfy everyone.

Don't jump into a technology too early - jumping onto a
technology too early can be a double-edged sword. . Best
approach may be to get an early capability out to the
field and then build on that capability later

Don't build a stove-pipe system

6.0 PROJECT ASSESSMENT

The Project Leader's overall assessment of Project~R$DHOOK through
the conclusion of the project is summarized as follows:

Project REDHOOK devélopment was successfully completed;
it was an early success for the Bureau '

Success - supported critical first cases

Success - developed Criminal Investigative Tools

Success - design was flexible enough to support rapid
deploymerits involving Internet technologies

Failure - completed project over budget
Failure - inability to build a stable platform

Failure - initial selection of VME chassis proved
expensive

Failure - Got off on wrong foot with the Field.
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RedHook : 268-HO-1001725

User Reprosantativa:

Period of Performance:
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ki o

Ase Contractor P;nm Current?

Ptanned Cumulative Cost To Date: $13,610,000.00 | Planned Tota Cost: ©T ] istasaeseene
Actual Cumlaiive Cost To Date: $12610000.00 | Estmatod Cost AtCompletion: .1 - | $1363458408 ]|
Variance (3) $0.00 | Variance (: B s sooa
Varianoe (%) ) ‘ 0.00% | Variancé (%): i ! .

REQD N

DATE SIGNED

PRODUCT

REQD (¥/N)

DATE SIGNED

' PRODUCT

REQD ()

DATE SIGNED
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R
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| SECTION CHIEF INTERVENTION REQD? N

|ssue Remarks: CRB approved the PC-PDU development.
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== RedHook r—mmm— 2 Project Closeout  em= e
PROJECT

PROJECT

RedHook

Phase 5 Review

:
s N

October 1999 o

B

ALL INFORMATION CONTAINED
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Review Purpose and Objectives
== RedHook -
PROJECT

Project Closeoul  wumm

Purpose
EQJA ud [

+ Toreview the SMNIVORE Project and elucidate on the lessons learned.

Objectives
* Present salient highlights
» Present project management successes and failures
@ « Identify Key decisions '
» Lessons learned

» Section Chief sign-off on project closure

** FOR OFFICIAL USE ONLY ***
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Project Management Approach

RedHook
PROJECT
Define Need/
Concept 2
' Define Plan/

Phase
Reviews v

Requirements

Project Cll
A 3 )
Design & Develop -
Required System - 4
Test & .
Evaluate 5
Instail &
" Test Operate
Reports | S
) /5?3’;,'
oicsss
sRapofty
oy ’
oo
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Project Team (Government)
= RedHook

PROJECT '

Project Tins

ESTS
Section Chief
SNIMEDS

EST-2 ..
_Unit Chief '

hé
k7C
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Development Cost Projection 5

== RedHook m— e = Project Closeout === o

PROJECT - . o

- Total Planned Cost for prototype development was $1,310,000 Y

—Cumulative Costs-to-Date are: $1,310,000 , : %1

JA.
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Proposed Project Control Gates

= RedHook
PROJECT

Project Closeoutl  wwwm

s T
Fe¥adied Tl e

%]
249

* Recommended Remaining Control Products

— None

R IS e

T

el

« Recommended Reviews

— Phase 5 Review (Chair/Approval Authority: EST_S Section Chief)

» Recommended Reporting

- Done

*** FOR OFFICIAL USE ONLY *** ‘ 6 .
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‘Present Salient. Highlights .

== RedHook e ————mememaese  Project CLOSEOU! s
PROJECT

@

‘Capable of ISDN Céptures with

—— - g TR WER ST Mt e A% A %
o i e g e i bt S P TR D

- Voice Traffic
- “Data;Traf_ISi’cibn.it-he B Channels
- ‘Both ‘f\'/bicegah“dé Data Traffic

. Multi-line ISDN
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Project management successes and failures

= RedHook so————————————————————— e ———n e Project Closeout
PROJECT

* Success — Supported critical first cases
® o |

+ Success — Developed Criminal Investigative Tools

- Success — Design was flexible enough support rapid
deployments involving _Interng‘t ;echn_ologies

* Failure - Over Budget

* Failure - Got off on wrong .foot-WitH'.Fi:eId

. Failure — Chose VME chassis system -
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Key Decisions

==  RedHook ——————— e e Project ClOSEOU!
PROJECT ' ' ’ .

- Changing contract teams S
. ’Chan;_gii-'ng. VME Platform

« Minimizing Harris Involvement

*** FOR OFFICIAL USE ONLY *** 9
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Lessons Learned

==  RedHook - e ————————— . Project Closeout  mmem
PROJECT

PRSI

PEVEL N

TN e
PRS-

- If you feel that you're not going to get good value on a
contract you’re probably right.

- Minimize system complexity early.

R R

« Use as many contract teams as possible to support a

program because it enables the COTR to get.the best ?’4
value: through “good fit” and healthy competltlon ‘,-,‘
& « Don’t bunld a stove-plpe system

- ‘Don’tj 1ump_ inona technology tooearly. .

**EOR OFFICIAL'USE ONLY *** S o -




PROJECT

TRy S —— -

Recap
- . Pro{‘ecl Closeotit e

RedHook was an early success for the Bureau

The original contract team was broken-up by the COTR

The new team‘_p_e.r.form.ed- well for the COTR

New contract fe'al';ij'is.building the last systems the Bureau will likely
-purchase ' ' :

'ISDN has alternative collection systems.

*** FOR-OFFICIAL USE ONLY " 11
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Document Title: Project Closeout Report - REDHOOK Keview ID No: | C'99¢O34.;
Preparer’s Unit: EST-4 |Preparer's N;lme: Phone Ext; v I
Reviewer's Name: I Phone Ext: : I)al:oj of Review: 9/15/99. :
Summary of Document Content:, T

& This PCR documents the objecuv&s. key decmons, and lessans leamed during REDHOOK developmenL

e  The REDHOOK system is an integra ork intercept

¢ Key Project Team members mclude roject Leader), ser Advocate)

®  The original estimated total project - Actual total cost was

Conteat Complete? Yes Conteut Accurate? | Yes - ¢ PmperAFo_rﬁiag? - v Yes
Assessment of Control Product: 4 '

This Project Closesut Report is compliant with ITB Project Management standards. The reqmred ECis mcluded wwth the
report.

Security Checked? Another Reviewer? I No ! Cominonality?

Issue(s):

Note: Technical Perfonmance was not covered in the Project Closeout Report; No Key Decisions reported,

The names listed on the Approved By line of the EC is incorrect and should be ccrrected for future submxssmn of ECs for
OSTO control products.

Note: PCR received by OSTO 9/2/99, EC dated 9/1/99. .

Recommendation(s):

The REDHOOK Project Closeout Report is ready for Section Chief review. Recommend that the Phase $ .liéview be
scheduled and conducted at the earliest date that participants are available. Recommend participants include: Project
Leader, EST-4 Unit Chief, OSTO Manager, OSTO Support Team Members, and ESTS Section Chief.’

Date Preparer 6/28/99 | Date Unit Chf Signed: | 7/7/99

Date Section Chicf Signed:
Signed: - . .
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Project History Report ke
Red Hoock
21 October 1999
File Number: 268 -HQ-1001725 Section/Unit:
; [ S FLANNED W[ ACTUALCUMM; SRy :
g ECOSTY [ COST:T _,g%g 2 9 Mot
[ RVARIANCE %3 | SCHEDULE szrus § L _‘ ] j : FL4
3700.000.00 $233,000.00 On Schiedule " Projeet schedule was redefined 1o cover only die pcriod 0 duvelop the PC I’DU ’Ihe TRSm 2198 will Not
EAC: $700,000.00  Variance: 0.00% . indicate the planned features.
Variance: 0.00%
4198 6/97- 1198 $700,000.00 $483,000.00 On Schedule Projest schedule to develop the PC-PDU Noi
EAC: §700,000.00  Variance: 0.00%
Variance: 0.00%
6/198 6/97 - 10/98 $1,310,000.00 $536,000.00 On Schedule Nere. No
EAC: $1,310,000.00  Variance: 0.06% L
Variance: 0.00% ta
- L
81798 697 - 1098 $1,210,000.00 $860,000.00 On Schedule Nafe. Lt No
EAC: $1,310,000.00  Variance: 0.00%
Variance: 0.00%
10/1/38 6497 - 12/98 $1,310,000.00 '$980,000.00 On Schedule Project closcout maved up one month. Awalling secepiance xmmg dute, Cunplﬂum date moved.to No
EAC: ${,310,000.00 Vuriance: 0.00% 12798,
Variance: 0.00%
. 1201798 697 - 12/98 $1,310,000.00 $1,100,000.60 On Schedul Acezptance testing complete. RedHook System passed. No
EAC: $1,310,000.00  Variance: 0.00% o
Variance: 0.00%
2109 6/97 - 959 $1,310,000.00 $1,160,000.00 OnSchedule . A P testing plets - Test Repon done in January. RcdHookSyslmpancd dcvclo;.w als . No
BAC:$1,310,000.00  Variance: 0.00% lete: Period of perft ded 10 9/99 (6 use remaining funds on developing specific
Variance: 0.00% enhancements. PCR mll come after the project closes out in' Seplenber.
41189 6/97-9/99 $1,310,000.00 $1,180,000.00 On Schedule No changes, Ne
EAC:$1,310,000.00  Variance: 0.00%
Variance: 0.00% .
6/1/99 6/97 - 9/99 $1,310,600.00 $1,180,000.00 On Schedule (U} No changes. Ne
EAC: §1,180,000.00  Variance: 0.00%
‘Variance: 9.92%
* M A ion Flag: T = Tol {Budget/Scheduie) Exceeded 1= lssue Intervention/Resotution
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FEDERAL BURTAY OF INVESTIGATION, .~

Precedence: ROUTINE ; Date: 09}61/1999

To: Laboratory Attn: Mr., evitt . OQT-ERF.
| : Mr.l ‘QT-ERF
= . ? [ oT-ERF.
: Mr.i %T-ERF
Mr.l | QT-ERF
(Enc osure

" . bﬁ
From: Laboratory : ;“' b?c
Electronic Surveillance Technology Sectlon/EST—
DITU, QT-
Contact: fBE’ (703)

Approved By: McDevitt Michael J)ﬂmﬁ4

L ]
i °“‘m|np,, ‘

Drafted By:

case ID #: 268-HQ-1001725 (Pending)

Title: REDHOOK
PROJ EC‘I‘ CLOSEOUT

Synopsis: EST-4 is requesting that the Progect Closeout Report
for RedHook be approved.

Enclosure(s): Project Closeout Report for RedHook Project

Details: The Laboratory Division,'Electronic Survéillance . :
Technology Section, EST-4, is responsible for the development of
lawfully authorized digital telephony collection systems. The
RedHook Project was developed to facilitate lawfully authorized
collectlon of integrated services digital network (ISDN) traffic

- on the subscriber's line. The RedHook development effort has

been completed. The attached Project Closeout Report documents
the results of this effort, and is being submitted for approval.
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1.0 INTRODUCTION

1.1 PURPOSE

The purpose of this OMNIVORE Project Closeout Report (PCR) is to
j document. the accomplishmenis of and lessons léarned from the
REDHOOK development project.

1.2 SCOPE
1.2,1 Identification
The prototype system is labeled REDHOOK. The REDHOOK system

con51sts of an ISDN bridge unit, a proce551ng and . dlstrlbutlon unit
{PDU) and a user workstatlon The system software is

identifiedbelow:

PC Workstation: v3.17 31 March 99

AMH: vi.2 21 May 97 : s
PDU (PC): V1.5 11 March 99. "
PDU (DSP): V1l.4 31 March 99’

PDU (Linecard): v2.5 18 June 99

Serial Bridge: vi.s 3 Sept 97

The user workstation requires a standard PC running Solaris X.86m™
. version 2.6, an Ethernet network card and a 2 quabyte Jaz™ drive

for permanent storage. The. PDU requires a’ PC running Wlndows NT™

and an Ethernet network card. Coe

1.2.2 Project Closeout Cbjectives

The REDHOOK Project Closeocut Report summarizes the prOJect'
a. Costs
b. Development Time
c. Achieved Functiocnality
d. Recommended Future Activities

2.0 ARCHIVED PROJECT DOCUMENTATION

The following PMO and technical documents have been generated for
this project and are stored in the indicated files:
File Location

Document Title 4 Date ESTS EST-4 Proiject
Statement Of Need 2/1/97 EST-4 '
Internal Concept Proposal /4797 EST-4

Technical Requirements Spec N/A

Test Plan/Procedure 10/98 EST-4

Technical Manual 10/98 EST-4

Acceptance Test 10/98 EST-4

File No. 268-HQ-1001725 | 1 quné-za, 1999
ALL INFOPMATION CONTAIMNED ’ . FOR OFFICIAL USE ONLY

HEREIN I3 VNCLASIIFIED
DATE 06-25-2007 BY 65175 DMH/TAM/KSE/ch
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3. b PROJECT SUMMARY

The REDHOOK system is an integrated services digltal network (ISDN)
intercept system capable of supporting lawfully authorlzed voice,
data, dual voice, voice and data, bonded data, and multiline
service for both Title III and Title. 56 cases. Pen Regiuater mode
is also supported.

The project being reported on was to modify the REDHOOK .system to
replace a VME chassis based PDU with a PC based PDU running the
Windows 95™ operating system.

3.1 MISSION NEED : \

This system fulfills a need to capture ISDN traffic by tapplng the
subscriber’s telephone line between the telephone company’scentral
office and the subscriber’s residence. THe collection system must
also be able to comply with Title III requirements for
mlnlmlzatlon. .

3.2 SYSTEM DESCRIPTION

The REDHOOK system consists of a serial bridge that is. remotely .
controlled to tap the subscriber’s telephone line, a PDU for bridge
centrol and a user workstation to store and present user v01ce/data
to the monitoring agent. Storage of the lawfully authorlzed
collected data is at the workstation.

3.3 OPERATIONS CONCEPT

The REDHOOK system was designed to be installed in series with the
subscriber’s line. The bridging unit will forward.the collected
signals either over -twisted pair to a collection point within. 3
miles or a fractional Tl to anywhere in the country. The PDU
receives the collected signals from the serial bridge and ‘forwards
the collected data to the user workstations over Ethernet in an
office environment.

3.4 PROJECT ORGANIZATION

Contractor personnel: in Melbourne Florida, designed and
developed the REDHOOK system on a cost plus award fee contract.
EST-4 participated in project status reviews and observed testing
of the prototype units. Marconi systems was tasked with contract
management support for this effort,

File No. 268~HQ-1001725 2 June-28, 1999
FOR OFFICIAL USE ONLY . :
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.3.5 DEVELOPMENT PROCESS/MILESTONES

The OMNIVORE project followed EST Section Project’ Management

guidelines. The project has accompllshed the major nmilestones
llsteo below,

Milestone ' Date

Project Kick-0ff of PDU port to NT= 2/98
Design Review 4/98
Prototype Tests 10/98
Prototype Delivery 10/98
Operational Readiness Review Tests 2/99 ..
Project Closecut . . 6/99

3.6 TECHNICAL PERFORMANCE

The- technical performance is detalled ‘in the. OMNIVORE acceptance
test report dated November, 1999. This sectlon prov1des only the
high-lights of the test reports. . L o~ :

The system has beeﬁ successfully deployed in the ffeld;

4.0 KEY DECISIONS
4.1 TECHNICAL PROBLEMS , o

The REDHOOK system was deployed in the Solaris™ PDU conflguratlon .
while the NT™ port was underway. The fundlng for thls development

" was also used to provide field operation support. -aAlso wrapped
into this development was the minimization of collected idle. data_“
that is present on ISDN circuits when the data throughput 1s ‘not
equal to capacity.

i 4.2 UNIT ACCEPTANCE ' S o

After delivery of the acceptance test report, in quember_pf-1998,
the REDHOOK system was accepted. ‘

File No. 268-HQ-1001725 3 .June 28,1999
FOR OFFICIAL USE ONLY o .

T o

- - “. —
g R IR TR 2 A A1 N ‘.,r Ay IS i I A ) .;z < F&
38 &M&"ﬁfihﬁ% PR TP '..ni .“-é_. % u.t‘ T ‘-a_,‘:ﬁ-—-?o m_«i‘ 3.,!...1...«."." Fien i:." "" 35

.




.FOR OFFICIAL USE ONLY
REDHCOK ﬂro;ect ¢loseout kReport R

‘n

e
it

" EST=4
5.0 PERFORMANCE

This sectlon reviews the costs and development time ‘which' the
REDHOOK prOJect requlred during its 1mplementat10n.

5.1 COST PERFORMANCE

Project Costs were within accepted ranges. The: contracted price
for the REDHOOK system and operational software was $1,180,-000.
The Project came in on budget with funding belng ekpended on
field support in addltlon to the PDU development work.-

5.2 SCHEDULE PERFORMANCE B -

The completion of the project was within the planned schedule.
6.0 NOTES

6.1 Location of Units -

The prototype units were deployed to a number of fleld locatlons
All field deployed systems have been replaced. Wlth the upgraded ol
Windows NT™ operating system units. .
6.2 Other Comments

Overall the development effort went well. 1In the future -though,
the collection systems of this variety will be designed to capture

and break-out only the first three layers of the OSI model. This
leads to a much more modular system approach to collection systéms.

File No. 268-HQ-1001725 4 June 28, 1999
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QRe/view Control Products

©8chedule Review
@Check Section Chief Schedule

mCheck Project Leader/Unit Chief Schedule

OCheck OSTO Manager Schedule
ODate =] f___;Time_jo'oo- //"OO-;PlaQeg-M C«% Z.\

ElSchegl{R@Sénd E-mail

eserve conference room -

US€M C/Proj. Leader/OSTO Manager]_ I
Secretary/Unit POC o

@Send copy of CPA to Proj. Leader 4/9'/ 79 . A

m(vise Proj. Leader to prépare presentation pkg. with appropriate -
copies
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From:
To:
Date: TOIT3/89 3.20FM
Subject: Projects Redhock & Omnivore - Phase 5 Review

The Phase 5.reveiw for above listed pro;ects has been rescheduled for 10/21/99 10:00-11.00 a.m. in the
Secure Conference Room.

.-

ALL INFOPMATION CONTATINED
HEFEIN IS5 UNCLASSIFIEL
DATE 05-325-2007 BY 55179 DMH/TAM/K3E/ch
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From:

To: , . ke
Date: "9/21/99 2:29PM e
Subject: Phase 5 Review - Projects Redhook & Ommvore

S

Phase 5 Review for above listed projects has been scheduled for October 12, 1999 10 00-11:00 a.m. in
the Secure Conference Room If you need niny help with your presentation package please Iet us kiow.
Thanks, . ,

cc: l IMICHAEL MCDEVITT,..
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From:
To:
Date: 9/16/99 9:25AM
Subject: 0OsTO - Review of Documents

| have reviewed your Project Closeout Reports for. Ommvore and Redhook i will forward the
assassments to you early next week.

i plan on trying to schedule your Phase 5 review with your Section Chief & Umt Chlef sometime beiween
10/12-22/99. | will be checking everyone's schedule. Please start’ preparation of you presentation
materials, using the template that has been provided. If you have any questions please call me

Thanks. .
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1.0 INTROLIGTICH

rroject Digital Collection-03 is a 15-menth part of an
overall Digital Collection Program. This program supports the
FBI's mission to ensure the ability of the FBI to collect
evidence and intelligence through the acquisition, deployment,
and support of communications interception techniques and systems
to facilitate and support national security, domestic
counterterrorism, and criminal investigative efforts. Systems

being acquired under the Digital Collection Program include the oo
DCS-5000, formerly known ag ]the DCS-6000, formerly BIE

known asl |and the DCS-3000, an in-house system
built to provide an interim soclution to intercepts based on
Communications Assistance to Law Enforcement Act (CALEA) inputs.
The DCS-5000 and DCS-6000 systems possess similar functions and
capabilities; however, the primary difference between the systems
is the DCS-6000's requirement to monitor intercepted

communication as it is recorded-and to minimize the communlcatlon
in accordance with the court order authorization.

{(U) This Project Plan defines the detailed plazn for conducting
Project Digital Collection-03. To that end, this Project Plan
establishes the following project elements -

e Project objectives and project control requirements
e Acquisition strategy

¢ Technical concepts

¢ Financial projections

e Management approach

e Testing and acceptance approaches

¢ Project schedule/milestones

e Operationsg and maintenancg approach

, ) ] ©OTHER OUT CF SCOPE
e Special considerations. :

258-HQ-1045581
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(U1

:.Ur“-~'~>b<'rhe DCS-3000 was developed under an in-house TICTU effort and
provides the ability to accept CALEA-based inputs of various:
telecommunications providers into acceptable formats for the DCS-
5000 and DCS-6000. DCS-3000 systems, though not collection
devices, are an integral, interim solution until the DCS-5000 and

DCS-6000 systems are able to fully accept all telecommunication
service providers' CALEA inputs.

258-HQ-1045581
- 3
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2.1.3 DCs-3000

TICTU is sUsporting beit RNS.2055. and DOS-E000° syshems with.
an in-house product. The DCS-3000 is producea using a
combination of ‘in-house resources and contractor support’
research, development, production, and upgrades. Contractor

IS L N

.support was awarded on a competitive basis to Booz-Allen-Hamilton

in FY 2001. The projected cost of this effort for FY 2003 is
$2,400,000.

iUJ'\:><:
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3.2 SYSTEM DESCRIPTION

The systems being implemented in Project Digital Collection-03
include DCS-6000, DCS-5000, and DCS-3000. The functional

capabilities of each system are addressed in the following
sections.

258 -HQ-1045581
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A ’ . OTHER OUT GF SCOPE
3.2.3 DCS-3000

(U) Functional capabilities of this system include:

Initiates connection to

b
switches bR
) Matches incoming Call Data Content and Call Carrier Content .
. Stores and forwards capability for CALEA

data

3.3 SYSTEM-LEVEL REQUIREMENTS

El

(U) Systems requirements are identified and detailed in the
Functional Requirements Documents for each system.

The
Requirements documents are available from the Project Leader.

258-HQ-1045581
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3.2.3 (U) DCS-3000 OTHER OUT OF 3COPE

U) Functional capabilities of this system include:

268-HQ-1045581 -SECRAG— " April 20, 2004
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. Initiates connection to TSP switches
. Matches incoming Call Data Content and Call Carrier
Content
. Stores and forwards capability for CALEA J-STD data
U X .
W<
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1.3 PROJECT SCOPE AND CONTENT

This project .is consistent with the ESTS Program Plan Goal 1.B

which is “To provide exemplary, proactive service which assures

that mission-related collection and user/systém support

requirements are achieved.” One of the near-term (2003) actions bhé
associated with achieving that goal was "Design, build-out, and - ke
commence initial operations of the CSOC/Help Desk Facility.”
Supervisory Engineering Technician (SET‘ |will lead

a team of contract engineers in accomplishing this project.

The period of performance for this project is estimated to be six
months. The effort to build-out the remainder of the capability
and to procure and integrate the necessary software and hardware
is estimated to cost $130,000.

The major tasks to be accomplished in this effort are:

1. Procurement and integration of off-the-shelf availability
management software and associated server hardware to meet

{Project File Number) PP Template Vers 1.1
3
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Lhe systcm mnn«rorlng and reporting requirements levied by
the ESTS.

2. Upgrade of the Remedy Management System to include
implementation of Remedy Help Desk software
3. Procurement and integration of a Digital Access Cross Connect
. Switch to facilitate digital inputs to multiple systems
4. Integration of Trilogy/ArachNet equlpment into the CSOC
facility
5. Integration of DCS3000 equipment and network connectivity
within the CSOC facility
6. Hiring of five additional contract personnel to facilitate
24-hour operations
7. Training of all personnel on Avallablllty Management System
(AMS) and Remedy Management System (RMS) software
§
(Project File Number) PP Template Vers 1.1

4
* * * FOR OFFICIAL USE ONLY * * #




b2
78

* * * POR OFFICIAL USE ONLY * -~ ¥
CMP Systems Operation Center (CSOC} Project Plan [22 April 2003]

-

2.0 ACQUISITION/PROCUREMENT STRATEGY
2.1 PRODUCT LIFE CYCLE ACQUISITION/PROCUREMENT STRATEGY

The TICTU Unit- Chief authorized the expenditure of 2002 funds
from the Systems Operation and Integration Laboratory Task (Task
3035) on BAE Systems contract J-FBI-00-078 for the CSOC proof-of-
concept. This contract is currently funded up to its ceiling and
CSOC Support will be.a task in the upcoming competitive
procurement.

At the time of this writing, a Request For Proposal. (RFP} is
being generated to establish a new engineering services contract
to perform the tasking currently managed by TICTU’'s Operation
Resource Center {(ORC). The establishment and maintenance of a
CSOC is included in the RFP and the contract award winner will
perform the work identified herein.

2.2 GOVERNMENT FURNISHED IN?ORﬂATION AND EQUIPMENT

Table 2.2-1 identifies the Government Furnished Information (GFI)
and/or Government Furnished Equipment (GFE) items to be provided
by the Government in support of this project.

: ~N

Table 2.2-1. Government Furnished Information/Equipment (GFI/E)

GFI/E Item Need Date Contractor Responsibilities

Trilogy/ArachNet 05/30/2003 |Integration and testing.
Equipment and

ity .
Fixed Site | N/A System already installed and

: ' ready for CSOC integration
and testing. .
Portable N/A System already installed and
ready for CSOC integration
and testing.

“gN/A System already installed and |

ready for CSOC integration
and testing.

DCS3000 System and 05/30/2003 }|Installation, integration and

node connectivity testing.
05/30/2003 |Installation, integration and
testing.
{Project File Number) PP Template Vers 1.1
. 5 ,
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-

3.2 SSEN DESCRIPTION

The Informati'on“ Model developed to depict the flow of information
in and out of the CSOC is contained in the following graphic.

R ——— RC3.2000 o2
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Systems being acquired under the Digita}_ﬁgllgg;igT Project , o2
include the DCS-SE?O, formerly known as the DCS-§000, b7E
formerly known a and the DCS-3000, an in-house

system built to provide an interim solution.to intercepts based

on Communications Assistance to Law Enforcement Act (CALEA)

inputs. The DCS-5000 and DCS-6000 systems possess similar

functions and capabilities; however, the primary difference

between the systems is the DCS-6000's requirement to mcnitor

intercepted communication as it is recorded and te minimize the
communication in accordance with the court order authorization.

258-HQ-1045581 .
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Project Digital Collection-04 . ~ Project Plan January 1, 2004

(U) Project Digital-Ccllecticns04 will nave =z swinificant. effect
upon the methods by which the FBI conducts ELSUR activities and
digital collection capabilities. Significant increase in the
number of sites support, overall line input increases, network
connectivity, and work flow management will have a very positive
impact on ihe FBI's mission.

-

OTHER ©UT QF SCOFE

2.0 ACQUISITION/PROCUREMENT STRATEGY

£ -

inwn

(TIY -

2.1.3 DCS-3000

-mgﬂ( TICTU is supporting both DCS-5000 and DCS-6000 systems with

n in-house product. The DCS-3000 is produced using a
combination of in-house resources and contractor support
research, development, production, and upgrades. Contractor
support was awarded on a competitive basis to Booz-Allen-Hamilton

258-HQ-1045581
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Project Digital Collection-04 ° Project Plan January 1, 2004

3.2 SYSTEM DESCRIPTION

The systems being implemented in Project Digital Collection-04
include DCS-6000, DCS-5000, and DCS-3000. The functional
capabilities of each system are addressed in the following
sections.

2 o8- -NQ-1045581
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Project Digital Collection-04 Project Plan January 1, 2004

3.2.3 DCS-3000

(U) Functional capabilities of this system include:

. Initiates connection to TSP switches
. ‘Matches incoming Call Data Content and Call Carrier Content
. Stores and forwards capability for CALEA J-STD data

258-HQ-1045581
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I;R'OJEC’I‘ iANAGEMLN l’ OFFICE - PROJECT (.LOSEOUT BRIEFING

Project Title: Digital Collection - 04 . Project ID #: | 18-04-0029
Unit: TlCTiJ Project Leader: | EE Phone l’jxtg

r'.“rogrnm Manager : SSA__JI User Representative: . X SSPI-_—- -
Coatractor: Raytieon © . - ' Date of Eeview | 7/1/2005

{uj -

{0y~

{0 -

Project Goal/Objectives:
GOAL: Continue deployment, upgradc, and improvement of automated systems that support the enme functional
process of ELSUR evidence collection, processing, report generation, and presentation.
« (U) OB} 1: Provide automated support to the ELSUR repon generating process - MET
« (U) OBI 2: Provide capabilities for the digital transmission of ELSUR collections via high-speed digital communication links,
especialty between Field Offices - MET
« (U) OBI 3: Enhance the capabilities for efficient redaction and duplication of evidentiary media - MET
= (U) OBJ 4: Enhance the capabilities for filtering and signal érocessing of collecred audio evidence - MET
« (UJ) OBI 5: Enhance the capabilities for courtroom presentation of collected audio evidence - MET

» {U) OBIJ 6: Maintain capability to interface with legacy inputs (analog, file formars) 1o ensure sarisfactory outputs - MET

» (U) OBIJ 7: Provide interoperability between sites equipped with DCS-5000 collection systems, including legacy sites -MET
« {U) OBI 8: Provide network connectivity among sites connected 10 the Trilogy network for ptirposc of sharing info - MET

o (U) OBI 9: Facilitate collection of CALEA-based information via the DCS-3000 - MET

Deliverables: (Ul land DCS-3000 systems were delivered per project requirements.

“Praject Information:- {§{ Project Digital Collection - 04 accompllshed tasks set forth in the Project Plan as part of a multi-

year Digital Collection program within TICTU,

—Operatlonalaucepnxgltal collection systems are being deployed by TICTU in every field division, and in other -

locations as required by operational needs. Systems are deployed in three basic configurations: portable, transportable, and
fixed. The systems are capable of standalone operations, but are normally used within a networked environment. Digital
collection systems are used only for technical collection of electronic data. The data is then processed and evaluated for

migration to a separate information technology system where it is analyzed, managed, and archived as case related information.

Planned Total Cost: $36,470,000 Actusl Total Cost: $35,724,674 Varijance: 216%

Cost Remarks: (U) Initial planned cost was $34,500,000. A contract modification added $1,970,000. Actual costs were under
the adjusted planned total by $745,326.

Planned Months: 15 Actual Months: '} 15 Variance: J 0%

(Start - End) 10/1/03 - 12/31/04 | (Start - End) 10/1/03 - 12/31/04

Schedule Remarks: (U) Praject was completed on schedule. There were several adjustments for infrastructure build-out.

Lessons Learned: (U) Contractor effort was directly rejated to the oversight and attention-to-detail provided by the gov't.
(U) The initial budget for the project was $34.5M, however an additional $1.97M was spent in support of external customers.

Issues and Recommendations: (U) None.

PMO Remarks: (U) The Project Closeout Report was compieted per OTD Standards.
(U) Achievement of Project Objectives was well described and documented. All required delivérables were received / accepted.
(U} Recommend the project’s Phase 5 Review be presented by the Project Leader at a future Project Review Meeting.

UC Approved PCR: Not signed | PMO Received: | 7/1/05 PMO Reviewer (Initials): BGF .
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Project bigicai*Cpilec:iun—04 broject Closeout Report July #, 2005 - =+

. maintain capability to interface with legacy inputs .
(analog, file formats, etc.) to ensure satisfactory i
cutputs .

. -provide interoperability between 21l sites equipped
with DCS-5000 collection systems, including legacy -
sites ' - X :

. provide network connectivity among all sites connected
to the Trilogy network for the purpose of sharing
information

. facilitate collection of CALEA-based information via

the DCS-3000

During the course of Project Digital Collection-04, all
cbjectives were successfully met.

2.0 (U) ARCHIVED PROJECT DOCUMENTATION

(U) A number of control products were prepared over the course of
the project. Actual completed products are reflected below.

Statement of Need November 17, 2001
Project Plan January 30, 2004
Project Ldr Files
PMO Files
Bureau Files
Technical Requirements November 13, 2001
Specification Project Ldr Files bé
PMO Files b
Phase 2 Review Briefing October 6, 2004
Project Progress (60-Day) Reports Every 60 days/
PAMS
Project Closeout Report July 9, 2005
Project LdAr Files
PMO Files

Y Bureau Files

268-H0O-1045581
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3.0 (U) PROJECT SUMMARY
OTHER OUT CF SCOPE

3.1 (U) SYSTEM DESCRIPTION

(U) The systems being impleacuiad dn Project Digital Collection-
04 include DCS-6000, DCS-5000, and DCS-3000. The functicnal
capabilities of each system are addressed in the following
sections.

268-HQ-1045581
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_Project Digital Cellectign-04 . Frodect CloSevut Report July 9. 2005 -.

3.1.3 DCs-3000
(U) FPunctional capabilities of this system include:

Match incoming Call Data Content and Call Carrier
Content . . _ .

Store and forward capability for {&LEA J-STD data
Initiate connection to TSP switches. e -

=
P

268-HQ-1045581
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Project -Digital -Ceoli sl Eroisgt. Cluseout Report July 9, 2005

OTHER OUT OF SCOPE

cal

1. DCS-3000 systems See PL Field Offices

(T} e

(i

OTHER CUT QF SCOPE

OUT OF SCOPE
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" 3.1 PRODUCT LIFE CYCLE ACQUISITION/PROCUREMENT STRATEGY 12

3.1.1 DCS-8000- . . .+ . .. v v ¢ « « e e v o« oo o12

3.1.2 DCS-6000 . . . . . « & e o oo .o oL .. 12
3.2 GOVERNMENT FURNISHED INFORMATION AND EQUIPMENT . . . .13
3.3 DELIVERABLES . . . . . « « « + « « = « « « « < . . .13

4.0 TECHNICAL APPROACH . . . « « o o v o i i o 13
4.1 TECHNICAL MANAGEMENT STRATEGY . . . . - . . . . . . 13
4.1.1 PROJECT TEAM ACTION ITEMS . . . . . . . . . . 13

4.2 TECHNICAL REVIEWS . . . « « + « & o« + o o« « « « o . . 14
4.2.1 IN-PROCESS REVIEWS (IPRS) . . . . . . . . . . 14

~ 4.2.2 INITIAL OPERATING CAPABILITY (IOC) REVIEW . .15

5.0 SYSTEM DESCRIPTION . . + + + &« « & « « e« « « « « « . .15
5.1 DCS-6000 . . . . = v v v v v 4« 4 e e e e e e e .. o.o15

‘5.2 DCS-5000 . . . « « 4 4 4 4« v e e e e e e e w o . ..15

5.3 DCS-3000 & v v « o « « o o« o « o« o o o s o o« « « . .15

5.4 SYSTEM-LEVEL REQUIREMENTS. . . . . . . . . . . . . . 16

6.0 FINANCIAL SUMMARY . . . . . + 4 « « « « « « « « « . . . 16
6.1 PROJECT FUNDING PROFILE . . . . . . . « . . . . . . 16

7.0 PROJECT MASTER SCHEDULE . . . . . . « « « « « « « « . . 18
8.0 MANAGEMENT APPROACH . . . . ¢ « + « « « « = « « <+ . . 16
8.1 PROJECT MANAGEMENT PROCESS . . . . . . . . . . . . 16
8.1.1 PROJECT TEAM ACTION ITEMS . . . . . . . ., . . .17

8.1.2 PROJECT TEAM MEETINGS . . . < « « « « o + . . .17

8.1.3 PROJECT REPORTING . . . . « v « « « v o « . . .17

8.1.4 REVIEW REPORTS + « « ¢ o o o o o « o o o o « « 17

9.0 RISK ASSESSMENT AND MANAGEMENT . . . . . . . . . . . . . 18
9.1 PURPOSE AND SCOPE. . . . . . . . . . . . . . . .. .19
9.2 SUMMARY OF POLICY AND PROCEDURES . . . . . . . . . 19
9.2.1 RISK MANAGEMENT BOARD . . . « « « « « « = + . .19

9.2.2 RISK MANAGEMENT PROCEDURES SUMMARY . . . . . .20

10.0 CHANGE/CONFIGURATION MANAGEMENT . . . . . . . . . . . . .21
11.0 MAINTENANCE AND LOGISTICS APPROACH . . . . . . & . . . . 21
12.0 SECURITY AND PRIVACY . . . . « « v v v v v v v v v v o 21

258-HQ-1045581 Digital Collection Project Plan
: iv
* % &k SGEERET * * &




() -

. Q‘ S8IFIED BY 85179 DMH/TAM/EZR/ch

1) T
. 0N NA-26-2007
* % % SREREE. * * ¥
K)

‘L L 3i0 INTRODTOTIONA -weor UG -

Digital Collection Project supports the FBI's mission to
ensure the ability of the FBI to collect evidence and
intelligence through the acquisition, depioyment, and support of
communications interception techniques and systems to facilitate
and support national security, domestic counterterrorism, and
criminal investigative efforts. Systems being acquired under the

Digital Collection project include the DCS—SOOF, formerly ggfwn
as | the DCS-6000, formerly known as and b2
the DCB-3000, an in-house system built to provide an interim b7E

solution to intercepts based on Communications Assistance to Law
Enforcement Act (CALEA) inputs. The DCS-5000 and DCS-6000
systems possess similar functions and capabilities; however, the

-primary difference between the systems is the DCS-6000's

requirement to monitor 1ntercepted communication as it is
recorded and to minimize the commnlcatlon in accordance with the
court order authorization.

(U) This Project Plan defines the detailed plan for conducting
Digital Collection. To that end, this Project Plan establishes the
following project elements -

e Project objectives and project control réquirements

* Management organization, responsibilities, and
relationships

. quuisitioh strategy

e Technical concepts

e Deployment Schedule

e Transgition plan

e Training and support requirements

* Required resources

e Project schedule/milestones

s Maintenance objectives

* Ongoing technology enhancements OTHER OUT OF SCOPR
s gpecial considerations.

e Disposal of obsolete equipment
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“;}ﬁi‘The DCS-3000 was developed under an in-house TICTU effort and
provides the ability to accept CALEA-based inputs of various
telecommunications providers into acceptable formats for the DCS-
5000 and DCS-6000. DCS-3000 systems, though not collection
devices, are an integral, interim solution until the DCS-5000 and

DCS-6000 systems are able to fully accept all telecommunication
service providers' CALEA inputs. '

258-HQ-1045581 Digital Collection Project Plan
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5.3 DCS-3000

(U) Functional capabilities of this system include:

bz
. Matches incoming Call Data-‘Content and Call Carrier b7E
Content
. Stores and forwards capability for CALEA data
. Initiates connection tD switches ,

5.3 SYSTEM-LEVEL REQUIREMENTS

(U) Systems requirements are identified and detailed in the
Functional requirements Documents for each system.

6.0 FINANCIAL SUMMARY
6.1 PROJECT FUNDIN?UfROFILE

Sz g o 3%
BY+3 [BY+4& [Total
2008 Beyond
Planning: .
Budgetary Resources 5260} 1.505] 1.50S8] 1.505] 1.505] 1.50S] 1.505] 1.505 5.260
Qutlays 5.260] 1.900] 0.000f 0.000{ 0.000] 0.000] 0.000 7.160]
Acquisition: ]
Budgetary Resources 75.505] 32.500] 30:560] 29.740] 29.360] 28.920{ 28.420] 15.083] 280.623
Outlays 75.505] 20.423] 0.000] 0.000] 0.000] 0.000] 0.000 95.928
Total, sum of stages:
Budgetary Resources 80.765] 34.005] 32.065] 31.245{ 30.865| 30.425] 29.925] 16.588] 285.883
Outlays 80.765] 22.323] 0.000] 0.000f 0.000] 0.000] 0.000 103.088
intenance: . 1.
Budgetary Resources 8.780F S5.185] 7.125] 7.945] 8.325] 8.765] 9.265{ 11.960f - 67.350
Outlays 8.780] 4.050] 0.000] 0.000j 0.000] 0.000] 0.000 12,830
Total, All Stages: .
Budgetary Resources 89.545] 39.190] 39.190] 39.190{ 39.190] 39.190{ 39.190] 28.548] 353.233
Outlays 89.545] 26.373 115918
overnment FTE Costs 23801 1.190] 3.0961 3.096] 3.096{ 3.096] 3.096] 3.096] 22.146]
OTHER OUT OF SCOPE
258-HQ-1045581 OUT OF SCOPE Digital Collection Project Plan
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DIS Workstation Software Installation Instructions for
Ver 3.14
Using JAZ Platter -

b2
b6
b1
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PPMS Report History Page 1 of 3
. * * * For Official Use Only * * * ’ o
- - . - ALL TNFORMATION CONTAINED ,
Digital Collection-03 ety 15 tnrLassTFIED . -
Report History DATE 06-26-2007 BY 65179 DMH,TA&M/ESR/cb
Project Number: 18-03-0089 File Number: 268-HQ-1045581 Type: Project

Intercept & Collection Technology Unit ke C )
Program: ELSUR In7C
User Organization: TICTU,

Phone: (703):

Section: Electronic Survelllance Technology Section  Unit: Telecor

' Program Manaqer: Phone: (703
L] Phone:

Phone: (703,

Project Leaderl I

Contractor: Raytheon, Falls Church, VA

Contract: PO/Task: STHER OUT GF SCOFE
Planned Total Cost: $38,000,000.00 Qriginal Planned Cost: $38,000,000.00
Start Date: 10/1/2002 Scheduled Completion: 12/31/2003  Original Planned Completion: 9/30/2003

Goal: (U) To deploy an automated system that supparts the entire functional process of ELSUR evidence collection, processing, report generation, and presentatia::,

bz (U) Acquisition contraints have been successfully resolved permitting the award of cintracts for
hE lsupporting maintenance (Dedicated Contractor Support Program) and DCS-3000 support; FY03
' $0.00 Yes No funding will be applled to these contracts. The requirement to collect CALEA-based information

will have an impact on technical and cost aspects of the project as regional telecornmuncation
iservice providers implement CALEA, especially if their implementation strategy dlverges from the

10/14/2004
L4




PPMS Report History : i'age 2 of 3

|original direction anticlpated by ect. ;
. . : (U) Digttal Collection systems are procured from Raytheon Systems Company (DCS; U

DaTom Systems Inc. (DCS-6000); additional equipment, is being provided from the #:.5-3000 .-
project for Communications Assistance for Law Enforcement Act (CALEA) complianc.s. This .

summary provides the combined, accumulated costs In support of these efforts. Plared

$38,000,000.00($38,000,000.00/$30,064,329.00| $10,064,326.00 cumulative cost-to-date is $30, 0'64 329, Actual costs-to-date lag estimated costs dri.to the
number of Invoices recelved - primarlly from cotlection system manufacturers. It is ¢nticpated
that the completion of actual cumulative costs to date will lag project completicn Ly ‘several
months.

12/1/2003 (U) 50 FISA systems and 29 CLE systems have been installed since the begining of .‘Y 2003. Due
’ 12/31/2003 12/31/2003 to the delayed approvaj of the FY 2003 budget, scheduled installations have been sht ifted. Same
FISA installations planned for FY 2003 will be performed In the 1st quarter of FY ZOCA, . Project is
lon schedul
(U) Acquisition contraints have been successfully resolved permitting the award of centracts for
supporting maintenance (Dedicated Contractor Support Program) and DCS-3000 support; FY03
$0.00 Yes No funding will be applied to these contracts. The requirement to collect CALEA- based Information
* will have an impact on technical and cost aspects of the project as regional telecommuncation
service providers implement CALEA, especially If their implementation strategy diverges from the
original direction anticipated by the project.
(U) Digital Collection systems are procured from Raytheon Systems Company (DCS- 5000) an
aTom Systems Inc. (DCS-6000); additional equipment is belng provided from the DCS-3000
project for Communications Assistance for Law Enforcement Act (CALEA) compliance. This
summary provides the combined, accumulated costs in support of these efforts. Planned
$38,000,000.00/438,526,958.00/$38,000,000.00{ $11,763,805.00 lcumulative cast-ta-date is $38,000,000. Additional requirements far the installation cf collection
21142004 systems, primarily system configuration changes, increased planned systems cost. Autual costs-
to-date lag estimated costs due to the number of invoices received - primarily from :allection ]
- |system manufacturers. The completion of actual cumulative costs to date will lag priect 4
lcompletion by several months. .
12/31/2003 12/31/2003 (U) 55 FISA systems and 29 CLE gystems have been instailed since the beginning os. FY 2003. -
$0.00 Yes No (U) None
(U) Digital Collection systems are procured from Raytheon Systems Company (DCS-SOOO) and
r)aTom Systems Inc. (DCS-6000); additional equipment is being provided from the DCS-3000°

project for Communications Assistance for Law Enforcement Act (CALEA) compliance. This
lsummary provides the combined, accumulated costs in support of these efforts. Planned
cumutative cost-to-date is $38,000,000. Additional requirements for the instattation of collection
systems, primarily system configuration changes, increased planned systems cost. Actual cost-
4/1/2004 to-date: $11, 769,805, Actual costs-to-date lag estimated costs due to the number of Invoices
received - primarily from collection system manufacturers. The completion of actual cumulative
costs to date wil! lag project completion by several months,

12/31/2003 3/31/2004 (U} 55 FISA systems and 29 CLE systems have been installed since the beginning of FY 2003.

$0.00 No No (U) Delivery of scheduled systems and services for FY 2003 completed March 2004 in accordante
: with adjusted requirements. Project closeaut being requested for April. ) .0

{U) Digltal Collection systems are procured from Raytheon Systems Company (DCZ-3200) and
JaTom Systems Inc. (DCS-6000); additional equipment is being provided from tha 0-:2S-3000
project for Communications Assistance for Law Enforcement:Act (CALZA) compliance. This
summary provides the comblned, accumulated costs in support of these efforts. Planped
$38,000,000.00}$38,526,958.00]|$38,000,000.00| $15,100,863.00 jcumulative cost-to-date is $38,000,000. Additional requirements for the Installatior: 5f collection
systems, primarily system configuration changes, increased planned systems cost. £%ual cost:
6/1/2004 to-date: $15,100,863. Actual costs-to-date iag estimated costs due to the number Shinvoices

: received - primarily from collection system manufacturers. The completion of actuay. Apmulative
. costs to date will lag project completion by several months.
h2 12/31/2003 3/31/2004 (U) 57 FISA systems and 29 CLE systems have been Installed since the beginning o%FY 2003,
L78 $0.00 No No (U) Dellvery of scheduled systems and services for FY 2003 completed March 2004 ‘.n accordance

! with adjusted requirements. Project closeout being scheduled for June.

$38,000,000.001$38,526,958.00[$38,000,000.00] $11,769,805.00

{U) Digital Caollection systems are procured from Raytheon Systems Company (DCS-':OOO) and
JaTom Systems Inc..(DCS-6000); additionat equipment Is being provided from the lz\,S 3000

| : 1:)/ 14/2004




FIOA Request - Red Hook and DCS 3000

The DCS 3000 references are in Classified - SECRET project
documents that also reference other sensitive systems and
as a result should be carefully reviewed before being
released.

The attached RMS requests have references to Red Hook and
DCS 3000. These requests include sensitive case specific
and investigative information and as a result should be
carefully reviewed before being re\leased.

Yellow tabs indicate areas where Red Hook or DCS 3000 are
mentioned.
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FD-369 (Rev. 2-21-89)

FEDERAL BUREAU OF INVESTIGATION

E003864 REQUIS]T]ON FOR SUPPLIES AND/OR EQUIPMENT
Page | of ]
Regq, #
A
September 12, 2006 TICTU/1822 / Marcus C. Thomas
Ordering Office/Cost Code Approved By Julian Date
Supply Technician: i Contract Specialist:
Program Manager: Date Received: heé
Funding Approved: PPMS Approval: Lic
Requester: [ERF-E/703-985-1279 Purchase Order #
-COTR: [ERF-E/703-985-1278 F Y 2007
ITEM # NATIONAL STOCK SER. # FULL DESCRIPTION UNIT QTY. | SUBOBJECT Bl# UNIT TOTAL
NUMBER OF CLASS. PRICE
1 Engineering Services ea 1 552580 1IC $207,784.27 $207,784.27
2 Engineering Services ca 1 552580 M $1,792,920.47 | $1,792,920.47
3 Engineering Services/Travel ODC ea i 552580 M $300,000.00 $300,000.00
4 JODC Equipment ea 1 573180 M $50,000.00 $50,000.00

ALL INFORMATION C.OMTAIHED
HEREIN I3 UNCLAS5IFIED

DATE D6-26-2007 BY 65179 DHH,/TAN/ESR/cbh

aisition Description:
DCS3000 Engineering services
Period of Performance: May 1,2007 through April 30, 2008

Suggested Vendor:

Booz Allen & Hamilton, Inc
8283 Greensboro Drive ) oo
McLean, VA 22102-3838 :DC $3

__
SPECIAL INSTRUCTIONS: JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS:
Ship to Code: TSQ-ERF Sce attached EC
Delivery Instructions: M-F, 8am-4:30pm, except holidays
Government's Estimate: $ 2,350,704.74 SIT2011C $207,784.27
Previous PO # A6G604112 SIT2011M §2,092,920.47
Previous Contract#  GS09K99BHD0002 SIT101JM $50,000
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FD-369 (Rev. 2-21-89)

FEDERAL BUREAU OF INVESTIGATION

E003868 REQUISITION FOR SUPPLIES AND/OR EQUIPMENT
Page 1 of 1
Req. #
September 13, 2006 TICTU/1822 / Marcus C. Thomas _
Date Ordering Office/Cost Code Approved By Jl‘]‘gf Date
Supply Technician: Contract Specialist:l ! -
Program Manager: Date Received:
Funding Approved: PPMS Approval:
Requester: RF-E/703-985-1279 Purchase Order #
COTR: [ERF/703-632-6610 F Y 2007
ITEM # NATIONAL STOCK. | SER.# FULL DESCRIPTION UNIT | QTY. |[SUBQBJECT | BI# UNIT TOTAL
NUMBER OF CLASS. PRICE
ISSUE,
] ontract J-FBI-03-149 Task 3 ea 1 552580 M $150,000.00 $150,000.00
ireless Collection Support
2 | | [Contract J-FB1-03-149 Task 3 ea 1] 552580 | I1C | $110,000.00| $110,000.00
— Wirgless Collection Support

Regquisition Description:
DCS3000 Continued Engineering Services

Suggested Vendor:

BAE Systems

8283 Greensboro Drive
McLean, VA 22102-3838

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED .
DATE 05-26-2007 BY §5179 LMH/TAM/KIR/ch

SPECIAL INSTRUCTIONS:
Ship to Code: TSQ-ERF
Delivery Instructions:  M-F, 8am-4:30pm, except holidays
Government's Estimate: $ 260,000.00
Previous PO # A6G604112
Previous Contract # GS09K99BHDO002

JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS:
See attached EC

SIT2011C $150,000
SIT201IM $110,000
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. Red Hook
Project Number: 7-97-0024 File Number: 268-HQ-1001725 Type: Project
Section: Digitat Evidence Section Unit: Data Intercept Technology Unit
Proegram Manager: Phone: Program:
Sponsor:  Phone: User Organization: EST-4 bhe
Project Leader Phone: m ¢
Planned Total %: ~310,000.00 Original Planned Cost: $700,000.00 Final Cost: $1,180,000.00
Start Date: 6/1/1997 Scheduled Completion: 8/30/1999 Original Planned Completion: 11/30/1998

Complete Date; 9/30/1959

Goal: (U) To develop ISDN intercept system and PC-PDU.

I FUNDING HISTORY |
[Fiscal Year]Budget Item|Requisition/Line[Purchase Order/Line[Spending Codes|Amount|Remove Funding Item|
[No funding recorded.

ICONTRACT MANAGEMENT MEETINGS
Date [‘I‘ype
No meetings recorded.

CONTROL PRODUCTS
Product| Date Signed
SON 2/1/1997
ICP 7/4/1976
TP 10/29/1999
TR 1/29/1999

PCR
PHASE REVIEWS
Phase:; One Twoi{Three|Four| Five
Scheduled:| 6/1/1997 9/30/1999
Completed:

To View, Add or Edit Lessons Learned for this project, cllick on the "View Lessons Learned™ button below,
To View, Add or Edit Risk Management for this project, click on the “View Risk"button below.
You have the following options for this project:

1. You can view a list of all previously submitted bimonthly progress reports - History

2. You can view a report of the latest progress data with a graphic cost history - Snapshot

* * * For Official Use Only * * *

The information within this intranet page is for INTERNAL USE within the FBI, is to be provided appropriate security, and any print-
outs are to be disposed of in official trash receptacles when no longer current.

ALL INFOPMATION CONTAINED
HEBEIN IS UNCLASSTFIED
DATE 05-36-2007 BY 55179 DMH/TAM/KSR/ch
h7E

11/7/2006
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* * ’!‘ For Official Use Only * * * AL]L INFORMATION CONTAINEL
HEREIN I3 UNCLAZSIFIED
Red Hook

DATE D6=26=2007 BT 65179 DMH,/TAM/ESR/cbh
Report History

Project Number: 7-97-0024
Section: Digltat Evidence Section

File Number: 268-HQ-1001725
Unit: Data Intercept Technology Unit

Type: Project

Program Manager: Phone: Program:

Sponsor: Phone: User Organization: EST-4 e
Project Leadela Phonem bh7C
Planned Total Cost: $1,310,000. Original Planne st: $700,000.00

0

Start Date: 6/1/1997 Scheduled Completion: 9/30/1999 Original Planned Completion: 11/30/1998

Goal: {U) To develop ISDN intercept system and PC-PDU.

P ned ECAC |Planned cTD| Actual cTD |Cost Remarks
Scheduled Completion Projected Completion [Schedule Remarks
Report on Intervention
Date* Total Funding Schedule? | Required? l""" Issues
{U) Project costs were redefined to cover only the
$700,000.00 | $700,000.00 | $233,000.00 | $233,000.00 I$700’°°° costs to develop the PC-PDU.
Project schedule was redefined to cover only the
9/30/1999 11/30/1998 period to develop the PC-PDU. The TRS in 2/98 willl
indicate the planned features. »
$0.00 Yes No [None.
$700,000.00 r$700,000.00 $483,000.00 | $483,000.00 [(U) Project costs to develop the PC-PDU.
4/1/1998 9/30/1999 11/30/1998 Project schedule to develop the PC-PDU
$0.00 Yes No None,
(U) CRB OK'd new funding for case support and pre-
$1,310,000.00]$1,310,000.00; $536,000.00 | $536,000.00 production prototypes.
6/1/1998 9/30/1999 10/31/1998 None,
CRB approved the PC-PCU Build-out funding and case
$0.00 Yes No support,
(U} CRB OK'd new funding for case support and pre-
$;,310,000.00 $1,310,000.00{ $860,000.00 | $860,000.00 praduction prototypes.
8/1/1998 9/30/1999 10/31/1968 None.
Acceptance testing Is tentatively scheduled for the
$0.00 Yes No month of October.
(U) CRB OK'd new funding for case support and pre-
$1,310,000.00($1,310,000.00! $980,000.00 | $980,000.00 production prototypes.
Project closeout moved up one month. Awalting
10/1/1998 9/30/1999 12/31/1998 acceptance testing date. Completion date moved to
12/98.
Acceptance testing is tentatively scheduled for the
$0.00 Yes No month of October,
(U) CRB OK'd new funding for case support and pre-
$1,310,000.00|$1,310,000.00 $1,100,000.00| $1,100,000.00 loroduction prototypes.
Acceptance testing complete. RedHook System
2/1/1998 9/30/1999 12/31/1998 passed.
The test report Is the next piece of documentation to
$0.00 Yes No be completed.
(U) CRB OK*d new funding for case support and pre-
$1,310,000.00{$1,310,000.00{$1,160,000.00| $1,160,000.00 |production prototypes. Remaining funds to be applled
to specified enhancements.
) [Acceptance testing complete - Test Report done in
January. RedHook System passed - development is
27171999 complete. Period of performance extended to 9/99 to
9/30/1999 9/30/1999 use remaining funds on developing specific
enhancements. PCR will come after the project closes
out in September,
The PCR is the next piece of documentation to be
$0.00 Yes No completed.

b2

b7k
11/7/2006




‘PPMS Report History

Page 2 of 2

$1,310,000.00[$1,310,000.00($1,180,000.00| $1,180,000.00 (U} CRB OK'd new funding for case support and pre-
production prototypes.
4/1/1999 9/30/1999 9/30/1999 No changes.
$0.00 Yes No The Test Report is complete.
{U) Funding ¢complete. New monies will be allocated
$1,310,000.00{$1,180,000,00|$1,180,000.00( $1,180,000.00 for a limited pre-production.
6/1/1999 9/30/1999 9/30/1999 (U) No changes.
{U) A pre-production run is coming in the next 90
$0.00 Yes No days. A forelgn country is buying two systems.

*Click on the report date to view a single report

* * x For Official Use Only * * *

The Information within this intranet page is for INTERNAL USE within the FBI, is to be provided appropriate security, and any print-
outs are to be disposed of in official trash receptacies when no longer current.

o2
b7E

11/7/2006
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« * * For Official Use Only » = *
PROJECT PROGRESS REPORT
Red Hook
Section/Unit Project Number Flla Number Report Date
DES/DITU 7-97-0024 268-HQ-1001725 2/1/1998 Jb 6
Program Manager/Phone Sponsor/Phone 7o
Program User Ovganization Contractor Contract/Task
EST-4
. PROJECT GOAL
(V) To develop ISDN intercept system and PC-PDU.
‘COST SUMMARY
Planned Cumulative Cost To Date: $233,000.00 Planned Total Cost: $700,000.00
Actual Cumulative Cost To Date: $233,000.00 Estimated Cast At Compietion: $700,000.00
Current Cost Variance ($): $0.00 Total Cost Variance ($): $0.00
Current Cost Variance (%): 0.00% Total Cost Variance {%): 0.00%
(U) Project costs were redefined to cover onty the $700,000 costs to deveiop the PC-PDU.
’ FUNDING HISTORY
No funding recorded.
SCHEDULE DATA
Start Date: 6/1/1997 Projected Completion Date: 11/30/1998
Current Scheduled Completion Date; 9/30/1999 Schedule Variance: 35.72%
Original Scheduled Completion Date: 11/30/1998 On Schedule (£10%)? Yes
Contract Management Meetings: | N0 meetings recorded.
Project schedule was redefined to cover only the period to develop the PC-PDU. The TRS In 2/98 will indicate the planned features.
CONTROL PRODUCT SUMMARY
SON: 2/1/1997; ICP: 7/4/1976; TP: Incomplete; TR: Incomplete; PCR: lncomplete
PHASE REVIEWS
Phase: One Two Three Four Five
Date Scheduled:| 6/1/1997 9/30/1999
Date Completed:
KEY ISSUES Section Chief Intervention Requlred? No
None.

The information within this intranet page is for INTERNAL USE within the FBI, it is to be provided appropriate security, and any print-outs are to be dispased of in
official trash receptacies when na longer current.

b2
411 INFORMATION CONTATNED LIE
HEREIN IS UNCLASSIFIED

DATE 06-25-2007 BY 6517% DMH/TAM/K3F./ch

11/7/2006
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PROJECT PROGRESS REPORT

Red Hook
Sectian/Unit Project Number File Number Report Date
DES/DITU 7-97-0024 268-HQ-1001725 4/1/1998
Program Manager/Phone Sponsor/Phone Leader/Phone
i ]
Program User Organization Contractor Contract/Task
EST-4
PROJECT GOAL
{U) To develop ISDN intercept system and PC-PDU.
COST SUMMARY
Planned Cumulative Cost To Date: $483,000.00 Planned Total Cost: $700,000.00
Actual Cumuiative Cost To Date: $483,000.00] Estimated Cost At Completion: $700,000.00
Current Cost Varlancs ($): $0.00 Total Cost Variance ($): $0.00
Current Cast Variance (%): 0.00% Total Cost Variance (%): 0.00%
{U) Project costs to develop the PC-PDU.
FUNDXNG HISTORY
No funding recorded.
. SCHEDULE DATA
Start Date: 6/1/1997 Projected Completion Date: 11/30/1998
Current Scheduled Completion Date: 9/30/1999 Schedule Variance: 35.72%
Origina) Scheduled Completion Date: 11/3071998 On Schedule (£10%)? Yes
Contract Manag Meetings: | No meetings recorded.
Project schedule to develop the PC-PDU
CONTROL PRODUCT SUMMARY
SON: 2/1/1997; ICP: 7/4/1976; TP: Incomplete; TR: Incomplete; PCR: Incomplete
PHASE REVIEWS
Phase: One Two Three Four Five
Date Scheduled:| 6/1/1997 9/30/1999
Date Completed:
KEY ISSUES Section Chief Intervantion Required? No

None.

official trash receptacies when ne tonger current.

ALL INFOPMATION CONTAINED
HEFEIN I35 UDNCLASSIFIED
DATE 06-256-2007 BY

55172 [MH/TAM/K3R./ch
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PROJECT PROGRESS REPORT
Red Hook
Section/Unit Project Number Flile Number Report Date
DES/DITU 7-97-0024 268-HQ-1001725 6/1/1998
Program Manager/Phona Sponsor/Phone A'] Leader/Phone
]
Program User Organization Contractor Contract/Task

EST-4

PROJECT GOAL

(U) To develop ISDN intercept system and PC-PDU.

COST SUMMARY
Planned Cumulative Cost To Date: $536,000.00 Planned Yotal Cost: $1,310,000.00
Actual Cumulative Cast To Date: $536,000.00| Estimated Cost At Compietion: $1,310,000.00

CRB approved the PC-PCU Bulld-out funding and case support.,

Current Cost Variance ($): $0.00 Total Cost Varlance ($):] . $0.00
Current Cost Variance (%): 0.00% - Total Cost Varlance (%): 0.00%
(U) CRB QK'd new funding for case support and pre-production prototypes.
FUNDING HISTORY
No funding recorded.
SCHEDULE DATA
Start Date: 6/1/1997 Projected Completion Date: 10/31/1598
Currant Scheduled Completion Date; 9/30/199% Schedule Varlance: 39.25%
Original Scheduled Completion Date: 11/30/19%8 On Schedule (£10%)? Yes
Contract Management Meetings: | No meetings recorded.
None, :
CONTROL PRODUCT SUMMARY
SON: 2/1/1997; ICP: 7/4/1976; TP: Incomplete; TR: Incamplete; PCR: Incomplete
: PHASE REVIEWS
Phase; Oone Two Three Four Five
Date Scheduted:{ 6/1/1997 9/30/1899
Date Completed;
KEY ISSUES Section Chief Interventlon Required? No

Page 1 of 1
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The information within this intranet page Is for INTERNAL USE within the FBI, it Is to be provided appropriate security, and any print-outs are to be disposed of In
official trash receptacles when no longer cwrrent.

ALL INFOPMATION CONTAINED
HEREIN I% UNCLASIIFIED

DATE 05-E25-Z007 BY 65179 [DMH/TAM/K3E/ch
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* * = For Offical Use Only > * =

PROJECT PROGRESS REPORT

Red Hook
Section/Unit Project Numbar File Number Report Date
DES/DITU 7-97-0024 268-HQ-1001725 8/1/1998
Program Manager/Phone Sponsor/Phone Leader/Phane k6
kic
Program User Organization Contractor Contract/Yask
EST-4

PROJECT GOAL

(V) To develop ISDN intercept system and PC-PDU,

COST SUMMARY
Planned Cumulative Cost To Date: $860,000.00 Planned Totat Cost: $1,310,000.00
Actual Cumutative Cost To Date: $860,000.00f Estimated Cost At Completian: $1,310,000.08
Current Cost Varlance ($): $0.00 Total Cost Varlance ($): $0.00
Current Cost Variance {%): 0.00% Total Cost Variance (%): 0.00%

(U) CRB OK'd new funding for case support and pre-production prototypes.
FUNDING HISTORY

No funding recorded.

SCHEDULE DATA

Start Date: 6/1/1997 Projected Completion Date: 10/31/1998
Current Scheduled Completion Date: 9/30/1999 Schedule Varlance: 39.25%
Original Scheduled Completion Dates 11/30/1998 On Schedule (£10%)? Yes
Contract Management Mectings: | No meetings recorded.

None.

. CONTROL PRODUCT SUMMARY
SON: 2/1/1897; ICP: 7/4/1976; TP: Incomplete; TR: Incosmplete; PCR: Incomplete
PHASE REVIEWS

Phase: One Two Three Four Five
Date Scheduled:| 6/1/1897 9/30/1999
Date Complated:
KEY ISSUES Section Chief Intervention Required? No

Acceptance testing is tentatively scheduled for the month of October.

The Information within this intranet page is for INTERNAL USE within the FBI, It is to be provided appropriate security, and any ptint-outs are to be disposed of in
official trash receptacies when no longer current.

ALL INFORMATION CONTAINED
HEREIN I% UNCLASSIFIELD
DATE 06-35-2007 BY 65179 DMH/TAM/K3R/ch
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PROJECT PROGRESS REPORT

Red Hook
Section/Unit Project Number File Number Report Date
DES/DITU 7-97-0024 268-HQ-1001725 10/1/1998
Program Manager/Phone Sponsor/Phone Leader/Phone
program User Organization Contractor Contract/Task
EST-4
PROJECT GOAL
(U} To develop ISDN intercept system ang PC-PDU,
COST SUMMARY
Planned Cumulative Cost To Date: $980,000.00 Planned Total Cost: $1,310,000.00
Actuat Cumulative Cost To Date: $980,000.00| Estimated Cost At Completion: $1,310,000.00
Current Cost Varlance ($): $0.00 Tota) Cost Variance ($): $0.00
Current Cost Variance (%): 0.00% Total Cost Varlance (%): 0.00%
(U) CRB OK'd new funding for case support and pre-production prototypes.
FUNDING HISTORY
No funding recorded.
SCHEDULE DATA
Start Date: 6/1/1997 Projected Completion Date: 1273171998
Current Scheduled Completion Date: 9/30/1999 Schedule Varlance: 32.08%
Original Scheduled Completion Date: 11/30/1998 On Schedule (£10%)? Yes
Contract g Meetings: | No meetings recorded. '
Project closeout moved up one manth. Awaiting acceptance testing date. Completion date moved to 12/98.
CONTROL PRODUCT SUMMARY
SON: 2/1/1997; 1CP: 7/4/1976; TP: Incomplete; TR: Incompiete; PCR: Incomplete
PHASE REVIEWS
Phase: One Two Three Four Five
Date Scheduled:| 6/1/1997 9/30/1999
Date Complated:
KEY ISSVES Sectlon Chief Intervention Required? No

Acceptance testing is tentatively scheduled for the month of October.

Page 1 of 1

The information within this intranet page is for INTERNAL USE within the FBI, it is to be provided appropriate security, and any print-outs are to be disposed of in
official trash receptacies when no longer current.

ALL INFOPMATION CONTAIMNED
HEREIN IS UNCLASSIFIED

DATE 05-26-2007 BY 5517% DIMH/TAM/KSER./ch
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PROJECT PROGRESS REPORT

Red NHook
Section/Unit Project Number File Number Report Date
DES/DITU 7-97-0024 268-HQ-1001725 12/1/1998
Program Manager/Phone Sponsor/Phona Leader/Phone bhe
] ] IS¥ie
Program Usar Organization Contractor Contract/Task
EST-4
PROJECT GOAL
(U) Yo deveiop 1SDN intercept system and PC-PDU.
COST SUMMARY
Planned Cumuliative Cost To Date: $1,100,000.00 Planned Total Cost: $1,310,000.00
Actual Cumulative Cost To Date: $1,100,000.00| Estimated Cost At Completion: $1,310,000.00
Current Cost Varlance ($): $0.00 Total Cost Variance ($): $0.00
Current Cost varilance (%): 0.00% Total Cost Variance (%): 0.00%
{V) CRB OK'd new funding for case support and pre-production prototypes,
FUNDING HISTORY
No funding recorded.
SCHEDULE DATA .
Start Date: 67171997 Projected Complation Date: 12/31/1998
Current Scheduled Completion Date: 9/30/1999 Schedule Variance: 32.08%
Original Scheduled Completion Date: 11/30/1998 On Schedule {£10%)? Yes
Contract Management Meetings: {No meetings recorded.
Acceptance testing complete. RedHook System passed.
CONTROL PRODUCT SUMMARY
SON: 2/1/1997; ICP: 7/4/1576; TP: Incomplete; TR: Incomplete; PCR: Incomplete
PHASE REVIEWS
Phase: One Two Three ) Four Five
Date Scheduled:| 6/1/1997 9/3071999
Date Completed:
KEY ISSUES Section Chlef Intervention Required? No
The test repost is the next piece of doct to be completed

The information within this intranet page s for INTERNAL USE within the FBI, it Is to be provided appropriate security, and any ptint-outs are to be disposed of in
official trash receptactes when no longer current.

4LL INFOURMATION CONTAINED
HEREIN IS DHNCLASZIFIELD
DATE 05-25-2007 BY 6317% DHH/TAM/K5E./ch
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PROJECT PROGRESS REPORT
Red Hook
Sectlon/Unit Project Number Flle Number Report Date
DES/DITU 7-97-0024 268-HQ-1001725 2/1/1999
Program Manager/Phone Sponsor/Phone Leader/Phone hé
| | k7C
Program User Organization Contractor Contract/Task
EST-4
PROJECT GOAL
(U) To develop ISDN intercept system and PC-PDU.
COST SUMMARY
Planned Cumulative Cost To Date: $1,160,000.00 Planned Total Cost: $1,310,000.00
Actual Cumulative Cost To Date: $1,160,000.00 Estimated Cost At Completion: $1,310,000.00
Current Cost Varlance ($): $0.00 Total Cost Variance ($): $06.00
Current Cost Varlance (%): 0.00% Total Cost Varlance (%): 0.00%
{U) CRB OK'd new funding for case support and pre-production prototypes. Remaining funds to be applied to specified enhancements.
FUNDING HISTORY
No funding recorded.
SCHEDULE DATA
Start Date: 6/1/1997 Projected Completion Date: 9/30/1999
Current Scheduled Completion Date: 9/30/1999 Schedule Variance; 0.00%
Original Scheduled Completion Date: 1173071998 On Schedule (£10%)? Yes
Contract Management Mestings: | No meetings recorded.
Acceptance testing complete - Test Report done in January. RedHook System passed - development is compiete. Perlod of performance extended to 9/99 to use
remaining funds on develaping specific enhancements, PCR will come after the project closes out in September.
CONTROL PRODUCT SUMMARY
SON: 2/1/1997; 1CP: 7/4/1976; TP: Incomplete; TR: 1/29/1999; PCR: Incomplete
PHASE REVIEWS
Phase: One Two Three Four Five
Date Scheduled: 6/1/1997 9/30/1999
Date Completed:
KEY ISSUES Section Chiet Intervention Required? No
The PCR is the next plece of documentation to be completed.
The |ﬂf°l’maﬂ°n within this intranet page is for INTERNAL USE within the FBI, It is to be provided appropriate security, and any print-outs are to be disposed of In
official trash receptacies when no longer current.
ALL INFORMATION CUNTAINED
HEREIN I“ UNCLAS“—‘IFIEI;'
DATE 05-Z6-Z007 BY 551759 DMH/TAMSK3B./ch
b2
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PROJECT PROGRESS REPORT

Red Hook
Section/Unit Project Number Flle Number Report Date
DES/DITU 7-97-0024 268-HQ-1001725 4/1/1999
Program Manager/Phone Sponser/fhone Leader/Phone ba
| b7C
Program User Organization Contractor Contract/Task
EST-4
PROJECT GOAL
(V) To deveiop ISDN Intercept system and PC-PDU.
COST SUMMARY
Planned Cumulative Cost To Date: $1,180,000.00 Planned Total Cast: $1,310,000.00
Actual Cumulative Cost To Date: $1,180,000.00| Estimated Cost At Completion: $1,310,000.00
Current Cost Variance ($): $0.00 Total Cost Varlance ($): $0.00
Current Cost Varlance (%): 0.00% Total Cost Varlance (%): 0.00%
{U) CRB OK'd new funding for case support and pre-production prototypes.
FUNDING HISTORY -
No funding recorded.
SCHEDULE DATA
Start Date: 6/1/1997 Prajected Completion Date: 9/30/1999
Current Scheduled Completion Date; 9/30/1999 Schedule varianca: 0.00%
Orliginal Scheduled Completion Date: 11/30/1998 On Schedule (+£10%)? Yes
Contract Management Meetings: | No meetings recorded.
No changes.,
CONTROL PRODUCT SUMMARY
SON: 2/1/1997; ICP: 7/4/1976; TP: Incomplete; TR: 1/29/1999; PCR: Incomplete
PHASE REVIEWS
Phase: One Two Three Four Five
Date Scheduled:| 6/1/1997 9/30/1999
Date Completed:
KEY ISSUES Sectlon Chief Intervention Required? No
The Test Report Is complete.

The Information within this intranet page Is for INTERNAL USE within the FBI, it i to be provided appropriate security, and any print-outs are to be disposed of In
officlal trash receptacies when no longer current.

&4LL INFOPMATION CONTAIMED
HEREIN I3 UNCLASSIFIED
DATE 05-25-2007 BY 65172 LMH/TAR/KSE/ch
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* * * For Official Use Only * * =

PROJECT PROGRESS REPORT

Red Hook
Section/Unit . Project Number File Number Report Date
DES/DITU 7-97-0024 268-HQ-1001725 6/1/1599
Program Manager/Phone Sponsor/Phone Leader/Phone k6
| b7
Pragram User Organlzation Contractor rai a
EST-4

PROJECT GOAL

(U} To develop ISDN intercept system and PC-PDU.
. COST SUMMARY
Planned Cumulative Cost To Date: $1,180,000.00

Planned Total Cost: $1,310,000.00

Actual Cumulative Cost To Date: $1,180,000.00| Estimated Cost At Completion: $1,180,000.00
Current Cost Variance ($): $0.00 Total Cost Variance ($): $130,000.00 ‘
Current Cost Variance (%): 0.00% Total Cost Variance (%): 9.92%
(U) Funding camplete. New monies will be allocated for a limited pre-production.
FUNDING HISTORY
No funding recorded.
SCHEDULE DATA
Start Date: 6/1/1997 Projected Completion Date: 9/30/1999
Current Scheduled Completion Date: 9/30/1999 Schedule Varlance: 0.00%
COriginal Scheduled Completion Date: 11/30/1998 On Schedule {+10%)? Yes
Contract Managemeant Meetings: { No meetings recorded.
(U) No changes.
CONTROL PRODUCT SUMMARY
SON: 2/1/1997; ICP: 7/4/1976; TP: Incomplete; TR: 1/29/1999; PCR: Incomplete
PHASE REVIEWS
Phase: One Two Three Four Five
Date Scheduled:| 6/1/1397 9/30/1999
Date Completed:
KEY ISSUES Section Chief Intervention Required? No

(U} A pre-production run is coming In the next 90 days. A foreign country is buying two systems.

The information within this intranet page is for INTERNAL USE within the FBI, it Is to be provided appropriate security, and any print-outs are to be disposed of in
official trash receptacies when no longer current.

ALL INFOPMATION CONTAIMED
HEREIN I3 UNCLASSIFIED
DATE 08-E6-Z007 BY 55179 LMH/TAN/K3E./ch
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* * * FOR OFFICAL USE ONLY * * * Snapshot-P’
Project Snapshot Report Printed: 11/7/06 11:24 am
Red Hook As of June 1999
Section: Digital Evidence Section Period of Performance: 6/1/97 - 9/30/99 (Original: 11/30/98)
Unit: Data Intercept Technology Unit Projected Completion: 9/30/99
Project Number:  7-97-0024 Planned Total Cost: $1,310,000.00 (Original: $700,000.00)
Flle Number: - e Amount Funded: 0.00
Project Leader: | k7C Number of Changes: 0 )
Program Manager: e : Estimated Cost at Completion: 1,180,000.00
Program: Planned Cost to Date: 1,180,000.00
Sponsor: , Actual Cost to Date: 1,180,000.00
User Organization; EST-4 Is the project on schedule? Yes

Is section chief intervention required? No

systems.

Project Leader's Comments
Cost ' -
(U) Funding complete. New monies will be allocated for a limited pre-production.
Schedule
(U) No changes.
Key Issues .
(U) A pre-production run is coming in the next 90 days. A foreign country is buying two

Project Goal: {U) To develop ISDN intercept system and PC-PDU.
Cost History
$1,400,000
$1,200,000 rﬂ_‘%
$1,000,000 /
500,00 [
$5600,000 7
$400,000 }/‘
$200,000 JZ/
- EEEEEEEREE]
€ 8 &8 3 & 8 3 5 28 8
8 8§ ¥§ © 8 8 d Q& F @
& - -~ 3 <r
TotalCost Funding ECAC  PlannedCTD ActualCTD

* % * FOR OFFICAL USE ONLY * * ¥

ALL INFORMATION CONTAIRED
HEREIN I3 UNCLASSIFIED
LATE 06-26-2007 EY 65179 DMH/TAN/K3ZR/cb
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| = JoTD) (FBI)

From: OTD) (CON)
Sent: yed ctober 04, 2006 12:11 b6
To: . QI : OTD) (FBI OTD) 4
] (OTD)(CON); '~
(OT
)
CON (OTD) (FB):] Ni
| ORAPIEI
OTD)(CO OTD) (FBI [CTD)CON] |
OTD) (roid
(O ; 7D
(CON) N
OTD) (FBI : ER, CHRI
QTD) (FBI | OTD) (FBI);
OTD) (CON ¥ ; k6
(QTD\ (FBI) OTDYCON) k7C
TD) (FBI T
(CON);
- Subject: FW: Immediate aclion requir
Importance: High
Follow Up Flag: Read
Flag Status: Flagged
UNCLASSIFIED
NON-RECORD
Please seDe-mail below. Thanks.
OTD/ESTS/TICTU
70
-----Original Message---—-
From: [OTD) (FBI)
Sent: » 1:02 AM
To: TD) (CON)
Subject: mmedlate acion required! : : b6
Importance: High ' 70
UNCLASSIFIED
NON-RECORD
DATE: DE-25-2007
CLASSIFIED BY 6517% DMH/TAM/ERS/ch
please forward to the Unit. PEA;,:,N: 1.4 g;' / R/
v DECLAZSIFY ON: (6-25-2032

In an effort to answer a FOIA request, | am requesting that all TICTU employees and contractors immediately do a word
search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 300Q" “PCS3000"
(variations of the same term). If a document or e-mail is located print it and bring the hard copy t br compilation.

! need this accomplished ASAP. if there is a negative response - | need that also. ALL TNFOBMATICN CONTAINED

HEFEIN I3 UNCLAZSIFIED EXCEFT
1 M WHEEE 5HOWN OTHERWISE




X Thanks SE

S5A
Chief, Telecommunications Intercept & Collection Technelogy Unit
Electronic Surveillance Technology Section

Operational Technology Division

ERF H
70 desk
Il

UNCLASSIFIED

UNCLASSIFIED

QTD) (FBI)

k6
e

From: (OTD) (FBI)
Sent: 6 8:07 AM
To: OTD) (FBI)
Subject: : - redundancy

UNCLASSIFIED
NON-RECORD

E
TIC
Office: 7
Cell: 20

Iﬁgerz
|

~~Qriginal M

From: BS) (CON)
Sent: 006 8:06 AM
To: OTD) (FBI)
Subject: H - dancy

UNCLASSIFIED
NON-RECORD

Please be advised that | anj pd not

retired as am |, but working f .

-----0riginal
From:
Sent:

To:
Subject:

have noted the contact changes, as




UNCLASSIFIED S
NON-RECORD

More stuff for you

~—Qriginal Message-----

From: :: (OTD) (FBI)
Sent: i 06 1:25 PM
Subject: - redundancy

UNCLASSIFIED b7C
NON-RECORD

We here in the TICTU SBIT lab are beginning an initiative to add redundant point to point circuits throughout the field
to ensure maximum up-time of the DCS-3000 system. We need to verify the information | am attaching to this email
before arranging for additional T1 service to your field office. Your name is listed in our files as the primary or alternate
point of contact for the DCSnet in your field office. Please review the "Originating Location Information”, and any notes
that may apply to an additional T1 installation into your office. If the contact information or any of the data is incorrect,
please advise in an email so we may make changes to our system. The attached files are copies o

requests and will not be used again, new ones will be created after verification of data. | understanm is
no longer there, please advise primary and alternate POCs for DCSnet in your division, thx.

<< File: dcsn14-boston.wpd >>

Thank You

UNCLASSIFIED -
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

oE




=

‘ | IOTDz (FBI)

Frdm:

(BS) (CON)
Sent: a 06 8:06 AM
To: (OTD) (FBI)
Subject: = dancy
UNCLASSIFIED
NON-RECORD

Please be advised that | a
retired as am |, but working

f! Fnd not|
fi .

~----Original —
g —T

Sent:
To:
Subject:

UNCLASSIFIED
NON-RECORD

More stuff for you

6 10:30 AM

DCS-3000 redundancy

—-Originat Messgoe--—
From: OTD) (FBI)

Sent:
To:
Subject:

UNCLASSIFIED
NON-RECORD

Friday, July 21, 2006 1:25 PM

Tegunaancy

| have noted the contact changes, a

We here in the TICTU SBIT lab are beginning an initiative to add redundant point to point circuits throughout the field
to ensure maximum up-time of the DCS-3000 system. We need to verify the information | am attaching to this email
before arranging for additional T1 service to your field office. Your name is listed in our files as the primary or alternate
point of contact for the DCSnet in your field office. Please review the "Originating Location Information®, and any notes
that may apply to an additional T1 installation into your office. If the contact information or any of the data is incorrect,

requests and will not be used again, new ones will be created after verification of data. { understan

please advise in an email so we may make changes to our system. The attached files are copies o‘iﬂ_
is

no longer there, please advise primary and alternate POCs for DCSnet in your division, thx.

<< File: desn14-boston.

Thank You

Office: 7
Cell: 20

e r——
7 m—

wpd >>

UNCLASSIFIED

UNCLASSIFIED

be

bhIC




o St} ®

* UNCLASSIFIED

kOTD) (FBI)
From: bTD) (FBI)
Sent: 25 PM
To: BS) (FBI)
Subject: DCS-3000 redundancy
UNCLASSIFIED
NON-RECORD

We here in the TICTU SBIT lab are beginning an initiative to add redundant point to point circuits throughout the field to
ensure maximum up-time of the DCS-3000 system. We need to verify the information | am attaching to this email before
arranging for additional T1 service to your field office. Your name is listed in our files as the primary or alternate point of
contact for the DCSnet in your field office. Please review the "Originating Location Information”, and any notes that may

apply to an additional T1 installation into your office. If the contact information or any of the data is incorrect, please advise

in an email so we may make changes to our system. The attached files are cogi ingtaliation requests and will not

be used again, new ones will be created after verification of data. | understan s no longer there, please .
advise grimary and alternate POCs for DCSnet in your division, thx. h7c

Ny

y

desni4-boston.wpd
(12 KB)

Thank You
E

TI
Office; 703

Cell: f;"

UNCLASSIFIED

(OTD) (FBI)
Ffom: | ](OTD) (FBI)

Sent: 10:45 AM
To: OTD) (FBI); | foTD) (FBIY} |

Cc:

Subject:

UNCLASSIFIED
NON-RECORD

Hi all,

There has been a slight change to the IP address plan for the Chicago move. We have temporarily allocated a new block
of IPs to the old building and a new block to the new building. Here is the list of events that need to happen:

SE)“(RET




SECRI ®

Izth RA)
|use this as the gw) K

this has already been done wi

2.a. Change the IPs for the portable VB at the old building to use the 7th RA scheme.
b. Change the RW one way push boxes at the old building to use the 7th RA scheme.

{8) -3-instait new circuit to new puilding with ip a =~ S Ith RA)
router will be installed with ip addr fuse this as the gw

4.a. VB at new building should be setup to use IPs for 8th RA scheme
b. RW one way push boxes at new building should be setup for 8th RA scheme

5. When Chicago is ready, move DCS-3000 machines and main FO IPs to the new building. No ip changes will need to be
made to these machines.

6.a. Change VB IPs at new building to main FO IP scheme.
b. Change RW one way push IPs to main FO IP scheme.
*** note, the above step is optional, but recommended ***
7. When service at old buildiﬁg no longer needed, shut down circuit.

Going with this plan will make the transition much more simple. The drawbacks are having to change the VB and RW IP
addresses after the systems are up and running, or, if we skip step 6, then the waste of a block of IPs.

If anyone has any questions about this, please give me a call.

bs
thanks! h7C
3
UNCLASSIFIED




N
. g

) 'Thanks

1

55A ]
Chief, Telecommunications Intercept & Collection Technology Unit
Electronic Surveillance Technology Section

Ope

rational Technology Division

ERF Quartico

70 eok
|

UNCLASSIFIED.

UN

UNCLASSIFIED

loTD) (FBI)

k6
7o

From:
Sent:

To:

Subject:

UN

(OTD) (FBI)
. 2006 9:31 AM
©oTD) (FBI)

CLASSIFIED

N-RECORD

NO

FYI

those went out Tuesday afternoon

——0Original eeee
From: OTD) (FBI)

Sent: uesga er 12, 2006 1:42 PM
Subject: T Re:

UNCLASSIFIED
NON-RECORD

]

Could you ship Sean 3 graphics cards for me.

] (

——Criginal Message----- SE%?

b7e




K) (FBI)

From:
Sent:
To:
Subject:

UNCLASSIFIED
NON-RECORD

[LEsHaY Soapnramper |

, 2006 11:55 AM

Great, no we could install them. We would need three. Thanks a lot.

---—-Qriginal Message-----

From: TD) (FBI)

Sent: Tuesda tember 12, 2006 10:47 AM
To: NK) (FBI)
Subject: RE! Ke:

UNCLASSIFIED
NON-RECORD

6
hic

Qally we have about 10 cards here just for that purpose. Would you just want the cards or for us to

install/test them?

—--Qriginal M e~

From:

Se ember
To (OTD) (FBI
Subject: Re: DCS 3000
UNCLASSIFIED

NON-RECORD

K) (FBI)
OTD) (FBI)

Guys, we are interested in getting (3) three dual graphics cards for gur DCS 3000 machines. We thought this
might be good to allow the monitors of the Title lli's to be able to monitor the DCS 3000 and the CELLO
tracker at the same time without toggling back and forth. What are your opinions of this?

=

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




® SEQ(ET ®
— oTD) (FaY

From: L JOTD) (FBI)
Sent: 6 8:07 AM
Subject: : - regundancy

UNCLASSIFIED bé
NON-RECORD h1c

ET
TIC
Office: 70
Cell: 202

[

-----Original M
From:
Sent:

Ta:
Subject:

UNCLASSIFIED
NON-RECORD

Please be advised that | a'n! Iand not : have noted the contact changes, as is
fi :

retired as am |, but working
-----Original Message-—--
From:
Sent:
To:
Subject: : redundancy

UNCLASSIFIED
NON-RECORD

More stuff for you B

-----Original Message-----

From: ) {FBD)
Sent: Tiday, Jul 125 PM
To: jes) (FBD)
Subject: - redundancy

UNCLASSIFIED
NON-RECORD

We here in the TICTU SBIT lab are beginning an initiative to add redundant point to point circuits throughout the field
to ensure maximum up-time of the DCS-3000 system. We need to verify the information | am attaching to this email
before arranging for additional T1 service to your field office. Your name is listed in our files as the primary or alternate
point of contact for the DCSnet in your field office. Please review the "Originating Location Information", and any notes
that may apply to an additional T1 installation into your office. If the contact information or any of the data is incorrect,

please advise in an email so we may make changes to our system. The attached files are copies o
requests and will not be used again, new ones will be created after verification of data. | understan is

4SEREf




po longer there, please advise primary and alternate POCs for DCSnet in your division, thx.
<< File: desn14-boston.wpd >>
Thank You

ET ]
TIC
Office: 703
Cell: 202

UNCLASSIFIED b
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

l |(OTD) (FBI)

From: L kss) ccon)
Sent: D06 8:.06 AM
To: (OTD) {FBI)

Subject: : - redundancy

UNCLASSIFIED
NON-RECORD

Please be advised that | an bnd pot | have noted the contact changes, a:s
retired as am |, but working for BAE.

—Original Fﬁaﬂ;jas
From: ) (FBI)

Sent: 006 10:30 AM a6
To: BS) (CON)
Subject: FW: DCS-3000 redundancy

UNCLASSIFIED
NON-RECORD

Moare stuff for you

~----Original .
From: i foro) (rany

Sent= i 1:25PM

To: ) (FBI)
Subject: DCS-3000 redundancy
UNCLASSIFIED

NON-RECORD

We here in the TICTU SBIT lab are beginning an initiative to add redundant point to point circuits throughout the field
to ensure maximum up-time of the DCS-3000 system. We need to verify the information | am attaching to this email

5
I




@® - oseer @

_before arranging for additional T1 service to your field office. Your name is listed in our files as the primary or alternate
point of contact for the DCSnet in your field office. Please review thé "Originating Location Information”, and any notes
that may apply to an additional T1 installation into your office. If the contact information or any of the data is incorrect,
please advise in an email s¢ we may make changes to our system. The attached files are copies of
requests and will not be used again, new ones will be created after verification of data. | understandtiﬂi“:ls
no longer there, please advise primary and alternate POCs for DCSnet in your division, thx.
<< File: desn14-boston.wpd >>
Thank You

ETW
T
Office: 7 al:_l

Cell:

I S%le!

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

[OTD) (FBI)

From: (OTD) (FBI)
Sent: 1:25 PM

To: BS) (FBY)
Subject: - redundancy

UNCLASSIFIED
NON-RECORD

We here in the TICTU SBIT iab are beginning an initiative to add redundant point fo point circuits throughout the field to
ensure maximum up-time of the DCS-3000 system. We need to verify the information | am attaching to this email before
arranging for additional T1 service to your field office. Your name is listed in our files as the primary or alternate point of
contact for the DCSnet in your field office. Please review the "Originating Location information”, and any notes that may
apply to an additional T1 installation into your office. If the contact information or any of the data is incorrect, please advise
in an emait so we may make changes to our system. The attached files are copj llation requests and will not
be used again, new ones will be created after verification of data. ! understandws no longer there, please
advise §rimary and alternate POCs for DCSnet in your division, thx.

Q
o

dcsni4-boston.wpd
(12 KB)

Thank You

UNCLASSIFIED




@ %T‘

kc_r_rn) (FBI) i _ _
I_ )

From: IsF) (FBI)
Sent: 6 1.10 PM
To: OTD) (FBI)
Subject: RE:I
UNCLASSIFIED
NON-RECORD
k2
b6
H b7C
The circuit from Martinez to the Concord RA is a full T-1, _ J Whatever you folks

designed and set up will be appreciated here.

| will be out of the office fro -27/06, so if my presence is needed during that window let me know so [ can get
someone to fillin. Thank

~—-Original Message——
From: OTD) (FBI)

Sent: 06 1:02 PM

To: F) (FBI) b2

Subject: g
7R

UNCLASSIFIED
NON-RECORD

If the circuit between Concord and Martinez were dropped, we would lose redundancy for all three sites. We would
prefer to leave the link between Concord and Martinez in place using at least thm
router is not going to be used it is up to you as to whether or not to instaltit. We

just in case kind of thing it doesn't take up much space and can save some heartache down the road.

| | Inyour previous email
you discussed a new link between Martinez and Concord, we need the specific terminations of that link. .

Thanks, . b2

TICTUISBI | N

Office: 7
Cell: 2

Pager:
gmark

---~-Ori = .

From: (SF) (FBI)
Sent:  Thursday, May 04, 2006 2:23 PM
) (FBI)

To:

Subject: RE
UNCLASSIFIED
NON-RECORD he

k7c
W]

Your correct. The current router in Martinez is al ne connects to San
Francisco via the Puisecom channel bank ] and the other connects to
the Oakland RA also through the channel bank.




® SEPRET |

Looking at your diagram, | was wondering if after| fouter can be
eliminated in Concord and the Sprint circuit merely cross connected to the circuit card coming from the Concord
RA to Martinez. The Concord RA is mainly a white coliar squad and has no real need of a DCS3000 workstation.
But, we'll do whatever you've worked out. Let me know.

b2

-----Original Message----- i
From: OTD) (FBI) k7C
Se ) y , 2006 8:13 AM b7E
To: SF} (FBI)
Cc: {OTD) (FBD}
Subject: RE:| |
UNCLASSIFIED
NON-RECORD

1]

| am attaching a diagram of what we anticipate going to for your DCS configuration. With the new circuit
between Martinez and Concord we can make a ring so to speak with routers and provide redundancy for all
three places invoived. We need to know however how you are connecting to your T1s. You mentioned
Martinez being connected to a channel bank in what | assume is a serial port. We need o know what Kind of

interface cards to inclu ith the routers we send out. We intend to replace the router you have now, | think
itis ai |
b2

ke

b7c
bE
<< File: SF DCSnet.ppt >>
-----Original M

A s—

Sent: r\uﬂwni, 2006 3:02 PM

To: OIP) (FBI) 2

Subject: FW: L7E

UNCLASSIFIED

NON-RECORD

H This is what | aske but I'm sure he's got his hands full. Our current DCS gircui

into_the San Francisco and t our Martinez Off-Site over our channel bank since

In order to create a backup | asked for the new circuit to terminate at our
oncor . 1 had anotner T-1 circuit made from our Off-Site to the Concord RA with the hopes of

crossconnecting the two tc get the completed circuit to the Martinez Off-Site. The Martinez Off-Site is the

primary collection site and distribution to the Division RA's. Not knowing much about CISCO routers, can
t connect the two circuits?_If yes, the router will be at the Martinez Off-Site, but can temporarily be Iocatedb >
at the Concord Let me know if this will work and what you want me to dc:,b

Thank /6

] biC
Technica o
Nextel No | b7E

e




o . @
Sent: i i 5 2:31 PM bR

To: OTD) (FBI)

Subject: . - 2
UNCLASSIFIED e
NON-RECORD . k7E
Hi

| wasn't in town when n the Concord RA. { went to check on it the other

day and couldn't find anything Cleariy tagge e circuit that was

installed in the RA. Ifitis, can | use a cross over cable and plug it into the T-1 | had made from the RA to
the Martinez Off-Site? And if so, will this terminate in a new separate router? Let me know when you get
a moment. Thanks!

Lim—

UNCLASSIFIED

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

OTD) (FBI)
From: L l(OTD)(FBI)

Sent: 6 4:02 PM
To: SF) (FBI)
Subject: RE:

UNCLASSIFIED
NON-RECORD

]L, -
If the circuit between Concord and Martinez were dropped, we would lose tedundancy e would prefer b6

to leave the link between.Concord and Martinez in place using at least the _ outeris  k7C

not going to be used it is up to you as to whether or not to install it. We have one progra incase b7E
kind of thing it doesn't take up much space and can save some heartache down the road

Is the link between Martinez and Concord a full T1 or are we running through a channel bank. In your previous email you
discussed a new link between Martinez and Concord, we need the specific terminations of that link.

Thanks,

EUTWSBI'I__I
Tl

e




o RET C ]

-----Original
From: {SF) (FBI)
Sent: 006 2:23 PM
To: OTD) (FBI)
Subject:
b2
UNCLASSIFIED k6
NON-RECORD b7
b7E
e .
b7 HiD
Your correct. The current router in Martineg i ] One connects to San
Francisco via the Pulsecom channel ban ], and the other connects to the
Oakland RA also through the channel bank.
Looking at your diagram, | waiamnde:im.if.aﬁe] Jrouter can be
eliminated in Concord and the Jcoming from the Concord RA to
Martinez. The Concord RA is mainly a white collar squad and has no real need of a DCS3000 workstation. But, we'll
do whatever you've worked out. Let me know.

--—Original Message--—____ Ef
From: Joro) (Fa1) 1B
Sent: 006 8:13 AM
To: (SF) (FBI)

Cc: (QTD) (FBI)
Subject:
UNCLASSIFIED

NON-RECORD

1 am attaching a diagram of what we anticipate going to for your DCS configuration. With the new circuit between
Martinez and Concord we can make a ring so to speak with routers and provide redundancy for all three places
involved. We need to know however how you are connecting to your T1s. You mentioned Martinez being
connected to a channel bank in what | assume is a serial port. We need to know what kind of int

include with the routers we send out. We intend to replace the router you have now, | think it is ai I

bé
b ie!

<< File: SF DCSnet.ppt >> b7E

T
Office: 7@
Cell: 202

1

From: - (SF) (FBI)

Se , 2006 3:02 PM
To:

Subject:

10




@ MT ®
UNCLASSIFIED '

NON-RECORD

H This is what askedl Lt I'm sure he's got his hands full. Our curren iccui i
the rangisco and we ge Vartinez Off-Site over our channel bank since
In order to create a backup | asked for the new circuit to terminate at our Concar . I'ha

another T-1 circuit made from our Off-Site to the Concord RA with the hopes of crossconnecting the two to get
the completed circuit to the Martinez Off-Site. The Martinez Off-Site is the primary collection site and
distribution to the Division RA's. Not knowing much about CISCO routers, can | connect the two ¢j
yes, the router will be at the Martinez Off-Site, but can temporarily be located at the C

| JLet me know if this will work and what you want me to do. Thanks

(SF) (FBI)
Y, April 07, 2006 2:31 PM

-1 =10y M

ST
& 0

UNCLASSIFIED
NON-RECORD

W] |

t wasn't in town whenl MM%: on it the other day
and couldn't find anything clearly tagged. Isl at was installed in the
RA. Ifitis, can | use a cross over cable and plug it into the T-1 | had made from the RA to the Martinez Off-
Site? And if so, will this terminate in a new separate router? Let me know when you get a moment. Thanks!

Ilechnww_

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

1



http://TBr.hnir.al

o D @
7| }10) (FBY)

From: | (OTD) (FBI)
Sent: 06 3:29 PM
To: LOTD) (FBI)
Subject:

UNCLASSIFIED
NON-RECORD

---—Qriginal Message---—--

From: (SF) (FBI)

Sent: 06 2:23 PM

To: TD) (FBI)

Subject: RE:

UNCLASSIFIED

NON-RECORD

H

Your correct. The current router in Martinez is ). One connects to San
Francisco via the Puisecom channel bankl End the other connects to the

Oakland RA also through the channel bank.

Looking at your diagram, | was wondering if after] router can be eliminated ]k:,, .
in Concord and thei !co ord RA to Martinez. The
Concord RA is mainly a white collar squad and has no real n ofa 000 workstation. But, we'll do whatever you've

worked out. Let me know.

-----Original — ;f )‘2,
From: D) (FBI) . ho
Sent: 06 8:13 AM b7C
To: SF) (FBI) 2 k7E
ce OTD) (FBI) TE
Subject:. RE ‘

UNCLASSIFIED
NON-RECORD

| am attaching a diagram of what we anticipate going to for your DCS configuration. With the new circuit between
Martinez and Concord we can make a ring so to speak with routers and provide redundancy for all three places
involved. We need to know however how you are connecting to your T1s. You mentloned Martinez bemg connected

to a channel bank in what | assume is a serial port. We need to know what kind ith the
routers we send out. We intend to replace the router you have now, | think it is a
.




. SENRET 0

<< File: SF DCSnet.ppt >>

k2
bs
b7c
(SF) (FBI) h7E
, 2006 3:02 PM
{OTD) (FBI)
UNCLASSIFIED
NON-RECORD
Hg This is what | asked | but I'm sure he's got his hands full. Our current DCS circuit into_the
S ncisco and we get it at our Martinez Off-Site over our channel bank since -
%n order to create a backup | asked for the new circuit to terminate at our Concord RA. | had another T-1
e from our Off-Site to the Concord RA with the hopes of crossconnecting the two to get the compieted

circuit to the Martinez Off-Site. The Martinez Off-Site is the primary collection site and distribution to the Division
RA's. Not knowing much about CISCO routers, can | connect the two circuits? _If yes, the router will be at the

Martinez Off-Site, but can temporarily be located A fo Let me know if
this will work and what you want me to do. Thank

I_Iaﬁh.maaLSmum.JJ.G_

—-—0Original Message----—-
From: SF) (FBI)

Sent: _ Friday, Aori 6 2:31 PM
To: OTD) (FBI)
Subject:|
Lz

UNCLASSIFIED o6
NON-RECORD e

h7E
Hl

I wasn'tin town when| o t I went to check on it the other day and
couldn't find anything clearly tagged. e circuit that was installed in the RA. If it
is, can | use a cross over cable and plug it In -1 1 had made from the RA to the Martinez Off-Site? And if

so, will this terminate in a new separate router? Let me know when you get a moment. Thanks!

; ec;m:cai ;ervices 11C

bz

b7

UNCLASSIFIED

UNCLASSIFIED

U_NQ-_A;Q.S_lﬂEi
o i
' 13 .




® SE%ET. ®

UNCLASSIFIED

UNCLASSIFIED

(OTD) (FBI)

From: SF) (FBI)

Sent: 6 2:23 PM
To: TD) (FBI)
Subject: RE!

=

UNCLASSIFIED e
NON-RECORD TR

HiI
Your correct. The current router in Martinez is Frne connects to San
l{ t

Francisco via the Pulsecom channel ban he other connects to the
Oakland RA also through the channel barlk.

Looking at your diaww E_j router can be eliminated
in Concord and the Jcoming from the Concord RA to Martinez. The
Concord RA is mainly a white collar squad and has no real need of a DCS3000 workstation. But, we'll do whatever you've
worked out. Let me know.

---—Qriginal Messa
From: ) (FBI)
Sent: 06 8:13 AM
To: SF) (FBI)
Ce: [OTD) (FBI} oy
Subject: b7E
UNCLASSIFIED
NON-RECORD

| am attaching a diagram of what we anticipate going to for your DCS configuration. With the new circuit between
Martinez and Concord we can make a ring so to speak with routers and provide redundancy for all three places
involved. We need to know however how you are connecting to your T1s. You mentioned Martinez being connected
to a channel bank in what | assume is a serial port. We need tc know what kind of interface cards to include with the
routers we send out. We intend to replace the router you have now, | think it is a

b2
ke
brc
L7E

<< File; SF DCSnet.ppt >>

-----0Origi —
From: SF) (FBI)




(3}~

o ¥ @

| |(OTD) (FBI)

From: | J(oTD) (FBI)

Sent: I_IhusdaLMM_ZQ.OIG 10:45 AM
To: (OTD) (FBI);| |(OTD) (FBI)
Ce: I.U.L'-.’.UM]__"“TN =0

— mr_mm_lmg;

XOTD) (FBI) CG) (CON)
Subject: Chicago DCS [P plan
UNCLASSIFIED
NON-RECORD
Hi all,

There has been a slight change to the IP address plan for the Chicage move. We have temporarily allocated a new block
of iPs to the old building and a new block to the new building. Here is the list of events that need to happen:

"1 Add néw biogk o IPs to ofd buitding] }7th RA)
this has already been done with the main router set f use this as the gw)

2.a. Change the IPs for the portable VB at the old building to use the 7th RA scheme. bl
b. Change the RW one way push boxes at the old building to use the 7th RA scheme.

“3.Install iew Circuit to new building with 1p addre: ses of] ]8th RA)
router will be installed with ip addres use this as the gw)

4.a. VB at new building should be setup to use IPs for 8th RA scheme
b. RW one way push boxes at new building should be setup for 8th RA scheme

5. When Chicago is ready, move DCS-3000 machines and main FO IPs tc the new building. No ip changes will need to be
made to these machines.

6.a. Change VB IPs at new building to main FO IP scheme.
b. Change RW one way push IPs to main FO IP scheme.
*** note, the above step is optional, but recommended ***
7. When service at old building no longer needed, shut down circuit.

Going with this plan will make the transition much more simple. The drawbacks are having to change the VB and RW IP
addresses after the systems are up and running, or, if we skip step 6, then the waste of a block of IPs.

If anyone has any questions about this, please give me a call.
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Hi
Your correct. The current router in Marﬁ“g;_'ﬁ_gl One connects to San
Francisco via the Pulsecom channel ban nd the other connects to

the Oakiand RA also through the channel bank.

Looking at your diagram, | waF wondering if afte] puter can be
eliminated in Concord and th rd coming from the Concord
RA to Martinez. The Concord RA is mainly a white collar squad and has no real need of a DCS3000 workstation.
But, we'll do whatever you've worked out. Let me know.

-----0riginal Message-----

From: OTD) (FBY)
Sen , May 04, 2006 8:13 AM
To: SF) (FBI)

Ce: OTD) (FBI

Subject: RE

UNCLASSIFIED
NON-RECORD

| am attaching a diagram of what we anticipate going to for your DCS configuration. With the new circuit -
between Martinez and Concord we can make a ring so to speak with routers and provide redundancy for all ]b_g
three places involved. We need to know however how you are connecting to your T1s. You mentioned T
Martinez being connected to a channel bank in what | assume is a serial port. We need to know what kind of 1}\71:

inteﬁfmwmmhmelrouters we send out. We intend to replace the router you have now, | think
itis a

<< File: SF DCSnet.ppt >>
el |

TICTU/SEB
Cell: 202
Page
--—-Original Messa
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From: 0TD) (FBI)
Sent; 06 3:29 PM
To: (OTD) (FBI)

k2
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h7C
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Office: 7
Cell: 292

—Original Message---—

— m‘”’ (eB1)
Sent: u ay 04, 2006 2:23 PM
Subject: :

UNCLASSIFIED
NON-RECORD

Hil
Your correct. The current router in Martinez is a] ). One connects to San oo
Francisco via the Pulsecom channe! banif ] and the other connects to the DO;
Oakland RA also through the channel bank. ]b;r‘
Looking at your diagram, | was wondering if afteq Jouter can be eliminated > /E
in Concord and th B ming trom the Concord RA to Martinez. The
Concord RA is mainly a white collar squad and has no real need of a DCS3000 workstation. But, we'll do whatever you've
worked out. Let me know. ‘

-—--Original Message-—
From: OTD) (FBI)

3 —
q

Sent: 006 8:13 AM
To: f(sn (FBI)

OTD) (FBI)

Cc:
Subject:
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OTD) (FBY)

Sent: llhunsday_MaLMJ'OOG 2:23 PM
To: LOTD) (FBI)

Subject: RE

UNCLASSIFIED b2
NON-RECORD kg

4 —

Your correct. The current router in Mart;i‘fg;_'ﬁ_gl One connects to San

Francisco via the Pulsecom channel ba d the other connects to the
Oakland RA also through the channe) balwe

Looking at your dia oo | puter can be eliminated
in Concord and the coming from the Concord RA to Martinez. The
Concord RA is mainly a white collar squad and has no real need of a 000 workstation. But, we'll do whatever you've

worked out. Let me know. ,

-~---Qriginal
From:
Sent:

To:
Cc:
Subject:

UNCLASSIFIED
NON-RECORD

1

| am attaching a diagram of what we anticipate going to for your DCS configuration. With the new circuit between
Martinez and Concord we can make a ring so to speak with routers and provide redundancy for all three places
involved. We need to know however how you are connecting to your T1s. You mentioned Martinez being connected
to a channel bank in what | assume is a serial port. We need to know what kind of interface cards to include with the
routers we send out. We intend ta replace the router you have now, | think it is

9
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