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Intercepting Nextel Push-to-Talk Calls 
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Decoders 
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PTT Data Flow 

D C S 'WOO consists o f several amplications 
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Figure 4-2:Summary ol PTT Suruelllance Process 
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Server Settings and Options 
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Figure 4-4: DCS Seiner Configuration window 

The settings and options section of this chapter are presented in the following order: 

• Server Options 
• Switch-Specific Settings 
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Server Options 
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This table describes the options available for all Server connections. 

b2 
b7E 

" " " ' " " " " ' ' " ' T r r ' ^ • • ' " " " ' " • * 

Listen on Socket Number 

Log File Enabled 

Location Authorized 

Listen for JSTD Collection Boxes 
on Socket Number 

Send Collection Test Message to 
JSTD Boxes 

Server Name 

Raw Capture 

Auto Startup 

Voice Server 

Display Target 

Ping Timer 

Ping Misses 

NCC 
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Network Control Center 

Configuration Window 
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Description 
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Switch-Specific Settings 
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This table describes the Motorola settings and options. 

Setting/Option 
Motorola Version 

Timers 

Motorola Timers Window 
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T-50 Port 

iSG Port Number One and 
Two 

Call Content/ 
UDP Receive Port 

One Way Push 

Description 

Reconnect Ta SQ [t42a1] 

fl&wmd Link Cmfijg Rw]in*t [T4S13J 

RfiSBttd Suiwsfllancfr Laojn [T4208] 

Mes«aqe Read Timeout 

Call Content Dela$ Time 

Call Content Separation Tima 

e 

H 

1 
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Setting/Option 
Display Bytes Read and 
Received on Detail Window 

Send iSG Alive Messages to 
Client 

:.. D e s c r l n t l o r t ' • :..:.•..:..:..••! 
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Using the DCS Server 

E 

Working in the Server Window 
Configuring the Server 
Configuring the Client 
Configuring the VSELP Decoder 
Establishing a Connection 
Monitoring Activity 
Storing Target Data Files 
Shutting Down the DCS Server 

DCS Senior 4-14 Iulv2005 



Data Collection System (DCS) 3000 User Guide 

Working in the Server Window 
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To clear detail messages from the Server window: 

b2 
b7E To cut a text selection: 
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To copy a text selection: 

To cut all text: 
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To copy all text: 
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Configuring the Server 
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Figure 4-7: DCS Senior Configuration Window 
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To set up the Server for a PTT intercept: 
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Configuring the Client 
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>8>. Note; 
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Figure 4-8: DCS Client Configuration Window- PTT Settings 

Enter the Warrant Through the DCS Client 
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Identify PTT Targets Through the DCS Client 
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This table describes the features of the iSG Configuration window. 

i: OptlOD 
Case ID drop-down list 

iSG target list 
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Figure 4-12: ISG Configuration Detailed Window 

This table describes the features of the iSG Configuration detail window. 

Ootid n I Description 
Case ID 

Surveillance ID 

Password 

iSG Address One 

iSG Address Two 

Vdecoder IP Address 

VDecoder Listen Port 
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To identify PTT targets: 
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To remove PTT targets: 
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View and Record PTT Targets Through the DCS Client 

********** 

JMM, mjBOim imHUWBEB 

t> I ######-
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Figure 4-13: ISG Conllguratlon Detailed Window 
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To view and record actiue PTT targets: 

TARGET 

* * * * * * * * * * 

CALL SELECTION CALIL NUMBEB 
r? • JL! JLJ * 

• l.fT 

b2 
b7E 

•^ Note: 
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Suspend PTT Data Collections 

b2 
b7E 
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Configuring the VSELP Decoder 

b2 
b7E 
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To Install the Motorola VSELP decoder driver for Windows 

200Q[nerform oncel: 

l, 

Ba:Corilrbl Piinclii: 

ria gdit w rtwme 

^w*^ I 
-"»£ 

I 
Control Panel 

Windows update 

fjjgjgjjgT, 

fldd/:ReKia$ffiljffl 

f \ ' * * v : 
To continue, click Next 

I I 1111 11 I 

iBJkEji: 
*iiiiiiiiiiiiiiiiiinniiiiiiiiiiiil TTmmrn[iirimmini[iirmft ihlltliliimulliillliililillimil 
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b2 
b7E 

ftdd/RemS^^i^^^liiliiRiiiiiil 

4. 
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iimmiiiiiiiii'iiini'ii'niniil''™™™™™™™™™ niiiiii i"um'ii'!'nnniii.i 

Add/iRiemoM!W»HaliiiiiMiiiiiiln§;lilHi 

• 

t t t r t 
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Add/Rem(jyiRJiHaitllJ»!«E!!!HSlilli!|i si 3 a " j n s i 

, 
: Lf B&HMSat t tt : ttrttttt : t ttt ttt it 

S3 

Add a new device 

t itttm m i l l 
ti ittttt i t r i r t i t t 

11 11 i » 11 i 
t t itt : t i t ";""•"""' j l | 

5 

Cassd 

Add/RemoyilHSiiiSwBillifflilfc 

•AMMMMMteMte 
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•»••'•««* in titnt-mtfrffm^nrimrtumh In •!• »•»• •iLiilil u i IU 11 ihhili 'titi r - f t - f t " i " i ' n ' f f i ' i 

iniiiiiiiiiiiiiiiuiiiiuiilliimiiiiitniiiiiiiiiiiwiiiiiiiirriiiiiiiiiiimiiiiiiiiiiiimi 
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Add/Remo;Y.efiiiaii3wMiei:W-fzaiK3= 

IHHW«<«»WiWiMH»*Ha 

r^f)TF| 
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1 
J 

zl 

Mo^fe: -
A ! 

i 
, i 
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i 

d 
iiiiiiiiiimiiiihiiiiiiiiiiiiiiniiiiiiiiiiir 
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Install K«m!ISisli!l 

jmmm^^^^^^^^^^^^^j^Miuiummdm 
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b2 
b7E 
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11. 
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b7E 

i 
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13 

I 
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14. 
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b7E 
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IS 

b2 
b7E 
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To initialize the VSELP decoder: 

1. 

:*JSK20 

i((»i!iiiMin':Hji«ninnnnns«niiii«innvt>Hmimniu:w(i»iiiiti«m^t»iimii« 

j j f j i i i i i& I l j j i i i ^^ :!BS 
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b2 
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•.-•}--^m 

^^y^^t^^^ii j^iaoiai 
jfililBSiBiil 

b2 
b7E 

To un-initialiie the VSELP decoder: 

pK* Ki% 

[liiiiiiiiiiimii!:!!1;;:!::!!: 

Hl l i ' i v l l l j l - i ' v i l j l i t i 

S|a§i;Mi||#jJill 31iJ13ISi|lili31 
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To exit the VSELP decoder: 

b2 
b7E 
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b2 
b7E 

Establishing a Connection 

To request a connection to a switch: 

1. 

SsUPiCS 300e;ssH*KKSi;I^HIiSliiSSiS •xO&iJui 

-^Jitu urn in liiiiiiiiiiiuaiiiniiiiiiiiiitiiiiiiii imtwtiniiimimiiiiu uimuiimuiiii iiiiiiiiiiiiiiiiiuiiiiiiiii uiiiiiimiiiiitiiiimiiimiii UJIUHJJIIH _ 

^illi»miitn»i))i))iiii)ffl)iiiinnr»iimi»»iaiB»i»i»»iii»Btu»H^ 
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Connect to the Server 

To request a connection to the Server: 

b2 
b7E 

sj tcn OHrg{Cdf-1/ j j ^ s a j l e J Certs I "ai ig-JJuiiiMra J legate: Jff ; fl-33 tG ' _ 

Hl i l l l l l i t l i l l l l l l t l l l l l l t l l l 11 

JiH»»)»HlWHim)i)miHI»Hmmta)MtWHniiH»»H»»»Hti»iHHtH»»WHmiH)H»tWMW»ll)»>llHW»» 
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Monitoring Activity 

b2 
b7E 

b2 
b7E 

This table presents common messages from PTT intercepts 

Message 
[Client Name] Client Connected 

[Client Name] Client Disconnected 

Switch: Offline 

Switch: Online 

Switch: Disconnected 

Logon for surveillance id ## case id 
### was successful 

[IP address] Connection to iSG 
established 

Link Config Request sent to iSG 

Link Config Accept Received from 
iSG 

Link Status Timeout period 
Sent Message: Informational 
Message 

Connection to iSG Established 

Logon for surveillance id ## case id 
### was successful 

Error iniSG Connection: Connection 
refused 

Explanation 
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Message 1 Ennianatmn 1 
Error in iSG connection; Software 
cased connection abort 

Server Connection to iSG is Alive 

Received VSELP packets from iSG 
NO PACKETS RECEIVED 

Received VSELP packets from iSG at 
(Server time and date) 

Routed VSELP packets to Decoder at 
(Server time and date) 

Routed VSELP packets to Decoder 
NO PACKETS ROUTED 

Sent Message: 

MOTOROLA PRIVATE CALL 
STARTED 

MOTOROLA GROUP CALL 
STARTED 

b2 
b7E 
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Storing Target Data Files 

b2 
b7E 
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Shutdown the DCS Server 

b2 
b7E To shut down the Server: 

Mnte; 

b2 
b6 
b7C 
b7E 

Removing Targets from the DCS Client: 

jjgL Stop :Captiuitirig:itiai;Hi!|i!fffiarei;: 

k * 

Amm 

mmimwimmmwmMmimmmmbmMmmMM ammm 

4in rtmi mm »11 pit m i n ttr <i rm rn m m HUM mi ti I I I I I I 
i l l i i i 11 i 11 > i i i i i 11 i i i 

iiiiiiniiiiuiuimmiiiiiiimiMiiHMimuammtiwwrtwwiiimmiiiiiimm 
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1 Note: 

b2 
b7E 

•&. Note: 
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Quick Steps: DCS Server (PTT Calls) 

b2 
b7E 

Working in the Server Window 

To clear detail messages from the Server window: 

To cut a text selection: 

To copy a text selection: 

To cut all text: 

To copy all text: 

Configuring the Server 

To setup the Server for a PTT intercept: 

2. 
3. 
4. 
5. 
6. 

7. 
8. 
9. 
10. 
11. 

DCS Server 4-55 July 2005 



Data Collection System (DCS) 3000 User Guide 

12 

b2 
b7E 

13 
14 
15 
16 
17 
18 

Configuring the Client 

b2 
b7E 

To 

l. 
2. 

3. 

3. 

4. 

5. 

6. 

7. 
8. 

9. 
10 
11 

dontifii PTT tornatc. 

Tn irifintifwr Itflrnnts; 

1. 
2. 
3. 
4. 

b2 
b7E 

4. 
5. 
6. 
7. 

8. 
9. 
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To remove PTT targets: 

b2 
b7E 

To view and record active PTT targets: 

Configuring the VSELP Decoder 

To install the Motorola VSELP Decoder Driver Ineod to perform oncel: 

b2 
b7E 
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To initialize the VSELP Decoder: 

Tn nn-initiali?a tha WSELP riannriBr: 

To exit the VSELP decoder: 

b2 
b7E 

b2 
b7E 

Establishing a Connection 

Tn rnmmct a pnnnartinn tn thn cuiitrh-

Tn rnminst a nnnnnntinn tn thn Snnmr-

Shutting Down the DCS Server 

To shut down the Server: 

To remove a target from the DCS Client: 
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Chapter 5 
Software Version N u m b e r s MultiServer V 1.6J 

Background: DCS MultiServer 

b2 
b7E 

ALL IWFORMATIOH COBTAIHED 
HEBEIE IS UNCLASSIFIED 
DATE 05-22-2007 BY 65179 DMH/TAH/KSR/cb 
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b2 
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Figure 5-1: MultiSeraer Data Filtering and Routing 
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MultlServer Settings and Options 

b2 
b7E 

b2 
b7E 

IJCb Seryer;:Giaii^Sj|a5nEiy 
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j J l 1 J U _ W VriTWTVlTl I I I I t ^ ^ ^ J mrr4 .MltllliltltllltllllllltltlHtF 

r'ttsjI^T-arfl^ 
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Figure 5-2: DCS NlultlSereer Configuration Window 
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b2 
b7E 

b2 
b7E 

iiiiiiiiiiiiiiiiii»iiii»iiiuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiimiiimiiiiiiiiii»iiiitiii»^ 

^'M?^^^ff^MsV^^TrA^M.^^^±•:::•'• 

IliililliiliiliifiiuuiiliiliiuiHillitt: 

flHfilerye! : ; l | i i ^ | l | 
ihiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiittmimantBiiaiiiiiiiiiiiiiiiiiiiiuuil 

Figure 5-3: DCS MultlSeroer Configuration Window with Labeled Settings 

The settings and options section of this chapter are presented in the following order: 

• MultiServer Options 
• Connec t ion List 
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b2 
b7E 

MultiServer Options 

SwtbchChec* Target SeekI 
' • • • • • - ' • • 

^ OK. 
• j ....p.. •] p"j-f-f-|---|-

j | Raw Capture) p Lag File Eiwfel ^wadtlrilarvatf""] £ | . X ^ w l . 

[ F J* uta Startup T tacatian ftiihotized 

, 1"" VOICE £«*« Mndq* Buffet j f Ping S*tHng>} 

j F Display Target ^ p p p f £ 

NMC 

I ttoCBisdried 

Listen For DCS 3D0O CBsi-ibs oh Sdcfcet Numbs | | 

LNten far JSTD Cdfectfam B-ase* on Socket Numbs 

5$n0Corih«S!loriTfcSMa$$j&pto JSTP B/oiefes L3 .=1 

S$iysjN^v« [ 

TCPfcBBp-Aivai 
_ _ E 

'''Hifeefcled 

HsndsluiaBgij 

Figaro 5-4: DCS MultiServer Configuration Window - MultiServer Options 
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This table describes the global Multi Server Options. 
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Option Description 

Target Check Window 

b2 
b7E 

Raw Capture 

Auto Startup 

Voice Server 

Display Target 

Log File Enabled 

Location Authorized 

Window Buffer 

Use PPP 

Switch Interval 

Ping Settings 

iiiitiiiiiiBiiiiiiiiiiiiiiiiiii^^^^MB!ilill!l!!E u a u A a t 
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b2 
b7E 

Option 

Ping Settings Window 

b2 
b7E 

Listen for DCS 3000 Clients on 
Socket Number 

Listen for JSTD Collection 
Boxes on Socket Number 

Send Connection Test Message 
to JSTD Boxes 

Server Name: 

OK 
Cancel 

NMC 

Description 

%. PiiiyJSetiBH|ip 

t-ancw 
. trm ?TWrPT»n mrtmmnf. 

Pit. Bcfe... ai&gfte. flsb 

ta 

1 

Background: DCS MulUSeruBr 5-8 IUH2005 
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b2 
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TCP Keep Alive 
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TCP Keep Alive Window 

b2 
b7E 

Handshaking 

Message Handshaking Window 

b2 
b7E 

;:;tiih^^;giirttlrt-.B 

sMA 
FCP StrapAUvra EttaEtedi; • • " • i >. j » «y 

3,66dbftfii(s^liSE iBSjtaiteft 

Riaqlpfu pf fltBqijpfe: fcrafcpB flpspieig ?n?k;i 

1 J f . CsncsiJ 

H a t s * - -

!CM5{^|toM<ifciyi*Eafc , ~ 

TcplMBEaEl̂ lBiGahanEFnsBiQnerlHbtSR! 

Hiii Messaae i iH lBSf f iaMi i i p l l 

m 

TfensBiaf F^HHDEI I b 
i n i t n i 

Background: DCS MnlUSener 5-10 July 2005 



Data Collection System (DCS) 3000 User Guide 

b2 
b7E 

Connection List 

:EJ*ftt* 
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Figure S-S: DCS MulilServer Configuration Window - Connection List Main Display 
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Figure 5-6: MultlSeraer Connecdon List -Sub-Categories 
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Descriptions of the features for switch configuration, are presented in the 
following order: 

• Connection List Main Display 
• Switch Manufacturers 
• Switch-Specific Settings 

Connection List Main Display 

b 2 
b 7 E 

b 2 
b 7 E 

, N-anae 

| 

i f " 

Switch 

»«»«,««-. ». 

1 DMT.. 1 Vfason [ iP.Ad., Reiji 1LA«.l.-Ql!rtift„I,l 

MI 
AM Delete Ejfif1£feB££~ Dfecahftflet. 

Figure 5-5: MultlSeraer Connection List - Mall Display Isee page 5-111 

This table describes the MultiServer Connection List. 
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Add 

Edit 

Delete 

Option 

b2 
_b7E_ 

-b2 -
b7E 

nescrlntlBn 

> %$ I l*i -
""""'"!" imniniiiiit- illlHfflmi"lI'il'll'lli'li1il 

Connect 

Connection Reset 

Disconnect 

m 
f? 

, t.fajMhtMiillillilllnlnlilli]!!!; fimtt[mmriitimmtTinm 
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OptlOB 

Short-cut (Right Click Mouse) 

b2 
b7E 

nacprlntlnn 

•!g'l.ltHtalfe.i J..I5lt!8JI),i.!. .1 ,J,I 

LsL ,ni)u»m,»mwmiui 
j I " - j j 

m»»m»nna.»rl „ » -tuts 

.W; ,A. ^©ft^Lw p#jif:„. 1 owwc 1 iPtewrewt I..' 

b2 
b7E 

b2 
b7E 

Switch Manufacturers 

P&aJftfe Mdt^ CD 
ConneDtbrtN^nae 

•WWWlWliWMiHHiaiHiHi)l»l»l.a»liailHllllilH»H»l»ll)l)»»l»l))li»»lillHlll»ll iiiH»H»i»ii)i)a»i»iHii»»iimwiiwM^^^^^t!!').' L 

.-* H.H4» „„...I,..l..t.,..t.,.J...„t I.,* H 

Flgure5-7:Switch Manufacturer Options 

This table describes the MultiServer Switch Manufacturers. 
I Option | Description 

• 
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;!•.!.,:;::;;:. ;i;;;.::::.: O n i o n Description 

Switch-Speciflc Settings 

b2 
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Option. Description 

•B.HV»8Wn fWrYBM"* 1= 

jmmttiinmntimiTimimmmiTii imiiiiiminmiHH! 

"f 1 

Connection Type epni^inpT!f$ 

n TalfiBt V" Lns 
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Option 
TCP/IP Connection 

b2 
b7E 

Serial Connection 

n^rlnrlnn 

11 mttmmtit i 

fac 
"Plhg fcjdres;- ",'"",!"' 

Number Ts Bid I 

Password J 

W*noterw«ato| Sawn*, 

-u.ii.».u.iimi.ii.iiii.iii.iii..i..i.. 

> •* 

Serial—Modem Settings 
Window 

b2 
b7E 
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OptlOII 
Serial-Modem Settings 

Window (continued) 

Description 

Telnet Connection 

b2 
b7E 

b2 
b7E 

• Displays the settings for connecting to the switch through a Telnet 

TBJBBI j^AMsas 

rihnfflhfniiiiiiiii»iiiiiiitniiii7iiHiiii)ii 

Ttfotigwlda 
•i)im),inii")iH'irt 

Connection Type 

TnT ' m n r ( H i i " ^ " » ™ er" 

•

ihirW'' 
i tt t 
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P GtaifSaT^dMuKibflt" 
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Option 
TCP/IP Connection 

b2 
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b2 
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ilftfrfti'lHtilftIt 

Additional Options 

XCPAtim en iiimmnmiiiiHiiimninitu: 

icPPorfNuiriiBcr 

Binding Fort I 

Specwiizsd Conn^ian j 
[TlDdh' 

rjDiBrf Re«tues* 

Cm-insa* T|w$| J 

f**^Dieiilr Request 

Oj*h SpBciai2bdCdAnBctions{ 

Qi*ce D CftuM. R«p*sf 

Diwroni- &A nail 
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Option 

Serial Connection 

b2 
b7E 

Serial Connection 

Serial Port Settings 
Window 

b2 
b7E 

Description 

Number To Dial j 

Password j 

Wai* to tannecb fot j Seasidt 

r Ok ClBWWSWrTI | 

I " h 
BtSktfRiSte I I 

J I wi "ITSiweEcliiiXiS 
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n d 
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Option 
Connection Type 

Peserlmlnn 

IS iiitjiiiit:: 
iiittit::!:; 

Q 
Serial Connection 

b2 
b7E 

Number To Dial 
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