Data Collection System (DGS) 3000

DCS Server
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The DCS Server helps maintain the integrity of case information by preventing Law
Enforcement Agencies (LEAs) from receiving unauthorized call related data and
content.| |
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b2 Call data I
Call content
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Flgure 4-1:Server Data Flow

Some examples

include:

b2
b7E
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Intercepting Nextel Push-to-Talk Calls

b2
b7E
Decoders
b2
b7E
PTT Data Flow
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Figure 4-2:Summary of PTT Survelllance Process
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ttings and Options

b2
b7E

DGS Server 45 luly 2005



Data Gollection System (DCS) 3000 User Guide

S

b2
b7E

Figure 4-4: DGS Server Configuration window

The settings and options section of this chapter are presented in the following order:

e Server Options
o Switch-Specific Settings

DGS Server 4-8 July 2005
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Server Options

b2
b7E

Fipure 4-5: DCS Server Gonfiguration Window - Standard Options
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This table describes the options available for all Server connections.

o getting/option:

Listen on Socket Number

Log File Enabled
Location Authorized

Listen for JSTD Collection Boxes
on Socket Number

Send Collection Test Message to
JSTD Boxes

Server Name

b2
b7E Raw Capture

Auto Startup

Voice Server

Display Target

Ping Timer
Ping Misses

NCC

DGS Server 4-8 July 2005
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o . Semimgroptien Lo Deserfotien . ]
Network Control Center
Configuration Window

b2
b7E
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.. Serting/Cption:
Waiter
Handshaking
Message Handshaking Window
b2
b7E
TCP Keep Alive
TCP Keep Alive Window

DCS Seruer 4-10 July 2005
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Switch-Specific Settings

b2
b7E

Figure 4-6:DCS Seruer Contiguration Window - Switch-Speciflc Settings
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This table describes the Motorola settings and options.

" setting/ontien  Teserigmon

Motorola Version

Timers

Motorola Timers Window

b2
b7E

T-50 Port

iSG Port Number One and
Two

Call Content /
UDP Receive Port

One Way Push

DES Server 412 July 2005
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b2
b7E

Setting/Cption -

Display Bytes Read and
Received on Detail Window

Send iSG Alive Messages to
Client

OGS Server

413

July 2005
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Using the DCS Server

Working in the Server Window
Configuring the Server
Configuring the Client
Configuring the VSELP Decoder
Establishing a Connection
Monitoring Activity

Storing Target Data Files
Shutting Down the DCS Server

DGCS Server 414
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Working in the Server Window

b2
b7E
To clear detail messages from the Server window:
b2
b7E To cut a text selection:

OGS Server 415 July 2005



Data Collection System (DGS) 3000 User Guide

To copy a text selection:

To cut all text:

b2
b7E

To copy all text:
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b2
b7E

Flgure 4-7:DCS Server Configuration Window
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To set up the Server for a PTT intercept:

b2
b7E

e
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b2
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Configuring the Client

b2

b7E
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b2
b7E

Flgure 4-8: DCS Glient Gontiguration Window - PTT Settings

Enter the Warrant Through the DCS Client

DeS Server 41 July 2005
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b2
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Figure 4-9:PTT Warrant Datahase Window

Identify PTT Targets Through the DCS Client

DGCS Server 422 luly 2005
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i
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Figure 4-10: DGS Client Main Display - File Kenu Options

b2
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b6
b7C

Figure 4-11:1SG Configuration windov
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b2
b7E

This table describes the features of the iSG Configuration window.

Caée ID drop-down list

iSG target list

Edit

OK

Das

This table describes the features of the iISG Configuration detail window.

Figure 4-12: iSG Configuration Detailed Window

Case ID

Surveillance ID

Password

iSG Address One

iSG Address Two

Vdecoder IP Address

VDecoder Listen Port

4-24 iuly 2005
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Audio Output Port
Timezone Offset

b2 T 50
b7E |

Previous
Next
New
Save
Delete
Done

b2
b7E

Flgure 4-12a: 1SG Configuration Detalled Window o
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T e _ ——— e —
Case ID
ECD IP Address

Audio Output Port
Timezone Offset

b2 T 50
b7E

Previous
Next
New
Save
Delete
Done

To identify PTT targets:

1.

b2
b6
b7C
bTE
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-OR -
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b2 7
b7E
1
b2
b6
b7C
b7E
b2
b7E
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b2

b7E

11

T
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To remove PTT targets:

b2
b6
b7C
b7E

b2
b6
b7C
b7E

b2
b7E 3.

DCS Server
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4.
5.
6.
b2
b7E

View and Record PTT Targets Through the DCS Client

FTEERNERESTEY

Flgure 4-13: iSG Configuration Detalled Window

b2
b7E

DcSs Server 4-33 July 2005



Data Collection System (DGS) 3000 User Guide

To view and record active PTT targets:

EERENRERES

2.
3.
b2
b7E
4.

. Note:

OcSs Server 4-34 luly 2005
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Suspend PTT Data Collections

b2
b7E
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Configuring the YSELP Decoder

b2
b7E
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b2
b7E

Windows Update

To continue, click Next,
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11.
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12
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131
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14.
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15
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18
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To initialize the YSELP decoder:

1.

DGS Server 445 July 2005
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2.
b2
b7E
To un-initialize the YSELP decoder:
1.
b2
b7E
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To oxit the VYSELP decoder:

1.

b2
b7E
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To request a connection to a switch:

b2
b7E
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Connect to the Server

b2
b7E

To request a connection to the Server:

b2
b7E
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Monitoring Activilty

b2

b7E

This table presents common messages from PTT intercepts.

Messag G Explanati

[Client Name] Client Connecte:
[Client Name] Client Disconnected
Switch: Offline

Switch: Online

Switch: Discormected

Logon for surveillance id ## case id
### was successful

[IP address] Connection toiSG
established

Link Config Request sent toiSG

Link Config Accept Received from
b2 iSG

b7E Link Status Timeout period

Sent Message: Informational
Message

Connection to iSG Established

Logon for surveillance id ## case id
#HH# was successful

Error iniSG Connection: Connection
refused

DCS Server 4-50 July 2005
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cased connection abort

Server Commection 10 1SG is Alive

Received VSELP packets from iSG
NO PACKETS RECEIVED

Received VSELP packets from iSG at
(Server time and date)

Routed VSELP packets to Decoder at
(Server time and date)

Routed VSELP packets to Decoder
NO PACKETS ROUTED

Sent Message:

MOTOROLA PRIVATE CALL
STARTED

MOTOROLA GROUP CALL
STARTED

b2
b7E
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Storing Target Data Files

b2
b/7E
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b2

b7F To shut down the Server:

Removing Targets from the DCS Client:

b2
b6
bi7C
b7E
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Quick Stens: DCS Server (PTT Calls)

Working in the Server Window

To clear detail messages from the Server window:

To cut a text selection:

To copy a text selection:

To cut ali text:

To copy all text:

b2

b7E
Configuring the Server

To set up the Server for a PTT intercept:

1.

A

— e \D Q0 ~]

DGS Server 4-55 July 2005
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12

b2 13

14
b7E 15

16
17
18

Configuring the Client

To jdentifu PTT tarpete.

1.
2.
3

kW

b2
b7E

b2
b7E
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To remove PTT targets:

b2
b7E
To view and record active PTT targets:
Configuring the VSELP Decoder
To install the Motorola VSELP Decoder Driver (need to parform oncel:
b2
b7E
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To initialize the YSELP Dacoder:

~Toun-initialize the VSELP decoder: D2
b7E

To eXil the YSELP decoder:

Establishing a Connection

P

Shutting Down the DCS Server

b2
b7E

To shut down the Server:

To remove a targel from the DCS Client:

DCS Server 4-58 Iuly 2005
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Caicata Call data
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— e L
I b7E

Figure 5-1: MuitiServer Data Flitering and Routing

b2 |

b7E

Background: DGS MultiServer §-2 luly 2005
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MultiServer Settings and Options

b2
b7E

b2
b7E

Figure 5-2: DCS MultiServer Configuration Window

Background: 0CS MultiServer §-3 July 2005
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b2
b7E

Connection List

b2 —Jd
b7E

“Multise

Figure 5-3: DCS MuitiServer Configuration Window with Labeled Settings
The settings and options section of this chapter are presented in the following order:

e MultiServer Options
¢ Connection List

Background: DES MultiServer 5-4 July 2005
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MultiServer Options

b2
bT7E

Figure 5-4: DGS MultiServer Configuration Wind ow - MultiServer Dptlons

Background: DGS MultiServer 55 July 2005
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This table describes the global MultiServer Options.

e ppten e e e DRSeptions

Switch Check

Last Switch Data Arrival Time
Window

b2
b7E

Target Check

Background: DS HultiServer §-8 July 2005
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- Gptlen Dessrlption -~
Target Check Window

b2
b7E

Raw Capture

Auto Startup

Voice Server

Display Target

Log File Enabled

Location Authonized

Window Buffer

Use PPP

Switch Interval

Ping Settings

Background: DCS MultiServer 57 July 2005
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. Option:

Ping Settings Window

b2
b7E

Listen for DCS 3000 Clients on
Socket Number

Listen for JSTD Collection
Boxes on Socket Number

Send Connection Test Message
to JSTD Boxes

b2
b7E

Server Name:

OK
Cangcel
NMC

Background: DCS KnitiServer 5-8 luly 2005
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o

Description

Network Management Center
Configuration Window

b2
b7E

b2
b7E

TCP Keep Alive

Background: DCS MultiServer
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R
Handshaking
Message Handshaking Window

b2
b7E

Background: DCS MultiServer 5-10 July 2005
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Connection List

b2

b7E

Flgure 5-5: DGS MultiServer Configuration Window - Connectlon List Main Display

b2
b7E
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Descriptions of the features for switch configuration, are presented in the
following order:

e Connection List Main Display
e Switch Manufacturers
e Switch-Specific Settings

Connection List Main Display

b2
b7E
Figure 5-5: MultiServer Connaction List — Kail Bisplay Isee page 5-11)
This table describes the MultiServer Connection List.
. Option ‘ ' Neserint
Connection List
b2
b7E

Background: DCS MultiServer 512 July 2005
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S Ontlon- J
Add
b2
b7E
Edit
b
Delete 2
b7E
Connect
Connection Reset
Disconnect

Background: DES MultiServer §-13 July 2005
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R R 1L S REEIT I R
Short-cut (Right Click Mouse)

b2
b7E

Switch Manufacturers

b2
b7E

Flgure5-7: Switch Manufacturer Options

This table describes the MultiServer Switch Manufacturers.
! -“Option - Daserintion

b2
b7E

Backaround: DCS MultiServer 514 July 2005
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Lo Desetiptlen o o]

b2
b7E

Switch-Specific Settings

b7E

Connection Type

Background: DES MultiServer 5-15 July 2005
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“Optlom:
TCP/IP Connection

b2
b7E

Serial Connection

Serial— Modem Settings
Window

b2
b7E

Backaround: DCS MultiServer §-16 July 2005
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. Optlen - o Deseriptlon: - -
Serial- Modem Settings

Window (continued)

Teinet Connection | » Displays the settings for connecting to the switch through a Telnet

b2
b7E

Connection Type

Backaround: DCS MultiServer 517 luly 2005
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- Optlon

TCP/IP Connection

b2 Additional Options
b7E

b2

b7E

Background: DCS MultiServer 5-18 July 2005
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- Opth

Serial Connection

b2
b7E

Serial Connection

Serial Port Settings
Window

b2
b7E

b2
b7E

Background: DCS MultiServer 5-19 July 2005
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“Option

Connection Type

Serial Connection

b2
b7E

Serial Port Settings
Window

b2
b7E

Background: DCS MuitiServer 5-20 July 2005
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. Optlon —
Telnet Connection
b2
b7E
Jstd 25 Version
Connection Type
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_Optlen -
TCP/IP Connection
b2
b7E
Additional Options
Specilized Connections
Window
b2 |
b7E

Background: 0CS MuitiServer §5-22 July 2005
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_Optlen . Oescrintion
Specialized Connections ]
(detailed)
b2
b7E
k
Serial Connection

Background: DES MultiServer 5-23 luly 2005
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(T
Serial Port Settings
Window

b2
b7E

GR-30 Connection

b2
b7E

Backaround: DCS MultiServer 5-24 luly 2005
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‘Optlot :
Serial Port SettingsWindow

b2
b7E

Connection Type

TCP/IP Cornnection | I

b2
b7E

Backaround: DGS HultiServer 5-25 July 2005



