U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

N
R FOUNDATION June 4, 2007
CTJCU; AV%NUE, NORTHWEST

Subjects: System DCS-3000 and Red Hook

FOIPA No. 1056287- 000 and FOIPA No. 1056307-1

Dear Ms. Hofmann. :

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a
®(b)(1) O(b)7XA) 0(d)(S)
R(b)(2) D(b)(7)B) a@@)
B(b)3) B(b)7HC) ak)(1)
®(b)(7)(D) o(k)(2)
B(b)7}E) ak)E3)
B(b)(7)(F) O(k)(4)
B(b)(4) O(b)(8) B(k)®5)
B(b)(5) _ O(b)(9) ak)e)
®(b)(6) a(k)(7)

112 page(s) were reviewed and 7103 page(s) are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

O You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Director, Office of Information and Privacy, U.S. Department of Justice, 1425

New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the

date of this letter. The envelope and the letter should be clearly marked “Freedom of Information
Appeal” or “Information Appeal.” Please cite the FOIPA number assigned to your request so that it
may be easily identified.



C The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

® See additional information which follows.

Sincerely yours,

Drleldy

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

Please be advised that this is the first interim release as ordered by the court on May 7, 2007 for
documents concerning electronic surveillance systems known as DCS-3000 and Red Hook.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foréign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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What is it?

B2
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Web-based so can be access on the Trilogy desktop
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Actual Screenshot!

Affrs ik ORI g Wl ] A L yrenaté T Bk 1R L% tyartewrnl o alire - B ¢
- M dm Feebx e
demah 4 W ) st et M d -4 - d

- Edal & oo g
S

DPERATIONAL TECHMOLOGY DHWISION EFELECTROAMIE S IMWEHIN A ¢

pg-3




Why are you telling me this?

Case Agents and Analysts are requesting

but do not have
access to the DCS-3000




How do | access it?

Using Internet Explorer_

Y e

ODFERATIOMNAL FFCHNOLEGEY DIWVISICHMM FLECT ROMWMIT. SaPmecoF ey AR s 00 g




e T ]

"= Far Offirsad Uve Duly ===

SPERATIOMAL TECHMOL Y DMIWIINM




W bl Ve Feobe kot D

Sk oo 83 Qoo e Qe J or A7 A

OFERATIONAL TECHMOLOGY DIWVISION BLFOTHIER'T otV ET L A e’y

pg-7




Coubled not il switehi [ fln- I'ry e uf these.

pg-8




Selecting a
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How do | access it?

Using Internet Explorer on -
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y: ) 2006 Annual Conference

‘ k& Telecommunications Intercept and Collection Technology Unit

DCS-5000
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__Effects of Change |

» Configuration Management
— Software Standardization
— Security Configuration
« Technology
— One Way Push
— Windows WS
— Archive Index Reader




One Way Push

— Interface between DCS-3000 and DCS-5000
Initial Testing
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* New deployment -

Further deployment pending results of next phase
testing




2006 Annual Conference

Telecommunications Intercept and Collection Technology Unit

Tech Tips
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Agenda

1‘._ Refresher




Function

Select a Target Window

Reports Generation

Concatenate Save Function
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Concatenate Save

The Concatenate function
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File extension for this file is NG
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Best Practices

Discontinue use of [ llconnection to
DCS 3000 systems

Determine within your office what you
consider evidence from the DCS 3000
system

Use inherent DCS 3000 Save Functions
PROVIDE TICTU WITH GUIDANCE!
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Telecommunications intercept and Collection Technology Unit

Telephone Application
&

Collection
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Telephone Application

Push To Talk Upload
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Telephone Application
Pu;h To Talk Upload
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Telephone Application
Push To Talk Upload — TA Upload
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Telephone Application
Push To Talk Upload — TA Upload
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Telephone Application
Push To Talk Upload — TA Upload
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Telephone Application: Retrieve Call activity
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Telephone Application
Push To Talk Upload - TA Upload

POTTAIZED Inkn e Cominint Tuonn § e frerid oo

Telaphone Application: Modify <all Activitw

ADDED r_w:_ on:

Fl-Help F3=Exit Fh=Multv Fl2=Cancel
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Telephone Application
Push To Talk Upload — TA Upload
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Telephone ApnTication: Rarrieve Call Activity
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Telephone Application
Push To Talk Upload — TA Upload
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Telephone Application
Push To p P
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Telephone Application
Push To Talk Upload — TA Upload
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Telecommunications Intercept and Collaction Technology Unit

TICTU Tech Tips
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3. Recommended Best Practices -
4. DCS-3000 Training
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New DCS-3000 Client Features

WAL B a

IFunction

Select a Target Window

Reports Generation

Concatenate Save Function
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Concatenate Save

The Concatenate function

b2
b7E

The concatenate file is saved into a

File extension for this file is || EEGTRNRGN
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Best Practices

Discontinue use of |l connection to
DCS 3000 systems

Determine within your office what you
consider evidence from the DCS 3000
system

Use inherent DCS 3000 Save Functions

« PROVIDE TICTU WITH GUIDANCE!
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New DCS-3000 Training

Computer-based training (CBT)
CD based, 4 hour course

Created for entry-leve! introduction to
software operation

Development completed, currently being
field tested

Watch TICTU web site for announcement
on availability
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TICTU East Coast Conference

This is not a
deletion

utions

TICTU East Coast Conference
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TICTU East Coast Conference

Advanced Carrier Solutions

Networked and Centralized

DCS-3000 server application|
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TICTU East Coast Conference
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Advanced Carrier Solutions
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Federal Bureau of Investigation

A Carrier’s Guide to
Electronic Surveillance (ELSUR)

Presented ra

%m Wireless

Telecommunications Intereept and Collecton Technology L nit

March 25, 2003
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3 DCS-3000 Client
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Federal Bureau of Investigation

A Guide to
Electronic Surveillance (EL.SUR)

Presented to

Telecommunications Intercept and
Collection Technology Unit

Aungust 18, 2004
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~ F Telecommunications Intercept and Collection Technology Unit

Fi
TICTU North Conference

Advanced Telephony Unit
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iless Intercept and Track
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Wireless Intercept and Tracking Team
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Wi Advanced Tele?hon y Unit ¢/
e Wireless Intercept and Tracking Team i
Surveillance Van Wireless integration

Mission
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Key Points of Phase 0
» The DCS3000
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Key Points of Phase 1
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Phase 0 Phase 2
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Call sector
Range
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Report Function

View Log Files
L

Tracker Application
BackTrack Application
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DCS-3000 Enhancements

Report Function

Now activated, end user can generate
“Ten Day” reports
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View Log Files

Provides the end user with a shortcut to
directly access DCS-3000 log files
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Select Target lor Bull's £ye Query TN
PHOME NUMBER TARGET NAME
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Target .
Connecting to |

Target :
SID:
Carrier:

City~State




DCS-3000 Enhancements

Tracker Application
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bTE v The end user can configure the mapping

feature to run automatically |l
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$8) DCs-3000 Enhancements

BackTrack Application

Similar to Tracker
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*i@j BackTrack Application
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5‘.@. DCS-3000/5000 Integration

The “One Way Push”

Genesis

Task Force formed after 9/11 to ensure
security needs of FB! defined and implemented

Includes testing, certification and accreditation

Encompasses all ELSUR equipment and




*‘gﬂg} DCS-3000/5000 Integration

The “One Way Push”

Certification & Accreditation Status
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Configuration for Criminal

Call Content (CCC)  Call Data (CDC)
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FEDERAL BUREAU OF INVESTIGATION

FOIPA
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T&S Validation Workshop Summary Notes
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T&S Validation Workshop Summary Notes
Cellections and Surveillance Line-of-Business

Date: March 17, 2006
Division(s) In Attendance: Operational Technology Division (OTD)
Meeting Location: Quantico, VA

Organtzation Unit: « Company:. 1 ¢ Telephone .
FBI:OIPP \l |
FBI/OIPP _ |
FBIOTD X |
FBI/OTD 703 b6
FBLOTD l__L b7C
bo OIPP/'EAU — BearingPoint 30
b7C_ __ OIPP/EAU — BearingPoint 244 ]
- OIPP/EAU - BearingPoint X
OIPP/EAU — BearingPoint
QIPP/EAU - BearingPoint x.4l I
QIPP/EAU - Keane
OIPP/ITSP Keane
Puarpose:
e A workshop to review and validate the findings related to OTD currently presented
within the FBI Enterprise Architecture (EA) Transition and Sequencing (T&S) Plan.
To discuss and obtain any transition planning related inputs as put together by OTD
for inclusion and reflection within the FBI T&S Plan.
e Asignificant portion of OTD’s mission systems are clandestine technologies (Clan
Tech), are not considered IT, and do not touch the FBI Enterprise. A focus of the FBI
EA Program should be what OTD systems could interface with the FBI IT
environment.
Mission/Business Trends & Priorities b2
e Currently OT |‘I b7E
and criminal content on removable media, OTDJ
dependency with Lab Division’s Laboratory Information Management System
(LIMS).
e OTD needs the OCIO’s help with the Electronic Surveillance Data Management
System (EDMS) and the current Service Level Agreements (SLA)I I
|
| |
UNCLASSIFIED // FOUO
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T&S Validation Workshop Summary Notes
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ey Initiatives

Technical Response Unit (TRU) Communications System

Service Needs Validation / Updates

Digital Media
Evidence Handling
Storage

Search

Carrent I'T 'Transition Planning

Tracveshility Matrix Updutes

153

Plescriphinn 7

Discussion I'oints:

Collectiol | not records. OTD leverages “Non-traditional”
IT, the “stuff” collected by its systems is not owned by the Bureau,; it is owned by the
US Courts.

OTD desires to have the collections purchase process distinct and separate from the
standard IT requisition process. OTD needs to have a specialized process for
procuring special needs IT equipment/systems. (Require special exceptions to the IT
Standard Products List)

Collections has its own component architecture

The Enterprise Architecture Unit (lj‘" ALD peeds to better sicﬁne the OTD budget line
items so reports do not over-intlat Collections related items
should not be on a funded | |
Action Items:
During the workshop OTD pade ihie followine updaics:
o
|

¢ Corrected several system names including - Digital Collection System (DCS)

e _For the Jong-term OTD s initiating a Division-level Transition/Consolidation PlanD

b2

b2
b7E

b2
b7E

b7E

b2

b2
b7E

is the common name for DCS 3000, 5000, and 6000 (DCS is redundant). DCS KH7F

is synonymous witl'l l'cdundant); and

o is not an OTD sponsored system.
The EAU is following up with{ |for edits to the FBI Traceability

fateix and with] Jtor the OTD Transition Plan| |
e EAU is also following up with OTD on the status of the E-Requisition
b2
UNCLASSIFIED // FOUO b7E
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OTD / Collection Architecture Meeting — March 17, 2006
Summary Notes / Action Items

Workshop discussion points
¢ Need to include common EA terms in the read-ahead materials. OTD is especially
interested in definitions for Information Technology (IT) and National Security System.

o A significant portion of OTD's mission systems are clandestine technologies (ClanTech)
and are not considered IT and do not touch the FB| enterprise, _The focus of the FBI EA

program should be on those OTD systems

o Collectior] pnd do not produce records.

¢ Need to add satellites to the list of OTD priority projects (Technical Response Unit (TRU)

Communication System).
° e the OTD budget line item

o _OTD needs OCIO help with EDMS and the current service level agreements (SLA)[_____]

L 1

Business Architecture

. W@nﬁ Collection sub-function|
. rmammmmmmhﬂlconsoﬁdaﬁon Plan] |

Services and Capabilities
s O] i idence handling, and digital media.
o | riminal content on removable media.

o OTD identified an evidence handling dependency with LD’s Laboratory Information

Management System (LIMS).

T&S Findings and Recommendations

Need to compare OTD initiatives

o i

"

Action Items

Follow-up withl Ifor edits to the FBI Traceability Matrix. b2
o DCS is the common name for DCS 3000, 5000, and 6000 (DCS redundant). bh7E

o 00 is synonymous with{ _kedundant).
o s not an OTD system (determine the sponsor).
Follow-up with} ~ [for the OTD Transition Plan ]

lans to visit OTD to gain a better understanding of where OTD systems
INferace Wi 9_|

Follow-up with OTL) on the status of the E-Requisition initiative.

Follow-up with OTD on the break out of their IT budget line items vs Collections budget
items.
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Legacy Systems Certification Status Report

November 8, 2002

Green Team -

DCS 6000
. In Accreditation Unit.
DCS 3000 (CALEA)
o Awaiting System Owner corrective actions based on pre-certification test results.
b2
b7E . In Accreditation Unit.
|
b2
* b7E
|
L I
b6
Blue Team | bicC
. Awaiting testing results from test team.
J b2
. Awaiting testing results from test tcam. b7E
FBI HQ SACS
. Certification package undergoing revisions| ]
]
|
-
b2
[ b7E

ALL INFORMATION COMNTAIMEL
HEREIN I3 UNCLASIIFIED
LDATE Q5-25-2007 BY 65179 DMH/TAN/K5R/JB



Legacy Systems Certification Status Report
November 19, 2002

Green Team | b6
b7C

DCS 6000
° In Accreditation Unit. b2

DCS 3000 (CALEA) b7E

. Awaiting System Owner corrective actions based on pre-certification test results.

1
——

s b2

. b7E
L

Blue Team b6
b7C

o4 b2
FBi I - b7E

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 05-25-2007 BY 65179 DMH/TAM/KSR/TB #1056287-000



