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(OTD) (CON) 

From: (OTD) • b6 

Sent: Wednesday, October 19, 2005 2:28 PM 
To: | |OTD)(CON)j 
C c : I |(ITD) (FBI) 

Subject: CIPAV - El Paso field office 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

jOTD)(CON) 

ALL INFORMATIOH CONTAINED 

HEREIN 15 UNCLASSIFIED 

DATE 06-11-2008 BY 60322uclp/stp/rds 

I have a draft search warrant affidavit on my desk for deployment of CIPAV from 
I |EI Paso field office, case filel I 

Requirements: 
S4 Iwill provide a document/file (I will forward to vou via Bu-Email when I receive itl 

> 1 

The seamh warrant will authorise rnllertinn of the fpllnwina data (same as prior CIPAV collections^ 
IP address|_ 1 
MAC address^ : 
Rrowsftf environment variables 

I that can assist with identifying computer users, computer software installed, computer hardware installed!. 
• = = 1 

REMINDER: in compliance with these search warrants, the field office must be the entity that reviews the 
collected data. You can NOT conduct any research, on the Internet or otherwise, based on the collected data to 
assist the field even if requested by the field office. 

I f pis print this and give to£ 

SSAl I 
Cryptologie & Electronic Analysis Unit 
Oigitial Evidence Section, Operational Technology Division 
Qiiantieo VA 

b2 
b 6 
b7C 

secure voice 
secure fax 

b6 
b7C 

b2 
b7E 
b6 
b7C 

b2 
b7E 

IP address, MAC address, etc. data was in the unsealed Affidavit, so it is 
released here. 

SENSITIVE BUT UNCLASSIFIED 

7/27/2007 
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(OTD) (CON) 

From: 
Sent: 
To: 
Cc: 

J(OTD) 

Monday, August 15, 2005 8:31 AM 

(OTD)(CON)C 

be 
hlC 

(ITD) (FBI);[ ] (OTD) (FBI);[ 

|(OTD)(CON) 

(OGC) (FBI) 

Subject: new IPAV deployment brewing for Honolulu 

case file #l \ 
b2 
b7E 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-11-2008 BY 60322uclp/stp./i:cls 

Internet Protocol address 

Media Access Control address 

Open communication ports 

List of programs running 

Operating system type, version, and serial number 

Browser type and version 

Language encoding 

The URL that the target computer was previously connected to 

Registered computer name 

Registered company name 

Currently logged in user name 

We never discuss how we collect the above in the warrants/affidavits or with case agents. AUSAs. 
sauad supervisors, outside agencies, etc. f 

b 2 
hi E 

Any questions, comments, concerns - pis see me at your earliest convenience. 

pis ensure that the contents of this email is communicated tcl ] b e 

, J Let the me the date that you ; b 7 c 

provide this information to them (and the names of the people) for documentation purposes. b 2 

Thanks. b 7 E 

7/27/2007 
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