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EXECUTIVE SUMMARY 

In a review of nearly 2,500 pages of documents released by the Federal Bureau of 
Investigation as a result of litigation under the Freedom of Information Act, EFF 
uncovered alarming trends in the Bureau’s intelligence investigation practices. The 
documents consist of reports made by the FBI to the Intelligence Oversight Board of 
violations committed during intelligence investigations from 2001 to 2008. The 
documents suggest that FBI intelligence investigations have compromised the civil 
liberties of American citizens far more frequently, and to a greater extent, than was 
previously assumed. In particular, EFF’s analysis provides new insight into: 

 

Number of Violations Committed by the FBI 

• From 2001 to 2008, the FBI reported to the IOB approximately 800 violations of 
laws, Executive Orders, or other regulations governing intelligence investigations, 
although this number likely significantly under-represents the number of 
violations that actually occurred. 

 
• From 2001 to 2008, the FBI investigated, at minimum, 7000 potential violations 

of laws, Executive Orders, or other regulations governing intelligence 
investigations. 
 

• Based on the proportion of violations reported to the IOB and the FBI’s own 
statements regarding the number of NSL violations that occurred, the actual 
number of possible violations that may have occurred in the nine years since 9/11 
could approach tens of thousands of violations of law, Executive Order, or other 
regulations governing intelligence investigations.1 

                                                
1 This figure is an estimate based, first, on the fact that a significant number of FBI violations went 
unreported, both internally and to the IOB; second, this estimate assumes the sample of violations reported 
to the IOB and released to EFF is representative of all violations that occurred, including those that went 
unreported; third, the estimate assumes violations occurred at the same rate over time. In the reports 
released to EFF, roughly 33% were violations of the NSIG, 33% were NSL violations, and 20% were other 
violations (the remaining violations were too heavily redacted to categorize). The estimate is based on an 
extrapolation from the OIG’s estimate that 6,400 NSL violations occurred from 2003-2006. In the absence 
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In the absence of robust auditing and full disclosure from the Bureau, the only method for 
approximating the scope of the FBI’s abusive intelligence practices is to extrapolate from 
information contained within these releases and public statements made by government 
officials. The IOB reports, themselves, provide some insight into the sheer number of FBI 
intelligence violations. In previous litigation, EFF fought the FBI to release the IOB 
matter numbers that accompany every IOB report. While not every IOB “matter” is 

ultimately reported to the IOB, the numbers provide some indication 
of the number of violations investigated by the FBI. Based on IOB 
matter numbers on the reports released to EFF, it is clear that, at 
minimum, the FBI investigated approximately 7,000 instances of 
alleged misconduct from 2001 to 2008.  

The actual number of violations that occurred from 2001 to 2008, 
however, is likely much higher. The Inspector General has 
acknowledged that as many as 6,400 potential NSL violations may 
have occurred between 2003-2006;46 if the proportion of violations 

released to EFF is representative of all FBI intelligence violations 
from 2001 to 2008, then the number of total violations during that span may have 
approached tens of thousands of possible violations of laws, Executive Orders, or 
regulations.47 

 

CONCLUSION 

From 2001 to 2008, the FBI frequently and flagrantly violated laws intended to check 
abusive intelligence investigations of American citizens. While many believed the era of 
abusive FBI practices would end with the Bush Administration, there is little evidence 
that President Obama has taken significant measures to change past FBI practices. Two 
years into his term, the President has not publicly disclosed any appointments to the IOB,  

 
                                                
46 See Jason Ryan, FBI Search Abuses Could Number Thousands, ABC NEWS, Apr. 16, 2008, available at 
http://abcnews.go.com/TheLaw/DOJ/story?id=4661216&page=1.   
47 This figure is an estimate based, first, on the fact that a significant number of FBI violations went 
unreported, both internally and to the IOB; second, this estimate assumes the sample of violations reported 
to the IOB and released to EFF is representative of all violations that occurred, including those that went 
unreported; third, the estimate assumes violations occurred at the same rate over time. In the reports 
released to EFF, roughly 33% were violations of the NSIG, 33% were NSL violations, and 20% were other 
violations (the remaining violations were too heavily redacted to categorize).  The estimate is based on an 
extrapolation from the OIG’s estimate that 6,400 NSL violations occurred from 2003-2006. In the absence 
of robust FBI auditing and thorough oversight, however, estimates are the only reasonable method to 
approximate the scope of the FBI’s investigatory misconduct.       

 
The number of FBI 

intelligence 
violations since 

9/11 could 
approach the tens 

of thousands. 
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