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UNITED STATES DISTRICT COURT 

FOR THE NORTHERN DISTRICT OF CALIFORNIA 

OAKLAND DIVISION 

  
CAROLYN JEWEL, TASH HEPTING, 
YOUNG BOON HICKS, as executrix of the 
estate of GREGORY HICKS, ERIK KNUTZEN 
and JOICE WALTON, on behalf of themselves 
and all others similarly situated,  

Plaintiffs, 

v. 

NATIONAL SECURITY AGENCY, et al.,  
 
                                                Defendants. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

CASE NO. 08-CV-4373-JSW 
 
 
September 28, 2018  
Declaration Of  
RICHARD R. WIEBE 
In Opposition To The Government’s 
Motion For Summary Judgment  
 
  
Courtroom 5, Second Floor 
The Honorable Jeffrey S. White 
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I, Richard R. Wiebe, do hereby declare: 

1. I am a member in good standing of the Bar of the State of California and the bar of 

this Court.  I am counsel to plaintiffs in this action.  Except as otherwise stated below, I could and 

would testify competently to the following.   

2. Each exhibit attached hereto is a true and correct copy of the document located at 

the indicated source. 

3. Exhibit A:  Attached hereto as Exhibit A is a true and correct copy of a Primary 

Order issued by the Foreign Intelligence Surveillance Court compelling the bulk production of 

telephone call records by multiple telephone companies.  It was issued in FISC docket BR 10-10 

(“BR” for “Business Records”) and was declassified and publicly released by the Director of 

National Intelligence on his official website.  Available at 

https://www.dni.gov/files/documents/11714/FISC Order, BR 10-10.pdf. 

4. Exhibit B:  Attached hereto as Exhibit B is a true and correct copy of an excerpt 

from an NSA Inspector General compliance audit report.  The report includes as its Appendix C a 

letter filed with the FISC by the NSA reporting a non-compliance incident in the telephone call 

records program.   

 The letter filed with the FISC identifies in the caption to the letter the 

telecommunications companies that were compelled by Primary Order BR 10-10 to produce in 

bulk the telephone call records of their customers as AT&T, Verizon, Verizon Wireless, and Sprint.  

Ex. B at App. C (pp. 28-29 of Ex. B) (“In Re Application of the Federal Bureau of Investigation for 

an Order Requiring the Production of Tangible Things from AT&T, the Operating Subsidiaries of 

Verizon Communications, Inc., and Cellco Partnership d/b/a Verizon Wireless, and Sprint . . . , 

Docket Number BR 10-10”). 

 Exhibit B was released in response to a Freedom of Information Act lawsuit brought 

by the New York Times against the NSA, see Scheduling Order, New York Times v. NSA, ECF No. 

10, No. 15-2383 (S.D.N.Y May 15, 2015).  Exhibit B was declassified and publicly released by the 

NSA on August 11, 2015.  Available at 

https://assets.documentcloud.org/documents/2271057/savage-nyt-foia-nsa-ig-fisa-br-reports.pdf. 
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 Exhibit B was the subject of an article by the New York Times. N.S.A. Used Phone 

Records Program to Seek Iran Operatives, New York Times, Aug. 12, 2015, available at 

https://www.nytimes.com/2015/08/13/us/nsa-used-phone-records-program-to-seek-iran-

operatives.html. 

5. Exhibit C:  Attached hereto as Exhibit C is a true and correct copy of AT&T’s 

Transparency Report of January 2016.  Available at 

https://about.att.com/content/dam/csr/Transparency Reports/ATT_Transparency Report_Jan 

2016.pdf. 

6. Exhibit D:  Attached hereto as Exhibit D is a true and correct copy of Verizon’s 

Transparency Report for the first half of 2016.  Available at 

https://www.verizon.com/about/portal/transparency-report/wp-

content/uploads/2016/07/Transparency-Report-US-1H-2016.pdf. 

7. Exhibit E:  Attached hereto as Exhibit E is a true and correct copy of an NSA 

document published by the New York Times and ProPublica on August 15, 2015.  Available at 

https://assets.documentcloud.org/documents/2275521/nyt-propublica-fairview-stormbrew.pdf. 

 Article at:  https://www.nytimes.com/2015/08/16/us/politics/att-helped-nsa-spy-on-

an-array-of-internet-traffic.html 

 and 

 https://www.nytimes.com/interactive/2015/08/15/us/documents.html. 

8. Exhibit F:  Attached hereto as Exhibit F is a true and correct copy of an excerpt 

from George Molczan, A Legal And Law Enforcement Guide To Telephony (2005). 

9. Exhibit G:  Attached hereto as Exhibit G is a true and correct copy of an NSA 

document published by the New York Times and ProPublica on August 15, 2015. Available at 

https://www.documentcloud.org/documents/2274320-sidtoday-fairview-and-stormbrew-live-on-

the-net.html. 

 Article at:  https://www.nytimes.com/2015/08/16/us/politics/att-helped-nsa-spy-on-

an-array-of-internet-traffic.html 

 and 
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 https://www.nytimes.com/interactive/2015/08/15/us/documents.html. 

10. Exhibit H:  Attached hereto as Exhibit H is a true and correct copy of Exhibit A to 

Plaintiffs’ Revised First Set of Requests for Admission, served June 19, 2017.   

11. Exhibit I:  Attached hereto as Exhibit I is a true and correct copy of Exhibit B to 

Plaintiffs’ Revised First Set of Requests for Admission, served June 19, 2017. 

 I declare under penalty of perjury under the laws of the United States that the foregoing is 

true and correct to the best of my knowledge, information, and belief. 

Executed September 27, 2018. 

 

    
   s/ Richard R. Wiebe  
  Richard R. Wiebe 
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TOP 8ECRET//COMJNTt/NOFOR..~ 

UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

IN RE APPLICATION OF THE FEDERAL 
BUREAU OF INVESTIGATION FOR AN 
ORDER REQUIRING THE PRODUCTION 

IB TH 

Docket Number: BR 

PRIMARY ORDER 

A verified application having been made by a designee of 

the Director of the Federal Bureau of Investigation (FBI), the 

Deputy Director of the FBI, for an order pursuant to the Foreign 

Intelligence Surveillance Act of 1978 (the Act), Title 50, 

United States Code (U.S.C.), § 1861, as amended, requiring the 

production to the National Security Agency (NSA) of the tangible 

TOP SECRETHCOl'.HNT//NOFORN 

Derived from: Pleadings in the above-captioned docket 
Declassify on: 19 February 2035 
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TOP SBCRBT//CO:MINT//NOFORN 

things described below, and full consideration having been given 

to the matters set forth therein, the Court finds as follows: 

1. There are reasonable grounds to believe that the 

tangible things sought are relevant to authorized investigations 

(other than threat assessments) being conducted by the FBI under 

guidelines approved by the Attorney General under Executive 

Order 12333 to protect against international terrorism, which 

investigations are not being conducted solely upon the basis of 

activities protected by the First Amendment to the Constitution 

of the United States. [50 U.S . C. § 1861(c) (1)] 

2. The tangible things sought could be obtained with a 

subpoena duces tecum issued by a court of the United States in 

aid of a grand jury investigation or with any other order issued 

by a court of the United States directing the production of 

records or tangible things. [50 U.S.C. § 1861(c) (2) (D)] 

3. The application includes an enumeration of the 

minimization procedures the government proposes to follow with 

regard to the tangible things sought. Such procedures are 

similar to the minimization procedures approved and adopted as 

binding by the order of this Court in Docket Number BR 09-19 and 

its predecessors. [50 U. S . C. § 1861(c) (1)] 

Accordingly, the Court . finds that the application of the 

United States to obtain the tangible things, as described below, 

TOP SECRET//COMTNT//NOFORN 

2 
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TOP SECRET//COJ\fiNT//NOFORN 

satisfies the requirements of the Act and, therefore, 

IT IS HEREBY ORDERED, pursuant to the authority conferred 

on this Court by the Act, that the application is GRANTED, and 

it is 

FURTHER ORDERED, as follows: 

(1)A. The Custodians of Records of shall 

produce to NSA upon service of the appropriate secondary order, 

and continue production on an ongoing daily basis thereafter for 

the duration of this order, unless otherwise ordered by the 

Court, an electronic copy of the following tangible things: all 

call detail ·records or "telephony metadata" 1 created by 

B. The Custodian of Records of 

produce to NSA upon service 

secondary order, and continue production on an ongoing daily 

1 For purposes of this Order "telephony metadata" includes 
comprehensive communications routing information (e.g., 
originating and terminating telephone number, International 
Mobile Subscriber Identity (IMSI) number, International Mobile 
station Equipment Identity (IMEI) number, etc.), trunk 
identifier, telephone calling card numbers, and time and 
duration of call. Telephony metadata does not'include the 
substantive content of any communication, as defined by 18 
U.S.C. § 2510(8), or the name, address, or financial information 
of a subscriber or customer. 

TOP SECRETNCOJ\fiNTh'NOFO~~ 
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TOP SECRETHCOJ\HNTHNOFO~"'* 

basis thereafter for the duration of this order, unless 

otherwise ordered by the Court, an electronic copy of the 

following tangible things: all call detail records or 

"telephony metadata" created by for communications (i) 

between the United States and abroad; or (ii) wholly within the 

United States, including local telephone calls. 

(2) With respect to any information the FBI receives as a 

result of this Order (information that disseminated to it by 

NSA) , the FBI shall follow as minimization procedures the 

procedures set forth in The Attorney General's Guidelines for 

Domestic FBI Operations (September 29, 2008). 

(3) With respect to the information that NSA receives as a 

result of this Order, NSA shall strictly adhere to the following 

minimization procedures: 

A. The government is hereby prohibited from accessing 

business record metadata acquired pursuant to this Court's 

orders in the above-captioned docket and its predecessors ("BR 

metadata") for any purpose except as described herein. 

Notwithstanding the requirements set forth below, Executive 

Branch and Legislative Branch personnel may be permitted 

TOP SECRETHCOMJNTHNOFORN 
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TOP SBCRETHCOl\UNT//NOFORN 

appropriate access to the BR metadata and certain information 

derived therefrom in order to facilitate their lawful oversight 

functions, which include, but are not limited to, those set 

forth below. 

B. The BR metadata may be accessed for the purposes of 

ensuring data integrity and developing and testing any 

technological measures designed to enable the NSA to comply with 

the Court's orders. Access to the BR metadata for such purposes 

shall be limited to the NSA Collection Managers, Data Integrity 

Analysts, and System Administrators described in paragraph 16 of 

the Declaration of Chief, Special FISA Oversight 

and Processing, Oversight and Compliance, Signals Intelligence 

Directorate, the National Security Agency, filed as Exhibit A to 

the Application in the above-captioned docket ( 

Declaration"). Additional individuals directly involved in 

developing and testing technologies to be used with the BR 

metadata may be granted access to the BR metadata, provided such 

access is approved by NSA's Office of General Counsel (OGC) on a 

case-by-case basis. Persons who query the BR metadata pursuant 

to this paragraph may only share the results of any such query 

with other specially-cleared NSA technical personnel, unless: 

(i) sharing is permitted under paragraph 3(J); or (ii) a data 

integrity analyst conducted the query using a RAS-approved 
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telephone identifier at the request of an analyst authorized to 

query the BR metadata pursuant to paragraph 3(C) below 1 or an 

analyst authorized to receive query results pursuant to 

paragraph 3(I) below. 2 Queries performed by the persons 

described in this paragraph shall not be subject to the approval 

process and standard set forth in paragraph (3)C below. To the 

extent NSA personnel make copies of the BR metadata for purposes 

of ensuring data integrity or developing and testing 

technological measures 1 such copies shall be destroyed upon the 

completion of their work. 

C. Subject to the restrictions and procedures below 1 

up to 125 NSA analysts may be authorized to access the BR 

metadata for purposes of obtaining foreign intelligence 

information through contact chaini 

("queries") using telephone identifiers 1

3 as described in 

the Declaration at paragraphs 8-13. 

2 The Court understands that only Data Integrity Analysts who 
have received the training required for access under paragraph 
3(C) will be permitted to perform queries and share query 
results with analysts as described in (ii) above. 
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(i) Except as provided in subparagraph (ii) below, 

all telephone identifiers to be used for queries shall be 

approved by one of the following designated approving 

officials: the Chief, Special FISA Oversight and 

Processing, Oversight and Compliance, Signals Intelligence 

Directorate; the Chief or Deputy Chief, Homeland Security 

Analysis Center; or one of the twenty specially-authorized 

Homeland Mission Coordinators in the Analysis and 

Production Directorate of the Signals Intelligence 

Directorate. Such approval shall be given only after the 

designated approving official has determined that based on 

the factual and practical considerations of everyday life 

on which reasonable and prudent persons act, there are 

facts giving rise to a reasonable, articulable suspicion 

that the telephone identifier to be queried is associated 

with 

billing and/or routing communications, such as IMSI, IMEI, and 
calling card numbers. 
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provided, however, that NSA's OGC shall first determine 

that any telephone identifier reasonably believed to be 
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used by a United States (U.S.) person is not regarded as 

associated with 

solely on the basis of activities 

that are protected by the First Amendment to the 

Constitution. 6 

(ii) Telephone identifiers that are currently 

the subject of electronic surveillance authorized by 

the Foreign Intelligence Surveillance Court (FISC) 

based on the FISC's finding of probable cause to 

believe that they are used by agents of 

6 The Court understands that from time to time the information 
available to designated approving officials will indicate that a 
telephone identifier was, but may not presently be, or is, but 

not former associated with 

a circumstance, so long as the 
gnate appr ng o icial can determine that the reasonable, 

articulable suspicion standard can be met for a particular 
period of time with res~ect the telephone identifier, NSA may 
query the BR metadata using that telephone identifier. However, 
analysts conducting queries using such telephone identifiers 
must be made aware of the time period for which the tel hone 

associated with 
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including those used by U.S. persons, may be deemed 

approved for querying for the period of FISC-

authorized electronic surveillance without review and 

approval by a designated approving official. The 

preceding sentence shall not apply to telephone 

identifiers under surveillance pursuant to any 

certification of the Director of National Intelligence 

and the Attorney General pursuant to Section 702 of 

FISA, as added by the FISA Amendments Act of 2008, or 

pursuant to an Order of the FISC issued under Section 

703 or Section 704 of FISA, as added by the FISA 

Amendments Act of 2008. 

(iii) A determination by a designated approving 

official that a telephone identifier is associated 

with 

shall be effective for: one hundred 

eighty days for U.S. telephone identifiers and for any 

identifiers believed to be used by a U.S. person; one 

year for all other telephone identifiers. 7 

minimization of the information retrieved from their queries may 
be informed by that fact. 
7 The Court understands that call detail records of foreign-to
foreign communications provided by Jllllpursuant to this Order 
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D. The Director of the NSA shall continue to maintain 

mandatory procedures to strictly control access to and use of 

the BR metadata, in accordance with this Court's orders. NSA's 

OGC shall continue to promptly provide NSD with copies of these 

mandatory procedures (and all replacements, supplements or 

revisions thereto in effect now or adopted in the future) . The 

Chief, Special FISA Oversight and Processing, Oversight and 

Compliance, Signals Intelligence Directorate; Chief and Deputy 

Chief, Homeland Security Analysis Center; and.the Homeland 

Mission Coordinators shall maintain appropriate management 

controls (e.g., records of all tasking decisions, audit and 

review procedures) for access to the metadata. 

E. The NSA shall obtain the BR metadata from 

ia secure lines, and shall store and 

process the BR metadata on a secure internal network that NSA 

will not be used to make chain summary records. Further, such 
records will be used solely for technical purposes, including 
use by NSA's data integrity ana~o correctly interpret and 
extract contact information in lllllllinternational records. In 
the event that an NSA analyst performs an authorized query that 
includes a search of the BR metadata, and the results of that 
query include information from IIIII foreign-to-foreign call 
detail records, NSA shall handle and minimize the information in 
those records in accordance with the minimization procedures in 
this Order, regardless of the authority pursuant to which NSA 
obtained the record. In contrast, if the analyst's query does 
not include a search of the BR metadata, and the results of that 
query include information from lllllforeign-to-foreign call 
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exclusively will operate. 

F. Any processing by technical personnel of the BR metadata 

acquired pursuant to this order shall be conducted through the 

NSA's secure internal network, which shall be accessible only to 

authorized personnel, using accounts authorized by a user 

authentication service, based on user login and password. 

G. Access to the metadata shall be controlled by user name 

and password. NSA's Oversight and Compliance Office shall 

monitor the designation of individuals with access to the BR 

metadata. When the BR metadata is accessed through queries 

under paragraphs (3)B or (3)C above, a software interface shall 

limit access to the BR metadata to authorized personnel, and the 

user's login, Internet Protocol (IP) address, date and time, and 

retrieval request shall be automatically logged for auditing 

capability. 8 When the BR metadata is accessed through any other 

means under paragraph (3)B above, the user's login, date and 

time shall be automatically logged for auditing capability. 

detail records, then the minimization procedures in this Order 
shall not be applied to the information in those records. 
8 In addition, the Court understands from the Declaration of 
Lieutenant General Keith B. Alexander, Director of NSA (Ex. A to 
the Report of the United States filed in docket number BR 09-09 
on August 17, 2009) that NSA has made a number of technical 
modifications that will prohibit analysts: a) from inadvertently 
accessing th~adata in 11111111 b) from querying the BR 
metadata inllllllllwith non-RAS-approved identifiers; and c) 
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NSA's Office of Oversight and Compliance shall monitor the 

functioning of this automatic logging capability. All persons 

authorized for access to the BR metadata and other NSA personnel 

who are authorized to receive query results shall receive 

appropriate and adequate training concerning the authorization 

granted by this Order, the limited circumstances in which the BR 

metadata may be accessed, and/or other procedures and 

restrictions regarding the retrieval, storage, and dissemination 

of the metadata. NSA's OGC shall ensure that such training is 

provided. 

H. NSA shall treat information from queries of the BR 

metadata in accordance with USSID 18 and shall apply USSID 18 to 

minimize and disseminate information concerning U.S. persons 

obtained from the records produced pursuant to the authorities 

granted herein. Additionally, before the NSA disseminates any 

U.S. person identifying information, the Chief of Information 

Sharing Services in the Signals Intelligence Directorate, the 

Senior Operations Officer at NSA's National Security Operations 

Center, the Signals Intelligence Directorate Director, the 

Deputy Director of the NSA, or the Director of the NSA must 

determine that the information identifying the U.S. person is in 

from going beyond three "hops" from an identifier used to query 
the BR metadata in-
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fact related to counterterrorism information and that it is 

necessary to understand the counterterrorism information or 

assess its importance. Notwithstanding the above requirements, 

NSA may share certain information, as appropriate, derived from 

the BR metadata, including U.S. person identifying information, 

with Executive Branch and Legislative Branch personnel in order 

to enable them to fulfill their lawful oversight functions, and, 

in the case of Executive Branch personnel, to enable them to 

determine whether the information contains exculpatory or 

impeachment information or is otherwise discoverable in legal 

proceedings. By 5:00 p.m. each Friday following the 

authorization requested herein, the government shall file a 

report listing each instance during the seven-day period ending 

the previous Friday in which NSA has shared, in any form, 

information obtained or derived from the BR metadata with anyone 

outside NSA. For each such instance, the government shall 

specify the date on which the information was shared, the 

recipient of the information, and the form in which the 

information was communicated (~, written report, e-mail, oral 

communication, etc.). For each such instance in which U.S . 

person information has been shared, except those involving 

Executive Branch personnel seeking to identify discoverable 

information, the Chief of Information Sharing Services in the 
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Signals Intelligence Directorate shall certify that one of the 

authorized officials identified above determined, prior to 

dissemination, that the information was related to 

counterterrorism information and necessary to understand the 

counterterrorism information or to assess its importance . This 

paragraph's reporting requirement is not intended to apply to 

instances in which BR metadata and information derived therefrom 

is shared with Executive Branch or Legislative Branch personnel 

in order to facilitate their lawful oversight functions. 

I. Personnel authorized to query the BR metadata in 

paragraph (3)C above may use and share the results of authorized 

queries of the BR metadata among themselves and with NSA 

personnel, including those who are not authorized to access the 

BR metadata pursuant to paragraph (3)C, provided that all NSA 

personnel receiv~ng such query results in any form (except for 

information ~roperly disseminated outside NSA) shall first 

receive appropriate and adequate training and guidance regarding 

the rules and restrictions governing the use, storage, and 

dissemination of such information. NSA's Oversfght and 

Compliance Office shall monitor the designation of individuals 

who have received the training and guidance necessary to receive 

the results of queries of the BR metadata . 
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J. Authorized personnel also may use and share the identity 

of high-volume telephone identifiers and 

that they discover or have 

discovered as a result of access authorized under paragraphs 

(3)B and (3)C or as a result of technical personnel access under 

prior docket numbers in this matter, among themselves and with 

other NSA personnel, including those who are not authorized to 

access the BR metadata, for purposes of metadata reduction and 

management. The training requirements set forth in paragraph 

(3)I above for NSA personnel receiving query results shall not 

apply to personnel receiving such identifiers, which may have 

been identified through queries, so long as they are received 

solely for purposes of metadata reduction and management. 

K. The BR metadata collected under this Court's Orders may 

be kept online (that is, accessible for queries) for five years 

from the date of acquisition, at which time it shall be 

destroyed. 
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L. At least twice before the expiration of the authorities 

granted herein, NSA's OGC shall conduct a random spot check, 

consisting of an examination of a sample of call detail records 

obtained, to ensure that NSA is receiving only data as 

authorized by the Court and not receiving the substantive 

content of communications. 

M. At least twice before the expiration of the authorities 

granted herein, the Department of Justice's National Security 

Division (NSD) will review NSA's access to the BR metadata under 

paragraph (3)C above. Such reviews shall include a sample of 

the justifications designated approving officials relied upon to 

approve telephone identifiers for querying the BR metadata, and 

a review of the queries conducted. 

N. NSA's OGC shall consult with NSD on all significant 

legal opinions that relate to the interpretation, scope, and/or 

implementation of the authorizations granted by the Court in 

this matter. When operationally practicable, such consultation 

shall occur in advance; otherwise, NSD shall be notified as soon 

as practicable. 

0. .NSA' s OGC shall promptly provide NSD with copies of all 

formal briefing and/or training materials (including all 

revisions thereto) currently in use or prepared and used in the 

future to brief/train NSA personnel concerning the 
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authorizations granted by this Order. 

P. At least once before the expiration of the authorities 

granted herein, a meeting for the purpose of assessing 

compliance with this Court's orders in this matter shall be held 

with representatives from NSA's OGC, NSD, and appropriate 

individuals from NSA 1 S Signals Intelligence Directorate. The 

results of this meeting shall be reduced to writing and 

submitted to the Court as part of any application to renew or 

reinstate the authorities granted herein. 

Q. At least once before the expiration of the authorities 

granted herein, NSD shall meet with NSA's Office of Inspector 

General (OIG) to discuss their respective oversight 

responsibilities and assess NSA 1 s compliance with the Court's 

orders in this matter. 

R. Prior to implementation, all proposed automated query 

processes shall be reviewed and approved by NSA's OGC, NSD, and 

the Court. 

S. Within forty-five days of the issuance of this Order, 

NSA shall file a report with the Court describing the queries 

made since end of the reporting period of the last report filed 

pursuant to the Court 1 s or?er in docket number BR 09-19. 

Additionally, any application to renew or reinstate the 
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authority granted herein shall include a report describing: (i) 

the queries made since the end of the reporting period of the 

last report filed with the Court; (ii) the manner in which NSA 

applied the procedures set forth in paragraph (3)C above; and 

(iii) any proposed changes in the way in which the call detail 

records would be received from the carriers and any significant 

changes to the systems NSA uses to receive, store, process, and 

disseminate BR metadata. 

This authorization regarding 

and unknown persons in the United States 

and abroad affiliated 

unknown persons in the United States 

and abroad affiliated with 

ires on the dl\~day of May, 2010, at 

5:00p.m., Eastern Time. 

Signed Eastern Time 
Date· Time 

Judge, United States Foreign 
Intelligence Surveillance Court 
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U.S. Department of Justice 
 

United States Attorney 
Southern District of New York 

 
 

86 Chambers Street 
New York, New York 10007 

 

 

August 11, 2015 
 
By Electronic Mail 
 
David E. McCraw, Esq. 
Jeremy A. Kutner, Esq. 
The New York Times Company  
620 Eighth Avenue  
New York, NY  10018  
E-mail: mccrad@nytimes.com 
 jeremy.kutner@nytimes.com 

Re: The New York Times Co. and Charlie Savage v. National Security Agency, 
15 Civ. 2383 (KBF) 

Dear David and Jeremy: 
 
 This Office represents the National Security Agency (“NSA”), the defendant in the 
above-referenced matter.  Pursuant to the Scheduling Order, dated May 15, 2015, NSA has 
completed its review and processing of the attached documents.  NSA is releasing 16 documents 
with redactions.  Information has been redacted from these documents pursuant to 5 U.S.C.  
§§ 552(b)(1), (b)(3), and (b)(6).  Each redacted document being released has been marked with 
the applicable FOIA exemption or exemptions.   

   
If you have any questions, please do not hesitate to contact us. 
 

      Sincerely, 
        

  PREET BHARARA 
      United States Attorney for the 
      Southern District of New York 
      
     By: /s/ John Clopper     
      JOHN D. CLOPPER 
      ANDREW E. KRAUSE 
      Assistant United States Attorneys 
      Telephone:  (212) 637-2716/2769 
      Facsimile:  (212) 637-0033 
  E-mail: john.clopper@usdoj.gov 
   andrew.krause@usdoj.gov 
Enclosures 
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NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE 

INSPECTOR GENERAL REPORT 

(TSNSIHNF) Audit Report of NSA Controls to Comply with the Foreign 
Intelligence Surveillance Court Order Regarding Business Records -

Control Weaknesses 
(ST-1.0-0004C) 

29 September 2010 

~pproved for Release by NSA 011 08-06-2015. FOIA Case #80120 (litigation) 

Derived From: NSAICSS Classification Guide 1-52 
Dated: 20070108 

Declassifj; On: 20350712 

TOP 8ECRET#CO:AfIN1J¥N"Ol'OR..1\J 

Exhibit B, page 2

Case 4:08-cv-04373-JSW   Document 417-4   Filed 09/28/18   Page 27 of 111

ER 870

Case: 19-16066, 09/06/2019, ID: 11423769, DktEntry: 18-6, Page 35 of 262



DOCID: 4230249 REF ID:A4197247 
TOP SECRET;fCOMll•l'Dl'l',lOFORN 

(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG) 
conducts audits, investigations, and inspections. Its mission is to ensure the integrity, 
efficiency, and effectiveness ofNSA/CSS operations, provide intelligence oversight, protect 
against fraud, waste, and mismanagement of resources, and ensure that NSA/CSS activities are 
conducted in compliance with the law, executive orders, and regulations. The OIG also serves 
as ombudsman, assisting NSA/CSS employees, civilian and military. 

(U) AUDITS 

(U) The audit function provides independent assessments of programs and organizations. 
Performance audits evaluate the effectiveness and efficiency of entities and programs and 
assess whether program objectives are being met and whether operations comply with law and 
regulations. Financial audits determine the accuracy of an entity's financial statements. All 
audits are conducted in accordance with standards established by the Comptroller General of 
the United States. 

(U) INVESTIGATIONS AND SPECIAL INQUIRIES 

(U) The OIG administers a system for receiving and acting upon requests for assistance or 
complaints (including anonymous tips) about fraud, waste, and mismanagement. Investigations 
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request 
of management, as the result of irregularities that surface during inspections and audits, or at 
the initiative of the Inspector General. 

(U) FIELD INSPECTIONS 

(U) The inspection function consists of organizational and functional reviews undertaken as 
part of the OIG's annual plan or by management request. Inspections yield accurate, up-to-date 
information on the effectiveness and efficiency of entities and programs, along with an 
assessment of compliance with law and regulations. The Office of Field Inspections also· 
partners with Inspectors General of the Service Cryptologic Elements to conduct joint 
inspections of consolidated cryptologic facilities. 
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OFFICE OF THE INSPECTOR GENERAL 
NATIONALSECURITYAGENCY 
CENTRAL SECURITY SERVICE 

29 September 2010 
IG-11201-10 

(T8//SI//l'1F) SUBJECT: Audit Report of NSA Controls to Comply with the Foreign 
Intelligence Surveillance Court Order Regarding Business Records - Control 
Weaknesses (ST-10-0004C) -ACTION MEMORANDUM 

1. (TS//SI//NF) This report summarizes the results of our review of NSA 
Controls to Comply with the Foreign Intelligence Surveillance Court Order 
Regarding Business Records. We found that the delayed implementation of a new 
selector tracking application resulted in control weaknesses and the querying of 
an expired selector. Our review also identified a control weakness regarding data 
integrity functions. Management concurred with the findings and 
recommendations and has already completed one recommendation by 
implementing the new selector tracking application and verifying that controls are 
in place. 

2. (U / /FOUO) We incorporated management's comments in th~ report, 
where appropriate, and included the full text of management responses in 
Appendix D. As required by NSA/CSS Policy 1-60, NSA/CSS Office of the 
Inspector General, all recommendations and planned corrective actions are subject 
to follow-up until completion. Status reports should be directed tol .. I 

I JAssistantinsp.e.Gt.Q:t: . .G:~.J::l:~!.~Jor Follow-up, at OPS 2B8076, Suite 6~.41, 
within 15 calendar days after target coriipleti6'f'.fdates·;· ···· · · ······-···· ...... ..... , . .,,./· 

.......... · _.,. (b)(3)-P.L. 86-36 

3. (U / /FOUO) We appreciate the cooperation .. and·co\,lrtesi~·s .. ~xtended to 
our personnel throughout the review. If youneed~gditi6naJ information or 
clarification, please contac~I .. · .. - lori 963-2988s or by e-mail at 

I I·-··-··--_ ....... --·· 

)t~ed~ 
GEORGE ELLARD 
Inspector General 
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IG 
D/IG 
Dl/AIG for Follow-up 
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D12 
Dl3 
D14 

(b)(6) 
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(U) TABLE OF CONTENTS 

ST-10-0004C 

I. (U) EXECUTIVE SUMMARY ..................................................................... v 

.II. (U) BACKGROUND ..................................................................................... 1 
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(TSh'SIHNF) Audit of NSA Controls to Comply with the Foreign 
Intelligence Surveillance Court Order Regarding Business Records -

Control Weaknesses 

I. (U) EXECUTIVE SUMMARY 

(U) OVERVIEW 

(T£f/SI//N'.'.F) In May 2010, the Office of the Inspector General issued a 
Pilot Test Report (IG-111545-10) as part of our ongoing audit of NSA 
Controls to Comply with the Foreign Intelligence Surveillance Court 
Order Regarding Business Records (BR) (ST-10-0004). In the report, we 
identified three control weaknesses in querying BR metadata. We did not 
make formal recommendations bec::~:i:t:~~.:1:4.~.releaseo4 I a new 
selec!2r.tr.acking.applicatiotfllfa.fwould address those weaknesses, was 
believed to be imminent-first in April 2010 and then in May 201 o. 

···Howevet; .. becausel !release date kept slipping (it was released 
on 25 June 2010) and because a March 2010 query of an expired 
selector .underscored one of those reported control weaknesses and 
identified an additional weakness regarding data integrity functions, we 
recommended that Agency management take immediate action. 

(U) HIGHLIGHTS 

(TS//SI/f1'W) While testing March 2010 data, we found that an expired 
selector marked as approved was queried by a Data Integrity Analyst 
(DIA) for what seemed to be foreign intelligence purposes. The 
Department of Justice reported the query as an incident of non
compliance in August 2010; however, NSA disagreed that the query 
constituted a violation because the reasonable articulable suspicion 
approval was valid for the time-bounded period queried. Regardless, the 
query raised the following concerns: 

• (C//RBL 'PO USA, FVBY) A DIA was able to query an expired 
selector because controls were not in place to prevent such 
queries and the manual process that management had 
temporarily put in place did not identify the selector as needing 
revalidation. 

• (TS//SI//NF) DIAs can query BR metadata for both data 
integrity and foreign intelligence purposes, increasing the risk 
for non-compliance with the Order. 

(TS// SI/ (PJF) Management concurred with the recommendations in our 
audit report and completed one. Specifically, management released 

(h)(3H=>~L-86~36 ···mm ........ , Im June 2010 and has verified that controls are now in place 
to address selector revalidations and the two remaining control 
weaknesses that we reported in the Pilot Test Report. 
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II. (U) BACKGROUND 

ST-10-0004C 

(TSf,<Sl#NF) Terms of the Foreign Intelligence Surveillance Court (FISC) Order 
Regarding Business Records (BR) 

(TS/fOi//f~ The FISC BR Order requires that U.S. selectors be 
revalidated every 180 days and that all other selectors be revalidated 
every year. Data Integrity Analysts (DIAs) can query any selector, 
regardless of its approval status, for data integrity purposes. However, 
DIAs are prohibited from querying expired selectors (i.e., selectors not 
revalidated within the mandated timeframe) for foreign intelligence 
purposes. A Department of Justice (DoJ) National Security Division 
representative stated that a query made by a DIA to provide direct 
assistance to a foreign intelligence analyst constitutes querying for 
foreign intelligence purposes because the query results are shared with 
the analyst for intelligence analysis. 

(C//REL TO USA, FVEY) To meet the querying terms of the BR Order, 
NSA implemented standard operating procedures requiring DIAs to 
operate within the same control structure as foreign intelligence analysts 
when providing direct assistance. Specifically, these procedures require 
that DIAs use the standard login, which prevents such violations as 
querying selectors that are not approved when "reviewing telephone 
identifiers prior to and or after the issuance of a serialized report," and 
"[helping] analysts interpret and understand the results of their queries." 
When DIAs conduct data integrity analysis, procedures require that they 
use a special login that bypasses such controls. The procedures specify 
that DIAs should not use the bypass login when providing direct 
assistance to foreign intelligence analysts. 

{TSHSIHNF) Testing of Compliance with the BR Order 

(TS//SI//NF) We began our review by pilot testing compliance with six 
requirements of the BR Order relating to querying and dissemination. 
The goal was to ensure that each requirement was testable using the 
continuous auditing method. To determine whether controls are 
operating as intended, we are continuing our review with monthly testing 
ofNSA compliance with seven requirements of the BR Order for 2010. 
To date, we have completed testing and reported results of data from 
January through July 2010. 
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Ill. (U) FINDINGS 

-ff8j,(gWJVFJ During our monthly testing of March 2010 data, we found that a U.S. selector 
had not been revalidated at 180 days, as mandated by the BR Order, and the selector 
remained "approved" for querying in the BR Foreign Intelligence .Surveillance Act (FISA) 
database for 16 days past the expiration date. As a result, a DIA was able to query that 
selector, in possible violation of the Order. This incident occurred because adequate 
controls were not in place to revalidate reasonable articulable suspicion (RAS) 
determinations of selectors, as mandated by the Order. We reported this weakness, 
along with two others, in our Pilot Test Report. The incident also revealed an additional 
control weakness: DIAs can query BR metadata for both data integrity and foreign 
intelligence purposes, increasing the risk for non-compliance. 

(U/IFOUot Expired Selector Was Queried 

(Cf /Rf!3L 'fO US:A, fi'V'EY) While testing March 2010 data, we found that 
an expired selector marked as approved had been queried by a DIA for 

"(6){3};;P~L~"86 .. 36·· :::::::::::::::::Y.Y:J:;iat..see.m.<::.4. .. to be foreign intelli ence u oses. The U.S. person 
(b)(3}·t~ ust-:·798 ·.. . .... s.~fodothad-beeiiapproved but had not been 

. reviili.dated.on its ex iratiotf'date, he selector was still . 
marked as approve· 

---....-':"'""""'i--'=" request for information associate WI 

(b)(1) 

.~elector 
······································~--....... ----r-=---.:~~~-.....--:---.--....--...,.....---....--_,.1 

T e DIA o owe stan ar operating proce ures or ........ .,;:::::::::::::::: 

(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

'-p-r-ovi.....,.,·· ..... -g----e-c..,..t .... assistance by using a standard login rather than 
bypassmg·querying controls and did not indicate in the justification field 
that the query ~as for data integrity :urposes. The selector was changed 
to "not approved"l J 16 days after its expiration. No 
other queries of this selector had been made. 

(0/ /REL 'fO US:A, FVEYi Because the query seemed to have been 
conducted for foreign intelligence purposes, we notified management of 
the possible non-compliance incident, and Special FISA Oversight and 
Processing (SV42) issued an incident report on 25 May 2010. On 
2 August 2010, the DoJ National Security Division reported the query as 
a compliance incident pursuant to Rule lO(c) of the FISC Rules of 
Procedure, effective 17 February 2006 (see Appendix C). However, NSA 
disagreed with DoJ that the query constituted a violation of the Order 
because the RAS approval was valid for the time-bounded period queried 
by the DIA to answer the client's technical question. NSA's position is 
described in detail in Appendix D. 
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(U/fFOUO) Controls Were Not in Place 

(G//~L TO U~A, llS.lli:¥) A DIA was able to query an expired selector 
because controls were not in place to prevent such queries and the 
manual process that management had temporarily put in place did not 
identify this selector as needing revalidation. This weakness, along with 
two others, was identified in our Pilot Test Report. We did not make 
recommendations at that time because we found no incidents of non
compliance and the control weaknesses were to be resolved with the 
release ofl la-newselectortr.;::i .. c::~g application, then planned 
for May 2010. ····· ······· · ······· ... ,.°(J:>)(J)-P.L. 

86
_
36 

(G//F"{gLTO U&.1., FVKY) Because! ltei~~~e date k~pt slipping, 
the risk for non-compliance remained for requirements relate(!. to U.S. 
persons, selector revalidations, and time-restricted selectors. However, 
Agency management reported on 28 June 2010 thatl lhad been 
released on 25 June 2010 and was operational. 

(U) RECOMMENDATION 1 

{6)(3)~P~L .. 86•36··· ........ ff_§.1'(§._l(J'P.~ .. ~) 1i:nmediately verifJ that con~rol~ in the newly 
released ve·rsmn·ofl _are function mg to: 

a. prevent querying selectors associated with U.S. persons 
without a documented Office of General Counsel review for 
First Amendment considerations; 

b. prevent querying selectors not revalidated within BR
mandated limits (180 days and one year for U.S. and foreign 
selectors, respectively); i:md 

c. tag, track, and identify time-restricted selectors. 

(U) (ACTION: Homeland Security Analysis Center [S214] 
with SV42) 

(U) Management Response 
(b)(3)-P .L. 86-36 

(U / /~OUGj-CONCUR. Management concurred with the :findin, and 
recommendation and has taken appropriate action. I was 
implemented on 25 June 2010, and the Director of Compliance, Office of 
General Counsel, SID Oversight and Compliance, and DoJ 
representatives were provided demonstrations and expressed their 
approval. 
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(U) O/G Comment 

(U / /FOUO) Management has taken corrective action that meets the 
:intent of the recommendation. 

(U/,q::ouot Analysts' Duties Are Not Clearly Defined and Separated 

(C//RfflL "PO USA, FVf¥t1 The March 2010 query of an expired selector 
revealed another weakness: DIAs can query selectors for data :integrity 
and foreign :intelligence purposes. The Standards for Internal Control in 
the Federal Government state that key duties and responsibilities should 
be divided among different people to reduce the risk for error and fraud. 
No one :individual should control all key aspects of transactions or 
events. Although DIAs do not conduct target analysis or report on 
targets, they might help a foreign :intelligence analyst with a question on 
a target. In those cases, the DIA is query:ing for foreign :intelligence 
purposes, not data :integrity, and must use the same rules as foreign 
:intelligence analysts. These procedures require that DIAs and foreign 
:intelligence analysts use a standard login that :invokes controls over 
query:ing, such as preventing the query:ing of selectors with a status of 
"not approved." However, DIAs also use special logins that bypass such 
controls and allow them, for example, to query selectors that are not 
approved, which is permitted for data :integrity analysis but puts DIAs at 
risk for query:ing for foreign :intelligence purposes without controls. 

(C//R±SL 'FO U&h, FVESY) The 'March 2010 :incident revealed that the 
functions of DIAs are not clearly defined and communicated. It is 
unclear whether the DIA's query was for data :integrity or foreign 
:intelligence purposes. The standards for :internal control require that key 
areas of authority and responsibility be defined and communicated 
throughout the organization. The standards also call for managers to 
document clearly such :internal control mechanisms :in management 
directives, administrative policies, or operating manuals that are readily 
available . 

. (TS//SI//~W) Although 8214 management.stated that they discussed 
with DoJ the appropriate functions of DIAs, personnel did not have a 
common understandihg of the types of queries appropriate for foreign 
:intelligence and data integrity purposes. Furthermore, existing guidance 
did not clearly link the types of queries with the purpose of query:ing, and 
supplementary guidance was still :in draft. For example, after we 
identified that an expired selector had been queried :in March 2010, it 
was unclear whether the query had violated the FISC BR Order. 
Specifically, personnel had differences of opinion as to whether the query 
had been for foreign intelligence purposes and, therefore, a violation or 
for data :integrity purposes, which is not a violation. 

(T£f/~l/f1\T¥) Without clearly defined roles, a distinct separation of 
duties, and well-understood policies that differentiate queries for foreign 
:intelligence and data integrity purposes, DIAs are vulnerable to errors 

TOP SECRBT;1/CO;AfE"lT;'/'1"lOPORi\T 
5 

Exhibit B, page 14

Case 4:08-cv-04373-JSW   Document 417-4   Filed 09/28/18   Page 39 of 111

ER 882

Case: 19-16066, 09/06/2019, ID: 11423769, DktEntry: 18-6, Page 47 of 262



DOCID: 423024:9 

ST-10-0004C 

REF ID:A4197247 
rOP SECRET//COMllvT;/NOFOR.N 

and violations of the FI8C BR Order. In particular, DIAs might 
mistakenly query selectors for foreign intelligence purposes while using 
the special login that bypasses key controls. 

(U) RECOMMENDATION 2 

(TS//Gh'/NF) Clearly define and separate the duties of DIAs and 
foreign intelligence analysts. Specifically, implement controls to 
prevent an individual from querying BR metadata for both data 
integrity and foreign intelligence purposes and issue formal 
guidance to differentiate such queries. 

(U) (ACTION: Exploitation Solutions Office [S313] and 
Structured Repositories [T132]) 

(U) Management Response 

(U / /FOUO) CONCUR. Management concurred with the finding and 
recommendation and provided target completion dates. Management 
plans to move data integrity functions out of 8214 and into 8313, and 
T132 and will develop appropriate procedures and job descriptions. 

(U) O/G Comment 

(U / /FOUO) Planned and ongoing actions meet the intent of our 
recommendation. 
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IV .. (U) ACRONYMS AND ORGANIZATIONS 

(TS I 'Sf I ''NF) BR Tl Tl 

(U) DIA 

(U) DoJ 

(U) FISA 

(U) FISC 

(U) RAS 

(U) S2I4 

(U) 8313 

(U) SV42 

(U) T132 

Business Records 

Data Integrity Analyst 

Departm.entofJustice 

Foreign Intelligence Surveillance Act 

Foreign Intelligence Surveillance Court 

reasonable articulable suspicion 

Homeland Security Analysis Center 

Exploitation Solutions Office 

Special FISA Oversight and Processing 

Structured Repositories 
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(U) ABOUT THE AUDIT 

(U) Objective, Scope, and Methodology 

ST-10-0004C 

('FS//SI//N:F) The overall objective oftbis audit is to test whether 
controls to ensure NSA compliance with key terms of the Foreign 
Intelligence Surveillance Court (FISC) Order Regarding Business Records 
(BR) are operating as intended. During the pilot test phase of the audit, 
oµ.r objective was to determine NSA compliance and assess the feasibility 
and reasonableness of including in monthly testing six objectives related 
to querying and dissemination. For monthly testing, our objective is to 
test NSA's compliance with seven requirements of the BR Order and 
determine whether controls are operating as intended. 

(U) Scope and Methodology 

(U) We conducted pilot testing from January to March 2010; monthly 
testing of January through July 2010 data was conducted from March to 
August 2010. · 

(T£//SI//Pf.F) For both-pilot testinr and monthly testing, we compared all 
selectors that were do~1:1!r.l.~nted.-inl . laudit logs and had been 
ql]._~rje..d.eaoh-montl;fagainst access lists, reasonable articulable suspicion 

.,,,,, ...... -··- ·-··· -··-·-······ -·-·-·approvals documented in the Foreign Intelligence Surveillance Act BR 
(b){~):P;b··86~36 ........ d.gtabase, and Office of General Counsel reviews documented in the 

·······... Homeland·Requests. .. P.~~base. We also counted the number of hops 
·. . chained for each selector iii"th~·................... laudit lo s. For monthl 

· · ... _ testing, we also applied these tests to quene·s.ofthe l I We researched any an'-0-m---. .... e-s'""'t_o_m__,,....1 
final determination of compliance. 

(U / /FOUO) We met with individuals from the Office of General Counsel 
(OGC), the SIGINT Directorate, and the Technology Directorate, including 
the SID Office of Oversight and Compliance, Information Sharing 
Services, Homeland Security Analysis Center, SID Issues Su,ort Staff,------·· 
Analytic Capabilities, Structured Repositories, andl - -- · (b)(3)-P.L. 86-36 
Operations. 

(U / fFOUO) Details on the scope and methodology used for pilot testing, 
including scope limitations, are included in our Pilot Test Report (IG-
11154-10). Details on monthly testing are included in the January to 
March 2010 Test Report (IG-11160-10), April 2010 Test Report (IG-
11163-10), May 2010 Test Report (IG-11174-10), June 2010 Test Report 
(IG-11179-10), and July 2010 Test Report (IG-11188-10). 
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(U) We conducted this performance audit in accordance with generally 
accepted government auditing standards. Those standards require that 
we plan and perform the audit to obtain sufficient, appropriate evidence 
to provide a reasonable basis for our :findings and conclusions according 
to our audit objectives. We believe that the evidence obtained provides a 
reasonable basis for our :findings and conclusions according to our audit 
objectives. 
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(U) APPENDIX B 

(U) Summary of Recommendations 
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(U) Summary of Recommendations 

Recommendation 1 

(TSt/Slt/NFl Immediately verify that controls in the newly released 
ver.~.i~9 .. ofl I are in place and functioning to: · 

··············· a. prevent querying selectors associated with U.S. pe_rsons 
...... 

(b)(3)-P.L. 86-36 without a documented OGC review for First Amendment 
considerations; 

b. prevent querying selectors not revalidated within BR-mandated 
limits (180 days and one year for U.S. and foreign selectors, 
respe~tively); and 

c. tag, track, and identify time-restricted selectors. 
' 

(U) Status: CLOSED 

Recommendation 2 

(TSNSIHNF) Clearly define and separate the duties of data integrity 
analysts and foreign intelligence analysts. Specifically, implement 
controls to prevent an individual from querying BR metadata for data 
integrity and foreign intelligence purposes, and issue formal guidance to 
differentiate such queries (ACTION: Exploitation Solutions Office [S313] 
and T132). 

~~~ ~!~~~~:C~~~~tion Dates: .... i --------.~~~T~~3 ··········· · ············· 

Appendix B 
Page 1 of 1 

(b)(3)-P.L. 86·36 
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U.S. Department of Justice 1, .·. 

National Security Divis~on S U,1:; ~}/., :·. 

TOP SECRET//COMINT//NOFORN 

'.' 

. - ~ ! r : i -: ·}-;-. ~-

The Honorable John D. Bates 
United States Foreign Intelligence Surveillance 
U.S. Comihouse 
333 Constitution Avenue, N.W. 
Washington, D.C. 20001 

Re: Compliance Incident Ii.1~~u7.." 
u•·•;· 

Investigation for m: G'>J;:·· 
AT&T, the Operatmg ·s~p;§l;·•· 

'ii .. _-.-J'7;-,,,·:· 

Pminership d/b/a Verizmi~~:· 
Associated Terrorist Organiz, 
and Abr , fiiliated with al'' 
the 9:~Z~ . f han and 
P~s ';~ed States and 

" ,~. ·st · ·--·----·- --

lligence Surveil 
'"ie?·•::fcfw.iher advises 

'<!).. 

eilminary notice 

~~~ 
. ., .i.·J:;q~.!:Q,;I,f}£!ge Reggie B. Walton approved an 
· '"edth~t;at#ftoxity on May 14, 2010, in docket 

{ ,<·<·,,~;~. f::·•"<'~-.<' · .. _,_;._ ···-·\1j1~ 

){8p;Y:gl.~~Bt~~\~ Order in docket number 

·<:r: F /;' .. m1d qeyeloping mia iesting~any':f.ec o _ogical .. eaf~~£W~~~if:~~a~iee~~~1~~~:~ac~!;iity 
·<~:,i .. ~J.·_'· i~Y:i~··f~9;§9~1-ti~~!,¥rs-: "-·'B0ck~t~uw1)~1~}3,~.Jl.Q~J·~;~~W,¥:y;6rder at 5. "Persons who query 

, tBe·'.§~1p:~t~4Ml:i:J?pt~\lant to this pai-agrapfr:Jnay .. '.q11IY:~sl1aj·y:the results of any such query with 
::9tJ:ierspe9f@yTq~~~re.~;NSA tcclmical personnel," \vHhlhnited exceptions, including when "a 
cla.t,aintegi:ity'aii~lys.t[l)J.Al conduct[s] the query using a RAS-approved telephone identifier at 
the 'N~.qtj~st·qf'~#-~i'l~1ysfiiit~fizcd to query the BR metadata" Id. at 5-6. (TS//SI//NF) 

'':'<;.£&.;, ;:'7n;: .. ~i:.:':,:;~xi~;;;}.ii~~" 
On<i'll1t~J:<:ff~l>.J.m·Jg.~.~fl:t~81,1~1 Security Agency (NSA) advised the Department of 

Justice's NatiQ!lttl,;~~~P;R:~Y:.·R!Ji~j()p.''.%the compliance incident desclibed below: 

~~~l~~~ll~JJf fcRET//COMJNT//NOFORN 

cl1i_§·stfi6d by: Davids. Kris, Assistant 
o/ 

Attorney General, NSD, DOJ 
Reason: l.4(c) 
Declassify on: 2 August 2035 

Exhibit B, page 28

Case 4:08-cv-04373-JSW   Document 417-4   Filed 09/28/18   Page 53 of 111

ER 896

Case: 19-16066, 09/06/2019, ID: 11423769, DktEntry: 18-6, Page 61 of 262



Exhibit B, page 29

Case 4:08-cv-04373-JSW   Document 417-4   Filed 09/28/18   Page 54 of 111

ER 897

Case: 19-16066, 09/06/2019, ID: 11423769, DktEntry: 18-6, Page 62 of 262



DOCID: 4230249 REF ID:A4197247 
'f'OT' SECR£T//COMI1VT //N0f'OR1'l 

(U) APPENDIX D 

ST-10-0004C 

(U) Full Text of Management Response 

Exhibit B, page 30

Case 4:08-cv-04373-JSW   Document 417-4   Filed 09/28/18   Page 55 of 111

ER 898

Case: 19-16066, 09/06/2019, ID: 11423769, DktEntry: 18-6, Page 63 of 262



DOCID: 4230249 

ST-10-0004C 

REF ID:A4197247 
TOP SECRETi~1COi'riH'llT/1%TJr0tm' 

(U) This page intentionally left blank. 

TOP Si!CltET;'/COlYJJN'T;'/NOFORJ.\l 

Exhibit B, page 31

Case 4:08-cv-04373-JSW   Document 417-4   Filed 09/28/18   Page 56 of 111

ER 899

Case: 19-16066, 09/06/2019, ID: 11423769, DktEntry: 18-6, Page 64 of 262



REF ID:A4197247 
SECURITY CLASSIFICATION 

NSA STAFF PROCESSING FORM 

OIG I 
EXREG CONTROL NUMBER 

2010-4645 
I KCC CONTROL NUMBER TO 

THRU ACTION EXREG SUSPENSE 

~~~~~~~~~~~~~~~~~~~~~~~~~~--! 
D APPROVAL 18 Aug 2010 

SUBJECT KCC SUSPENSE 

D SIGNATURE (TS//Sl//~JF) SID Response: Quick-Reaction Draft Audit Report ofNSA 
Controls to Comply with the Foreign Intelligence Surveillance Court Order 
Regarding Business Records - Control Weaknesses (ST-10-0004C) 

ELEMENT SUSPENSE 

X INFORMATION 2 Aug 2010 
DISTRIBUTION 

SID, 802, S2, SV, D4, Tl2, OGC 
SUMMARY 

PURPOSE. (T6//SI//P'¢F) To provide the SID Response to the subject DRAFT Report. 

BACKGROUND: (TSHSI:h~ff) In May 2010, the OIG issued the Pilot Test Report (IG-11154-10) as part of the 
ongoing audit ofNSA Controls to Comply with the Foreign Intelligence Surveillance Court (FISC) Order Regarding 
Business Records (BR) (ST-10-0004). The pilot testing identified three control weaknesses in querying BR metadata 
as well as concerns related to the dissemination of information. Because there was no evidence of non-compliance 
and the release of the new selector tracking application that would address the weakne~~~sl I was 
imminent, the OIG didn't make formal recommendations opting to monitor the sitµation and make formal 
recommendations as necessary. . .... ··· · {b)(3)-P.L. 86-36 

('f~//~I//Mfl) The continual slippage ofl lreleas~d~t:I· J released June 25, 2010) coupled 
with the March 2010 non-compliance incident (which underscored one of the reported control weaknesses and 
identified an additional weakness) resulted in the OIG recommending Agency management take immediate action. 
The subject quick-reaction draft report is the result of the problem that warranted immediate attention by Agency 
Management. 

DISCUSSION. ff5//5I//Mfl) The SID Response·to the subject document has been coordinated with 52, SV, T12, D4 
and OGC. It includes the response to the two Recommendations for SID Lead and NSA' s response to the DOJ' s 
notice of violation. Also included for your reference is the SV42 response to the March 2010 incident relative to the 
subject report. 

S2 

sv 
T12 
ORIGINATOR 

SID IG Liaison, 

FORM A6796 

_//(IJ)(3)-P .L. 86-36 

.·.. / co0-RDiNAJION/APPROVAL 

··. · .. OFFICE NAME AND DATE 

1)4 John DeLon //email//8/6/10 

963-3335 

10 963-1705 

/email//8/6110 963-0247 
ORG. PHONE (Secure) 

S023 966-5590 
Derived From: NSA/CSSM 1-52 

Dated: 20070108 

/email//8/9/10 

DATE PREPARED 

11August2010 

Declassify On: 20320 I oRff'IEjfl'-§1.~~~etll:M:fH:f#i~~ffl'.~ 

SECURE 
PHONE 

963-8309 
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(TSHSJ:n'-NF) SID Response: Quick-Reaction Draft Audit Report of NSA Controls to 
Comply with the Foreign Intelligence Surveillance Court (FISC) Order Regarding 

Business Records - Control Weaknesses (ST-10-0004C) 

(TS//SI//HP) Introduction: The SID Response has been coordinated with the Deputy 
Directorate for Analysis and Production (S2), SID Oversight and Compliance (SV), and 
the Office of General Counsel (OGC) because the same issue is being addressed in 
parallel channels at the SID level and above. The Department of Justice (DOJ) filed a 10c 
notice of violation with the Foreign Intelligence Surveillance Court (FISC) to which 
NSA, through OGC, is providing a non-concurrence on describing this event as a 
violation. NSA' s response to DOJ is included in the Background and Context section of 
this document. It is being provided to ensure that NSA provides consistent responses 
and appropriate context to these parallel reporting actions. While NSA does not agree 
that this event was clearly an 'incident of non-compliance,' it does highlight deficiencies 
in the previous selector management applicationi nevertheless it falls short of a 
compliance violation. 

(ilH?J~f.>:.L.JJ.6-36 
\" -:::::::: : ::::·::: .. ::.::RE~?.MME~J.?:_'.TION.1: ffSftj~fl) Immediately v~rify that controls in the newly 
\ · < .. · "·l'.~leased..v.~!s1on ofl _are m place and functiorung to: 
. · .. ""a) .. prevenlquezying selectors associated with U.S. persons without a documented 
".. "·ode.review for.FitstA.mendment considerations, 

.. b)"t?l'.:?~ehtquerying sei~clors.Q~t revalidated within BR-mandated limits (180 
\ days an(J. one"y~ar for U.S. and foieign_s,electors, respectively), and 
" c) tag, track'-. amfide.p.tify time-restrictecfseledq_rs. 
. If the conclititn1s in a;--b,Jmd c cannot be verified.;imm~~:liately develop and 
. implement interill'.l:plans'to-~~dress these weaknesses untill lean be 

dif. d ... . "· mo ie . ········... ... . 
SID Action Element: Chief,S2I4 with SV42 and T1222 

\ SID RESPONSE (August 201~):(0/)FOU~)~IDcqncm·s with this recommendation. 
\ On 25 June 2010 the new selector martagement syste1:n;I I was activated and 
\ all deficiencies noted in the OIG report have been addressed. The OIG has been 
'\ provided real time updates associated with this release and has interacted with S2I4's 
I lliaison in order to perform their own: review of the application. 
Additionally, the Office of the Director of Compliance (ODoC), Office of General 
Counsel (OGC), SID Oversight and Compliance (SV), Office of the Inspector General 
(OIG) and Department of Justice representatives have all hadl I 
functionalities demonstrated to them and expressed their approval (see additional 
information in Explanatory Remarks section) 

POC: ..... 1 ____ ..... !Chief, S2I4, CT Homeland Se:~~!YHJ.\r.:t~llysis,j._ _ __.1969-0224 

(b)(3)-P.L. 86-36 Derived From: NSA/CSSM 1-52 

FOP SECRE'fYlCOl,,JIJV'fYfNOFOltlf 

Dated: 20070108 
Declassify On: 20320108 
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(TS#S;wNii) Quick-Reaction Draft Audit Report of NSA Controls to Comply with the 
Foreign Intelligence Surveillance Court Order Regarding Business Records - Control 
Weaknesses (ST-10-0004C) 

(TS//SI//HF) March 2010 Non-Compliance Incident- Additional Information 

(TS//SI//HP) SID Oversight and Compliance/PISA Authorities (SV4) emphasizes that 
all of the items listed in recommendation 1 are procedures and features of th,....e _ ___, 

...... , !program that h~~~ been in ~l. a.ce sine~ ~une -~-~'. .. ~9.~9.: .NSA.Wayl I 

..... . hmtial operati:ng .. capab1hty·was concluded by T12 personnel 
· on June 22, 201 Q: .Ihis.acceptance·snouid serve as the testing verification for the 

_,..:: ... :· . .requiremerifSset out in recommendation 1 of the subject report. 
('iJj(:J")~P .L. 86-36 

(TS//SI//fqf) Operational testing and evaluation is on-going under real-world use 
while the developers and technical oversight personnel are monitoring "bug reports" 
and user feedback with a keen eye toward compliance issues. In addition, an 

.. _Emergency Change process is established with a cross-organization technical and 
6v~rsight team in place to resolve any compliance findings or to determine adjustments 
to the program should changes in the legal environment occur. 

•, 

(U) SV 42 p~oposal related to Recommendation 2. 

(TS//SI//NF) ~elow are the DIA roles and specific functions as defined in the Data 
Integrity Analyst-I !standard Operating Procedures (SOP), 
dated September 28, 2009, while the DIA's were assigned to the SIGINT Directorate. 

(TS//SI//P<IF) In the SOP, the DIA's have three tools or roles within .... ! __ ___.Ito-···· ··(b}(3)-P.L. 86-36 

perform their functions: 

~· Th~ftrstrolel land was 
{ti.kt) ....... d:scribed a~ only for the use of providing support to analysts both in and out of 

(b){~).,f> .L. 86_36 t ~ ~T p~~ uct line. 
(b)(3)~o use 3024(i) ············ ············ . 

<\ ··········... B. The second availabletol~.__,,_ ___________ ..... IWithin this 
second role was a list of typical support: 

1. Reviewing telephone identifiers prior to and or after the issuance of a 
serialized report or a Request for Information (RFI) in order to verify 
the accuracy of thq ldata; m ,.m ...... .... m,um..... m ,.mmu"U "(b)(3)-P.L. 86-36 

2. Helpirig analysts interpret and understand the results of their queries. 
3. Confir:rrtl ] 

\ I I ..... ....-, ------i---------------" 
Derived From: NSA/CSSM 1-52 

Dated: 20070 I 08 
Declassify On: 20320108 

TOP SECREIWC01l!BVTA'NOPOR:A' 
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C. The thirc:l.role 
."''''''''' hich provides the DIA by-pass capability. This third 

·····:::::; ... 
..................... tool was described for use in technical and data integrity purposes only and the 
~~~g~-P.L. 86_36 ~y-pas.s capability was specifically called out not to be used to support functions 
(b)(3)-50 use 3024(i}n sections A. or B above. 

(TS//SI//tqf) SV4 recommends that those offices that have taken on the functions, 
previously or currently known as the Data Integrity Analysts, establish a policy that 
clearly defines and prohibits the use of RAS by-pass modes while working on data for 
or assisting other analysts for intelligence analysis purposes. 

(T5//5I//~JP) The policy should state that the use of any RAS by-pass functions should 
be limited to processing and data formatting purposes to ensure that the metadata is 
accurate and usable by analysts and to ensure compliance with the FISA Court Orders. 

(TS//SI//NF) The policy should allow that technical support personnel or DNR 
Subject Matter Experts working with BR FISA metadata should be able to continue to 
provide technical support to intelligence analysts for the purposes of assistance with 
accuracy and technical interpretation of the metadata with or without any RAS by-pass 
function enabled. 

(TS//SI//NF) However, the policy should strictly prohibit the use of a RAS by-pass 
function by technical support personnel or DNR Subject Matter Experts as described 
above to assist with or provide any analytic interpretation of results of queries against 
the BR FISA database that would supply any information of intelligence value. 

roe: I ...lsv 42, 969-0024 
Appro'-v-ed-by-:..-l -----.. .,..~...,.J ... 1ief SID Oversight and Compliance, 2 August 2010 

(b)(3)-P.L. 86-36 
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RECOMMENDATION 2: (T8#8J#NF) Clearly define and separate the duties of Data 
Integrity Analysts and Foreign intelligence Analysts. Specifically, implement 
controls to prevent an individual from querying BR metadata for data integrity and 
foreign intelligence purposes and issue formal guidance to differentiate such 
queries. 

(U) (ACTION: Chief, S2I4 with SV42 and T1222) 

SID RESPONSE (August 2010): (TS/;'SI//HF) SID does not concur that this is an 
action for Chief, Homeland Security Analysis (S2I4) as stated in the rec01mnendation. 
Counterterrorism (CT) Production Center (S2I) does not intend to retain individuals in a 
'data integrity analyst' (DIA) capacity and is working to transition those functions to 
where they fit better within SID. The DlA function is one of the legacy consh·ucts 
tracing back to a former NSA compartmented program. The DIA' s role was not clearly 
distinct from target analysts. S2I4 determined during the end-to-end reviews that data 
integrity analyst functions should be moved out of the production organization and 
aligned with other corporate elements within SID' s SIG DEV Strategy and Governance 
(SSG) and Deputy Directorate for Data Acquisition (S3), who perform similar functions 
related to data integrity and fidelity at the point of ingest. Transition of DIA functions, 
not DIA positions, is ongoing with Cryptanalysis and Exploitation Services (CES) 
(531)/Exploitation Solutions Office (ESO)( 5313) and SSG. S2I has been working with 
Chief, Protocol Exploitations (S31323) on this h·ansition of functions. S2I4 leadership 
has asked TD to relocate the single remaining DIA (a TD resource) to T spaces. The 
analyst who performed the March 2010 query recently took a new job in SSG. 

Poe: I lcruef,$4.J..4! .. S::.!..~°.ll!eland Secur. ity Analy~ .. • 969-0224 
roe..· I 1-.... ehlef.>?t..~,I .. g~~~~~~::~~~~9~-~~~'._L_jiq1o3- ~01 
(U) Background and Context: ............ · .. .... "==""'"'""···· .. (b)(a)-P.L. 

86
_
36 

EC//REL TO USA, FVEY) Where 5214 diverges from this report as written is in the 
description of the query performed in March 2010 as an 'Incident of Non-Compliance'. 
The report fails to provide adequate background context. 

(Te//81//NJ!i') The following was provided to OGC and DOJ for review as an 
explanation of the chain of events in the course of DOJ filing an initial 10c: 

(b)(1J•······················ 
(b)(3)-P.L. 86~36 
(b)(3)-50 use 3024(i 

ror· SECRE1W€0iWLV1WNOFORl'l 
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(b)(1-) ...... 
. (b)(3)-P.L~·86•36 .... 
: (b)(3)-50 USC 3024() 

(TS//61/ fNF) S2I4 has no contention that the query performed I land 
noted in an OIG audit highlighted specific deficiencies in the legacy applications/used 
to manage RAS approved selectors. These same findings were noted during the/End-to
End reviews of both the Business Records and Pen Register Trap & Trace FISA / 
programs. S2I4 leadershi~ strongl.y agreed with the recommendation to delay the 
release of thel applicati.Qr.:t~J::l~il such time as: 1) the End-to-End revi¢w 
findings were complete and had been fully.discussed withPQJ..(;llld 2) those fin;dings 
could be incorporated intol ho·address·compliance·vuhler:abilities"Hll"i 

......... ·:::;:;;;>"·' (b)(3)-P.L. 86-36 
········ .. ·;:.··· : 

(S//NF) A new revalidation process was.~.stablisheffand;;ieni~h~~d in the fall of 

;:9, albeit a cor:i~~!~;:n;~;:~::!sep;;~~::~!f ,::.:r re-engineet. Prior 

underpinned by its own appl.~s;ation~leaving NSA with a purely manual process during 
. this transition. S2I4 a.,1J.d-TD.counterparts validated all previous 'customer requirements' 

forl lancfworked through the 'NSA Way' process to completion. SV and 
OGC are also 'customers' of this application and along with ODoC, had visibility into 
the entire revamping process. This engagement continues to address any issues noted 
afterl frelease~····················m··m··· ..................................................................................... .. ................. . 

o:i(b)(3)-P.L. 86-36 

(TS//SI//NF) Nonetheless, the legacy system's defi._c_ie_n __ c.__al_lo_w_,e9··~/DIA to·q:uery on a 
selector that should have no Ion er been retained in as)RAS approveµ. 

it should be noteq 
however, the DIA could still have queried on that selector 
as part of their 'data integrity' duties --- within the bounds._o_,...,t.....------.--.....-----' 
RAS approval. 

(U / /FOUO) Explanatory Remarks related to Recommendation 1: 
a) ES//NF) Any selector being reviewed for RAS that is a US identifier or is 

believed to be in use by a US person cannot be RAS approved without an 
OGC First Amendment review. As the nomination is entered into 
I la field to note whether the selector is foreign or domestic must be 

('6fr3)~;.:~ ... :~~~~~ populated for the nomination to be processed. When the domestic field is 
p:opulatedJ .. .. lsends the nomination to OGC for review and no 

b) ~~:~~~1/c?~~)c~~ ~e~!::~::t~~t;;~;!"J?t~~~:eeted. belector 
management system, a revalidation date is set tied to the date of approval 

TOP 8ECRETilCOMLVL$'/o{Of¥>R:1V 
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and whether it is US or foreign. HSAC [Homeland Security Advisory 
Council] internal management guidelines are that all US selectors will be 
revalidated every 90 days and foreign selectors at 180 days. This protocol 
should preclude any instance of exceeding FISC mandated timeframes. 

A !will automatically move these selectors into a pending status 15 
....... days from the projected 'expiration'. If any selector in this status has not been 

... revalidated by the cut-qff.dateJ lmoves the selector into an expired 
..... state. The.select6r·!S··~~ longer noted as 'RAS approved' in the system 

.. ·····::: .. :,,.,,,,,,,,,,,,:,;:=::=:::'::::''::::::::.::::::! ............................................................................................ · ...................... j·andl hs informed of this 
·c~){:3):P:i .. ~~-36 action in order to ensure this selector can no longer be queried in the 

'· · ··. ·······I IBRF or PR/TT repositories. 

\._<::.:.· .. ·.· ... ·.:·:.:.··.·.··· .. ·.··... c) (C//RI!:L TO DaA, FVEY) 'Time Bounded Query' restrictions have their own 
· .. lcon.vv.:~ch :rompts an ~nalyst to check a sel~ctor's re~or.d withi1: the 

I · · .... J;ystem. This record notates the time restr1ct1on and mforms 
· :· . analysts of the··sp~cific timeframe they must focus on during the review of 

query results. Information outside of those boundaries must not be used in 
.., .., ._ the pursuit of their targets~ I ' 

....... :·1,_ -----.--------'-
POC:I I Chief, S2I4, CT Homeland Security Analysis,I 1969-0224 

Approved by: DDAP,I l3 Au? .. :.~ ............ ·• ... · · • ---

(b)(3)-P .L. 86-36 

TO:P 8ECRE1iVCOMill1i$'!\/rcJ-FORf{ 

Exhibit B, page 38

Case 4:08-cv-04373-JSW   Document 417-4   Filed 09/28/18   Page 63 of 111

ER 906

Case: 19-16066, 09/06/2019, ID: 11423769, DktEntry: 18-6, Page 71 of 262



DOCID: 4230249 REF ID:A4197247 
TCi3 SEC~E'f//COMlf<fT//PWFORP<I 

Quick Reaction Draft Audit Report of NSA Controls to Comply with the Foreign Intelligence Surveillance 

Court Order Regarding Business Records - Control Weaknesses {ST-10-0004C) 

RECOMMENDATION 2. (T5f/51//PJF) Clearly define and separate the duties of Data Integrity Analysts 

(DIA) and Foreign Intelligence Analysts. Specifically, implement controls to prevent an individual from 

querying BR metadata for data integrity and foreign intelligence purposes and issue formal guidance to 

differentiate such queries. 

S3 Input: (TS//51//Pdf) 53 has accepted responsibility for performing the functions of the Data Integrity 

Analysts and determined this mission will be performed within th~,_ ____________ _. 

,____,. __________________ __,.Befsed on S3 direction, it is expected that 

will have an interim procedure to perform DIA functions i,h place within three weeks, working 

toward a p~rmifnentprc:i.cedure to be in place within three mprths. 

········ ..... j 

I I 

I.' 

(b)(1) 
(b)(3)-P.L. 86-36 

TO~ SECf\E'f//corvll!lff17'r~oFOM 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 

Declassify On: 20350901 
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EXHIBIT C 
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Introduction  
We take our responsibility to protect your information and privacy very seriously.  We continue 
our pledge to protect your privacy to the fullest extent possible and in compliance with 
applicable law.   
 
Like all companies, we are required by law to provide information to government and law 
enforcement agencies, as well as parties to civil lawsuits, by complying with court orders, 
subpoenas, lawful discovery requests and other legal requirements. We ensure that these 
requests are valid, and that our responses comply with the law and our own policies. 
 

This Report 
This report provides specific information regarding the number and types of demands to which 
we responded for the second half of 2015, as well as Foreign Intelligence Surveillance Act 
(FISA) demands for the first half of 2015.  For comparison purposes, we included data from our 
prior report. During this reporting period, we acquired DIRECTV, a satellite television and 
internet service provider with operations both domestic and international.  Information for 
DIRECTV has been included in both the U.S. and International sections of this report.  Overall, 
demands for DIRECTV data represent less than 1% of the total demands received by AT&T. 

	  
Privacy Advocacy 
We remain committed to the privacy of AT&T’s customers around the world.  As such, we have 
been engaged in a number of initiatives during this reporting period.  AT&T continues to join 
with other technology companies and public interest groups to advocate for limits on the 
government’s ability to obtain customer communications stored abroad.  AT&T believes that 
law enforcement should respect the laws of other countries and work through established 
treaties.  Our country’s respect for international data protection standards will help ensure that 
the privacy interests of Americans are also respected by other countries.   
 
We are active members in a number of organizations focused on human rights and privacy. We 
are a member of the Telecommunications Industry Dialogue, which is a group of 
telecommunications operators and vendors who jointly address freedom of expression and 
privacy rights in the telecommunications sector in the context of the UN Guiding Principles on 
Business and Human Rights.  We are also an active member of the Digital Due Process 
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Coalition.  Through this Coalition we work with other companies, privacy advocates, and think 
tanks, to advocate for the simplification, clarification, and unification, of the legal standards in 
the Electronic Communications Privacy Act, while preserving the tools necessary for 
government agencies to enforce the laws, respond to emergencies, and protect the public. 

NATIONAL SECURITY DEMANDS 

National Security Letters 
§ Total Received
§ Number of Customer Accounts

Foreign Intelligence Surveillance Act1 
§ Total Content

o Customer Selectors Targeted
§ Total Non-Content

o Customer Selectors Targeted

Jan. – June 2015 

500 – 999 
2,500 – 2,999 

July – Dec. 2014 
0 – 499 

16,500 – 16,999 
0 – 499 
0 – 499 

July – Dec. 2015 

500 – 999 
2,000 – 2,499 

Jan. – June 2015 
0 – 499 

14,000 – 14,499 
0 – 499 
0 – 499 

TOTAL U.S. CRIMINAL & CIVIL DEMANDS 

Total Demands 

(Federal, State and Local; Criminal and Civil) 

§ Subpoenas
o Criminal
o Civil

§ Court Orders (General)
o Historic
o Real-Time (Pen registers)

§ Search Warrants / Probable Cause
Court Orders

o Historic
§ Stored Content
§ Other

o Real-Time
§ Wiretaps
§ Mobile Locate Demands

Jan. – June 2015 

145,104 

107,982 
96,781 
11,201 

18,574 
14,934 
3,640 

12,347 
3,398 
8,949 
6,201 
1,416 
4,785 

July – Dec. 2015 

142,876 

105,033 
91,568 
13,465 

18,768 
15,409 
3,359 

13,141 
3,656 
9,485 
5,934 
1,306 
4,628 
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1 The USA Freedom Act and the Department of Justice impose a six-month delay for reporting this data. 

DEMANDS REJECTED / PARTIAL OR NO DATA PROVIDED 
(Breakout detail of data included in Total U.S. Criminal & Civil Demands) 

Total 
§ Rejected/Challenged
§ Partial or No Information

Jan. – June 2015 

46,406 
2,525 

43,881 

July – Dec. 2015 

37,589 
2,467 

35,122 

LOCATION DEMANDS 
(Breakout detail of data included in Total U.S. Criminal & Civil Demands) 

Total 
§ Historic
§ Real-Time
§ Cell Tower

Jan. – June 2015 

37,973 
28,745 
8,545 

683 

July – Dec. 2015 

38,367 
29,444 
8,184 

739 

EMERGENCY REQUESTS 

Total 
§ 911
§ Exigent

Jan. – June 2015 

56,329 
43,670 
12,659 

July – Dec. 2015 

62,829 
47,971 
14,858 
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NATIONAL SECURITY DEMANDS 

Our reporting on National Security Letters and court orders issued pursuant to FISA 
(collectively “National Security Demands”) is governed by the USA Freedom Act.  See Section 
604 of the USA Freedom Act. That statute only permits us to report data in defined numeric 
ranges and for certain time periods. 
 
National Security Letters are required administrative subpoenas issued by the Federal Bureau 
of Investigation in regard to counterterrorism or counterintelligence.  These subpoenas are 
limited to non-content information, such as a list of phone numbers dialed or subscriber 
information. 
   
Court orders issued pursuant to FISA may direct us to respond to government requests for 
content and non-content data related to national security investigations, such as international 
terrorism or espionage.   
 
Consistent with the above guidance, our report includes the range of National Security Letters 
and FISA demands served on us and the “customer selectors targeted” by those respective 
demands.2 

 
TOTAL U.S. CRIMINAL & CIVIL DEMANDS 

This number includes demands to which we responded in connection with criminal and civil 
litigation matters.  This category doesn’t include demands reported in our National Security 
Demands table. 
 
Criminal proceedings include actions by the government — federal, state, and local — against 
an individual arising from an alleged violation of criminal law.  The existence of federal, state 
and local investigating authorities in the U.S. means that we can receive demands from 
thousands of different law enforcement entities.   
 
Civil actions include lawsuits involving private parties (i.e., a personal liability case, divorce 
proceeding, or any type of dispute between private companies or individuals).  In addition, civil 
proceedings include investigations by governmental regulatory agencies such as the Securities 
and Exchange Commission, the Federal Trade Commission and the Federal Communications 
Commission.  

2 The term “customer selectors targeted” is statutory.  See 50 U.S.C. § 1874. 
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We ensure we receive the right type of legal demand.  
 
We receive several types of legal demands, including subpoenas, court orders, and search 
warrants.  Before we respond to any legal demand, we determine that we have received the 
correct type of demand based on the applicable law and the type of information being sought.  
For instance, in some states we must supply call detail records if we receive a subpoena. In 
other states, call detail records require a probable cause court order or search warrant.  If the 
requesting agency has failed to send the correct type of demand, we reject the demand. 

 
Types of Legal Demands 

The reporting category “Total U.S. Criminal & Civil Demands” reflects the type of demand with 
the information requested, particularly relating to General Court Orders and search warrants. 
 

• Subpoenas don’t usually require the approval of a judge and are issued by an officer of 
the court, i.e., an attorney. They are used in both criminal and civil cases, typically to 
obtain testimony or written business documents such as calling records and basic 
subscriber information such as the name and address listed on the billing account. 
 

• General Court Orders are signed by a judge. We consider “general” court orders to be 
all orders except those that contain a probable cause finding.  In a criminal case, for 
example, a judge may issue a court order on a lesser standard than probable cause, 
such as “relevant to an ongoing criminal investigation.”  In criminal cases, they are also 
used to obtain real-time, pen register/“trap and trace” information, which provides 
phone numbers and other dialed information for all calls as they are made or received 
from the device identified in the order. In a civil case, a court order may be issued on a 
“relevant” or “reasonably calculated to lead to the discovery of admissible evidence” 
standard.  In both the criminal and civil context, General Court Orders were used to 
obtain historic information like billing records or records relating to usage of a wireless 
device.   
 

• Search Warrants and Probable Cause Court Orders are signed by a judge, and they are 
issued only upon a finding of “probable cause.”  To be issued, the warrant or order must 
be supported by sworn testimony and sufficient evidence to believe the information 
requested is evidence of a crime.  Probable cause is viewed as the highest standard to 
obtain evidence.  Except in emergency circumstances, a search warrant or probable 
cause court order is required for all real-time precise location information (like GPS), 
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real-time content (such as content obtained through wiretaps), and stored content (like 
stored text and voice messages). 
 

 
Foreign-Originated Demands for Information about a U.S. Consumer or Business 
 
If we receive an international demand for information about a U.S. customer, whether an 
individual or business, we refer it to that country’s Mutual Legal Assistance Treaty (MLAT) 
process. We did not receive any international demands for information about a U.S. customer 
from a country that does not have an MLAT process.  The Federal Bureau of Investigation 
ensures that we receive the proper form of U.S. process (e.g., subpoena, court order or search 
warrant), subject to the limitations placed on discovery in the U.S., and that cross-border data 
flows are handled appropriately.  Thus, any international originated demands that follow an 
MLAT procedure are reported in our Total Demands category because we can’t separate them 
from any other Federal Bureau of Investigation demand we may receive.   

DEMAND REJECTED / PARTIAL OR NO DATA PROVIDED 

We ensure that we receive the appropriate type of demand for the information requested.  In 
this category, we include the number of times we rejected a demand or provided only partial 
information or no information in response to a demand.  Here are a few reasons why certain 
demands fall into this category:    
 

• The wrong type of demand is submitted by law enforcement.  For instance, we will 
reject a subpoena requesting a wiretap, because either a probable cause court order or 
search warrant is required. 

• The demand has errors, such as missing pages or signatures. 
• The demand was not correctly addressed to AT&T. 
• The demand did not contain all of the elements necessary for a response. 
• We had no information that matched the customer or equipment information provided 

in the demand.   
 
LOCATION DEMANDS 

Our “Location Demands” category breaks out the number of civil and criminal legal demands 
we received by the type of location information (historic and real-time) requested.  Demands 
for location information seek precise GPS coordinates of the device or call detail records that 
reflect the location of any cell site processing a call.  We also get demands for cell tower 
searches, which ask us to provide all telephone numbers registered on a particular cell tower 
for a certain period of time.  We do not keep track of the number of telephone numbers 
provided to law enforcement in connection with cell tower searches. 
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A single cell tower demand may cover multiple towers.  We disclose both the total number of 
demands and the total number of cell tower searches.  For instance, if we received one court 
order that included two cell towers, we count that as one demand for two searches.  For the 
739 cell tower demands during this period, we performed 1,993 searches.  We also maintain a 
record of the average time period that law enforcement requests for one cell tower search, 
which was 2 hours and 13 minutes for this reporting period.  
 
Except in emergency situations, we require the most stringent legal standard — a search 
warrant or probable cause court order — for all demands for precise location information.  For 
the production of historic cell site location, however, the standard varies.  We require a 
General Court Order, search warrant, or probable cause court order, depending on the 
applicable state and federal laws.   

 
EMERGENCY REQUESTS 

The numbers provided in this category are the total of 911-originated inquiries and exigent 
requests that we processed during this reporting period.  911-originated inquiries are those 
that help locate or identify a person in need of emergency assistance.  “Exigent requests” are 
emergency requests from law enforcement working on kidnappings, missing person cases, 
attempted suicides and other emergencies.  In order to protect your privacy, we require a 
certification from a law enforcement agency confirming they are dealing with a case involving 
risk of death or serious injury before we will share information sought by an exigent request.    
 

INTERNATIONAL DEMANDS 

In our last Transparency Report we discussed AT&T’s expansion into Mexico through the 
acquisitions of Iusacell and Nextel Mexico.  During this reporting period, AT&T further expanded 
its international operations through the acquisition of DIRECTV.  DIRECTV has operations in a 
number of countries in Latin America where it provides satellite television service and, in some 
locations, broadband connectivity.   
 
The “International Demands” category represents the number of civil and criminal legal 
demands originating outside the U.S. and related to AT&T’s operations in foreign countries.  
These demands are for information about consumers who reside in other countries, businesses 
that operate in other countries, and URL/IP (website/Internet address) blocking requests from 
foreign governments.    
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The Diverse Services AT&T Provides Internationally Affects the Types and Volume of 
Demands We Receive 
 

• Business Services: AT&T provides telecommunications and IT services to the foreign 
offices of large multi-national business customers.  In all foreign countries where AT&T 
supports these customers, AT&T primarily receives demands for subscriber information 
and IP or URL blocking. 
 

• Consumer Mobility Services: Mexico is the only country outside of the U.S. where AT&T 
provides consumer mobility service.  Accordingly, AT&T received legal demands similar 
to those it receives in the U.S., including demands for subscriber information, location 
information and real time content. 

 

• DIRECTV: In all Latin American countries where AT&T provides DIRECTV consumer 
satellite television service we primarily receive requests for subscriber information.  In 
those Latin American countries where DIRECTV also provides broadband service, we also 
received demands for IP or URL blocking. 

 
A Few Additional Points 
 

• The IP or URL blocking requests come from countries that require us to block access to 
websites that are deemed offensive, illegal, unauthorized or otherwise inappropriate.  
These demands might be designed to block sites related to displaying child 
pornography, unregistered and illegal gambling, defamation, illegal sale of medicinal 
products, or trademark and copyright infringement. 

• While AT&T may provide internet access in some foreign countries, we do not have the 
ability to control the content of any websites other than AT&T’s own sites.  Accordingly, 
while we did receive and comply with demands from foreign governments to block 
access to websites in their countries during this reporting period, we did not receive 
demands to remove content from websites (nor would we be able to do so). 

• During this reporting period we did not receive any requests from any foreign 
governments to produce any stored content. Internationally, AT&T does not store 
content unless the customer directs us to do so as part of our services.  

• Finally, the laws governing the international demands that we receive differ by country.  
We respond to these demands based on each country’s laws. 
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INTERNATIONAL DEMANDS  

Total International Demands3 

Argentina 
• Subscriber Information 
• IP Blocking 

Australia 
• Subscriber Information 
• IP Blocking 

Belgium 
• Subscriber Information 
• IP Blocking 

Brazil 
• Subscriber Information 
• IP Blocking 

Canada 
• Subscriber Information 
• IP Blocking 

Chile 
• Subscriber Information 
• IP Blocking 

Colombia 
• Subscriber Information 
• IP Blocking 

Ecuador 
• Subscriber Information 
• IP Blocking 

France 
• Subscriber Information 
• IP Blocking 

Jan. – June 2015 

 
 

0 
6 

  
 

0  
0 
 
 

0 
9 

  
 

n/a  
n/a 

 
 

n/a 
n/a 

  
 

n/a  
n/a 

 
 

0  
4 
 
 

n/a  
n/a 

 
 

0  
0 
 

July – Dec. 2015 

 
 

354 
2 

  
 

1  
0 
 
 

0 
5 

  
 

44  
1 
 
 

2 
0 

  
 

5  
1 
 
 

528  
12 

 
 

28  
n/a 

 
 

2  
0 
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Hungary 
• Subscriber Information 
• IP Blocking 

Italy 
• Subscriber Information 
• IP Blocking 

Peru 
• Subscriber Information 
• IP Blocking 

Portugal 
• Subscriber Information 
• IP Blocking 

Romania 
• Subscriber Information 
• IP Blocking 

Russia 
• Subscriber Information 
• IP Blocking 

Spain 
• Subscriber Information 
• IP Blocking 

Uruguay 
• Subscriber Information 
• IP Blocking 

Venezuela 
• Subscriber Information 
• IP Blocking 

Mexico 
§ Historic: Subscriber Information / Call 

Detail Records 
o Location Information (Cell Site) 

 
 
 
 

 
 

1  
0 
 
 

2  
0 
 
 

n/a  
n/a 

 
 

0 
3 
 
 

0 
0 
 

 
0 

180 
 
 

1 
0 
 
 

n/a 
n/a 

 
 
 

n/a 
n/a 

 
 
                    

5,089 
4,835 

 
 
 
 

 
 

0  
0 
 
 

0  
0 
 
 

6  
0 
 
 

0 
2 
 
 

0 
4 
 
 

0 
180 

 
 

1 
0 
 

 
3 

n/a 
 
 
 

702 
0 

 
 
 

4,962 
3,357 
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§ Real-Time 

o Pen Registers / Wiretaps /  
Cell Site 

o Location Information (Precise) 
 

 
379 

 
161 
218 

 
397 

 
139 
258 

3 We were also required to block access to websites in India but are precluded by law from identifying the specific details about 
those requests. 

 
ADDITIONAL RESOURCES 

You’ll find more on our commitment to privacy in: 

• Our Privacy Policy 
• Our Issues Brief on Privacy 
• Our Issues Brief on Freedom of Expression 
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United States Report 

The table below sets out the number of subpoenas, orders, warrants and emergency requests we 
received from federal, state or local law enforcement in the United States in the first half of 2016. The 
total number of demands (and the number of subpoenas, orders, warrants and emergency requests) in 
the first half of 2016 were generally comparable with the number of demands we received in prior six-
month periods. 

The vast majority of these various types of demands relate to our consumer customers; we receive 
relatively few demands regarding our enterprise customers. We do not release customer information 
unless authorized by law, such as a valid law enforcement demand or an appropriate request in an 
emergency involving the danger of death or serious physical injury. 

Law Enforcement Demands for Customer Data – United States 

  2013 (Full 
Year) 

Half of 
2013*  

1st Half of 
2014 

2nd Half of 
2014 

1st Half of 
2015 

2nd Half of 
2015 

1st Half of 
2016 

Subpoenas 164,184 82,092 72,342 65,816 69,524 65,663 67,433 

Total Orders 70,665 35,333 37,327 33,453 37,230 33,813 33,161 

General 
Orders 62,857 31,429 33,313 29,656 33,138 30,568 29,635 

Pen 
Registers/ 
Trap & 
Trace 
Orders 

6,312 3,156 3,300 3,078 3,325 2,678 2,870 
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Wiretap 
Orders 1,496 748 714 719 767 567 656 

Warrants 36,696 18,348 14,977 13,050 15,081 14,248 11,798 

Emergency 
Requests 
From Law 
Enforcement 

50,000 
(approx) 

25,000 
(approx) 24,257 26,237 27,975 25,844 23,394 

Total 321,545 160,773 148,903 138,656 149,810 139,568 135,786 

 

* In our first Transparency Report (published in January 2014), we reported on the full year for 2013. Since that Report, we have 
reported data based on half-year periods. To aid the comparison between the half-year numbers we have reported since 2013 and 
the full-year numbers we reported in 2013, we have simply halved the 2013 numbers in the table. 

We also received National Security Letters and FISA Orders; we address them in a separate table at the 
bottom of this Transparency Report. 

Verizon has teams that carefully review each demand we receive. We do not produce information in 
response to all demands we receive. We might reject a demand as legally invalid for a number of 
reasons, including that a different type of legal process is needed for the type of information requested. 
When we reject a demand as invalid, we do not produce any information. 

There are a number of additional reasons why we might not produce some or all of the information sought 
by a demand, although we do not consider these “rejected” demands and do not calculate the number of 
times these occur. We often receive demands seeking information about a phone number serviced by a 
different provider. And, we regularly receive demands seeking data that we do not have – perhaps the 
data sought were of a type we have no need to collect or were older than our retention period. Moreover, 
if a demand is overly broad, we will not produce any information, or will seek to narrow the scope of the 
demand and produce only a subset of the information sought. Additionally, it is not uncommon for us to 
receive legal process and in response produce some information, but not other information. For instance, 
we may receive a subpoena that properly seeks subscriber information, but also improperly seeks other 
information, such as stored content, which we cannot provide in response to a subpoena; while we would 
provide the subscriber information (and thus would not consider this a rejected demand), we would not 
provide the other information. We include all demands we receive in our table above, whether we 
provided data in response or not. 
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Subpoenas 

We received 67,433 subpoenas from law enforcement in the United States in the first half of 2016. We 
are required by law to provide the information requested in a valid subpoena. The subpoenas we receive 
are generally used by law enforcement to obtain subscriber information or the type of information that 
appears on a customer’s phone bill. We continue to see that approximately half of the subpoenas we 
receive seek only subscriber information: that is, those subpoenas typically require us to provide the 
name and address of a customer assigned a given phone number or IP address. Other subpoenas also 
ask for certain transactional information, such as phone numbers that a customer called. The types of 
information we can provide in response to a subpoena are limited by law. We do not release contents of 
communications (such as text messages or emails) or cell site location information in response to 
subpoenas. 

In the first half of 2016, the 67,433 subpoenas we received sought information regarding 136,180 
information points, such as a telephone number, used to identify a customer. These customer identifiers 
are also referred to as “selectors.” On average, each subpoena sought information about 2.0 selectors. 
The number of selectors is usually greater than the number of customer accounts: if a customer had 
multiple telephone numbers, for instance, it’s possible that a subpoena seeking information about multiple 
selectors was actually seeking information about just one customer. We have also determined that during 
the first half of this year, just like during the prior periods, approximately 75 percent of the subpoenas we 
received sought information on only one selector (and thus only one customer), and over 90 percent 
sought information regarding three or fewer selectors (and thus three or fewer customers). 

Orders 

We received 33,813 court orders in the second half of 2015. These court orders must be signed by a 
judge, indicating that the law enforcement officer has made the requisite showing required under the law 
to the judge. The orders compel us to provide some type of information to the government. 

General Orders. Most of the orders we received – 30,568 – were “general orders.” We use the term 
“general order” to refer to an order other than a wiretap order, warrant, or pen register or trap and trace 
order. We continue to see that many of these general orders require us to release the same types of 
basic information that could also be released pursuant to a subpoena. We do not provide law 
enforcement any stored content (such as text messages or email) in response to a general order. 

“Pen/Trap” Orders and Wiretap Orders. A small subset – 3,245 – of the orders we received in the first 
half of 2015 required us to provide access to data in real-time.  A pen register order requires us to provide 
law enforcement with real-time access to phone numbers as they are dialed, while a trap and trace order 
compels us to provide law enforcement with real-time access to the phone numbers from incoming 
calls. We do not provide any content in response to pen register or trap and trace orders. 

We received 2,678 court orders to assist with pen registers or trap and traces in the second half of last 
year, although generally a single order is for both a pen register and trap and trace. Far less frequently, 
we are required to assist with wiretaps, where law enforcement accesses the content of a communication 
as it is taking place. We received 567 wiretap orders in the second half of 2015. 
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Warrants 

We received 11,798 warrants in the first half of 2016. To obtain a warrant a law enforcement officer must 
show a judge that there is “probable cause” to believe that the evidence sought is related to a crime. This 
is a higher standard than the standard for a general order. A warrant may be used to obtain stored 
content (such as text message content or email content), location information or more basic subscriber or 
transactional information. 

Content and location information 

Content. We are compelled to provide contents of communications to law enforcement relatively 
infrequently. Under the law, law enforcement may seek communications or other content that a customer 
may store through our services, such as text messages or email. Verizon only releases such stored 
content to law enforcement with a probable cause warrant; we do not produce stored content in response 
to a general order or subpoena. During the first half of 2016, we received 5,054 warrants for stored 
content. 

Location information. Verizon only produces location information in response to a warrant or order; we do 
not produce location information in response to a subpoena. The laws in some areas of the country 
require law enforcement to obtain a warrant to get location information, but the laws in other areas permit 
law enforcement to obtain a court order. In either scenario, the demand we receive for location 
information is approved by a judge. In the first half of this year, we received approximately 18,935 
demands for location data: as in the past, about two-thirds of those were through orders and one-third 
were through warrants. 

In addition, we received approximately 5,993 warrants or court orders for “cell tower dumps” in the first 
half of this year. In such instances, the warrant or court order compelled us to identify the phone numbers 
of all phones that connected to a specific cell tower during a given period of time. 

Emergency requests 

Law enforcement requests information from Verizon that is needed to help resolve serious 
emergencies. We are authorized by federal law to provide the requested information in such emergencies 
and we have an established process to respond to emergency requests, in accordance with the law. To 
request data during these emergencies, a law enforcement officer must certify in writing that there was an 
emergency involving the danger of death or serious physical injury to a person that required disclosure 
without delay. These emergency requests are made in response to active violent crimes, bomb threats, 
hostage situations, kidnappings and fugitive scenarios, often presenting life-threatening situations. In 
addition, many emergency requests are in search and rescue settings or when law enforcement is trying 
to locate a missing child or elderly person. 

We also receive emergency requests for information from Public Safety Answering Points (PSAPs) 
regarding particular 9-1-1 calls from the public. Calls for emergency services, such as police, fire or 
ambulance, are answered in call centers, or PSAPs, throughout the country. PSAPs receive tens of 
millions of calls from 9-1-1 callers each year, and certain information about the calls (name and address 
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for wireline callers; phone numbers and available location information for wireless callers) is typically 
made available to the PSAP when a 9-1-1 call is made. Yet a small percentage of the time PSAP officials 
need to contact the telecom provider to get information that was not automatically communicated by 
virtue of the 9-1-1 call or by the 9-1-1 caller. 

In the first half of 2016, we received 23,394 emergency requests for information from law enforcement in 
emergency matters involving the danger of death or serious physical injury. We also received 16,721 
emergency requests from PSAPs related to particular 9-1-1 calls from the public for emergency services 
during that same period. 

National Security Demands 

The table below sets forth the number of national security demands we received in the applicable period. 
Under section 603 of the USA Freedom Act we are now able to report the number of demands in bands 
of 500. Previously reported figures are still reported in bands of 1000. We note that while we are able to 
provide some information about national security orders that directly relate to our customers, reporting on 
other matters, such as any orders we may have received related to the bulk collection of non-content 
information, remains prohibited. 

 Jan. 1, 
2013 – 
June 30, 
2013 

July 1, 
2013 – 
Dec. 31, 
2013 

Jan. 1, 
2014 – 
June 30, 
2014 

July 1, 
2014 – 
Dec. 31, 
2014 

Jan. 1, 
2015 – 
June 30, 
2015 

July 1, 
2015 – 
Dec. 31, 
2015 

Jan. 1, 
2016 – 
June 30, 
2016 

National 
Security 
Letters 

0-999 0-999 0-999 0-999 0-999 0-499 0-499 

Number 
of 
customer 
selectors 

2000-
2999 

2000-
2999 

2000-
2999 

2000-
2999 

2000-
2999 500-999 500-999 

FISA Orders 
(Content) 0-999 0-999 0-999 0-999 0-499 0-499 * 
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Number 
of 
customer 
selectors 

4000-
4999 

3000-
3999 

3000-
3999 

2000-
2999 

1500-
1999 

1000-
1499 * 

FISA Orders 
(Non-
Content) 

0-999 0-999 0-999 0-999 0-499 0-499 * 

Number 
of 
customer 
selectors 

0-999 0-999 0-999 0-999 0-499 0-499 * 

* The government has imposed a six month delay for reporting this data 

 

National Security Letters 

In the first half of 2016, we received between 0 and 499 NSLs from the FBI. Those NSLs sought 
information regarding between 500 and 999 “selectors” used to identify a Verizon customer. (The 
government uses the term “customer selector” to refer to an identifier, most often a phone number, which 
specifies a customer. The number of selectors is generally greater than the number of “customer 
accounts.” An NSL might ask for the names associated with two different telephone numbers; even if both 
phone numbers were assigned to the same customer account, we would count them as two selectors.) 

The FBI may seek only limited categories of information through an NSL:  name, address, length of 
service and toll billing records. Verizon does not release any other information in response to an NSL, 
such as content or location information. 

Case 4:08-cv-04373-JSW   Document 417-4   Filed 09/28/18   Page 85 of 111

ER 928

Case: 19-16066, 09/06/2019, ID: 11423769, DktEntry: 18-6, Page 93 of 262



 

 

FISA Orders 

The government requires that we delay the report of any orders issued under the Foreign Intelligence 
Surveillance Act for six months. Thus, at this time, the most recent FISA information we may report is for 
the second half of 2015. 

Content 

From July 1, 2015 through December 31, 2015, we received between 0 and 499 FISA orders for 
content. Those orders targeted between 1,000 and 1,499 “customer selectors” used to identify a Verizon 
customer. 

Non-Content 

From July 1, 2015 through December 31, 2015, we received between 0 and 499 reportable FISA orders 
for non-content. Some FISA orders that seek content also seek non-content; we counted those as FISA 
orders for content and to avoid double counting have not also counted them as FISA orders for non-
content. Those orders targeted between 0 and 499 “customer selectors.” 
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UNITED STATES DISTRICT COURT 

FOR THE NORTHERN DISTRICT OF CALIFORNIA 

OAKLAND DIVISION 

  
CAROLYN JEWEL, TASH HEPTING, 
YOUNG BOON HICKS, as executrix of the 
estate of GREGORY HICKS, ERIK KNUTZEN 
and JOICE WALTON, on behalf of themselves 
and all others similarly situated,  
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I, Brian Reid, declare as follows: 

1. I have been asked by plaintiffs’ counsel to apply my expertise and experience in 

network operation and engineering to examine and analyze the evidence described herein. In this 

declaration, I describe my background, outline my conclusions, and explain the basis and the 

reasoning that support those conclusions. If called as a witness, I could and would testify to the 

matters stated herein. 

2. Based on my expertise, after carefully reviewing all of the documents in this case, I 

believe it is very likely that the plaintiffs’ communications passed through the peering site at 

AT&T’s Facility at 611 Folsom Street at least once during the 17 years at issue in this case, and 

that these communications—along with the rest of the traffic passing over all of the peering-link 

fibers into which splitters were installed at AT&T’s 611 Folsom Street Facility—were replicated, 

with one replica copy redirected by the optical splitter assemblies described by Mark Klein and the 

other sent to its original destination. Based on the documents reviewed, and my expertise in 

network engineering, it is virtually impossible for me to imagine a scenario in which this did not 

happen. 

BACKGROUND 

3. I am a telecommunications and data-networking expert with over 40 years of 

experience studying, developing, operating, and improving communications systems. I have 

extensive knowledge of and experience with international telecommunications infrastructure and 

the technology regularly used for lawful surveillance pursuant to warrants and court orders. I have 

been involved in the development of several critical Internet technologies, including email, web, 

and document representation and transmission.   

4. I am currently the Director of Operations at Internet Systems Consortium (ISC), an 

organization that develops and distributes internet software and uses that software to operate 

critical infrastructure. We meet payroll by offering support contracts for the use of our free 

software. ISC also participates in the development of standards for the internet and is a significant 

contributor to the Internet Engineering Task Force. 
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5. I have worked at ISC for over 13 years. In my current role as Director of 

Operations, which I have held for almost three years, I have management and lead technical 

responsibility for ISC’s server and network operations, staff IT, and for one of the 13 clusters of 

DNS root servers that serve the entire internet, worldwide. I was previously a Senior Member of 

Technical Staff in the Office of the Chief Technical Officer (CTO), where I was the sole employee 

in the office and essentially carried out the duties of CTO: I took part in every technical and 

business decision made at ISC and reported directly to the company president. When it was 

needed, I served as the Director of Corporate Communications (I am an experienced writer and 

editor), and as the Director of Operations and Engineering.  

6. I received a Bachelor of Science in Physics from the University of Maryland in 

1970. While obtaining my undergraduate degree, I worked for the University of Maryland 

Computer Science Department as a Systems Programmer, where I developed operating system 

software and compiler for the Univac 1100 series of computer, funded by NASA. I also produced 

the software for one of the ALSEP research modules on Apollo 17 (the Lunar Surface Gravimeter).  

7. After graduating from the University of Maryland, I worked in the airline industry 

on scheduling software for four years before joining Carnegie Mellon University as a research 

scientist in 1974. In 1975, I entered graduate school at Carnegie Mellon, and was awarded a PhD in 

Computer Science in 1980. My dissertation research developed the Scribe word processing system, 

for which I received the Association for Computing Machinery’s Grace Murray Hopper Award in 

1982. Most scholars consider Scribe to be the inspiration for HTML, which is the lingua franca of 

the World Wide Web. 

8.  From 1980 to 1987, I was an assistant professor of electrical engineering at 

Stanford University. In 1984, I was a recipient of the National Science Foundation’s Presidential 

Young Investigator Award. While at Stanford, I conducted research regarding the university’s 

connection to the Internet, and developed system architecture for VSLI (very-large-scale 

integration) systems, including the SUN workstation [Stanford University Network], which was a 

modular personal computer system designed for use in an Ethernet-type local network. While I was 

at Stanford, malicious actors first began showing up on the internet, and I was involved in or took 
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the lead in every attempt by Stanford and its law enforcement partners to locate the evildoers and 

stop them. 

9. In 1987, I joined Digital Equipment Corporation (DEC), as a Consulting Engineer at 

the Western Research Laboratory (WRL). While working at WRL, I worked with Paul Vixie to 

develop one of the first connections between a corporate network and the Internet, known as 

"Gatekeeper.” The protection techniques we developed evolved into what is now called a network 

“firewall.” I taught classes in internet technology to large numbers of DEC employees, and helped 

the corporation build its internal internet. Former New York Times reporter John Markoff told me 

that when the FBI arrested computer hacker Kevin Mitnick in 1995, he was carrying false 

identification saying that he was me. (The book Takedown describes this arrest). 

10. In 1995, after working in WRL for eight years, I was promoted to Director of my 

own DEC research group, the Network Systems Laboratory (NSL). Under my leadership, NSL 

developed the first independent Internet exchange point as the Internet became available for 

commercial use in the 1990s. An independent exchange point is one that is not owned or controlled 

by any of its users, in much the same fashion that an airport is not owned or controlled by any of 

the airlines that use it. My laboratory also led the company-wide project to build one of the first 

Web search engines. My Network Systems Laboratory was responsible for making our search 

engine fully accessible to the entire internet. 

11. In 1999, I joined Bell Labs Research Silicon Valley (BLRSV), a startup venture of 

Lucent Technologies, as Laboratory Director. Under my leadership, BLRSV developed affordable 

fiber to the home (FTTH) technology, which provided unprecedented high-speed internet access 

via the installation and use of optical fiber from a central point directly to individual buildings such 

as residences, apartment buildings, and businesses.  

12. When Lucent collapsed in 2001, I joined Carnegie Mellon University as a Professor 

of the Practice of Computer Systems at the University’s nascent Silicon Valley branch, located at 

the NASA Ames Research Center at Moffett Federal Airfield in Mountain View, California. 

During my time as a professor at Carnegie Mellon Silicon Valley, I conducted research and 

infrastructure management and worked with NASA on networking technology for the International 
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Space Station and on developing a multi-disciplinary, multi-institutional High-Dependability 

Computing Program (HDCP) to improve NASA’s capability to create and operate dependable 

software. 

13. In 2002, I joined Google as the Director of Operations. The primary focus of my job 

responsibilities had to do with Google’s networking capabilities.  

14. In 2004, I left Google to become a self-employed consultant.     

15. In 2005, I joined my current employer, ISC, as the Director of Operations and 

Engineering.  

16. The conclusions that I draw below are based on on my professional training and 

experience, in addition to the following information, as explained in more detail below: the Privacy 

and Civil Liberties Oversight Board Report on the Surveillance Program Operated Pursuant to 

Section 702 of the Foreign Intelligence Surveillance Act (“PCLOB Section 702 Report”); the 

AT&T documents attached to the Declaration of Mark Klein; the facts and events personally 

observed by Mr. Klein, as set forth in his declaration (but not the conclusions he draws from those 

facts and events described); the facts and events personally observed by James Russell, as set forth 

in his declaration (but not the conclusions he draws from those facts and events described).  

17. One of the AT&T documents (Ex. C to the Klein Declaration, “Study Group 3 

LGX/Splitter Wiring, San Francisco /Issue 1, 12/10/02,” at p. C-3) lists a number of devices. The 

Russell declaration states that these devices are present at AT&T’s 611 Folsom Street Facility. I am 

familiar with and have first-hand knowledge of nearly all of the listed devices. (I have no first-hand 

knowledge of Narus systems but have read the documentation that was available at the time).  

18. I am not receiving any compensation for my work as an expert in this matter. 

SUMMARY OF CONCLUSIONS 

19. My conclusions can be summarized as follows: 

20. First, the technological setup at 611 Folsom Street, San Francisco, as described in 

the AT&T documents and in Mr. Klein’s declaration, copies and redirects all communications 

passing over all of the peering-link fibers into which the splitters were installed. 
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21. Second, it is very likely that plaintiffs’ communications passed through a peering 

link at AT&T’s 611 Folsom Street Facility at least once during the 17 years at issue in this case. 

Communications pass through peering links when they travel from one network to another, e.g., 

from AT&T to Verizon or Sprint. But the precise route that communications take as they travel 

from network to network vary; internet routing is not static. Because of the volatile nature of 

internet routing, and because many email communications are routed over temporary routes chosen 

by a router, it is unfathomable to me that in 17 years, at least one of plaintiffs’ communications did 

not travel via the peering links described in the AT&T documents at the 611 Folsom Street 

Facility, a major Internet peering point. The same is true for a peering link at any other major 

peering point.  

22. Third, it is likely that plaintiffs’ communications—along with the rest of the traffic 

passing over all of the peering-link fibers into which splitters were installed at AT&T’s 611 

Folsom Street Facility—have been copied and redirected by optical splitter assemblies described 

by Mr. Klein in his declaration. This is because:  

a. What Mr. Klein describes is a technological setup that passively copies all 

traffic passing over all of the peering-link fibers into which the splitters were installed. The optical 

splitting device described by Mr. Klein does not and cannot study the contents of a transmission to 

make a decision about whether to copy it. The splitter copies everything. The brand of splitter 

noted in Mr. Klein's declaration does not even use electricity. It is purely optical. 

b. It would not make sense to use an active device such as a router or switch to 

do inline searching of every communication routed through it because of cost and performance 

issues. The number of such devices needed would be in the hundreds or even thousands, and they 

would slow down all traffic.  

c. Monitoring the “to” and “from” addressing information in an email, along 

with the subject line and email body, requires first capturing and reassembling most of the body of 

the email. This means that, in order to search for “selectors,” the NSA architecture must capture 

and reconstitute an entire transaction (message or group of messages) before analyzing any of it. 

As explained below, the PCLOB Section 702 Report confirms that the NSA captures the entire 
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contents of an email message, even if they intend to look only at its “to,” “from,” or “subject line” 

information.  

23. Fourth, conducting surveillance at the peering connections between AT&T’s 

“Internet backbone” and non-AT&T Internet providers is consistent with surveillance aimed at 

“one-end foreign” communications.  
 

EXPLANATION OF THE BASIS FOR MY CONCLUSIONS 
 

Certain Network Infrastructure Is Required To Send Information And  
Communications Over The Internet. 

 

24. Internet transmission systems are extremely complex. There are many thousands of 

pages of documentation on how it all works, hundreds of textbooks to assist learning, and often a 

new technology requires revising an existing specification. This section is therefore just a brief 

outline of how information travels over the internet. Explanations of network operation usually 

reference the “ISO 7-layer model,” whose formal name is “ISO/IEC 7498-1,” which is a 

conceptual model for thinking about, characterizing and standardizing the different functions 

necessary for a telecommunication or computing system, without regard to its underlying structure. 

Wikipedia notes ISO/IEC 7498-1 “is a conceptual model that characterizes and standardizes the 

communication functions of a telecommunication or computing system without regard to its 

underlying internal structure and technology. Its goal is the interoperability of diverse 

communication systems with standard protocols.”1 The specification of the ISO 7-layer model 

predates the development of the internet. The ISO 7-layer model is thus described as a good way to 

talk about networks but no longer a suitable way of building them. Despite there not being an exact 

match between the vocabulary of the ISO 7-layer model and the architecture of the internet today, 

because the different functions necessary for a computing system remain the same. 

25. When an email message is sent, it moves first from the sender’s computer to a mail 

server. That mail server locates the recipient’s mail server and initiates a transmission of the 

email’s data stream to the recipient. Messages, such as emails, must be formulated into a layer-4 

                                                
1 Wikipedia, “OSI model,” https://en.wikipedia.org/wiki/OSI_model (last updated Sep. 6, 2018). 
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stream (pursuant to the Transmission Control Protocol, or TCP). As part of the delivery process, 

this layer-4 stream is divided into individual packets, each transmitted separately. When the 

packets are presented to the next layer, the routing layer (layer 3), the routing devices (routers) 

choose the “next hop” of the transmission path based on their routing tables (which are used to 

determine where data packets traveling over a network will be directed). That hop delivers the 

packet to another router, which uses its own routing tables to continue to move the packet closer to 

its destination. At the time a packet is transmitted via these routers, there is no central control and 

no global specification of the path to be taken. Misconfigured routers can cause packets to be 

routed in circles, never to reach their destination.  

26. The most important concept for this declaration is that, on the internet, routers 

(networking devices) determine the path taken by a packet—not circuits. This is an important 

distinction between the Internet and phone networks. Circuits are discrete (specific) paths between 

two or more points along which signals can be carried over the internet. Although there are actual 

circuits (usually fiber optic circuits) involved in the Internet, and although data is ultimately 

transmitted over those circuits, these circuits do not have any involvement in determining the path 

taken by a packet. This is a job performed only by routers, and they can decide to send different 

packets along different routes/circuits. Because routers are aware only of their connections to the 

“next hop” and not of any global end-to-end path, it is theoretically possible (though unlikely) for 

each packet in a transmission to take a different path to their mutual destination. 

27. Next, the routing device presents the packets to the next layer, the network layer 

(layer 2). If a layer-3 device (e.g., a router or server) presents to a layer-2 network (e.g., a fiber link 

or an ethernet) a packet that is too large for it, the layer-2 device is expected to divide that 

overlarge packet into fragments (each of which meets its size limitation) and transmit each 

fragment separately. The ultimate recipient must reassemble fragments into packets before the 

packets can be reassembled into a data stream. Different fragments can be routed over different 

paths across the internet.  

28. There are two fundamentally different approaches to network reliability. Neither has 

a formal name but they are often described in classrooms and conference halls as “fortification or 
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agility” or “strength vs flexibility.” You can build a network so that each component is as strong 

and reliable as you know how to make it, or you can build a network whose components are 

adequately strong and adequately reliable but count on nimbleness in the software to re-route data 

away from broken devices and damaged connections. Internet engineers usually refer to this re-

routing phenomenon by saying “the internet routes around damage.” In combat situations it is very 

difficult to destroy an internet-technology communication system by destroying its components, 

because surviving components will find a path that does not traverse the damaged component.  

29. It is very difficult to track the path taken by a particular packet. There are test 

procedures (“traceroutes”) that will send probe packets and report the path they took, but traceroute 

says nothing about the path taken by a previous packet, or that will be taken by the next packet.  

30. The sender of an email can neither specify nor determine the hop-by-hop routing 

path taken by the packets comprising that data stream initiated when they send their message. In 

the vocabulary of the internet, the creation of this routing path is called “making a TCP connection 

to the recipient.” A TCP connection has very little in common with, say, a telephone connection, 

because the creation of a TCP “connection” does not involve reserving resources along the 

transmission path or even establishing a transmission path. If the transmission path were fixed at 

the time that the sending began, reliability would suffer because it would not be possible for the 

intermediate routers to make changes to that path to bypass failure or link saturation. (It does cause 

the recipient mail server to reserve resources for the inbound stream data, which makes it accept 

data faster).  

31. The bottom layer (layer 1), is the physical layer. This layer is responsible for 

sending bits across circuits. The term “internet backbone” has been used colloquially, including by 

the media, the PCLOB, and courts (including the Court and parties in this case), to refer to the 

long-haul circuits (usually fiber optic circuits) of individual large-scale ISPs like AT&T. The term 

harkens back to the early days of the internet, in the 1980s, when a single network, the National 

Science Foundation Network (NSFNET), linked together supercomputing centers at research and 

academic institutions across the country. In 1994, the Clinton Administration decommissioned 

NSFNET and privatized the network, handing the job of carrying long-distance internet traffic over 
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to various commercial firms. For the convenience of the Court, I use “internet backbone” in that 

colloquial sense for purposes of this declaration.  

32. Because optical fibers are small and relatively fragile, they are encased in multiple 

layers of strong protective material. Because the installation of fiber optic cable is very labor-

intensive, the installers usually buy cables with dozens or hundreds of individual fiber strands. It is 

a huge amount of work to lay a fiber optic cable on the ocean floor, so installers want that cable to 

have as many strands as circumstances permit. It is common to see land-based fiber optic cables 

with 768 strands. Undersea cables necessarily have many fewer strands (one recent high-

performance transpacific cable has 6 strands); this is because the undersea cables must have signal-

boosting amplifiers at intervals along the ocean floor, and those amplifiers require electric power. 

The electric power must be piped in from one of the ends of the cable. This imposes practical 

limitation. Because 6 strands used directly are not enough to meet huge and growing transmission 

requirements if each fiber were to carry only a single transmission channel, fiber operators 

multiplex numerous transmissions in one strand using different colors of light (a process called 

Wave Division Multiplexing, or WDM).  

33. Wave Division Multiplexing of unrelated transmission channels puts a big burden 

on a would-be wiretapper. If you want to tap a fiber-optic cable to look for certain kinds of traffic, 

you must not only access the optical signal, you must demultiplex it into its component wave-

divided channels. Like most electronic technology, WDM devices are improving, but at the 

beginning of the time frame we are discussing, 12-channel WDM multiplexors on long fiber 

strands were common. The owner of the fiber can send 12 times as much data over it, but the 

would-be wiretapper must demultiplex the channels to extract those of interest. If all 12 WDM 

channels are of interest, it normally takes 12 monitoring devices to watch them all. As we have 

noted previously, packets and fragments that are part of the same email stream transmission can be 

routed over different paths using different fibers and/or different wavelengths of that fiber. Putting 

a tap at the point where an undersea cable reaches land is certainly possible, but it is much more 

complex than putting a tap in some place where the ISP has already done the work of 

demultiplexing.  
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34. Unless all parties to a communication are customers of the same ISP, then at some 

point a transmission must be handed from the sender’s ISP to the recipient’s ISP. ISP’s have 

historically been suspicious and untrusting of one another, and creating a link between two of them 

required difficult negotiations. No ISP wanted to put equipment on a competitor’s premises. 

Locations that did not belong to any ISP, used only for the purpose of interconnection, were 

originally called NAPs (Network Access Points). If two ISPs connected at a NAP and each saw the 

other as being approximately its peer in size and capacity, then they would sign a “peering 

agreement” whereby neither would charge for the handoff. If one ISP was much larger than the 

other, then the larger ISP would usually refuse to “peer,” instead requiring that the smaller ISP 

become its customer instead of its peer. Within 5 years after this type of agreement became 

common, the vocabulary had evolved. All of it was called “peering,” and the vendor/customer 

relationship was called “paid peering.” People stopped calling these facilities NAPs and started 

calling them “peering points.” Peering points are the buildings where “peering links” are located. 

Today, even the term “paid peering” is unusual. It is all called “peering”; sometimes money 

changes hands and sometimes it does not. 

35. The Privacy and Civil Liberties Oversight Board (PCLOB) Report’s phrase “the 

flow of communications between communication service providers” is a description of peering 

links.2   

36. If both the sender and recipient of an email message use large ISPs, then a single 

connection between those two ISPs might be sufficient to deliver the message. The sender’s ISP 

routes the message to the closest facility where it peers with the recipient’s ISP, and hands it off to 

them at that peering point. But if either or both of the parties to a communication use smaller ISPs, 

or overseas ISPs, then the path between them is complicated enough to require multiple handoffs at 

multiple peering points. I have seen situations in which 9 ISPs and 8 peering-point handoffs are 

involved in the transmission of one email message. Since AT&T is a large ISP, it is not unusual for 

email messages to transit its network even when neither the sender nor the recipient is an AT&T 

                                                
2 PCLOB Section 702 Report, at 35. 
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customer. AT&T provides internet service to a large number of other companies, many of which 

connect at peering points.  

The Technological Setup Of AT&T’s 611 Folsom Street Facility Copies And Redirects All 
Communications Passing Over All Of The Peering-Link Fibers Into Which The Splitters 

Were Installed. 

37. The AT&T documents establish (Ex. B to the Klein Declaration, “SIMS Spitter Cut-

In and Test Procedure OSWF Training, Issue 2,” at p. B-20) that AT&T’s 611 Folsom Street 

Facility served as a “Service Node Routing Complex” (SNRC) (AT&T’s phrase for a “peering 

point,” a facility in which peering connections are made) where AT&T’s telecommunications 

network “peered” with the following internet networks: ConXio, Verio, XO, Genuity, Qwest, 

Allegiance, Abovenet, Global Crossings, C&W, UUNET, Level 3, Sprint, Telia, and PSINet. 

AT&T’s 611 Folsom Street Facility also peered with circuits to two Internet Exchange Points, 

MAE-West (Metropolitan Area Exchange, West) and PAIX (Palo Alto Internet eXchange).  

38. According to Mr. Klein’s declaration, he personally observed a “splitter cabinet” 

during his work as a technician at AT&T at the 611 Folsom Street Facility, because he and one 

other technician were required to connect new fiber optic circuits to the “splitter cabinet.” He also 

testified that starting in February 2013, the “splitter cabinet” split the light signals that contained 

the communications in transit to and from the internet networks listed in the previous paragraph  

39. In the course of preparing this declaration, I independently analyzed the AT&T 

documents and the statements made by Mr. Klein in his declaration. I do not rely on Mr. Klein’s 

description of them. For purposes of this analysis I accept as true the statements made in his 

declaration describing how the splitters operated, what peering points they were connected to, and 

that they created a complete copy of the light signals crossing those peering points, as these are all 

facts within his personal knowledge and observation. I do not rely on any further conclusions Mr. 

Klein drew from those facts he observed; instead, I analyze those facts independently. AT&T 

Director of Asset Protection Russell testified that the documents attached to Mr. Klein’s 

declaration are authentic AT&T documents, and I accept this testimony as true. 
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40. While I was an employee Lucent, as the Laboratory Director of Bell Labs Research 

Silicon Valley, while exploring Lucent’s optical products, I discovered the splitter devices 

described in the Mr. Klein’s declaration in a catalog and then went to see one in person at Lucent's 

headquarters in New Jersey. I read all of Lucent’s documentation on the splitter devices at that time 

and am familiar with the technology.  

41.  A “splitter” is a communication device that accepts one input and produces 

multiple outputs, each being a replica of the input. They are almost universal in cable TV 

installations: the inbound TV cable is connected to a splitter, each of whose outputs being 

connected to some device that uses the cable TV signal. An optical splitter has the same function: it 

accepts one inbound beam of light and produces two or more outbound beams of light. The 

splitters described by Mr. Klein are ADC 50/50 units (referred to in the ADC catalog as 1x2 

splitters), accept one inbound optical fiber connection and deliver two outbound optical fiber 

connections, each of which has a (slightly diminished) copy of the input. If the transmission being 

monitored is carried over a wire, then an electrical splitter must be used. If the transmission being 

monitored is carried over a fiber optic cable strand, then an optical splitter must be used. 

42. The machinery at AT&T’s 611 Folsom Street Facility descried in the AT&T 

documents and in Mr. Klein’s declaration collected all communications passing over all of the 

peering-link fibers into which the splitters were installed, and any other new circuits on which he 

installed splitters. 

43. The AT&T documents describe a secret, private “backbone” network separate from 

the public network where normal AT&T customer traffic is carried transmitted.  

44. The AT&T documents also explain that the fiber optic cables were cut, and that 

fiber optic splitters were installed at the cut point. 

45. The AT&T documents describe a system with massive, real-time surveillance 

capabilities. For example, it includes a NARUS 6400, a computer that can:  

• Simultaneously analyze huge amounts of information based on rules provided by 

the machine operator. 
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• Analyze the content of messages and other information, not just headers or routing 

information. 

• Conduct the analysis in “real time,” rather than after a delay. 

• Correlate information from multiple sources, multiple formats, over many protocols 

and through different periods of time in that analysis.  

46. Mr. Klein testified that the second cable was routed into a room at the facility whose 

access was restricted to AT&T employees having clearances from the National Security Agency 

(NSA). The documents indicate that similar facilities were at the time being installed in Seattle, 

San Jose, Los Angeles, and San Diego. The documents also reference a somewhat similar facility 

in Atlanta. 

47. This infrastructure is capable of monitoring all traffic passing through the fiber optic 

cables connected to the splitters at the peering point (some of it not even from AT&T customers), 

including voice-over-IP (VoIP), data, fax, whether international or domestic. This does not include 

non-VoIP voice going over the 4ESS switches, or AT&T to AT&T (within network) 

communications, which would not pass through the peering links.  

It Is Highly Likely That Plaintiffs’ Communications Traveled Through the  
“Backbone”-to-Network Peering Link at the AT&T 611 Folsom Street Facility. 

48. Because internet routing is so volatile, and because many email communications 

will be routed over temporary routes chosen by a router, it is unfathomable to me that in 17 years, 

at least one of plaintiffs’ communications did not travel via the peering points at AT&T’s 611 

Folsom Street Facility, a major Internet peering point. The same is true for any other major peering 

point. It is thus highly likely that plaintiffs’ communications traveled through the peering link at 

the AT&T 611 Folsom Street peering point. 

49. For plaintiffs who are AT&T internet customers, it is even more likely, given that 

their communications would have travelled over AT&T’s network so frequently. Anytime an 

AT&T customer sends a communication over the internet to a non-AT&T customer, that 

communication has to pass through a peering point with another network.  
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50. It is still highly likely, even for plaintiffs who were not AT&T internet customers, 

that their communications traveled through the peering link at the AT&T 611 Folsom Street 

peering point, as a function of communication with AT&T customers. Anytime a non-AT&T 

customer sends a communication over the internet to an AT&T customer, that communication has 

to pass through a peering link from another network to the AT&T network.  

51. This is particularly true for individuals located in San Francisco and Los Angeles, 

given the high likelihood that their communications—whether to or from an AT&T customer—

would be routed through the San Francisco peering link.  

52. Whenever a data path develops problems (from overload, damage, equipment 

failure, etc.) the routers instantly compute a new path and adjust packet routing accordingly. There 

is potential for any traffic to pass through any node as a result of automatic temporary re-routing. 

53. Real-time routing decisions are so common, and the routers are routing so many 

packets, that recording dynamic and temporary changes to network routing would be a burden. It is 

therefore not customary to keep logs or records of those dynamic re-routing decisions. 

54.  Routers normally do not have mass storage such as hard drives, so any record-

keeping of real-time routing decisions would require sending data from the router to a logging 

device. This would decrease the routing capacity of the router. As a result, I am not aware of any 

ISP anywhere that keeps records of its dynamic routing updates—except during specific (and rare) 

diagnostic events. 

It Is Highly Likely That The Plaintiffs’ Communications Have Been Copied And 
 Redirected By The Splitter Assemblies Described By Mr. Klein. 

55. Choosing what to copy and what not to copy involves significant amounts of 

computing and database access. If a splitter is inserted in an internet data path, it would be very 

burdensome on that ISP if the computations of what to copy or not copy took place inline. The only 

reasonable process is to make a copy of everything and send it to an external system that would 

decide what to keep and what to discard. All of the communications that pass through a monitored 

fiber are copied and redirected. Some device then reconstitutes the individual transactions and 

decides which ones to keep and which ones to discard.  
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56. As a result, it is likely that at least one of plaintiffs’ communications were copied 

and redirected by the splitter assemblies described by Mr. Klein, along with all of the 

communications passing over the peering-link fibers into which the splitters were installed. 

Perhaps plaintiffs’ communications were not retained after they were analyzed, but they were 

certainly in the possession of the NSA until that analysis was completed.  

(A) Mr. Klein describes a technological setup that passively copies all traffic over the 
peering links—not a system that monitors traffic to determine what to copy and 
what not to copy.  

57. It is standard practice for companies that move data around as a business to 

purchase devices with computing resources that are a little bigger, but not a lot bigger, than they 

will need on the two days out of the year when they expect the most daily traffic—peak times. 

Monitoring and deciding whether to make a copy of a communication at that scale inside an 

electronic device, such as a router, would require using a significant portion of the device’s 

computing resources, and thus throwing away the purchased computing capacity to conduct 

monitoring. This would cause the device to run slower, and if you didn’t purchase a device with 

enough computing power, there would be an overload at peak times. Since no one in the industry 

uses routers to analyze data for monitoring, I have no source of data from which to quote numbers. 

However, based on knowledge of what computer chips are inside a router and what computer chips 

are inside a computer, I believe that it is safe to say that placing an email monitoring function 

inside a router would use 90% of the capacity of that router. All modern high-capacity routers 

perform “cut-through routing,” which means that the routing decisions are made by the peripheral 

device controllers and not by the main router’s central processing unit (CPU). Any content analysis 

would require disabling cut-through routing and referring all inbound traffic to the router’s central 

computer, which by itself would cause a 50% slowdown. 

58. There is significant innovation in the computer industry, and newer devices tend to 

be cheaper. The particular hardware and software used to copy and redirect communications 

transiting AT&T’s peering links in Northern California and elsewhere may have changed over the 

years, but the factors requiring the basic architecture to copy and redirect Internet communications 
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transiting those peering links for further filtering and analysis is economic and not technical. 

Evolution in monitoring technology does not affect my conclusion that plaintiffs’ communications 

were copied and redirected by the splitters.  

(B) Monitoring “to” and “from” addressing information from an email in transit 
requiring first capturing and reassembling the entire email, including the 
message contents. 

59. Monitoring the “to” and “from” addressing information in an email requires first 

capturing and reassembling most of the body of the email. The demarcation in an email message 

between its header and body is just a textual blank line, and you cannot find that blank line without 

assembling all of the message to that point.  

60. Message assembly is done from packets, and packets typically have more than 1000 

characters in them, sometimes more.  

61. To find the boundary between the “to” and “from” addressing information and the 

body of the message it is necessary to capture as much as 1500 characters of the message payload, 

and these characters must correspond to part of the message that includes the “to” and “from” 

addressing information. The PCLOB Section 702 Report, however, states, “If a single discrete 

communication within an MCT [multiple communications transaction] is to, from, or about a 

Section 702–tasked selector, and at least one end of the transaction is foreign, the NSA will acquire 

the entire MCT.”3 This means that the NSA architecture captures and reconstitutes an entire 

transaction (message) before analyzing any of it, because if it did otherwise, it would not need to 

acquire the entire MCT once it had acquired the segment of interest. This means that the NSA has 

captured the entire contents of an email message even if they intend to look at its “to” and “from” 

addressing information. 

/// 

/// 

/// 

/// 
                                                
3 PCLOB Section 702 Report, at 39. 
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Conducting Surveillance at the Peering Links Between AT&T’s  
“Internet Backbone” and Non-AT&T Internet Providers Is Consistent With  

Surveillance Aimed At “One-End Foreign” Communications. 

62. Conducting surveillance by copying and redirecting communications in the manner 

described by the AT&T documents and Mr. Klein’s testimony is consistent with surveillance aimed 

at “one-end foreign” communications transiting the “Internet backbone.”  

63. First, capturing the raw contents of an intercontinental fiber does not ensure that you 

will capture all desired communication. If you wait until other devices have merged and 

reassembled the fragments of the communication (some of which might have been routed over 

different fibers from others) you can be much more confident that you are capturing the intended 

communications. By the time the communications devices have merged and reassembled the 

fragments of international traffic into messages that can be analyzed, significant domestic traffic 

will necessarily have been combined with it. 

64. Second, as described above, because every router involved in a message 

transmission makes its own decisions about the next hop in the message’s journey, a router may 

determines that the best path for a San Francisco to Dallas transmission is to route it via Tokyo. 

Given that Internet service providers routinely store email message contents all over the world,4 

this is a relatively common phenomenon. Given the way information is routed over the Internet, 

using a splitter to copy all communications traveling across a node and then redirecting those 

communications in the manner described by the AT&T documents is a logical and unsurprising 

approach in order to ensure that all one-end foreign communications are captured. The PCLOB 

Section 702 Report says that the NSA conducts “technical measures, such as IP filters . . . to 

prevent the intentional acquisition of wholly domestic communications.”5 IP filters are only 

necessary because the peering links do not contain only one-end-foreign communications, but also 

                                                
4 ISPs store email messages while they wait for you to check your mail. What it means to “check 
your mail” is that you instruct your computer to contact the server computer on which your ISP 
stores your mail. ISPs do not normally reveal the location of such computers. 

5 PCLOB Section 702 Report, at 41.  
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wholly domestic communications . It is logical and unsurprising for such IP address filtering to 

occur after a splitter to copy all communications traveling across a node. 

I declare under penalty of perjury under the laws of the United States that the foregoing is 

true and correct. 

DATE: September 27 , 2018 

Case No . 08-CV-4373-JSW -18-
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I, Matthew Blaze, declare as follows: 

1. I have been asked by counsel for plaintiffs to apply my expertise and experience to 

examine and analyze evidence described below.  After setting forth my background, I summarize 

my conclusions and then explain the basis and the reasoning supporting my conclusions.  If called 

as a witness, I could and would testify to the matters stated herein. 

2.  Based on my expertise, and after carefully reviewing all of the documents in this 

case, I believe it is highly likely that the communications of all plaintiffs passed through peering-

link fibers connected to the splitter (and thus the splitter itself) that Mark Klein describes at the 

AT&T Folsom Street Facility.  From a technical perspective, the interception architecture 

described in the AT&T documents and in Klein’s declaration is a logical and unsurprising 

approach for a high-volume bulk interception operation, including interception targeting “one-end-

foreign” communications.  

BACKGROUND 

3. I am currently employed a full professor of computer and information science at the 

University of Pennsylvania, in Philadelphia, where I teach graduate and undergraduate classes, 

conduct research, and handle various administrative matters. The focus of my research is on 

computer and network security, cryptography, surveillance and interception technology, and 

related subjects.  However, I make this declaration entirely on my own behalf. 

4. In 1993, I received my PhD in computer science from Princeton University.  The 

focus of my dissertation was networking and large scale distributed systems. 

5. Since 2004, I have held my current position on the faculty at the University of 

Pennsylvania.  From 1992 through 2004, I was a member of the research staff at AT&T 

Laboratories in New Jersey (known for part of that period as AT&T Bell Laboratories).  While at 

AT&T, I conducted research and led research projects in computer and network security, 

cryptography, surveillance and interception technology, and other topics.  (I note that this 

declaration does not rely on any proprietary information entrusted to me during my employment at 

AT&T.) 
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6. Over the course of my career, I have produced over 100 publications related in some 

way to my research in computer security, networking security, cryptography, and/or surveillance. 

These include scholarly-refereed journal articles, refereed conference papers and workshop papers, 

as well as standards documents, written testimony, and articles such as op-eds in the popular press.  

This includes one scholarly-refereed journal articles that I co-authored with Steven M. Bellovin, 

Susan Landau, and Stephanie K. Pell, entitled, “It’s Too Complicated: How the Internet Upends 

Katz, Smith, and Electronic Surveillance Law,” published in Vol. 30 of the Harvard Journal of Law 

in 2016, which outlines in detail the network architecture of the Internet.1  

7. I have been engaged as an expert in various litigation matters related to my expertise 

from time to time, most often in patent cases. I have testified in deposition numerous times and at 

trial approximately five times. 

8. In addition to my professional training and conclusions, I have relied on the 

following information, as explained in more detail below: Privacy and Civil Liberties Oversight 

Board Report on the Surveillance Program Operated Pursuant to Section 702 of the Foreign 

Intelligence Surveillance Act (July 2, 2014)  (“PCLOB Section 702 Report”); the Foreign 

Intelligence Surveillance Court order issued on October 3, 2011, for the interception of Internet 

content on October 3, 2011 (“FISC Oct. 3, 2011 Opinion”); the Foreign Intelligence Surveillance 

Court order issued on September 25, 2012, released by the government as a result of FOIA 

litigation with the American Civil Liberties Union (“FISC Sept. 25, 2012 Opinion”); the Classified 

Declaration of Deborah A. Bonanni, National Intelligence Agency Deputy Director (Dec. 20, 2013) 

(“NSA Deputy Dir. Fleisch Classified Decl.”); the Section 702 Congressional White Paper entitled 

“The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence 

Surveillance Act” (“FISA White Paper”); the AT&T documents attached to the Declaration of 

Mark Klein; the facts and events personally observed by Klein, as set forth in his declaration; and 

an the facts and events personally observed by James Russell, as set forth in his declaration.  I do 

                                                
1 Steven M. Bellovin, Matt Blaze, Susan Landau, Stephanie K. Pell, It's Too Complicated: How the 
Internet Upends Katz, Smith, and Electronic Surveillance Law, 30 Harv. J.L. & Tech. 1 (2016). 
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not rely on the conclusions Klein or Russell draw from those facts and events described in their 

declarations; instead I have conducted my own analysis of those facts and events.  

9. I am not receiving any compensation for my work as an expert in this matter. 

SUMMARY OF CONCLUSIONS 

10. My conclusions can be summarized as follows: 

11. First, assuming the splitter described by Mr. Klein (or similar technology) exists as 

described, it likely copied and redirected plaintiffs’ communications. 

12. Second, to extract the “to” and “from” fields from email messages transiting the 

Internet (what the government calls “Internet metadata”) it is necessary to first acquire the entire 

contents of the message.  This is because the “to” and “from” fields are found in the same 

communications layer as the content of the email message.  

13. Third, conducting surveillance at the peering connections between AT&T’s Internet 

backbone and non-AT&T Internet providers is consistent with Privacy and Civil Liberties 

Oversight Board (PCLOB) and Foreign Intelligence Surveillance Court (FISC) disclosures about 

the government’s Internet surveillance. 

14. Fourth, conducting surveillance at the peering connections between AT&T’s 

Internet backbone and non-AT&T Internet providers is consistent with surveillance aimed at “one-

end foreign” communications. 
 

EXPLANATION OF THE BASIS FOR MY CONCLUSIONS 
 

How Communications Travel On The Internet 

15. The Internet is a packet-switching network.  That means that communications are 

broken into small packets, each of which may be routed a different way through the 

communications network.  The packets are then reassembled at the communications endpoint, 

where they are received as, for example, an email, video, or webpage. 

16. In the conventional description, computer network technology is organized as a 

“stack.”  From the bottom down, the “layers” are physical, link (or data link), network, transport, 

and application.  The layer names come from the reference architecture of the Open Systems 

Interconnection (OSI) standard.  The layers are often referred to by number, rather than by name 
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(e.g., the physical layer is “layer 1”; the link layer is “layer 2”; and so on).  Though the OSI 

protocols, which predate the Internet, are now largely defunct, the terminology has lived on even 

though it is not a perfect match for today’s Internet architecture.  For example, while the OSI 

standards included 7 layers, two additional layers than those listed above, on the internet there are 

no equivalents to OSI layers 5 (a session layer) and 6 (a presentation layer); some of the layer 6 

functionality, however, often appears as part of layer 7 (the application layer).  Given the history 

behind the development of modern day internet networking standards, there continues debate 

amongst network engineers about the precise number of layers to include in descriptions of how 

information travels across the Internet and the precise terminology used to describe these layers, 

but the functionality remains the same.  

17. Each layer in the stack offers a specific set of services (provided via software) to the 

layer immediately above it, and requests services from the layer below it.  As information travels 

across the Internet, these services are typically carried out via a string of digital devices: a layer on 

one device talks to the corresponding layer on the next device.  These services are not provided in 

the network but on the “edges.”  Data in the application layer (OSI layer 7), and transport layer 

(OSI layer 4) are not processed by intermediate routers in the Internet.  The communications in the 

application and transport layers are end-to-end communications from Host A (the originating or 

“source” computer) to Host B (the receiving or “destination” computer).   For example, web 

servers and email servers are not generally part of the Internet infrastructure itself, but rather are 

provided by ordinary computers at the “edge” of the Internet, generally operated parties other than 

the ISP.  

18. Different protocols govern the communications between layers and between devices 

on the same layer.   

19. The top layer, the application layer, supports application and end-user processes.  

The application layer provides the basis for e-mail forwarding and storage.  It allows a user to pass 

information to a network.  For example, the software application that you type an email into using 

your computer and the software application displaying it on the other end function at the 

application layer.  The application layer uses a variety of different protocols.  
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20. The transport layer accepts data from the application layer, splits it up into smaller 

units, passes these data units (also called “packets” or “datagrams”) to the network layer, and 

ensures that all the pieces arrive at the other end.  It also reassembled packets on the other end by 

putting data back together in the correct order.  These services are conducted via the Transmission 

Control Protocol (“TCP”).  TCP, for example, will retransmits any packets are dropped by the next 

layer, the network layer, during transmission to ensure that all packets necessary to reconstruct the 

data sent arrive at the destination computer.  At the transport layer, a packet includes a TCP header, 

which includes a port numbers, which act as the internal address within the destination computer.   

It is fundamental to the design of the Internet that TCP headers are end-to-end; they are not 

processed by intermediate routers in a network.  This means that the contents of the TCP header are 

created by one end system and are relevant only to the computer at the other end of the connection. 

Unlike the network layer, intermediate routers do not ordinarily examine or otherwise rely on TCP 

headers. In other words, the data transmitted with TCP and in the TCP header is not, from an 

Internet design perspective, shared with other parties.  The only true party to TCP communications 

is the destination computer at the other end of the connection. As far as the network is concerned, 

TCP headers are just unexamined content. 

21. The network layer accepts packets from the transport layer and routes and delivers 

those packets from source to destination across multiple networks.  Gateways—such as router, 

firewall, server, or others device that enables traffic to flow in and out of a network—function at 

the network layer.  The network layer uses the Internet Protocol (“IP”) to route and deliver packets.  

At the network layer, each packet includes a “header” that describes what the packet is, along with 

where the packet is going and where it came from, in the form of Internet Protocol addresses (or 

“IP addresses).  Whereas a port number more or less is similar to a room in a building, an IP 

address is similar to the building’s address. 

22. The information contained within packet headers—whether the IP header or the 

TCP header—is distinct from the “to,” “from,” and “subject line” information contained within an 

email.  The “to,” “from,” and “subject line” information of an email can be viewed only at the 

application layer, after packets are reassembled via TCP/transport level.  As a result, IP-based 
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communications render content/non-content distinctions in email functionally meaningless. 

Networks—and specifically, the routers and the links that connect them—are concerned solely 

with packet delivery from a source IP address to a destination IP address, and not the contents of 

the packet.  

23. The link, or data link, layer provides the protocol mechanisms needed to send and 

receive packets on a single network.  The link layer first forms “frames” (or protocol data units”) 

from the packets it receives from the network layer and sequentially transmits the frames to the 

physical layer.  The link layer creates frames by dividing the streams of bits received from the 

network layer into manageable data units, typically a few hundred or few thousand bytes.  The link 

layer then transfers these frames between adjacent network nodes (or “peering links”) in a wide 

area network (WAN), a computer network that extends over a large geographical distance/place, or 

between nodes on the same local area network (LAN) segment, a computer network that 

interconnects computers within a limited area such as a residence, university campus, or 

courthouse, such as a Wi-Fi or Ethernet.  Each frame has a header, describing, for example, the 

source Ethernet address and the destination Ethernet address.  (Just as with IP and TCP headers, the 

information contained within a frame header is completely distinct from the “to,” “from,” and 

“subject line” information contained within an email.)  The receiver typically confirms correct of 

each frame by sending back an acknowledgement frame.    

24. The lowest layer of the stack, the physical layer, cover the physics of 

communication: the radio frequencies used, the voltages for traditional Ethernet, the electrical or 

optical properties of the physical connection between a device and the network or between network 

devices, and more.  This layer has no concern for the meaning of the bits; it deals only with the 

setup of physical connection to the network and with transmission and reception of signals. 

25. On the receiving end, the reverse happens.  The physical layer provides bits to the 

link layer, which reconstructs packets via frames.  The network layer accepts the packets from the 

link layer, and then, using the IP address information contained with the packet header, routes and 

delivers those packets to the destination address.  The transport layer, via TCP, accepts the packets 
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and reassembled them, putting the data together in the correct order so that it may be displayed in 

human-readable form via the application layer.  

26. Internet Service Providers (ISPs) provide service at the Network Layer discussed 

above by routing the packets to their destinations.  All Internet service providers, including AT&T, 

route traffic for variety of parties, including the inbound and outbound traffic for their own 

customers coming from or going to other computers on the Internet connected to other ISPs.  

AT&T also serves as what is known as a “backbone” provider, handling traffic not only for its own 

customers, but also “transit” traffic passing between other Internet service providers.  It is through 

large backbone providers such as AT&T that local Internet service providers are able to connect 

their customers to the entirety of the Internet.  The effect is that the packets passing within AT&T’s 

network (including in the San Francisco office) will include three kinds of traffic: that being routed 

between two AT&T customers, that being routed between AT&T customers and those of other 

ISPs, and that being routed between one ISP and another ISP.  All three kinds of traffic would be 

expected to have been included on split links sent to the NSA room in the San Francisco office. 

Given The Inherent Structure Of The Internet, Collecting “To” And “From” 
Addressing Information From Emails In Transit Requires Capturing All The 

Packets Related To The Email And Reassembling The Entire Email.  

27. Given the inherent structure of the Internet outlined above, there is no way to view 

or collect the “to” and “from” addressing information from an email messages by packet 

interception without first reconstructing the email message content by reassembling the contents of 

all of the relevant packets.  

28. The outdated conception of a bright line between content and addressing 

information (which is sometimes referred to as “metadata”) originates from early phone networks.  

Originally, metadata was a reference to the dialing, routing, addressing, and signaling (DRAS) 

information utilized in the Public Switched Telephone Network (or “PSTN”).    

29. Unlike the Internet, which is a packet-switched network, the traditional telephone 

network is a circuit-switched network, in which each communication builds a circuit that it uses 

exclusively for the duration of a call.  And unlike the Internet’s architecture, where the intelligence 
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is at the edges (in the connected computers, rather than in the network itself), in the phone network, 

the intelligence is centralized in the telephone company’s infrastructure: the phone switches.  As 

the only elements of that network with any sophistication, the phone switches must receive and 

process all signaling information (encoded as tones or dial pulses) to complete calls.  At the time of 

the development of the telephone network, this design was a practical necessity: the phones of the 

time were very simple devices with no computing or storage capability, and rotary dial phones 

were almost completely electromechanical save for a few passive electronic components.  

30. The essential architecture of the phone network was designed at a time when putting 

any but the most basic functions in telephones was technically and economically infeasible. The 

phone network’s design meant that most services had to be provided by the telephone companies, 

and the phone companies could offer only rudimentary services to their customers—notably dialing 

or answering a phone call.  Requesting a service was easy: you took the phone off the hook and 

listened for a dial tone.  You then dialed the number and the phone system (rather than the user’s 

phone) would do all the subsequent work needed to complete the call.  

31. Given the rudimentary communications model of the phone network, it was 

plausible for the courts to draw a bright line between content (a conversation, or perhaps a modem 

session) and metadata (DRAS information).  Even by 1979, however, as advanced features started 

to appear in the phone network, the line content and addressing information began to blur.   

32. IP-based communications, in contrast, render the content/non-content distinctions 

functionally far less meaningful.   

33. For example, in the phone system, “addressing” is straightforward: it is the task of 

specifying to the network the destination of a call, and an “address” is “a unique 10-digit number 

assigned to a main station, i.e., a phone number.  On the Internet, the link, network, transport, and 

application layers all have their own identifiers—and none of these identifiers include the email 

address listed in the “to” or “from” fields in an email.  From a technical perspective, the “to” and 

“from” information, along with the subject line and the text within the body email, is all content 

information, because, as described above, it can only be viewed at the application layer, after 

content has been extracted and reassembled from the packets. 
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It Is Likely That The Plaintiffs’ Communications Have Been 
Copied And Redirected By The Splitter Assemblies Described By Mr. Klein.  

34. As noted above, the Internet backbone is a complex network of communication 

links over which traffic is routed. A “splitter,” as used in this case, is a device that optically “splits” 

all communication on a link between two network nodes, creating an second link that can be 

connected to a third node. This effectively copies all the traffic on the original link to the third 

node, while leaving the traffic undisturbed between the original two nodes. It is, in effect, a 

specialized device for physically “wiretapping” the kinds of high-speed optical communication 

links that make up the Internet backbone. 

35. Klein testifies he personally observed and operated the splitter, and for purposes of 

this analysis I accept his description of how the splitters operated, what peering-link fibers they 

were connected to, and that the copied, as these are all facts within his personal knowledge and 

observation.  I do not rely on any further conclusions Mr. Klein drew from those facts he observed; 

instead, I analyze those facts independently. 

36. I independently analyze the AT&T documents and do not rely on Klein’s 

description of them.  I accept AT&T Director of Asset Protection Russell’s testimony that they are 

authentic AT&T documents. 

37. The system described by the AT&T documents and Klein’s personal observations 

does the following: “Taps,” via splitters, backbone communication links in the AT&T San 

Francisco facility, routing a copy of the traffic on these links to a secure room controlled by the 

National Security Agency (NSA). 

38. From a technical perspective—given that extracting the “to,” “from,” subject line, 

and text within the body of emails requires reconstructing all packets that comprise an email—this 

interception architecture, in which all the traffic passing across peering-link fibers is copied via a 

splitter and then filtered separately, is a logical and unsurprising approach for a high-volume bulk 

interception operation.  An alternative approach would involve scanning for and copying the 

desired traffic in the ISP’s routing infrastructure itself.  But such an approach would require 

significant changes on the part of the ISP, and could potentially degrade the ISP’s performance, 
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especially when large volumes of traffic are to be intercepted.  Another approach (common used 

for lawful interception of email by law enforcement) would dispense with the need for any packet 

interception by obtaining the data from the operators of the targeted users’ mail servers.  However, 

this approach requires the active cooperation of the various mail server operators, many of which, 

for international users, are located outside the jurisdiction of the United States.  

39. It is highly likely that the communications of all plaintiffs passed through the link 

connected to the splitter (and thus the splitter itself) that Klein describes.  

40. As the Internet “routes” communications through the network, the particular links 

through which a packet travels to its destination is a function of the state of the network at the 

precise instant a packet is sent, rather than an attribute of a particular connection.  

41. It is my understanding based on the available evidence that the AT&T San 

Francisco peering-link fibers to which the splitter was attached carried a high concentration of the 

international and domestic Internet traffic passing through the AT&T San Francisco facility.  That 

means that the link connected to the splitter would, in turn, have access to a large fraction of the 

traffic passing through the facility.  This would include Internet traffic of AT&T’s customers—

including traffic of plaintiffs who are AT&T Internet customers—as well as peering traffic of 

customers of other ISPs who communicate online with AT&T customers.   

42. Pursuant to the inherent architecture of the Internet, in order for a communication 

from an AT&T customer to reach a non-AT&T customer, that communication has to pass through 

a peering point with another network.  Likewise, a communication from a non-AT&T customer to 

an AT&T customer must has to pass through a peering point with another network. 

43. For those plaintiffs who are AT&T Internet customers, there is even more of a 

likelihood that their communications passed through the node connected to the splitter (and thus 

the splitter itself) that Klein describes, given that they would have been on AT&T’s network so 

frequently.  But it still highly likely that plaintiffs’ communications passed through the link 

connected to the splitter (and thus the splitter itself) that Klein describes, even if they were not 

AT&T Internet customers, as a result of communicating with AT&T customers.  
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44. The fact that all plaintiffs reside in either northern California or southern California 

also increases the likelihood that their communications passed through the node connected to the 

splitter (and thus the splitter itself) at the AT&T San Francisco facility, given the proximity of the 

San Francisco peering site and the high concentration of the international and domestic Internet 

traffic passing through it.  

45. The AT&T documents also suggest that there are similar splitter systems at other 

AT&T facilities.  If that is true, then that would only increase the odds that plaintiffs’ 

communications passed through peering-link fibers to which splitters were installed at AT&T 

peering points.  

46. It would not be surprising if the particular hardware and software used to copy and 

redirect communications transiting AT&T’s peering links in Northern California and elsewhere has 

changed over the years.  But as long as the basic architecture copies and redirects Internet 

communications transiting those peering links for further filtering and analysis, my conclusion that 

plaintiffs’ communications are likely subject to the initial copying and redirection remains valid.   
 

Copying And Redirection Of Plaintiffs’ Communications At AT&T’s Peering 
Links Is Consistent With The PCLOB’s Description And Other Government 
Disclosures Of The NSA’s Interception Of Internet Content For Purposes Of 

Selector Searching.  

47. The use of splitters or similar technology to copy and redirect communications 

transiting Internet backbone peering links as disclosed by the AT&T documents and Klein’s 

testimony is consistent with the disclosures by the Privacy and Civil Liberties Oversight Board 

(PCLOB).  The PCLOB states that the government’s interceptions occur “with the compelled 

assistance of providers that control the telecommunications ‘backbone’ over which telephone and 

Internet communications transit.”  PCLOB Section 702 Report, at 7.  

48. The PCLOB further states:  

a. The NSA “intercepts communications directly from the Internet 

‘backbone.’”  Id. at 124.   

b. The interceptions are of “communications that are transiting through circuits 

that are used to facilitate Internet communications, what is referred to as the ‘Internet backbone.’  
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The provider is compelled to assist the government in acquiring communications across these 

circuits.”  Id. at 36-37.   

c. “The NSA-designed upstream Internet collection devices acquire 

transactions as they cross the Internet.”  Id. at 39.   

d. “[U]pstream collection acquires ‘Internet transactions,’ meaning packets of 

data that traverse the Internet, directly from the Internet ‘backbone.’”   

e. The interceptions occur “in the flow of communications between 

communication service providers.”  Id. at 35.  That is a description of “peering links.”   

49. Other government disclosures also confirm that interceptions of Internet backbone 

communications are occurring:  “[T]he NSA collects electronic communications with the 

compelled assistance of electronic communications service providers as they transit Internet 

‘backbone’ facilities within the United States.”  NSA Deputy Dir. Fleisch Classified Decl., at 25.  

“NSA collects telephone and electronic communications as they transit the Internet ‘backbone’ 

within the United States.”  FISA White Paper, at 3. 

50. The Foreign Intelligence Surveillance Court (FISC), similarly confirms “the 

acquisition of Internet communications as they transit the ‘internet backbone’ facilities[.]”  FISC 

Sept. 25, 2012 Opinion, at 26.  

51. These descriptions are consistent with the splitters described by the AT&T 

documents and Klein that copy and redirect communications transiting peering links between 

AT&T’s backbone and other Internet providers. 
 

Conducting Surveillance At The Peering Connections Between AT&T’s 
Internet Backbone And Non-AT&T Internet Providers Is Consistent With 

Surveillance Aimed At “One-End Foreign” Communications. 

52. Conducting surveillance by copying and redirecting communications in the manner 

described by the AT&T documents and Klein’s testimony is consistent with surveillance aimed at 

“one-end foreign” communications transiting the Internet backbone. 

53. The PCLOB states: “Once tasked, selectors used for the acquisition of upstream 

Internet transactions are sent to a United States electronic communication service provider to 

acquire communications that are transiting through circuits that are used to facilitate Internet 
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communications, what is referred to as the ‘Internet backbone.’  The provider is compelled to assist 

the government in acquiring communications across these circuits.  To identify and acquire Internet 

transactions associated with the Section 702-tasked selectors on the Internet backbone, Internet 

transactions are first filtered to eliminate potential domestic transactions, and then are screened to 

capture only transactions containing a tasked selector.”  PCLOB Section 702 Report, at 36–37. 

54. The PCLOB further states that the NSA uses “technical means, such as Internet 

protocol (‘IP’) filters, to help ensure that at least one end of an acquired Internet transaction is 

located outside the United States.”  PCLOB 702 Report, at 38.  The NSA employs these “technical 

measures, such as IP filters . . . to prevent the intentional acquisition of wholly domestic 

communications.”  Id. at 41.   

55. IP filters are necessary only because the communications links the government 

monitors do contain wholly domestic communications, in addition to one-end-foreign 

communications.  Otherwise they would not need to be filtered out.  

56. From a technical perspective, the interception architecture described in the AT&T 

documents and Klein declaration is consistent with the NSA’s goal of conducting surveillance on 

“one-end foreign” communications, because use of a splitter to copy all communications traveling 

across a node ensures that all one-end foreign communications are captured, so that the NSA may 

then conduct IP filtering.  IP filtering at other places in the network itself would likely degrade the 

ISP’s performance.     

57. Further evidence that the communications links the government monitors do contain 

wholly domestic communications is the fact that, as the FISC has noted, “NSA’s upstream 

collection devices will acquire a wholly domestic ‘about’ [communication] if it is routed 

internationally.”  FISC Oct. 3, 2011, at 34. 

I declare under penalty of perjury under the laws of the United States that the foregoing is 

true and correct. 

DATE:  September 28, 2018 
 

 

                    
              Matthew Blaze 
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I, Ashkan Soltani, declare as follows: 

1. I have been asked by plaintiffs’ counsel to apply my expertise and experience to 

examine and analyze the evidence described below. In this declaration, I set forth my background, 

summarize my conclusions, and explain the basis and the reasoning supporting my conclusions. If 

called as a witness, I could and would testify to the matters stated herein. 

2. Based on my expertise and experience, and after reviewing documents in this case, 

plaintiffs’ use of cloud-based services such as webmail like Google’s Gmail and Yahoo email 

increases the likelihood that their communications would be subject to collection as part of a 

surveillance network such as the one described by plaintiffs, even if that network were intended to 

intercept only communications with an international nexus. 

BACKGROUND 

3. I am a technology researcher and consultant with a focus on matters of privacy, 

cybersecurity, and policy. I have 20 years of experience in industry, government, and media, 

including work at the White House, Federal Trade Commission (FTC), Washington Post, and Wall 

Street Journal. Among other honors, my work as a co-author of the Washington Post’s series on the 

National Security Agency (NSA) was awarded the 2014 Pulitzer Prize for Public Service. 

4. I am currently the principal at Soltani, LLC, where since 2012 I have acted as a 

court-recognized technology expert and provide research, analysis, forensics, and testimony for 

clients such as the FTC and Attorneys General of California, New Jersey, Tennessee, and Ohio.  

5. I received a Bachelor of Science degree in Cognitive Science with a minor in 

Computer Science from the University of California, San Diego in 1998. My studies focused on 

learning algorithms, collaboration, and data mining. 

6. Between 1999 and 2005, I was a professional services consultant at Sophos, Inc. I 

consulted on network security and architecture for clients such as AT&T, Bank of America, Cisco, 

Amazon.com, NTT Japan, and the US Department of Homeland Security.  

7. I received a Master of Information Management and Systems degree from the 

University of California, Berkeley in 2009.  

8. My master’s thesis, KnowPrivacy: The Current State of Web Privacy, Data 
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Collection, and Information Sharing, led me to serve as a consultant and investigative reporter for 

the Wall Street Journal’s What They Know series, which examined the state of online tracking. I 

developed methods and tools to identify tracking technologies and their use, including 

demonstrating evidence of price discrimination online. The What They Know series was a finalist 

for the 2009 Pulitzer Prize for Investigative Reporting. 

9. Between 2013 and 2014, I was the co-author of a series of articles documenting the 

extent of the NSA’s surveillance programs for the Washington Post. The series was awarded the 

2014 Pulitzer Prize for Public Service, the 2014 Loeb Award, and a 2013 Polk Award for National 

Security Reporting.  

10. In 2010, I served as one of the first staff technologists at the FTC’s Privacy and 

Identity Protection division. I conducted investigations into online security and privacy matters, 

including behavioral advertising, online tracking, and mobile privacy. I also assisted Commission 

staff in data gathering and forensics, analysis, reports, access letters, subpoenas, complaints and 

consent agreements on cases including Twitter, Google, Facebook, Myspace, and HTC.  

11. Between 2014 and 2015, I served as the Chief Technologist at the FTC, where I was 

responsible for guiding the Commission on technology policy issues relating to privacy, security, 

and consumer protection. I created and staffed a new Office of Technology Research and 

Investigation to lead the agency’s technical efforts.  

12. Between 2015 and 2016, I was a Senior Advisor at the White House Office of 

Science and Technology Policy (OSTP). Serving under the White House Chief Technology 

Officer, I was responsible for developing United States policy on emerging technology issues 

including privacy, artificial intelligence, and big data.  

13.  The conclusions that I draw below rely on my professional training and experience, 

in addition to the following information, as explained in more detail below: documents and 

interviews I reviewed while reporting on the NSA for the Washington Post, and documents 

published by Google and Yahoo. 

14. I am not receiving any compensation for my work as an expert in this matter. 

Case 4:08-cv-04373-JSW   Document 417-8   Filed 09/28/18   Page 3 of 6

ER 995

Case: 19-16066, 09/06/2019, ID: 11423769, DktEntry: 18-6, Page 160 of 262



 
 

Case No. 08-CV-4373-JSW -3-  
DECLARATION OF ASHKAN SOLTANI 

 

 
 

 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

 

 

SUMMARY OF CONCLUSION 

15. My conclusion can be summarized as follows: 

16. Plaintiffs’ use of cloud-based applications, such as webmail like Google’s Gmail 

and Yahoo email, increases the likelihood that their communications would be subject to collection 

as part of a surveillance network such as the one described by plaintiffs. For reasons related to 

availability, including disaster avoidance and server load, users’ communications and associated 

data, including email accounts, are rarely stored in a single data center but often span across 

multiple, redundant geographic data centers. A single draft email message, even prior to it being 

sent, may be copied across multiple disparate computing systems in case an outage occurs at any 

single instance. As such, the distribution of emails between these data centers happens frequently 

and does not require that users send or receive email—and this distribution is designed specifically 

to traverse geographic borders in order to provide geographic redundancy. Therefore, even if 

defendants’ Internet surveillance collection points are designed primarily to collect Internet traffic 

on foreign links or communications that originate or terminate outside the United States, it is likely 

that data belonging to users of cloud-based applications such as cloud email services passes 

through these collection points.  
 

EXPLANATION OF THE BASIS FOR MY CONCLUSION 
 

Large Providers of Cloud-Based Applications Store Data Such as the Contents of User Email 
Accounts Data Centers Located Around the World 

 

17. As providers of cloud-based applications have grown larger, they have developed 

sophisticated systems to store and retrieve data including the contents of user email accounts. 

18. A seminal paper published by Google in 2012 describes how one of these systems, a 

database named “Spanner,” operates.1 Spanner serves Google’s goal of ensuring that data in the 

database has “high availability” and “low latency,” that is, data is rarely if ever inaccessible, even 

in the face of failure of entire data centers, and that it can be retrieved and delivered to an end user 

with a minimum of delay. Spanner accomplishes these goals by breaking up data into segments or 

                                                
1 Google, Spanner: Google’s Globally-Distributed Database (2012), 
https://static.googleusercontent.com/media/research.google.com/en//archive/spanner-osdi2012.pdf 
(“Spanner paper”). 
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“shards,” which it moves dynamically between Google data centers. It relies on distributed atomic 

clocks and GPS sensors to synchronize the movement of shards at a highly precise time scale, 

allowing changes to be made rapidly to the same set of data at different places in Google’s network 

without leading to inconsistencies.  

19. Data “shards” in the context of Google Spanner are not to be confused with IP 

“packets,” which are the basic network data blocks in computer networking.  Depending on the 

specific configuration, each “shard” may include significant portions of content, including email 

messages, chat conversations, and attachments. If the NSA or other outsiders intercepted a single 

shard, they could glean significant information about the communications, including an entire 

email or chat. Even if a shard did not contain a complete communication, interception of multiple 

shards would allow the entire communication to be reconstituted.  

20. As a result, the location of individual shards in these data centers frequently 

changes. For example, “Spanner automatically reshards data across machines as the amount of data 

or the number of servers changes, and it automatically migrates data across machines (even across 

datacenters) to balance load and in response to failures.”2  

21. Spanner is used to manage the distribution of Google’s Apps, including its Gmail 

email service. Therefore, shards of Google Apps user data, including the contents of Gmail users’ 

accounts, are moved frequently between Google data centers as Spanner manages load on Google’s 

network and ensures the availability of this data. 

22. Google operates approximately 15 data centers located in North and South America, 

Europe and Asia.3  

23. Yahoo operates similar databases to Spanner to manage and distribute data 

including the contents of email accounts among its global data centers.  

24. Therefore, an email message belonging to a user of a cloud-based email service may 

move frequently between locations around the world even without action by the user. 

                                                
2 Spanner paper at 1. 
3 See Google, Data center locations, 
https://www.google.com/about/datacenters/inside/locations/index.html. 
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25. Due to the dynamic nature of Spanner and similar databases employed by Yahoo, it 

is likely that a program designed to conduct surveillance on the Internet backbone, even one aimed 

specifically at foreign Internet links or communications between individuals outside the United 

States would result in the collection of even purely domestic communications belonging to 

American users of cloud-based applications located in the United States. 

 

I declare under penalty of perjury under the laws of the United States that the foregoing is 

true and correct. 

 

DATE:  September ___, 2018 
 

 

                    
              Ashkan Soltani 
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I, Carolyn Jewel, hereby declare: 

1. I am a plaintiff in this action, and I reside in Petaluma, California. I am a database 

administrator. I am also a published author of fiction. The facts contained in the following affidavit 

are known to me of my own personal knowledge and if called upon to testify, I could and would 

competently do so. 

2. Attached at the end of this declaration is a table describing the various Internet and 

phone services to which I have subscribed, along with a list of other Internet-based services, 

platforms, and communications tools I use in my personal and professional capacities. A summary 

of those activities is included below. 

Internet Service and Use 

3. I have received Internet service from various services provided by AT&T since 2000. 

4. I began receiving Internet service from AT&T in 2000 when I subscribed to its 

Worldnet dial-up service, which I used until 2009. 

5. Between 2010 and 2015, I subscribed to multiple AT&T data plans using Hot Spot 

wireless or tethering Internet services. I currently subscribe to AT&T’s U-Verse Internet service, 

which I began using in 2015. 

6. I also subscribed to a number of other Internet service providers not affilited with 

AT&T between 2008 and 2015. This included a subscription to WildBlue Satellite Internet service 

from 2008 to 2011 and Millenicom Wireless between 2011 and 2014. 

7. I used my AT&T and other Internet subscriptions nearly every day to send and receive 

email, for web browsing, and to access social media services including Facebook and Twitter. I 

previously used my AT&T Worldnet subscription for the same purposes and with similar frequency.  

8. I use my AT&T and other Internet services to send correspondence and engage in 

activities that I expected to remain private; such as personal correspondence, banking, family matters, 

medical matters of concern to me, and discussions regarding my published and in-progress writing 

with my literary agent, editors, other members of the publishing industry, and other authors and fans. 

9. I have also regularly accessed websites that are hosted in foreign countries. Because 

many of my novels are set in the historical past, I often research factual material online that is hosted 
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by foreign sites. For example, for my novel A Darker Crimson, published in 2005, I researched rail 

guns and other similar weaponry. I published a historical romance novel in 2009 titled Indiscreet, 

which was set in Turkey and Syria, for which I did significant research on foreign websites about 

those countries. For the My Immortals series of novels, the first novel of which was published in 

2008 and the most recent in 2016, I researched the history and folklore of demons and other 

supernatural beings in countries across the word. For several novels I have researched the use of 

various types of historical and modern weapons, For other novels, I regularly visit the websites of 

libraries in the United Kingdom and elsewhere in order to access digitized content from those 

libraries.  

10. I have also visited and read the websites of foreign press outlets, including the 

Scotsman and the BBC, as well as foreign archeology blogs, on a near-daily basis.  

Website Operations 

11. I operate a number of websites for in both personal and artistic capacities. For 

example, I have operated the domain www.carolynjewel.com since 2000. The website provides 

inforamtion about me, the books I’ve written, writing tips, a calendar of upcoming appearances, and 

the ability to subscribe to my newsletter.  

12. For my work as a writer, I also operate https://cjewelbooks.com/, which allows 

visitors to purchase all of my books. I’ve operated the website since 2017. 

13. I also operate  www.cjewel.com for personal purposes, including hosting a blog I 

write. I’ve operated the website since 1999. 

14. I have been using http://cjewel.me since 2013 to run a custom link-shortening service 

that allows me to create short links to content, including links in my ebooks. 

Email Communications 

15. I use multiple email accounts daily for both professional and personal purposes. 

16. For example, I use accounts through AT&T, my websites, and other email providers 

to engage in e-mail correspondence with individuals in many foreign countries, including England, 

Germany, Indonesia, New Zealand, and Australia. I regularly receive and respond to emails from 

fans, translators and others in foreign countries. A review of my email records shows that many of 
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the individuals in foreign countries with whom I correspond use email providers whose domains 

identify them as foreign.  

Additional Internet activities 

17. I regularly use social media and other Internet services, particularly for my work as 

an author. 

18. For example, I use social media services such as Twitter and Facebook to announce 

forthcoming novels, interact with readers, and connect with family and friends. Being active and 

responsive on these platforms is essential to my work as a published author.  

19. I am on multiple email loops and/or groups that deal with the subject and business of 

writing, including several Yahoo groups as well as and email forms hosted by Romance Writers of 

America (RWA). Yahoo and RWA related forum emails are routed to me through my email address 

associated with www.carolynjewel.com. I have been a member of RWA’s National Board of 

Directors since 2014. For the years 2018-2020, I will be RWA’s President-Elect and then President. 

RWA Board related emails frequently contain matters of a highly sensitive and confidential nature. 

I am also on a Google group related to Microsoft SQL Server database administration. This Google 

group was originaly an email forum provided by a now-defunct website called LazyDBA. Currently, 

those emails route through my gmail address and are forwarded to my email address provided by my 

employer. 

20. I also use online communications services such as Skype and Google’s chat service, 

Gchat. I have used Skype to talk with friends, family, and colleagues since 2012. 

21. I also regularly use other online services in both my personal and professional 

capacities. For example I use online file storage and transfer services such as Dropbox and 

WeTransfer. 

Phone Services and Use 

22. My family has had residential phone service through AT&T since 1966. I currently 

subscribe to AT&T’s Internet phone service and use the same number that my parents first used.  
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Plaintiff Carolyn Jewel’s 
Communication and Internet Services 

Type of service Name of Provider/Service Beginning date End Date 
Internet Service AT&T U-Verse 2015 Present 
 AT&T Wireless data 2010 2015 
 AT&T Hot Spot Wireless 2010 2015 
 AT&T dial-up Internet 2000 2009 
 WildBlue Satellite Internet 2008 2011 
 Millenicom Wireless 2011 2014 
 Virgin Mobile Wireless 2013 2015 
 Blue Mountain Wireless 2014 2014 
Residential Phone AT&T 1966 Present 
 Google Voice 2006 Present 
Cellular Phone AT&T 1999 Present 
 Virgin Mobile 2013 2015 
Websites www.carolynjewel.com May 2000 Present 
 www.cjewel.com May 1999 Present 
 www.cjewelbooks.com 2017 Present 
 www.cjewel.me August 2013 Present 
Email Account through AT&T August 2015 Present 
 Account through Yahoo January 2000 Present 
 Accounts through Google’s Gmail August 2004 Present 
 Account through Protonmail January 2017 Present 
 Accounts through Hushmail July 2014 Present 
 Accounts through websites such 

as www.carolynjewel.com 
May 2000 Present 

 Account through WildBlue 
Internet service 

2008 2011 

 Accounts through Amazon Kindle 2007 Present 
 Accounts through LegacyNet 2000 Present 
 Account through Nelson HR 2006 2012 
 Account through Zerochaos 2012 2015 
Social Media Twitter (multiple accounts) March 2007 Present 
 Facebook (multiple accounts) 2010 Present 
 Pinterest 2012 Present 
 LinkedIn 2007 Present 
 Instagram 2015 Present 
 Mastodon 2017 Present 
 Discord March 2017 Present 
 Slashdot 2005 Present 
 Reddit 2016 Present 
 Tumblr 2013 Present 
 Snapchat 2015 Present 
 Ello 2014 Present 
 Tsu 2014 Present 
 MySpace 2004 2013 
 Friendster 2004 2015 
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Other Online Services Microsoft online services 2013 Present 
 Amazon Web Services September 2014 Present 
 Wattpad June 2010 Present 
 Atlassian (Jira software) 2013 2015 
 Metafilter December 2014 Present 
 Kboards.com (forum) February 2014 Present 
 Skype 2012 Present 
 Google Gchat 2008 Present 
 Amazon Chime 2017 Present 
 Blab 2015 Present 
 Pokemon Go July 2016 Present 
 Dropbox 2010 Present 
 Apple iCloud June 2016 Present 
 Github September 2013 Present 
 WeTransfer 2012 Present 
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I, Tash Hepting, hereby declare: 

1. I am a plaintiff in this action, and I reside in Livermore CA. Prior to that, I resided in 

San Jose, CA. I am a Technical Marketing Director in San Jose CA, and prior to that I have held 

various other technical positions in the networking industry over the last 25 years including Systems 

Architect, Technical Support Escalations, and Software Quality Assurance.   

2. Attached at the end of this declaration is a table describing the various Internet and 

phone services to which I have subscribed, along with a list of other Internet-based services, 

platforms, and communications tools I use in my personal and professional capacities. A summary 

of those activities is included below. 

Internet Service and Use 

3. I currently receive Internet access at my home from a subscription to Comcast. I have 

been a subscriber to Comcast since 2010. 

4. Previously, I received Internet access through a subscription from Speakeasy.net from 

2001 to 2009. 

5. I have relied on my Comcast, and before that, Speakeasy.net, Internet service for a 

variety of activities, including sending and receving private messages to family, friends, and 

professional colleagues, browsing the Internet, shopping, banking, and playing games. For all of 

these activities, which were done in both professional and personal contexts, I expected them to 

remain private. 

6. Using the Internet is particularly important to me because it facilitates a number of 

personal and professional uses including transmission of confidential and/or proprietary information, 

communication and collaboration with industry colleagues, private communications with 

family/friends over chat/voice/video, gaming and other entertainment, streaming video and music 

from services like Netflix, educational resources, sharing photos, and numerous other uses as part of 

my daily life.  For family, friends, work colleagues, and customers who are international, the Internet 

is the primary (and frequently only) method of communication that is practical and affordable. 
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Website Operations 

7. I operate several websites such as www.hepting.com, www.hepting.org, 

www.slipshod.net, www.hepting.net for personal use and have since 1996. 

8. For example, I have ran the domain www.hepting.com since December 1996. I use 

this domain to provide email for myself and for my family, as well as to learn various web 

technologies and in the past to host photographs of portrait sessions I had done with friends and 

family. 

9. I also continue to operate www.hepting.org, which I have used since September 2000, 

and www.hepting.net, which I began in March 2001. I use these domains to maintain my online 

presence and to prevent malicious use of my name.  

Email Communications 

10. I have several email addresses that I use to communicate online in both my 

professional and personal capacities. 

11. For example, I have multiple email addresses set up through my website domains 

such as www.hepting.com and www.hepting.org that I use for email correspondence with businesses, 

friends, and family in both the US and various international locations. 

12. I also have email addresses through Google’s Gmail services, which I first began 

using in 2007. 

13. I also have an email address through my employer, Zscaler 

Additional Internet activities 

14.  I use a variety of other online services for work and pleasure.  

15. For example, I use file-sharing, storage, and collaboration services such as Dropbox, 

Google Drive, and Microsoft OneDrive for backups of personal files, exchanging files with friends 

and colleagues, and for storing confidential and proprietary files of my employer. 

16. I also make use of online gaming services such as Steam and Xbox Live that allow 

me to play games with others online who may or may not be located within the US. 

17. I also make use of online encrypted chat services like Telegram and Google Hangouts 

to maintain a close relationship with teammates in a gaming community that coordinates play for a  
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global location-based “capture the flag” style game named “Ingress.”  At times I have been in group 

chats with teammates from countries across 5 continents, exchanging private communications about 

game strategy, directing game participants, or distributing proprietary & confidential content for use 

by our team. 

Phone Services and Use 

18. I have received residential phone service from AT&T since 2001.  

19. I currently receive cellular phone service from T-Mobile and have since 2015.  

20. I previously subscribed to Verizon Wireless, including having multiple lines on my 

subscribtion, from 2001 until 2017.  

21. I also currently receive phone service through Google Voice, a web-based service that 

I have used since at least late 2009. 

22. I have relied on both my residential, cellular, and Google Voice phone services to 

send and receive phone calls of both a personal and professional nature. I have always expected that 

these communications, and the fact that I made or received calls, to remain private.  While I was in 

Technical Support, I would frequently make and receive international phone calls to work colleagues, 

and occaisionally to international customers located in Canada, Europe, and Isreal. 

23. I have also relied on my cellular phone services’ data networks to access the Internet 

and use phone-based applications, or apps, for a variety of purposes, such as messaging friends and 

co-workers, shopping, and banking. 

24. Just as I rely on my residential Internet service for my professional endeavours, I 

similarly use my cellular services’ data networks to facilitate access to private and/or confidential 

documents, corporate applications and resources, and private and professional communications over 

text/voice/video.  While this access has primarily been conducted from within the US, I also utilize 

this service when I am traveling internationally for personal or business trips. 

/ 

/ 

/ 

/ 
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I declare under penalty of perjury under the laws of the United States of America that the 

foregoing is true and correct. Executed on September  27, 2018 at Livermore, California. 

 
 
 
     
TASH HEPTING 
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Communication and Internet Services 
Type of service Name of Provider/Service Beginning date End Date 
Internet Service Comcast 2010 Present 
 Speakeasy.net 2001 2009 
Residential Phone AT&T 2001 Present 
 Google Voice 2009 Present 
Cellular Phone Verizon Wireless 2001 2017 
 T-Mobile 2015 Present 
Websites www.hepting.org September 2000 Present 
 www.hepting.com December 1996 Present 
 www.hepting.net March 2001 Present 
 www.slipshod.net June 2002 Present 
Email Accounts through 

www.hepting.com 
1996 Present 

 Accounts through 
www.hepting.org 

2000 Present 

 Account through employer 
Zscaler 

April 2017 Present 

 Accounts through Google’s Gmail 2007 Present 
Social Media Twitter June 2007 Present 
 Facebook January 2009 Present 
Online Communication Google Chat 2007 Present 
 Telegram September 2014 Present 
 Facebook Messenger August 2011 Present 
    
Other Online Services Dropbox August 2013 Present 
 Box August 2013 Present 
 Flickr 2006 Present 
 Steam (online gaming platform) November 2004 Present 
 Xbox Live April 2006 Present 
 Sugarsync February 2013 May 2017 
 Microsoft OneDrive April 2013 Present 
 Google Drive January 2010 Present 
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I, Young Boon Hicks, hereby declare: 

1. I am the widow of Gregory Hicks and executrix of the estate of Gregory Hicks, a 

plaintiff in this action who died in September 2010. After Mr. Hicks' death, I was substituted as 

executrix as a party to the damages claims in this action. (ECF Nos. 124, 125). 

2. 

3. 

Mr. Hicks resided in San Jose, Californa from 1995 until his death in September 2010. 

After reviewing the available records of Mr. Hicks' telelphone and Internet usage, I 

am informed and believe the following: 

4. Mr. Hicks was the named subscriber of residential phone service from AT&T from 

February 1995 to December 20 I 0, and I became the named subscriber thereafter. 

5. Mr. Hicks was the named subscriber of cellular phone service from Sprint from March 

2006 to December 2010, and I became the named subscriber thereafter. 

6. Mr. Hicks was the named subscriber of Internet service from Comcast from 2008 to 

2010, and I became the named subscriber thereafter. 

7. 

until 2008. 

8. 

Prerviously, Mr. Hicks was a subscriber of Internet service from AT&T from 2006 

Mr. Hicks had at least two e-mail accounts that he regularly used. He used one, at the 

domain cadence.com, from at least 2002 to 20 I 0. He used the second, at the domain hicks-net.net, 

from at least April 2007 to 2010. 

9. Mr. Hicks also operated his own domain on the World Wide Web, www.hicks-net.net. 

The doman was active from April 2007 to April 2013 , as it remained online after Mr. Hicks' death. 

I declare under penalty of perjury under the laws of the United States of America that the 

foregoing is true and correct to the best of my knowledge, information, and belief. Executed on 

September :J.0, 2018 at Mountain View, California. 
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I, Erik Knutzen, hereby declare: 

1. I am a plaintiff in this action, and I reside in Los Angeles, California. I am a writer 

and author. The facts contained in the following affidavit are known to me of my own personal 

knowledge and if called upon to testify, I could and would competently do so. 

2. Attached at the end of this declaration is a table describing the various Internet and 

phone services to which I have subscribed, along with a list of other Internet-based services, 

platforms, and communications tools I use in my personal and professional capacities. A summary 

of those activities is included below. 

Internet Service and Use 

3. With the exception of a roughly two-year period described below, I have received 

Internet access at my home through various AT&T services from 1998 to today. 

4. My initial Internet access through AT&T was via its Worldnet (“AT&T Worldnet”) 

dial-up service, which I used until May 2005. 

5. I later switched to using AT&T’s High Speed Internet DSL (“AT&T DSL”) service, 

using it from approximately May 2005 until 2016.  

6. In 2016 I switched my service to a subscription from Charter Communications, which 

I used until April 2018. 

7. In April 2018, I switched my Internet service back to AT&T. 

8. I use the my Internet service through AT&T on a daily basis, and used my Charter 

Internet service similarly. I routinely use my Internet service for email, to browse the web, and to 

access social media services including Facebook and Twitter. During my time as an AT&T Worldnet 

subscriber, I also used the service very frequently, primarily for email and web browsing. 

9. I use the Internet to send private messages and correspondence and to conduct other 

private activities online. I expect my Internet use, through the various AT&T and Charter services, 

for these private activities to remain private. 

10. Since approximately 2006, I have published a blog and recorded a podcast about 

urban homesteading and related issues. As part of these activities I have often corresponded with 

readers and listeners.  

Case 4:08-cv-04373-JSW   Document 417-12   Filed 09/28/18   Page 2 of 5

ER 1015

Case: 19-16066, 09/06/2019, ID: 11423769, DktEntry: 18-6, Page 180 of 262



 
 

Case No. 08-cv-4373-JSW -2-  
DECLARATION OF ERIK KNUTZEN IN OPPOSITION TO GOVERNMENT DEFENDANTS’ 

MOTION FOR PARTIAL SUMMARY JUDGMENT 
 

 

 
 

 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

 

 

11. Some of these readers and listeners are in foreign countries.  Throughout my time as  

a Charter, AT&T DSL, and AT&T Worldnet subscriber, and continuing up to the present, I have 

regularly exchanged private messages with individuals in many countries, including New Zealand, 

Holland, Denmark, and South Africa. A consultation of my email records shows that many of the 

individuals in foreign countries with whom I correspond use email providers whose domains identify 

them as foreign.  

12. I have also visited and read the websites of foreign press outlets and blogs on a regular 

basis, including the Guardian and the BBC.  

Website Operations 

13. I also operate and maintain several websites, many of which are associated with my 

blogging and podcast about urban homesteading. For example, I have operated websites such as 

www.rootsimple.com, www.homegrownevolution.org, and www.theurbanhomesteader.net since 

2007 as part of these and other activities. I also have maintained www.urbanhomesteaderbook.com 

since 2007. 

Email Communications 

14. I use several email addresses, many of which are or were associated with my Internet 

subsciptions through AT&T. These are are hosted under the domain “sbcglobal.net,” and the 

underlying service for these email addresses is provided by Yahoo! Inc. 

15. I also use an email address provided by Google’s gmail service, and have used it since 

December 2012. 

16. I use my email as part of the activities described above, including sending private 

messages and corresponding with readers and listeners of my urban homesteading blog and podcast. 

I have always expected that these communications were private.  

Additional Internet activities 

17. I use social media services such as Facebook and Twitter for both personal reasons 

and related to my blogging and podcasting. I have had a Twitter account since 2009 and have multiple 

Facebook accounts that I began using in 2011. 
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Plaintiff Erik Knutzen’s 
Communication and Internet Services 

Type of service Name of Provider/Service Beginning date End Date 
Internet Service AT&T April 2018 Present 
 Charter Communications 2016 April 2018 
 AT&T 1998 2016 
Residential Phone AT&T April 2018 Present 
 Charter 2016 April 2018 
 AT&T 1998 2016 
 Google Voice October 2010 Present 
Cellular Phone T-Mobile 2015 Present 
Websites www.rootsimple.com September 2010 Present 
 www.rootsimple.org September 2010 Present 
 www.homegrownevolution.com December 2007 Present 
 www.homegrownevolution.org December 2007  Present 
 www.survivela.com January 2007 Present 
 www.urbanhomesteaderbook.com July 2007 Present 
 www.theurbanhomesteader.net July 2007 Present 
 www.homegrownrevolution.org July 2007 Present 
 www.labreadbakers.com March 2011 Present 
 www.labreadbakers.org March 2011 Present 
Email Accounts through sbcglobal.net 2000 2015 
 Accounts through Google’s Gmail December 2012 Present 
Social Media Twitter February 2009 Present 
 Facebook (multiple accounts) 2011 Present 
Other Online Services WhatsApp November 2016 Present 
 Skype September 2013 Present 
 Dropbox June 2017 Present 
 Evernote April 2010 Present 
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I, Joice Walton, hereby declare: 

1. I am a plaintiff in this action, and I reside in San Jose, California. I am a high 

technology purchasing agent. I am also a music recording artist. The facts contained in the following 

affidavit are known to me of my own personal knowledge and if called upon to testify, I could and 

would competently do so. 

2. Attached at the end of this declaration is a table describing the various Internet and 

phone services to which I have subscribed, along with a list of other Internet-based services, 

platforms, and communications tools I use in my personal and professional capacities. A summary 

of those activities is included below. 

Internet Service and Use 

3. I have received Internet service through AT&T since 2003.  I currently receive 

Internet access at my home through a subscription to AT&T’s U-Verse service. I have been a 

subscriber and user of this service since approximately March 2013. 

4. Previously I was a subscriber and user of AT&T’s Worldnet dial-up Internet (“AT&T 

Worldnet”) service from at least March 2003 to February 2009.   

5. After that, I was a subscriber and user of AT&T’s High Speed Internet DSL (“AT&T 

DSL”) service from February 2009 to March 2013. 

6. I have used and continue to use the AT&T Internet services I have subscribed to 

nearly every day. My most frequent uses of the Internet are email and browsing the Web. My 

previous use of the AT&T Worldnet service was very similar and just as frequent. 

7. I have relied on the AT&T U-Verse, DSL, and Worldnet services to use the Internet 

to send and receive private messages of both a personal and professional nature. I have also accessed 

and sent other confidential and personal information via the Internet. I have always expected these 

activities to remain private. 

8. My use of the Internet is particularly important to my career as a recording artist. I 

often promote my music to booking agents, promoters and fans, in person and online. I maintain a 

website at www.joicewalton.com, and I correspond with many of these individuals by email. 
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9. I occasionally visit websites hosted in foreign countries, but I feel that naming these 

websites would violate my privacy. 

Website Operations 

10. I manage and operate several websites as part of my career as a recording artist and 

other professional endeavors. 

11. For example, I currently operate www.joicewalton.com and have since June 2010. 

Vistitors to my website can hear my music, learn more about my work as a singer/songwriter, get 

information about upcoming performances, and purchase my music.  

12. Previously, I operated www.pinnacle-records.com from 2014 to September 2018, 

which I used as part of my work as a recording artist. I also previously operated www.joicessong.com 

from October 2016 to February 2017.  

13. I also currently operate www.browneyedgirlcoffee.com/ as part of the private label 

coffee company I founded and own. I’ve used the website since 2007. 

Email Communications 

14. I have several email addresses that I use for my professional and personal 

communications.  

15. First, I have had multiple email addresses that are included as part of my AT&T 

Internet service. One was originally provided as part of my AT&T Worldnet subscription and it, 

along with others from AT&T, have been hosted under the domain “att.net.” The underlying service 

for these email addresses is provided by Yahoo! Inc. 

16. I also have had several email addresses associated with the various websites described 

above that I operate, the majority of which are hosted under the domains of those specific sites.  

17. Additionally, I currently use a personal email address through Google’s “gmail” email 

service that I have had since 2013. 

18. Some of the people I regularly correspond with about my music and about personal 

matters are located in foreign countries, including individuals located in Taiwan, Canada, France, 

Germany, the United Kingdom, and Spain. These correspondences have occurred throughout my 

time as an AT&T U-Verse, DSL, and Worldnet subscriber and many of them continue up to the 
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present. In addition, from approximately 2004 to 2006, I corresponded on a near-daily basis with an 

individual in Saudi Arabia. 

Additional Internet activities 

19. I also use a number of other websites and Internet services, such as Facebook, Twitter,

LinkedIn, Dropbox, and Google Drive, for both personal and professional pursuits. 

Phone Services and Use 

20. I currently receive residential phone service from Vonage, an Internet-based service

that uses Voice Over IP, or VOIP, which I have subscribed to since 2013. 

21. Previously, I was a subscriber and user of AT&T residential landline phone service

from 2008 to 2013, and from 1995 to 2003. 

22. Between those periods of AT&T service, I was a subscriber and user of Qwest

Communications residential landline phone service from 2003 to 2008. 

23. I currently receive cellular phone service from Verizon Wireless, and I have

subscribed to the service since 2007. 

24. Previously, I received cellular phone service from Cingular Wireless starting in 2005.

When AT&T subsequently purchased Cingular, I continued to receive service from AT&T until 

2007. 

25. I have relied on both my residential and cellular phone services to send and receive

phone calls of both a personal and professional nature. I have always expected that these 

communicaitons, and the fact that I made or received calls, to remain private. 

26. I have also relied on my cellular phone service’s data network to access the Internet

and use phone-based applications, or apps, for a variety of purposes, such as messaging friends and 

co-workers, shopping, and banking.  

27. Moreover, just as I rely on my residential Internet service for my career as a recording

artist, I similarly rely on my cellular Internet service for the same reasons described above. This 

include promoting my music and interacting with fans. 
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Plaintiff Joice Walton’s 
Communication and Internet Services 

Type of service Name of Provider/Service Beginning date End Date 
Internet Service AT&T U-Verse March 2013 Present 
 AT&T High-Speed Internet 

(DSL) 
February 2009 March 2013 

 AT&T World-Net dial-up Internet At least March 
2003 

February 2009 

Residential Phone Vonage 2013 Present 
 AT&T 2008 2013 
 Qwest Communications 2003 2008 
 AT&T 1995 2003 
Cellular Phone Verizon Wireless 2007 Present 
 Cingular Wireless (later bought 

by AT&T) 
2005 2007 

Websites www.joicewalton.com 2010 Present 
 www.pinnacle-records.com 2014 Sept. 2018 
 www.joicessong.com October 2016 February 2017 
 www.browneyedgirlcoffee.com 2007 Present 
Email Multiple accounts through AT&T 2000 Present 
 Accounts through 

www.joicewalton.com 
2010 Present 

 Accounts through  
www.pinnacle-records.com 

2014 Sept. 2018 

 Accounts through 
www.joicessong.com 

2016 February 2017 

 Accounts through 
www.browneyedgirlcoffee.com 

2008 Present 

 Account through Google’s Gmail 2013 Present 
Social Media Twitter November 2016 Present 
 Facebook June 2013 Present 
 LinkedIn October 2013 Present 
Other Online Services Dropbox August 2007 Present 
 Google Drive January 2013 Present 
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FOR THE NORTHERN DISTRICT OF CALIFORNIA 
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I, Richard R. Wiebe, do hereby declare: 

1. I am a member in good standing of the Bar of the State of California and the bar of 

this Court.  I am counsel to plaintiffs in this action.  Except as otherwise stated below, I could and 

would testify competently to the following.   

2. Each exhibit attached hereto is a true and correct copy of the document located at 

the indicated source. 

3. Exhibit A:  Attached hereto as Exhibit A is a true and correct copy of pages 7, 

24-25, 27, 35-37, 111, 121-22, and 137-38 of the Privacy and Civil Liberties Oversight Board, 

Report on the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act (July 2, 2014) (“PCLOB 702 Report”), available at http://www.pclob.gov/All 

Documents/Report on the Section 702 Program/PCLOB-Section-702-Report.pdf.   

4. Exhibit B:  Attached hereto as Exhibit B is a true and correct copy of NSA PRISM 

slides, published by the Guardian on November 1, 2013, available at 

http://www.theguardian.com/world/interactive/2013/nov/01/prism-slides-nsa-document and also 

available at http://s3.documentcloud.org/documents/813847/prism.pdf. 

5. Exhibit C:  Attached hereto as Exhibit C is an excerpt from the NSA’s Special 

Source Operations Weekly, March 14, 2013 edition, published by the Washington Post on 

October 30, 2013 available at http://apps.washingtonpost.com/g/page/world/how-the-nsas-

muscular-program-collects-too-much-data-from-yahoo-and-google/543/ and also available at 

http://s3.documentcloud.org/documents/813020/sso-weekly-excerpt-for-posting-redacted.pdf. 

6. Exhibit D:  Attached hereto as Exhibit D is a true and correct copy of pages 6-8 of 

the December 8, 2011 Joint Statement of Assistant Attorney General Lisa Monaco, National 

Security Agency Deputy Director John Inglis, and General Counsel, Office of the Director of 

National Intelligence, Robert Litt, available at http://www.dni.gov/files/documents/Joint Statement 

FAA Reauthorization Hearing - December 2011.pdf. 

7. Exhibit E:  Attached hereto as Exhibit E is a true and correct copy of figure 9, 

page 29 of Federal Communications Commission, Common Carrier Bureau, 1999 International 
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Telecommunications Data (Dec. 2000), available at: http://transition.fcc.gov/Bureaus/Common_Ca

rrier/Reports/FCC-State_Link/Intl/4361-f99.pdf. 

8. Exhibit F:  Attached hereto as Exhibit F is a true and correct copy of page 183 of 

the President’s Review Group on Intelligence and Communications Technologies, Liberty and 

Security in a Changing World (Dec. 12, 2013), available at 

http://www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg_final_report.pdf. 

9. Exhibit G:  Attached hereto as Exhibit G is a true and correct copy of pages 35-37 

of the Testimony of the Hon. James Robertson (U.S. District Judge, ret.), “Workshop Regarding 

Surveillance Programs Operated Pursuant to Section 215 of the USA PATRIOT Act and Section 

702 of the Foreign Intelligence Surveillance Act” (July 9, 2013), available at 

http://www.pclob.gov/All Documents/July 9, 2013 Workshop Transcript.pdf. 

I declare under penalty of perjury under the laws of the United States that the foregoing is 

true and correct to the best of my knowledge, information, and belief. 

Executed at San Francisco, California on July 25, 2014. 

    
   s/ Richard R. Wiebe  
  Richard R. Wiebe 
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1999
 International Telecommunications Data

(Filed as of October 31, 2000)

December 2000

Linda Blake
Jim Lande

Industry Analysis Division
Common Carrier Bureau

Federal Communications Commission
Washington, DC 20554

This report is available for reference in the FCC’s Reference Information Center at 445 12th Street, S.W.,
Courtyard Level.  Copies may be purchased by calling International Transcription Services, Inc.,  (ITS) at
(202) 857-3800.  The report can be downloaded [file  names: 4361-F99.ZIP or 4361-F99.PDF] from the
FCC-State Link  internet site at http://www.fcc.gov/ccb/stats  on the World Wide Web.
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Figure 9
International Message Telephone Traffic and Revenues

for the Three Largest International Carriers

U.S. Billed Traffic All Traffic that Originates or
Terminates in the U.S.

U.S. Net of
Number U.S. Billed Number Carrier Settlements

of Carrier Revenue of Retained Revenue
Minutes Revenue per Minutes Revenue per

(000,000) ($000,000) Minute (000,000) ($000,000) Minute

AT&T

1991 6,596 $6,962 $1.06 10,020 $4,279 $0.43
1992 7,039 $7,314 $1.04 10,741 $4,814 $0.45
1993 7,201 $7,482 $1.04 10,938 $4,979 $0.46
1994 8,040 $7,984 $0.99 11,807 $5,229 $0.44
1995 8,831 $8,425 $0.95 12,778 $5,634 $0.44
1996 9,546 $8,559 $0.90 13,563 $5,705 $0.42
1997 10,331 $8,351 $0.81 14,529 $5,786 $0.40
1998 10,452 $7,533 $0.72 15,113 $5,332 $0.35
1999 10,900 $6,755 $0.62 15,944 $4,921 $0.31

MCI *

1991 1,600 $1,487 $0.93 2,450 $958 $0.39
1992 2,101 $2,065 $0.98 3,163 $1,360 $0.43
1993 2,857 $2,779 $0.97 4,175 $1,789 $0.43
1994 3,529 $2,952 $0.84 5,206 $1,790 $0.34
1995 4,486 $3,968 $0.88 6,350 $2,402 $0.38
1996 5,372 $3,550 $0.66 7,496 $1,772 $0.24
1997 5,913 $4,243 $0.72 8,216 $2,634 $0.32
1998 7,195 $4,298 $0.60 10,257 $2,745 $0.27
1999 8,306 $5,056 $0.61 11,396 $3,489 $0.31

Sprint

1991 728 $604 $0.83 1,139 $407 $0.36
1992 946 $786 $0.83 1,424 $520 $0.37
1993 1,181 $1,048 $0.89 1,730 $706 $0.41
1994 1,490 $1,229 $0.82 2,140 $742 $0.35
1995 1,772 $1,289 $0.73 2,480 $741 $0.30
1996 2,745 $1,493 $0.54 4,060 $672 $0.17
1997 2,794 $1,478 $0.53 4,505 $822 $0.18
1998 2,916 $1,421 $0.49 4,795 $922 $0.19
1999 3,640 $1,379 $0.38 5,507 $825 $0.15

WorldCom, Inc.

1991 3 $2 $0.52 4 $1 $0.26
1992 12 $10 $0.82 21 $6 $0.29
1993 92 $64 $0.70 132 $27 $0.21
1994 278 $124 $0.45 362 $38 $0.10
1995 544 $291 $0.53 798 $144 $0.18
1996 846 $364 $0.43 1,137 $100 $0.09
1997 1,400 $500 $0.36 1,842 $114 $0.06
1998 - - - - - -
1999 - - - - - -

* MCI for years 1991-1997, MCI WorldCom, Inc. thereafter.
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