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United St.aM:$ Depm--t;nwnt t)fju~t:!~-e 
Fed~md m1reaJl tJf Inv~sl~g~1thm 

b~·.it~\1 trar1.~:sfe:cte.cl tt) t.b;e N·at:torlal :I:t~~.t:itttt§~ o:t 
~~n~i :f~e(~J\~:Y~~loq:t fN!S'l~) f·c~~r lnt~~xt1a.1 re·se:~~rch i.!1 

~)tanda.r.-.::ts 

f3:Cepa.:cat~-i ():n 

:_1 __ _____, 

1---t1i ~~ lttft,).:cn~a t i{)f'l ~i ~~ be:~trlq ~)r'tJvidsc~ ~fc~l:~ tJ1~$ pu.t:f)(>S:~ {)J~ 
~>~~·l:~ft;::rtt\ing :r'.es·ea~?:'~~n i.fi p:.tapai~at:ton f(}~"' t.1~~~ 

<~:tH~.J •. le-rig:e/~~v·~~lu~·t:tt~t1 l)f: tattO<) is11age 1natt~h:t~19· algtJJtitJ1n~~~ 
tl1i~t- N:f}:fl) ~ .. ~~J.11 be hti~~t~J.n9· iJ·1 2014~l201S~., £~_ncl sk1alJ. n~~t. tH:~ 

~J~~:n~s:l fl)!~ ~~rAy t}thet· ·fH.l.rp:<.3$:s ~1j~.tl)Ot.rt ~~:t:ttt:en t:Hlrt~iertt f1:o:n1 tl~e 

fl"*-T .. , ~rhis d~S:t:-~~: wl.11 r~o.t: :bs ·distr'ibt.tt~~ld t~:l NIST ~t~d tt~~.s 
b~~$ti \:~l·~ ar1s·~~·tj ()f .~tl.1 !)~~ r a·onal 1 y ltl~~r~.t: :~~ fi. i~l:}l~~ :rn fo.xm~~ t. :i ~~t1 
{·p.1:r1:)" 

b7E -1 per FBI 

b6 -1 per FBI 
b7C -1 per FBI 

FB117cv02557-1 



W£ld~es.>rltw~ felmJ*t¥ s, io14 ~t 2<0&:30 PM fa$tern M:a~dattl TI!n¢ 
-~-..................... .._ ..... .._ .. .._.._.._.._ .... ,. ....................... ..,. ...................... :-............... ,... .. , .............. , . .-,, .. __ ........................ , ..... ~ .. .._.._..._.._..._ ...... "---· ·,,;,.,;..,;,.,. ............. ..:.;..: .. ..: ............ ,. ................... ,. ........ ; .. -..-..,:-, ....... .,,...... .. .................................................................. ~ 

SU~fffi;tt fw: Tam:io ~fat~~set ;:mthnrttv to N~ST 
!fate: Mnndav; Jus-H~ 2.i,, 2013 ~l: 3:3'3;3''7 PM Eastem.D<ty!lght Tlnw 

fl'j)rm I I 
'fo: Grothe~:. Patrkk L, Ng<m, Mei tee 

b6 -1 per FBI 
b7C -1 per FBI 

Lega~ flnaU got back wlth .me about tht~ questions MST warttetl answers to before 
prornedtng with the paperwork on your end for trnnsfur ofth~ tattot) dataset. Thek 
answerbe!n\>\f sati$fies the ftrst two questions {FtWs ~uthorltv to collect and ~'Rlthor~tv tc.1 
sham with N~STJ,I I 

I b5 -1 per FBI 

1 

lTumks, 

-·'""Original Message "·--····· 

:!jrril ~ 
Sent: Mon Jun 24 16:09:00 2D13 
Subject: HE: Tattoo dataset authodty to NIST 

b6 -1 per FBI 
b7C -1 per FBI 

1} 22 USC 534 auths:.u!t:es the Fm to mHect and preserve tdmina! klenufic..~tlon and crther 
records,. to include the images of tattOO$ collected !n conjunction with tht:!se frmctions .. 

2.} Sharfn~ of informatH:m in the F£Ws system of records with other federal 2gendes fa a 
rotiline use for the r~~t:t'Jrds allowed under The Privacy Act of 1974~ 5 lJ,S,C, 552.a{bl(3j, 

.t\s:sis.tamt Genend Cot.mse! 
Federal Bureau of investigation 

I I -
b6 -1 per FBI 
b7C -1 per FBI 
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Bureau of hwes.tlgation,. The message, along with any attachments, may be ccwifidentla! 
t~nrl !ega~~y priv!R~ged, lf you are not the h1t(:incled mdpient of this message; please 
d*'~stroy H: prompt!y \N!thmit further retentir.H1 or c.Hssemlnation (unless oth~~nfils~~ 
n~quiredby l<':lv1,1), Mease rmtltVthe sender of the ermr by a separate e~maH or by t:aH!ng 

I I 
f rbtrt ~ r--------~""""""""--""'"'""'"' 

b6 -1 per FBI 
b7C -1 per FBI 

Sent: Mondav, June 24;.2013 :15:32 
'Hxl I 
Subject: m'!: Tattoo dataset authority to NlST 

I 
bS -1 per FBI 

...._~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~--'b7E -1 per FBI 

-~"" 01ig~nai Message "·"'"" 

;r1 r b6 -1 per FBI 
b7C -1 per FBI 

Sent Mon Jun 24 15:27:3.5 2013 
Suhfet:t RE: Tattoo dataset authority to N1ST 

Assistant General. Caun.s~~l 

Fe<lf'.md Bureau of Investigation 

I I b6 -1 per FBI 
b7C -1 per FBI 

This.messagf.t ls transmitted to you by the Office of the Genera! Counsel of the federal 
Bureau of lm«estigation, The message, along with any attathments~ may be confidentia! 
and legMhrprhil!eged, ff you am not the interu1ed redpienf of this message1 pl~ase 

destroy H:: prompUy wlthf)trt further retention or dissemination {unless otherwise 
regtMrecl by law}, PkH-lS{~ notify the sender of the error by a separate e-mail or by camng 

I I 

FB117cv02557~3 



fmml I 
Sentd\4<.mday, JiJne 24, 2013 13:18 

Toti I 
Suhjet:t: RE~ T~~th10 dataset authority to NIST 

Thanks, 

I I 
• .. ...... ,.,.. ......... ---·-·~ .... .; ........................... '.L .. .c 

Fro mi I 
Sent: l\•1onday. Jame 24} 201311;$3 AM 

Toi I 
Subject RE: Tattoo dataset authority to NtST 

b6 -1 per FBI 
b7C -1 per FBI 

bS -1 per FBI 
b7E -1, 2 per FBI 

b6 -1 per FBI 
b7C -1 per FBI 

b6 -1 per FBI 
b7C -1 per FBI 

This message is transmitted to you by the Offi(.,'f~ of the General Ctnmsel of the Fedeml 
Bureau of !m.u.~stigatlon, The messagef along with any attachmentst may be confidential 
and legaHv prMk~ttt~d. If you are riot the Intended n.~C!plent of this mt~sst1ge" please 
cfostroy 1t pron1pdy without further retention or d!ssem!nation {un~ess otherwbe 
required by !aw}, Please notify the sender of the error by .a .separate e--mail or by ta Hing 

I I b6 -1 per FBI 
b7C -1 per FBI 
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Io:I 
Berl~~~~-'-~~~~~~~ 

SubJect 1attno dataset auth(>rity to Ni ST 

b6 -1 per FBI 
b7C -1 per FBI 

bS -1 per FBI 

FB117cv02557+5 



b5 -1 per FBI 

b6 -1 per FBI 
b7C -1 per FBI 

FB117cv02557-5 



FACE Unit/SMTS Progra~ 
NIST Conference Brief 

June 8, 2015 

I 

FB117cv02567-7 



SM Group 

SMTS Mission: 

]c!F'~ 
:::;:=· 

;-.-.:· .·:.: ...... 
\{ 

To provide forensic scar, mark, tattoo and symbol identity, 
affiliation, and meaning services that support FBI 

operations in safeguarding the public against terrorist 
and criminal activity~ 

The SMTS effort is striving to provide two services~ both providing 
investigative lea $ The first is based on the NGI IP:S Information to 
support investigations that will lead to an identity~ · The second 
service is crffjliatian information relative to the ima.ge submission to 
include s · gested"gang membership, terrorist relevance, location, 
symbols .. scriptlon/mea.ning and visual i .ntifiers such as colors, 
clothing, jewelry etc$ 

FBI 17 cv02567-8 



SMTS Investigative lead Services 
RmlR TfJSJm.·· ·.·.·.· ... m .. ~ am.1 .. JMiliJ1nn1 •mmmm1:::::11rnm ll!lililSlilim:::::::: 

b7E -1, 2 per FBI 

FBI17cv02567-9 



SMTS Investigative Lead Services 
Continued.,o 

·.·.· ..... ·=·=··=·:·:·:·.· ......... · .. ·.·.·.·.·.. . ···:·:·: ...... :. ·.·.·.·.·.· .... ·.-.:::::.:.: ::.:.: .... ·.·.·.··.· ........ :.:.:-:···· .·. · ... · ... : .. ·.·. . .. ·:·:·:-:·.· . ·.·:·:· ·.· .. ···:·:·:·:·:·:·.·.·.·.·.·.·.·.··:·.·=·······:···:·:···:·:··· ... ·.·.·.·.·.·.·.·.·.·.·.·.·.· ··:·:.;::.: ... : .. ==~· ....... ;:;::::::.:::::.:::::.:.:.:.:.:.::·:·.·.·.· ·.·.·.·.· ·.·.·.· ......... ·.· ....... ·:·:·:·:·:·:··-·.·.:.:.: ........ :. ·.~ 

b7E -1, 2 per FBI 

FBI17cv02567-10 



rnrnents 
.. ·:·:·:=·:·:·:·:·.·.·.·.·.·:·:=::::.:: .... ·. . 

Contact lnformati n: 

b6 -1 per FBI 
b7C -1 per FBI 

FB117cv02567-



Daniel Olson 
Unit Chief 

Cryptanalysis & R1ckete1ring Records Unit 
Laboratory Division 

FB117cv02567-



9 

Scars/ 
SS .. ·~·~ 

. -~ .. o· ..•.. -- .• ~.·~--- t-_-~~.·-.~ ... ~ ·~~ 
!<i"l ~lll~~ 

• 
. 

~~ 

::: 

. 

grapt1y~~ 

Reli.·~·· . ·ioui Sv • • 
Sy 
c 

b . ~·~ ... 

·.·o:&'. ·.··.·· ··.·.~. ·. ·~·.··~--;:<)·~--.~ ~· lt11ltlm 
"l;;···llllll~ 

de·~ .· .. 

bo-~ogy· .. ~" ~· .) > .·. 
·.- .. · ·_,;.:_ 

pol 

!llli
. 
: 

. 
i T
· ..... 
~ 

. 

"-----. 

. ..... ,, c 

. _:: 
~ '''' .·.· 

FB117cv02567-17 



b7E 1, 3 per FBI 

FBI17cv02567-18 





Drug TrafflckJng/ 
Border Interdiction 

Street/Prison Gangs Terrorism/Hate Groups 

Threat ~t\ssessments 

!dent!tv 
> 

b7E -1 per FBI 

-1 per FBI 
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tt 
b7E -5 per FBI 
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st 
t t s t s I s 

b7E -1 per FBI 



e n? 

b7E -1, 2 per FBI 

FB117cv02567-23 



b6 -3 per FBI 
b7C -3 per FBI 
.b7E -1 per FBI 

FB117cv02567-24 
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lS t-t~cel1ol 
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b7E -1 per FBI 

FB117cv02567-31 



t 

••••• 

b7E -1 per FBI 
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I ·n' • 

b7E -1 per FBI 
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t • 
IS 

b7E -1 per FBI 
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b7E -1 per FBI 
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t I 
b7E -1, 3 per FBI 

FB117cv02567-36 



Have ·e Seen Similar S mbols? b7E -1, 3 per FBI 

FB117cv02567-37 



ake? b7E -1, 3 per FBI 

FB117cv02567-3B 



Ideal Database 
•User populated 
•Raw (unedited) database 
•Not metadata dependant 
•Robust "i2i1' search capability 
•Low cost/overhead 

FB117cv02567-39 



The Techn logy e eed: 
eb accessible user popul.ated datab~se with 

in.stant i2l matthing 

b7E -2 per FBI 

FB117cv02567-41 



-3 per FBI 
b7C -3 per FBI 
b7E -1 per FBI 
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b6 -3 per FBI 
b7C -3 per FBI 
b7E -1 per FBI 

FBI17cv02567-43 



b7E -1, 3, 4 per FBI 
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I r 

b7E -1 per FBI 
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From: 
$$~ 

'fo: 
C~: 

SubJe~t 

....._ ____ ko1S}·$Bt)~I ...,,..,,...,...,,.,,...------
W$<:~n~~<l>!ly, Marscr\ 18,. 2015 .3;$4 PM 
N9M,M$il~ 

Mien, Tu.elm,~ A. 
ts~ OperotfoMl oaw b6 -1 per FBI 

b7C -1 per FBI 

C'.{:1rn.:errlf~19 zoo RR ruppimd Gfl tattoo 1,_iata1 Nffi'f doeg not tsfKl wm ne\fflr r~ce/%-'e! ~ !:yrn~1 ~ ~~ration-~! tati:Ot.1' oota 
b."'ldi: to aiw !n{1lvkl1.1a!K. 

' • 

FB117cv02557-55 



from~ 

~nt: 

T~~ 

Subject: 

RW'liltfl WQ W. 

1....-____ _.j{CJJS} {fBfJLI ________ ____, 
Wednesday, Novsmber 04, 2015 4:43 PM 
Euberto,focob~ l<CR.~} (FBl); 'N9an, Mei L~e' 
RE: Tattoo Pmjei::t 

Hr ·W't 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

.Y~~1)'.·. Mei and~. . . ·. :re .. r·i .. gh.t,·B .• <.·JOE 1s.· 1Qi_)ld1 .• 1g H'.·. h. elp ahvancc the pattern matchh1g tech.nokigieg fhr the fot~~rest 
of our law en~ie11f part.uers a~· wen as the FBL 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

FB117cv02557-57 



I 
FHI/BCOE 

b6 -1 per FBI s~ ,,,_,. 
b7C -1 per FBI 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

Th.e }llM fa to share the m:i.kom(,~.S nf the tattoo resi::.~1n::.hhwaluatiot1 with ilie FBlf8C10K J\§ fi:.w fue irnages fue only 
sc{~nado l can think of \S.-'hei-e \%'eid share the images with the FBl/BCO:B is if their folks wete to do some potentifil 
gtt)Und-truthiti.g a.ctivitie~, I I 

From~ I 
Date: ~'ediiesda}\ November 4, 2015 at 3 :48 PM 
Tm M Ngan <n1wH~:.s~1Ki11~Jfil.~)'.ov>, 
Cc:. (CJIS) (FBI)'' 

2 

CJIS) ffBl)!1 ! ..... _______ __. 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

FB117cv02557-58 



b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

No prohlenJ I Wnen time gets ck)&er·, it rn1g.M be a good idea if you C{Juld share a gm.an mtmple of 
h:ri.ag1.%.h:rmtaifata fik~ with us to ina,tw sure W('. i1'Xve the right info/fbnrsat lroes th.at s~Jm1d pns~ibk? 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

FB117cv02557-59 



ll'r0cm~ Ngan~. Mei Le'-e hn~~i1ii:I:H"l£tt~"~'11.ti'lli1~,~t~&9.YJ 
Sent: \V(Xlnesdav, Nz)ven1oor 04~ 2015 2:02 P.,.1;1•· "'-------. .-------------. 

Tm 'CJlS) (FBJ~ 
c~ (C.HS) (FBI) .....___....,..... ______ __, 

Subjedt Re: Tattoo Projt1ct 

fi'r~m~ 
Date: ~·'"'ei;: ... ·;"'l'. n"."~".",~&"."_,{'r"i'a"."··~--»-:N:-:.r,...o ... v ... <.~--n-:1"r't: .... ~r---"'T~--, _~,_.~"'l":Je,...a-=t"""r-'l'..,..'l'l:'l!".._.. 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 
b7E -1 per FBI 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

To~ M Nr.mn <m~il§.;'e.l1£_1lU~QlJ§tillt1V>J lfcJIS} fFBIY1I 
C£~1 l<CHS) (FBI)"I I L....-----------1 
S•bjed: RE: Tattoo Proj~set L..-------------1. 

b6 -2 per FBI 
b7C -2 per FBI 
b7E -1 per FBI 

FB117cv02557-50 



i1i .. I ________ ..... 

F'i·om~I I {CJIS) (FBIJ" .... I -___,.........,...., ____ ___, 
Datt: \\k~foes!'..1a.v~ Noven1b1.~t 4, 2015 at 9;16 AM 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

Tt}! ..... ,..... ...... ~~~~..,...~~~.....,,,,......,..~~~ ...... ~~~~ ...... ~~~--. 
Ct: M Ngan <mfil1\"1MJ&;m~1t%1i&h&f,tY> (CJIS) (FBI)" .... I -------
SuhJ~ct~ RE: T~~ttoo Projed ..... ---------~ 

1~r11gt1tirHs.1{~{: !\4ei l~~1~s\~'1-~r jl(lt~:r ~:rtlt'Sti~:1:ns~ sl1~~.is (Jt1:t ·N1~r1--· i3f){:;. l·\8 il1i-- ttit~ f-•h1t1wl).isclt1st11x~ i\.g:.rt~{~tl1i.~r1t> tl1l~:t' 

\vor.dd h(~ withl ~md NIST. y·z·H1 kno'<-v yl1u can shout me tmytitm~ \vit.h qtl(~sth:ms. 

lfoy .. l ____ ... ~H:>\~' are you sir? 

5 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 
b7E -1 per FBI 
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I js.~st heard frorti my CoC regarding fue tattoo image request. They gave me the OK to move fon-vard with this 

pn.}l~ess, 

What t.hrmat \-Youltl yt"Ju request the hnages in? .. I _______ ---1 

How vvoultl you re(xrrn:.tne:nd. we send you guys the images? I ..... ~~~~~~~~~~~~~~ 

b7E -1 per FBI 

b7E -1 per FBI 

bS -1 
b7E -1 

FB117cv02557-52 



D 

7 

bS -1 
b7E -1 

b6 -2 per FBI 
b7C -2 per FBI 
b7E -1 per FBI 

FB117cv02557-53 



,. .. t J[I 37 ) 

.__ ___ ___,korS}JFS1J._I ______ ____, 
~nt: N-fond~y, October OS, 2015 4:46 PM 
To: I kCJE;) {FB!); Ngan, Mei Lee 

Suh~~re R~I I 

·-------------· Or#~imtl message ----"'"""-" 
I:;~,., ... ~,.,~J . . 11r•1· T§f• tor. ;-.::vvJ 
.II. S;'.·~~;o;~ .. . .\~'-'• f;.._.J \;{" _r,;d.) 

Dat©: 10.105/2015 4)31 .PM (GfMT-05:l"""}t"'").J-• ________ ___, 
To; '*N~~n. Mci 1.(:.e*1 <:1ndloo.t1gat1\flmistguv> 
'f""·"' I 1.tt"JfS\ f~("i:',ll"\i" ! ... __ ......._ _____ _ 

-.:..._ .. \,_ .. •,~ • --~ "".:··~ !i.:~:- t 11- ·.~~·3..$ J 
Subje~)f: RE:I I 
Wot h%'We!'f't fa~r<l arwtMng. 

From: Ngan1 Mel lee [rm:iHee.ngan@nlsLgov} 
Serti:~ Montfa '·. October G.St 2015 4:2.9 PM 
To~ ·cus) (FBI) 
cc i 01s1 ran 
Stibj~~ ·Re: 

...._~~~~~~~~~ 

He!roc:::::::J 
Just chedrlng fr~ have you heard ~nyth~ng from .... I _____ _. 
Thanks! 
Mel 

~rorml ltCJiSJ {tsir1"'""_..,.=,....,......-----....J 
Oat~n Monday, Sepi$rnrn~r 14, 2015 at 10:05 AM 
to: MN. ;:§fl. <rn~*He~M) an: IDM:st ~CV;> 

Subject; RE 
...._~~~~~~~~--' 

From~•••Ngans ··Me1•••Lee·••f.~4R~shf!fu1ri@t1iiii!m~J 
~nt: Morn:.'fuy, SW?tetriwr 14f 2015 9:26 AM 
Tml l(GlS} {FBI) 

1 

p ii ss;; 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 
b7E -1 per FBI 

b6 -1 per FBI 
b7C -1 per FBI 
b7E -1 per FBI 

b6 -1 per FBI 
b7C -1 per FBI 
b7E -1 per FBI 
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Gc:I lntUlSHFf:llj 
SU:b-•• ~-\-:-Re-:j-------------. 

b6 -1 per FBI 
b7C -1 per FBI 
b7E -1 per FBI 

rlll I 
Pwase ffr)Q the new reu~r tq._ ____ __.lreQ~l€Sttng tattoo !rnages ooly. The letter gets printed Oh oftldal N!S"f. 
!e.twrhead••priof••W·rnalftng, 

TI1~1r1ks., 
Mel 

from~I I {fJlSl (nur~ ..... 1 --------' 
Pat~~ ThurMfay, Septen1bl~ 3, 2015 at2:52 PM 
Tot M Ngan ""mfilH@%,ns~n~?u!~S>.@:'i"' 
~~1 l\tJ~snmir•-1 ~------
sub~ I 
rn fl-tefi 

b6 -1 per FBI 
b7C -1 per FBI 
b7E -1 per FBI 

llgota.torntn.tink4tk1trfrom His ttrnt~~t ®kl ~r tha~n Di' Cormn,.:=Jnd wei1~ Lmder 
~ptet"%:)nthattm~y tattoo data was gotngto be R.:,questoo and I 11 thWsk tney MlkedattMsa biL They ~11~ asklr~ fur .ano._t_h_e_r"""!e_tte_r_t-•o·.••"""'.h-•e • .• -..••• ~-•..•••. -t-to-••.• -. t"'""":h-et_t_a-~-~n-• •C¥-.-9-w-ln-.9-a_d,..,d"""iti-,o-rm! 
dclaf!ed k!form•'tl about whatN1$f ~ns tc do with their tattoo images. He aporogfzed but saM fue • cha~n of mmmarid 
pnx:e-ssJs stronger than m was in years past · 
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l>l't n m ?? 

from: L--___ ..... ko1s1 wanL..I ______ __. 
Soot: 
Ya: 
Subj~t: 

Thur$day, September 03, 2015 3:13 PM 
Ngan, Mei foej I (CJISJ {HM) 
RE:j I 

;;~-~~:~I Orlgtna! mess~J~·;;;··{·;BW'..,I ,,....,,,..,,.... _______ __, 
Date: OS/03/2015 3:09 PM {GMT415:00) 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 
b7E -1 per FBI 

b6 -1 per FBI 
b7C -1 per FBI 
b7E -1 per FBI 

To: {~Ngan, Me! Lee" <menee.11g~m@nist.gov>,L..l _____ __.~CJISJ ftBW' IL _________ __,I 
Subject; RE:I I 
v~~s, a new letter for SMTS irm,~ges on1y arid the explanatkm of hew NtST wm u:se them. Tt'ils wm be the same for any 
of the agendes that ln*'~gctWtf.~ wath fof' lmages. 

·------·--·--· Or!ginaI m(~ssage ......... ""· 
From: "Ngan, Mei Le~~if <mellee,nf,~an@nistogov> 
Date: 09l03!20lS. 2:55 PM (GMT·;.. •-..:-0:.::::5.:.:;0::..::0::..i.1 ______ __, 
To: (CHS}{tB!Y.J' i.._ _________ ..., 

Ct:: CHS rnn'' 
Subject Re: 

L---------.... 
Hi CJ 

b6 -1 per FBI 
b7C -1 per FBI 
b7E -1 per FBI 

W$. figured we r:mdd k!H two birds wfth one stone by rnquestin__ but dkfr1lt re<*Rte 
the hack.lash that wmdd tause, Th,$t was bad comrnunkat!on on.•L •--m-y--.-pa-• -~ .... 't-. """'o"""J ..... · .... it,...s_o_u_n_d':""l~lk,...• .,.....-........ ----, em out of 
the qu(~~>tion1 and the letter to them should only referen(:e what we woukl do with the tattoo lmages? 

Thanks, 
Mei 

SUbje(:t~ 
L-----------' 

1 

b6 -1 per FBI 
b7C -1 per FBI 
b7E -1 per FBI 
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.__ _ _.l90t a t~&'flmt.mk:..~tion f'rorn.__ ____ ___,___,---..,-----, ... H_!_s_e: ... o ... nt ... ac ... t_s_a_ki_· _th ... e_ir_C_h_a_in_·._ol_' w ... ' _.• r .... ",W ... lll_<l_nd_"_we .... • •._re_· •• •_Ul_rid....,er 
the im . r :,"'skin thatonlytattoo data was golng to be requested aoo ._____,___,, _ ____, ___ ____, ____ _,......--................. 

I think t~"}' .balked at thM a mt they are asking for another letter to be. serittt> thek age!R')' gMng a<lQmonai ...,._,......,.. ............... 
al ed inci"mrnatlon a~t what NIST plans to do w~th their tattoo images, He apOk.'%Jized but said the chalrs ~' t::twrnmmd 

ptttt'.'.§.~'{S k~ stn:ingertMn !twas in years past, b6 -1 per FBI 
b7C -1 per FBI 
b7E -1 per FBI 
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from; 
Sent~ 

T@~ 

Ct; 
Subj~t: 

M Ngan <mlngan@nistgov> 
Tuesdav, Au,. ust 12, 2014 2:10 PM 

Yup,! s::an nwnuaHy crop them out after you send them to me, No pmb.lemo .. 
lhankQor doing thk:;! 

On S/l.1/14. 2~07 PM,-i --------'----------,1 wrote: 

>After he draws the image, l want to put the name we want the fi!e to be 
>.mimed on the paper. C.sn yo~J ea.s!lv crop that out after we send you the 
>digital images'? it's Just easier to have hfrndraw and then scan them 
>after they aH our done. 

>frorn: Ngan, Mei L~~e (meilee.ngan@nfst.gov] 
~·Sent: l\iestfaly<,. August U_. 2014 11:23 AM • 
>Toi I • 
:>-Su~*~rt: tattoos for sketd1ing · 

>+HD i 

c:-Attm.:hll'd is a !fat of simple tattoos fur sketrhtng out ··please forward 
>toOnct see lnstn.ictklns ~low. •• 
> . 

>!nstrnctlons: 

>L0ok at the tattoo lmag~~ for vp to a mJ!Wte, When ready, dose the 
>image and dra'.·V/s.ketch a pkhm~ of what you just saw W'!THOUT looking at 
>th~ image again, 

>'fh;mks fur yrrnr help on tM:s! 
>Mel 

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

b6 -1 per FBI 
b7C -1 per FBI 
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frmn~ 

Se~t: 

1"~~ 

{'.:~; 

Subj~: 
I 

Tuesday, August 12, 2014 2:07 PM 
Npan, Meltee 

xmn mr·--

b6 -1, 2 per FBI 
b7C -1, 2 per FBI 

After he drnws the image, ! wa.ntto put the name we want the ft!e to be named on the paper. r..an you ea5i!y crop ttrnt 
out after we send you the digH:al imag€s? lfs just easier to Mve him draw and then scan them after th$¥ aN OtH dom.~ .. 

from: Ngan, Mei Lei~ frneHe€A1gar'l@nist.gov] 
Sent: Tu.esday, Augmt 12, 201411:23 AM 
-rol I 
S.ub}ett tattoos fur sketd1ing 

Hll I 
Att<.Khed ls a Est of simph~ tattoos for sketching cut .. please fr.:irward wOnd see lnstrnctions ru.~iow .. 

!nstrm::tk1rit>: 

b6 -1 per FBI 
b7C -1 per FBI 

took at the tattoo image for up to a m imJte.. When ready, dose the image and dm11v/sketth a pkture of what 1·0~~ just 
saw W!THCHJT k~okh1g at the lm~~ge ;:igaki .. 

Th~mk; for yow" he~p en thisl 
Mel 
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fmm: 
Sent 
'f@: 
cc~ 

SubJ~~ 

Friday, Ju~y 26, 2013 2;16 PM 
GrC>'i:b€r~ Patrick J. 
Ngan, Md Lee 
RE: Tattoo dataset 

b5 -1, 2 per FBI 
b6 -1 per FBI 
b7C -1 per FBI 

... T ... 'f..,m...,n,..k .... :s .... e .... a ... tr ... k..,t: ... i .... r ... 'l.._l .... d ... is""q""t:;.,..:s._· t~ti•..,lli .... •·• .... w~it.:..:h....:t;;:;;:·h .· .... e...:.N;.:;;;I~S~T·• ·...;CO::::.;• ·~R:..:.• • ..... I _____ .... li..:;a;.;..:n;.;:;d...;;m.;.;.i;• 1 Superv!sns1...._ ___________ _. 
I J 

Frown Grot!"ll.~r~ Patrick J, fpatrll:k,grtifb~r@nlst,gov] 
sent: '11'\msdav,. JUfy' 2.5, 2013 10:01 AM 
Tod 1· 
O::t 1\14-~!1s Mel Loo 
SUhjm: Rt.: Tattoo dataset 

HiD 
b6 -1 per FBI 
b7C -1 per FBI 

bS -1 per FBI 
b7E -1 per FBI 
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~st, 

P~trk'k 

Frmm Brother1 Patrick J, 
Sem:r Mooo.~1., Jtdy is, 2013 3:09 Pfv1 
'f'e:d I 
Cc: Ngan, Me! Lee 
Subj~~ RE: Tattoo ool~set 

HsL..I _ __. 

b5 -1 per FBI 

bS -1 per FBI 
b6 -1 per FBI 
b7C -1 per FBI 

Th<=ink:s fortM::<l~m<li! and the farnttWi:1< lguess: weh~ve:the 'ritic-ai kigalbitsnow to mrnhtMs tbt,mwti wwklw\t*r:s no¥.( 

~~~-~~~~ I 
~'\N~~!~ t>*lk t,'J:• m~m~~gl~n1~~t)t {MU>.:~~ Gattlslto rnt1ne the det}Jt!z of that pn:ip0MI, :and get back to yQcu next: \·W:~t~k. 

TtmJtks, .. 
P~ttid~ 

fmrmJ : 
SW: :*M!!tmy! JWY .ts~ ::u 2:49 PM 
tm Grother,. Patrid< J, 
£<:: Ngt:m1 Mer tee 
$u0ject: tattoo ti.~t:aset 

b6 -1 per FBI 
b7C -1 per FBI 

I havf..>J:Yt heard back from you sit~ my last e-mait on June 28th, Is there <'myt:hing else you .~ from me oo my end 
for the ~pew.'<..'tk to proca:.'rl at NIST for the transfer oftne tattoo darast.>t? Please !et rne know so we t:af! do what is 
n~.Rm..»aryto get~ transitID.'1 to NIST arid begin to d~wi-::!op a p!an for a future Cha!fu:nge Evah.nm, 
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IFBl{BCOE 

3 

------ ---- -~--------------------------- - -------------- ------- - ------

b6 -1 per FBI 
b7C -1 per FBI 
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-
Monday, March 28, 2016 at 2:04:54 PM Eastern Daylight Time 

Subject: Re: Tatt-C 

Date: 

From: 

To: 

Hi Anne, 

Thanks! 
Mei 

Monday, March 28, 2016 at 1:39:01 PM Eastern Daylight Time 

Ngan, Mei Lee (Fed) 

Andrews, Anne M. (Fed), Grother, Patrick J. (Fed), Watson, Craig I. (Fed) 

From: "Andrews, Anne M. (Fed)" <anne.andrews@nist.gov> 
Date: Monday, March 28, 2016 at 1:35 PM 

b7E -1 per FBI 

To: M Ngan <meilee.ngan@nist.gov>, "Grother, Patrick J. (Fed)" <gatrick.grother@nist.gov>, "Watson, 
Craig I. (Fed)" <craig.watson@nist.gov> 
Subject: Re: Tatt-C 

Hi Mei, 

A clarification question ... was the dataset for your research the same as the one that the FBI BCOE provided for the 
challenge? 

Thanks, 
Anne 

Anne Andrews, PhD 
Director, Human Subjects Protection Office 
National Institute of Standards and Technology 
Anne.andrews@nist.gov 
Submissions to HSPO should be submitted to: hsP-Q@nist.gov 
NIST intra net: httgs:LLinet.nist.govLhsgo 
Office: 301-975-5445 

--------- -----------------
From: "Ngan, Mei Lee (Fed)" <meilee.ngan@nist.gov> 
Date: Monday, March 28, 2016 at 10:05 AM 

To: "Andrews, Anne M." <anne.andrews@nist.gov>, "Grether, Patrick J. (Fed)" 

<gatrick.grother@nist.gov>, "Watson, Craig I. (Fed)" <craig.watson@nist.gov> 
Subject: Re: Tatt-C 

Hi Anne, 

Page 1of2 
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.. 

Per our phone conversation this morning, attached is the Human Subjects Determination for the FBI tattoo 
data. It was determined to be research not involving human subjects. 

Also, as we had discussed, the face images in the Tatt-C report came from the Multiple Encounter Dataset 2 
{MEDS-11), which is a NIST public face database of deceased individuals -
httR.;ff www. n ist. gov Li!!/iadfigf sd32. cfm. 

Please let me know if you have any other questions. 

Thanks! 
Mei 

From: "Andrews, Anne M. (Fed)" <anne.andrews@nist.gov> 
Date: Friday, March 25, 2016 at 11:34 AM 

To: "Groth er, Patrick J. (Fed)" <J;!atrick.grother@nist.gov>, M Ngan <meilee.ngan@nist.gov>, "Watson, 
Craig I.(Fed)"<craig.watson@nist.gov> 
Subject: Re: Tatt-C 

Thanks Patrick 

Have a good weekend. 

Anne Andrews, PhD 
Director, Human Subjects Protection Office 
National Institute of Standards and Technology 
0: 301-975-5445 
Anne.andrews@nist.gov 

Sent from my iPhone - please pardon my grammatical and spelling errors - and the crazy autocorrect errors. 

On: 25 March 2016 11:10, "Grether, Patrick J. (Fed)" <gatrick.grother@nist.gov> wrote: 
Anne, 
Mei is out on AL today. She's the primary. She'll contact you next week. 
Best, 
Patrick 

From: "Andrews, Anne M. (Fed)" <anne.andrews@nist.gov> 
Date: Friday, March 25, 2016 at 11:07 AM 
To: Mei Ngan <meilee.ngan@nist.gov>, Patrick Grother <J:Jatrick.grother@nist.gov>, Craig Watson 

<craig.watson@nist.gov> 
Subject: Tatt-C 

Page 2 of 2 

FB117cv02557-74 



Good morning, 

I got a FOIA request related to your TATI-C project from last March. Would you let me know when you're free for a 
call about it? 

Thanks, 
Anne 

Director, Human Subjects Protection Office 
National Institute of Standards and Technology 
Anne.andrews@nist.gov 
Submissions to HSPO should be submitted to: hsP-Q.@nist.gov 
NIST intranet: httgs:LLinet.nist.govLhsgo 
Office: 301-975-5445 

Page 3 of 2 
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Monday, March 28, 2016 at 2:06:17 PM Eastern Daylight Time 

Subject: Re: Question about Tatt-C 

Date: Friday, March 25, 2016 at 10:59:21 AM Eastern Daylight Time 

From: Dave Maass 

To: Andrews, Anne M. (Fed) 

Hi Anne, 

Thank you. I really appreciate it. 

Dave 

On 3/25/16 7:54 AM, Andrews, Anne M. {Fed) wrote: 
Hi Dave, 

Thanks for sending your request in email. I will look into this and get back to you as soon as I can. 

Thank you, 
Anne 

Anne Andrews, PhD 
Director, Human Subjects Protection Office 
National Institute of Standards and Technology 
Anne.andrews@nist.gov 
Submissions to HSPO should be submitted to: hsP-Q.@nist.gov 
NIST intranet: htt12s://inet.nist.govlhs120 
Office: 301-975-5445 

On 3/25/16, 10:28 AM, "Dave Maass" <dm@eff.org> wrote: 

Ms. Andrews, 

Thank you for speaking briefly over the phone with me. As I explained, I 
am seeking more information about whether a particular NIST project when 
through a process for protection of human subjects, such as IRB review. 

The NIST program is called Tatt-C, or the Tattoo Recognition Technology 
Challenge 

htt~LLwww.nist.gov LitlLiadLigLtatt-c.cfm 

Tatt-C provided 19 private companies and research institutions with a 
dataset of tattoo images for experimenting with tattoo recognition 
algorithms. Based on what I've seen so far, I believe that many, if not 
most, of the images are from prisoners. Based on my reading of the 
Common Rule and NIST's own guidelines, prisoners are a protected class 
and generally trigger IRB review without exception. 

Page 1of2 
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What I'd like to know is if Tatt-C did go through that process, and, if 
so, what kind of records of that review I may be able to examine. 

I've been trying to gain information on this for quite sometime, so 
whatever you can do to help I would very much appreciate it. 

I can be reached at 415-436-9333 x151 and dm@eff.org. 

Dave Maass 
Investigative Researcher 
Electronic Frontier Foundation 
415-436-9333 x 151 
dm@eff.org 

Dave Maass 
Investigative Researcher 
Electronic Frontier Foundation 
415-436-9333 x 151 
dm@eff.org 

Page 2 of 2 
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From: 
To: 
Subject: 
Date: 

Jason's email. 

Allen. Thelma A. 
Schilling. Linda Beth 
FW: Human Subjects Detennination Package ffi-0002 
Tuesday, April 07, 2015 1:50:23 PM 

From: Boehm, Jason 

Sent: Tuesday, April 07, 2015 8:45 AM 

To: Allen, Thelma A. 

Subject: RE: Human Subjects Determination Package ITL-0002 

I'm fine with that. Thanks 

From: Allen, Thelma A. 

Sent: Tuesday, April 07, 2015 8:15 AM 

To: Boehm, Jason; Shaw, Stephanie L. 

Subject: Human Subjects Determination Package ITL-0002 

Jason, 

Thanks for signing the package for human subjects determination# ITL-0002, "Tattoo Recognition 

Technology Research and Evaluations with Federal Bureau of Investigation (FBI} Operationally 
Collected Tattoo Data". 

I noticed that you did not date the actual package but did date the file copy and the cover page for 

April 3, 2015. I would like to date the original concurrence memo with April 3, 2015, for the final 

copy of approval, but for the official record just making sure that you are aware of my change and 
that you are ok with that? 

Also, the package was delivered without an official stamped date on it from Chuck Romine's office. 

Chuck approved the memo on (signature dated on March 24, 2015}, and I will ask his secretary to 
date stamp the memo with the same date. 

I will forward you a scanned copy of the package for your records. 

Thanks, Thelma 
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FORMCD-16 
(12.:6-73) 
PRESCR. BY TRANSMIT/ROUTE 
DA0214-2 

NAME 

1. APPROVAL.JSIGNATURE 
2. CLEARANCE/INITIALS 
3. RECOMMENDATION OR COMMENT 
4. RETURN lllllTH MORE DETAILS 
II. INVESTIGATE AND REPORT 
IS. NOTE AND SEE ME 
7. NOTE AND RETURN 
8. NOTE AND FILE 

COMMENTS 

FROM (Name) 

Thelma Allen 

U.S. DEPARTMENT OF COMMERCE DATE 

·BUILDING, 
ROOM OR 

REFERENCE NO. 

ACTION ITEMS 

TAKE 
ACTION 
BELOW 

\ 

l 

9. YOUR INFORMATION 
10. PER OUR CONVERSATION 
11. AS REQUESTED 
12.. NECESSARY ACTION 
13. CIRCULATE AMONG STAFF 
14.. ANSVIJER DIRECTLY 

INITIALS 

~~TE 

'17 -

15. PREPARE REPLY FOR SIGNATURE 

OF: __________ _ 

BUILDING, 
ROOM OR 
REF.NO. 

225A264 2717 

c:::J Continued on ,..,,.,.. 

CODE AND EXTENSION 

*u.s. Go~ment Printing Office: 1980-665-11511024 Region No. B 

-
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MAR 2 4 2015 

UNITED STATES DEPARTMENT OF COMMERCE 
National Institute of Standards and Technology 

MEMORAMDUM FOR Jason Boehm 

From: 

Human Subjects Protection Review Group 
Program Coordination Office 

Charles H. Romine, Director 
lnfonnation Technology Laboratory (ITL) 

Subject: Determination for ITL Project # ITL-0002, entitled, "Tattoo Recognition Technology Research 
and Evaluations with Federal Bureau of Investigation (FBI) Operationally Collected Tattoo Data," fort/ill\\ 
MeiNgan ~ 

I have reviewed the attached documents and completed the review as noted below. 

Summary of Proposed Work or Protect 

:N"IST has been conducting evaluations of biometric and related algorithms and technology 
standardization for many years as part of its measurement science and standards mission 
including mandates from the USA PATRIOT Act and Enhanced Border Security and VISA 
Entry Reform Act. Samples are essential for conducting research in algorithmic performance of 
tattoo recognition technology using operationally realistic tattoo data. :N"IST research activities 
for this project are limited to algorithm research and technology evaluation and standardization 
and do not include any NIST conducted or supported collection of tattoo images from human 
subjects (Attachment 1). 

NIST is not funding or directly collecting any tattoo images from subjects. FBI collected tattoo 
images of encountered subjects for non-research u oses under the authori to · out 
their a enc mission. The FBI will rovide 

to NIST under Government Furnished Information ......................... ---------........ ---........ ------......................... ---....... 
(GFI) Agreement (Attachment 2) for the evaluation of tattoo recognition technologies as 
described in the associated attachments. NIST will never receive the ke linkin each sub·ect's 

ersonall identifiable information to this tattoo data. 

b7E -1, 3 per FBI 
28 USC 534 authorizes the FBI to collect and preserve criminal identification and other records, 
to include the images of tattoos collected in conjunction with these functions. 

Sharing of information in the FBI's system of records with other federal agencies is a routine use 
for the records allowed under The Privacy act of 1074 5 USC 552a(b)(3). NIST does not and 
will not distribute the dataset. All participants get access to the dataset from the FBI. 

FB117cv02557-BO 



- Deterllllnation 1: Whether Proposed Work is Research: 
ResearcJ:i means a systenl.atic investigation, including research devel<>pment,testing and 
eva1uation, designed to develop or contribute to generalizable knowledge. (Department of 
CommerceRegulations (15 CFR § 27.102 (d)) 

1 a. ~Yes D No ls the activtty ·•aln illv•tigatiQn? 
(lnvesti;g;ttion: A searching inquiry for facts; detailed or careful examination.) 

1 b. ~ Yes D No Is the IJlvestigatioJ:l systematic? 
(Systematic: Having or involving a system, method, or plan.) 

le. ~Yes D No Is the investiptiQn designed to develop or contrlb.ute to 
geQ.eralizable kncnvledge? 
(Designed: observable behaviors, specimens, or data, used to develop or 
contn°l)µte to l(nowledge. 
Develop: to fQon the basis for a future contribution. 
Contribute: to rewlt in. 
l{n()wledge: truths, facts, infonnation. 
Generalizable: Universally or widely applicable.) 

Justification for abo-ve selections: 
Overall, the project research activities involve measurement s~ience and standards 
de-velopment research through algorithm evaluations. The performance tUid accuracy of the 
tattoo recognition technolow will be m~ by comparing the technology's recognition 
decisions to the reference annotations included as part of the .FBI tattoo data. The outcomes 
from theJes~ch ,,µ-e expected tp be geJ;J.cr'1izable to the further developmentofthe 
algorithms, evaluation methods and standardization recommendations. 

If ANY items la, lb or 1 c, are checked "No," the .activity does not meet this definition of 
research. 
Go to the Detenninatio.11 Section on tbe last p~e. 

If ALL items 1 a, 1 b and l c are checked ''Yes," the activity meets the DOC definition of research. 
Complete the next sectio~ ''Determination 2: Whether Research.Involves Hunuut Subjects." 

D~terminatl()n 2: Whet)ier Propo$ed Research Involves B1Ullan. $u.l>Ject.: 
Human subject m.eans .a livinR individual about whom an investigator (whether profe$sioool or student) 
conducting research obtains (1) Data through intervention or interaction with the individual, or (2) 
Identifiable private infoonatlon. (DOC regulations (15 CFR § 27.102(f)) 

2a. D Yes -~No Will the investigator obtain data about living individuals through 
intervention OR interaction? 

Intervention: J>bysjcal ptoce(lures or marupula.tions .of those ~ndividuals or their 
environment. 
Interaction: Comtnunication or interpersonal contact withthe individuals. 

ITL-0002-NIST Determination Worksheet for OU·HSRG-03202015-final.docx 2 
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If "Yes," STOP; the activity is research involving human subjects. Submit a research protocol 
for review to IRB/HSPO. Proceed to determination section below. 
lf"No," continue to question 2b. 

2b. ~ Yes D No Will the investigator obtain data I information about individuals 
that are individually identifiable? 

Identifiable: The .subject's identity is or may be readily ascertained by the 
investigator, or will be associated with the infonl1ation* OR the research 
involves the use of coded* data/specimens. 

* Coded means a living individual's identifiable infonnation (such a as name or 
social security number) that allows the investigator to readily ascertain the 
identity of the individual has been replaced by a code, such as a (number, letter, 
or combination) and there is a key to decipher the code that links identifying 
information to the private infonnatioll or specimens. 

Coded specimens and data are considered identifiable under the Common Rule 
and OHR.P "Guidance on Research Involving Coded Private Information or 
Biological Specimens," October 16, 2008. NIST follows this OHRP Guidance. 

2c. D Yes ~ No Will the investigator obtain data about living individuals that is 
private? 

The data includes that obtained by the investigatods private and information 
about behavior that occurs in a context in which an individual can reasonably 
expect that no observation or recording is taking place, and information which 
has been provided for specific purposes by an individual and which the 
individual call reasonably expect will not be made public (for example, a medical 
record). Private information must be individually identifiable to constitute 
research with hwnan. subjects. 

2d. ~ Yes D No Is a code with a key used somewhere to link private identifiable 
information or specimens to individuals? (See lb) 

2e. ~Yes D No Were the coded specimens/data previously collected for other 
purposes and NOT for this research? 

2f. D Yes ~ No Will the investigator have access to the code key? 

If 2f is "No" mark all that apply below. 

2f{l) D Yes D No The provider of the data/specimens will remove the code 
before sending the data/specimens to the researcher. 

2f(2) 181 Yes D No The holder of the key and investigator enter into an agreement 
prohibiting the release of the key to the investigator under any circumstances, until the 
individuals who ate linked to the specimens or data are deceased. 
See Attachment 4 
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2f(3) D Yes D No. The investigator bas doc\ll'tlentation of written p<>licie:i and 
operatit>.g procedµres from .a repository or data management ceqter that prohibits the 
release ·of the key to the investigators under any circumstances, until the individuals 
who are linked. to the sp.ecimens or data are deceased. Attach documentation of the 
written policies ancl operating procedures. 

2f(4) D Yes 0 No There iµ-e other legaj requirements prohibiting therel~e of 
the key to the investigators, until the individuals who are linked to the specimens or 
data are deceased. 
Attach documentation of the legal requirements. 

r----------~~-----------~------------------
Determillation Assessment: 

- The research does not involve human subjects if the answers to 2d and 2e are both 
"YES;" the answer to 2f is "NO;" and any of the items in 2f(l) through 2f(4) ate "YES." 

- The res~ch involves human subjects if there any other combination$ of at1$wers to 2d, 
2e, and 2f. Start building a research protocol for submission to the NIST IRB via the 
HSRRG 

-·-----·---·------·--------------.--.-------- ....... --
***it********************************************************************** 
OU Review Determination for Proposed Work: 

I have reviewed the documents listed below, completed the analysis above, and determined 
that: 

[ ] The proposed work is not research 

[ X ] The proposed research does not involve huma,n subjects 

[ ] The proposed research involves human subjects and requires further review. 

Summary of Justification fOt Determination 

As. presented in the referenced attached d,oClJll1ents, the identity· of a human subjects cannot be 
readily ascertained by the NIST researchers. Therefore the NIST research described above and 
within the attaebments listed below, is.not research that involves human subjects for the 
purposes qf the Common Rule for the Protection of Human Subjects. 

This determination is being submitted after research was started qn this project. Researchers 
were not aware that a review ofthe .. data being used required a human subject's determination. 
After receiving a manusctiptsubmitted for review of the work, management determined that a 
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review was necessary. Based on increased awareness concerning research involving human 
subjects, the issue was caught in time. Training is forthcoming to all OU personnel. 

Based on a review of the manuscript there is a reasonable degree of confidence that the 
detennination of research not involving human subjects would have been made if the review 
and determination bad been done in the proper required sequence. Although this 
determination review was not done initially, this review is a course-correction. 

It is recommended this project be approved as described in the referenced attachments. 

Isl March 24, 2015 

Name: Charles H. Romine Date: 
Title: Director, Information Technology Laboratory 

***************************************************************************** 
Human Subject Review Group (HSRG) Determination 

[X] ·Concur [ ] Do not concur 

Comments/ Additional or Special Conditions: 

Attachments: 

Isl April 3, 2015 

Name: Jason Boehm Date: 
Title: Chair, Human Subjects Working Group 
Program Coordination Office 

(1) ITL-0002 NIST Human Subjects Research Determination Form March 18, 2015 
with the following Attachments: 

(1) Project Schematic of Tattoo Data Usage (undated) 
(2) Government Furnished Information Agreement dated February 24, 2014 and 

signed April 3, 2014 bG 

(3) I ~sistant General Counsel Federal Bureau of b?c -:1P::r FB~r 
Investination email dated June 24 2013 citing FBI BCOE Authorities 

(4). IFBIIBCOE email dated March 18 2015 noting no codes shared 
with NIST 
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UNITEC STATES DEPARTMENT OF COMMERCE 
National Institute of Standerds end Tecnnology 
Gaithersburg, Maryland 20888-

MAR 2 4 2015 

MEMORAMDUM FOR 

From: 

Jason Boehm 
Human Subjects Protection Review Group 
Program Coordination Office 

Charles H. Romine, Director (!/,..~ /../. 'k?~ 
Information Technology Laboratory (ITL) 

Subject: Determination for ITL Project# ITL-0002, entitled, "Tattoo Recognition Technology Research 
and Evaluations with Federal Bureau of Investigation (FBI) Operationally Collected Tattoo Data," for 
Mei Ngan 

I have reviewed the attached documents and completed the review as noted below. 

Summary of Proposed Work or Proiect 

NIST has been conducting evaluations of biometric and related algorithms and technology 
standardization for many years as part of its measurement science and standards mission 
including mandates from the USA PA TRI OT Act and Enhanced Border Security and VISA 
Entry Reform Act. Samples are essential for conducting research in algorithmic performance of 
tattoo recognition technology using operationally realistic tattoo data. NIST research activities 
for this project are limited to algorithm research and technology evaluation and standardization 
and do not include any NIST conducted or supported collection of tattoo images from human 
subjects (Attachment 1). 

b7E -1, 3 per FBI 

NIST is not funding or directly collecting any tattoo images from subjects. FBI collected tattoo 
images of encountered subjects for non-research oses under the authority to carrying out 
their a enc mission. The FBI will rovide 

to NIST under Government Furnished Information 
...._~~~~~~~~~~~~~~~--

( G FI) Agreement (Attachment 2) for the evaluation of tattoo recognition technologies as 
described in the associated attachments. NIST will never receive the ke linkin each sub"ect's 

ersonall identifiable information to this tattoo data. 

28 USC 534 authorizes the FBI to collect and preserve criminal identification and other records, 
to include the images of tattoos collected in conjunction with these functions. 

Sharing of information in the FBI's system ofrecords with other federal agencies is a routine use 
for the records allowed under The Privacy act of 107 4 5 USC 5 52a(b )(3 ). NIST does not and 
will not distribute the dataset. All participants get access to the dataset from the FBI. 
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Determination 1: Whether Proposed Work is Research: 
Research means a systematic investigation, including research development, testing and 
evaluation, designed to develop or contribute to generalizable knowledge. (Department of 
Commerce Regulations (15 CPR§ 27.102 (d)) 

la. 0 Yes D No Is the activity an investigation? 
(Investigation: A searching inquiry for facts; detailed or careful examination.) 

lb. ~Yes D No Is the investigation systematic? 
(Systematic: Having or involving a system, method, or plan.) 

1 c. ~Yes D No Is the investigation designed to develop or contribute to 
generalizable knowledge? 
(Designed: observable behaviors, specimens, or data, used to develop or 
contribute to knowledge. 
Develop: to form the basis for a future contribution. 
Contribute: to result in. 
Knowledge: truths, facts, information. 
Generalizable: Universally or widely applicable.) 

Justification for above selections: 
Overall, the project research activities involve measurement science and standards 
development research through algorithm evaluations. The performance and accuracy of the 
tattoo recognition technology will be measured by comparing the technology's recognition 
decisions to the reference annotations included as part of the FBI tattoo data. The outcomes 
from the research are expected to be generalizable to the further development of the 
algorithms, evaluation methods and standardization recommendations. 

If ANY items 1 a, 1 b or 1 c, are checked "No," the activity does not meet this definition of 
research. 
Go to the Determination Section on the last page. 

If ALL items la, lb and le are checked "Yes," the activity meets the DOC definition of research. 
Complete the next section, "Determination 2: Whether Research Involves Human Subjects." 

Determination 2: Whether Proposed Research Involves Human Subjects: 
Human subject means a living individual about whom an investigator (whether professional or student) 
conducting research obtains (1) Data through intervention or interaction with the individual, or (2) 
Identifiable private information. (DOC regulations (15 CFR § 27 .102(f)) 

2a. D Yes ~ No Will the investigator obtain data about living individuals through 
intervention OR interaction? 

Intervention: Physical procedures or manipulations of those individuals or their 
environment. 
Interaction: Communication or interpersonal contact with the individuals. 
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If "Yes/' STOP; the activity is research involving human subjects. Submit a research protocol 
for review to IRB/HSPO. Proceed to determination section below. 
If "No," continue to question 2b. 

2b. [gJ Yes 0 No Will the investigator obtain data I information about individuals 
that are individually identifiable? 

Identifiable: The subject's identity is or may be readily ascertained by the 
investigator, or will be associated with the information* OR the research 
involves the use of coded* data/specimens. 

*Coded means a living individual's identifiable information {such a as name or 
social security number) that allows the investigator to readily ascertain the 
identity of the individual has been replaced by a code, such as a {number, letter, 
or combination) and there is a key to decipher the code that links identifying 
information to the private information or specimens. 

Coded specimens and data are considered identifiable under the Common Rule 
and OHRP "Guidance on Research Involving Coded Private Information or 
Biological Specimens," October 16, 2008. NIST follows this OHRP Guidance. 

2c. D Yes t8J No Will the investigator obtain data about living individuals that is 
private? 

The data includes that obtained by the investigator is private and information 
about behavior that occurs in a context in which an individual can reasonably 
expect that no observation or recording is taking place, and information which 
has been provided for specific purposes by an individual and which the 
individual can re11sonably expect will not be made public (for example, a medical 
record). Private information must be individually identifiable to constitute 
research with human subjects. 

2d. [ZJ Yes D No Is a code with a key used somewhere to link private identifiable 
information or specimens to individuals? (See 2b) 

2e. [ZJ Yes D No Were the coded specimens/data previously collected for other 
purposes and NOT for this research? 

2f. 0 Yes t8J No Will the investigator have access to the code key? 

If 2f is "No" mark all that apply below. 

2f( 1) 0 Yes D No The provider of the data/specimens will remove the code 
before sending the data/specimens to the researcher. 

2f(2) [8J Yes D No The holder of the key and investigator enter into an agreement 
prohibiting the release of the key to the investigator under any circumstances, until the 
individuals who are linked to the specimens or data are deceased. 
See Attachment 4 
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2f(3) D Yes D No The investigator has documentation of written policies and 
operating procedures from a repository or data management center that prohibits the 
release of the key to the investigators under any circumstances, until the individuals 
who are linked to the specimens or data are deceased. Attach documentation of the 
written policies and operating procedures. 

2f( 4) D Yes D No There are other legal requirements prohibiting the release of 
the key to the investigators, until the individuals who are linked to the specimens or 
data are deceased. 
Attach documentation of the legal requirements. 

r------------------------------------------
1 Determination Assessment: 
I 
I 
I 
I 
I 

- The research does not involve human subjects if the answers to 2d and 2e are both 
"YES;" the answer to 2fis "NO;" and any of the items in 2f(l) through 2f( 4) are "YES." 

1 - The research involves human subjects if there any other combinations of answers to 2d, l 2e, and 2f. Start building a research protocol for submission to the NIST IRB via the 
I HSRRG 
I 
'------------------------------------------

************************************************************************** 
OU Review Determination for Proposed Work: 

I have reviewed the documents listed below, completed the analysis above, and determined 
that: 

[ ] The proposed work is not research 

[ X] The proposed research does not involve human subjects 

[ ] The proposed research involves human subjects and requires further review. 

Summary of Justification for Determination 

As presented in the referenced attached documents, the identity of a human subjects cannot be 
readily ascertained by the NIST researchers. Therefore the NIST research described above and 
within the attachments listed below, is not research that involves human subjects for the 
purposes of the Common Rule for the Protection of Human Subjects. 

This determination is being submitted after research was started on this project. Researchers 
were not aware that a review of the data being used required a human subject's determination. 
After receiving a manuscript submitted for review of the work, management determined that a 
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review was necessary. Based on increased awareness concerning research involving human 
subjects, the issue was caught in time. Training is forthcoming to all OU personnel. 

Based on a review of the manuscript there is a reasonable degree of confidence that the 
determination of research not involving human subjects would have been made if the review 
and determination had been done in the proper required sequence. Although this 
determination review was not done initially, this review is a course-correction. 

It is recommended this project be approved as described in the referenced attachments. 

<!l...f. tJ. ~ Z'l·J/cA- '1.ot s 
Name: Charles H. Romine Date: 
Title: Director, Infonnation Technology Laboratory 

***************************************************************************** 
Hu7;subject Review Group (HSRG) Determination x] Concur [ ] Do not concur 

Comments/ Additional or Special C 

Attachments: 

OLf-03--1~ 

(1) ITL-0002 NIST Human Subjects Research Determination Form March 18, 2015 
with the following Attachments: 

(1) Project Schematic of Tattoo Data Usage (undated) 
(2) Government Furnished Information Agreement dated February 24, 2014 and 

signed April 3, 2014 
(3) [ li\.ssistant General Counsel Federal Bureau of 

Investi ation email dated June 24 2013 citing FBI BCOE Authorities 
(4) FBl/BCOE email dated March 18 2015 noting no codes shared 

with NI 
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Boehm, Jason 

From: 
Sent: 
To: 
Subject: 

Jason, 

Fasolka, Michael J. 
Thursday, April 02, 2015 5:18 PM 
Boehm, Jason 
Human Subjects Determination for ITL Project ITL-0002 entitled, "Tattoo Recognition 
Technology Research and Evaluations with Federal Bureau oflnvestigation (FBI) 
Operationally Collected Tattoo Data 

I reviewed the proposed human subjects determination you performed for the ITL project number ITL-0002, through 
which ITL is assessing the performance of image processing routines tattoo identification. I agree with your analysis of 
the work: as the tattoo image data was collected for another purpose, and because it is encoded using a key ITL cannot 
have access to, the work is research that does not involve human subjects and does not require IRB review. 
Best Regards, 
Mike Fasolka 

-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-
Michael J. Fasolka 
Deputy Director 
Material Measurement Laboratory 
National Institute of Standards and Technology 

301975 8301 
mfasolka@nist.gov 
www.nist.gov/mml 

http:ljinet.nist.gov/cfc 
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Instructions: 

NIST Human Subjects Research Determination Form 
To Determine Whether Proposed Work Meets the Definition of 

Research with Human Subjects 

If proposed work/project involves (1) humans, (2) biological specimens from humans, or (3) 
data or information about humans, use this fonn to determine if your work meets the definition 
of research with human subjects. This is the first step in determining whether the regulations for 
protecting human subjects apply to proposed work. 

Submitting this form implies that you obtained endorsement by your management to pursue 
this determination for the proposed work/project. 

1. NIST Project Lead _(the Investigator accountable for the projec!)_ 
Name Mei N_g_an 

Title Com_Quter Scientist 
Building/Office 225/A210 
Division/Grol!£_ Information Access Division/Image Gr0t!Q_ 

2. Type of Work: 
~ NISTwork D Contract/Grant to non-NIST party 

3. Title of Proposed Work: Tattoo Recognition .Technology Research and Evaluations with Federal 
Bureau of Investigation {FBI) Operationally Collected Tattoo Data 

4. Description of Proposed Work: 

NIST has been conducting evaluations of biometric and related algorithms and technology 
standardization for many yem-s as part of its measurement science and standards mission 
including mandates from the USA PA TRI OT Act and Enhanced Border Security and VISA 
Entry Reform Act. Samples are essential for conducting research in algorithmic performance of 
tattoo recognition technology using operationally realistic tattoo data. NIST research activities 
for this project are limited to algorithm research and technology evaluation and standardization 
and do not include any NIST conducted or supported collection of tattoo images from human 
subjects (Attachment 1). 

b7E -1, 3 per FBI 

NIST is not funding or directly collecting any tattoo images from subjects. FBI collected tattoo 
images of encountered subjects for non-research purposes under the authorit to can- in out 
their agency mission. The FBI will rovide 
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28 USC 534 authorizes the FBI to collect and preserve criminal identification and other records, 
to include the images of tattoos collected in conjunction with these functions. 

Sharing of information in the FBI' s system of records with other federal agencies is a routine use 
for the records allowed under The Privacy act of 1074 5 USC 552a(b )(3). NIST does not and 
will not distribute the dataset. All participants get access to the dataset from the FBI. 

Tattoos have been used for many years to assist law enforcement in investigations. A tattoo is an 
elective biometric trait that could contain useful discriminative information to support person 
identification, similar to other such as age, gender and race. While some research has been done in the 
area of image-based tattoo detection and retrieval, it is not a mature domain. There are no common 
datasets to evaluate and develop operationally-relevant tattoo recognition applications. To address this 
shortcoming, the NIST Tattoo Recognition Technology Challenge (Tatt-C) database was developed as 
an initial tattoo research corpus that addresses use cases representative of operational scenarios. 

The Tatt-C database represents an initial attempt to provide a set of ground-trothed tattoo images 
focused on, but not limited to, five primary use cases. Those use cases are: tattoo similarity, tattoo 
identification, region of interest, mixed media, and tattoo detection. 

5. Collaborations with Others: 
List other institutions or agencies involved in this work. Describe how each collaborator will be 

involved with humans, specimens from humans, and/or data or information about humans as well as any 
other specific contributions. 

NIA 

Signatw:e: ~A/~---
Typed Name: Mei Lee Ngan Date: ---"3~12:3~_.._Lu=-.;;,..,'-~=--------

Attachments: 
(1) Project Schematic of Tattoo Data Usage (3/20/2015) 
(2) Government Furnished Information Agreement dated February 24, 2014 and signed April 3, 

2014;;--------
(3) I !Assistant General Counsel Federal Bureau oflnvestigation email dated 
June 24, 2013 citing FBI BCOE Authorities 
(4)1 jFBIIBCOE email dated March 18, 2015, noting no codes shared with NIST 

ITL-0002-NJST HSR Determination Form-032020 I 5-final.docx 
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·--·-··----·········-- ·······--·-···-·--·····---··· ··---····--·-···-···· 

Attachment 1: Project Schematic 

NIST uses (A) and (B) to research 
algorithms and develop standards (C) that 
are supported by the data characteristics -
in this case tattoo images. 

FBI BCOE Tattoo Data 

Usage at NIST 

NIST publishes research & best practices, and 
contributes actionable comments to standards 
bodies {C). Reports may go on the NIST web site 
and may be published in conference papers and 
journals. 

(A) Tattoo data and (B) reference annotations 

• . FBI BCOE collected a.nd developed a tattoo dataset that enables research by USG agencies on 
new techniques and algqrithms for automatic recognition of tattoos. 

• FBI tattoo data is distributed to NIST under G .. ovemment Furnished Information Agreement(?), 
and the sharing.of FBI data witfl other federal.agencies is allowed as documented by(~). 

• NIST conducts plometrica~orithm research .and technology standardization (C) using Biometric 
Initiative STRS under the mandate of the USA PATRIOT Act. 

•• The FBI BCOEdata providedto NIST: 
• · Will be accessed only by NIST resear(hers 
• Is coded to insurethatthe identities ofthe contributing subjects cannot be readily 

ascertained. NIST cloes l'lot have access to the key asthe FBI will not releas.e the. key to 
NIST. 

b7E -1, 3 per FBI 

Attachments provided in package: 
(1) This Schematic ofTattoo Data Usage 
(2) GovernmentFurnished Information 

The (B) reference annotations include coded 
subject IDs. NIST will never receive information 
about subjects' identities. NIST uses (B) as 
algorithm inputs and answers. 

NIST research activities are on image 
and algorithm technology and 
automated algorlt~m development. 

,!\gi:eement 
(3) . FBI BCOECitation of Authorities 

Updated: 3/20/2015 
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From: 
To: 
Subject: 
Date: 

Schilling Linda Beth 
Allen Thelma A. 
RE: ffi-0002 for Mei Ngan 
Tuesday, April 07, 2015 1:49:00 PM 

Yes I have date stamped for Jason in the past too, I noticed that as well ... a 
clean scan with the missing info and a copy of Jason's email would be great. 

I'm always happy to help if you just want to chat ... I had an interesting chat 
with Jason this morning. 

L. 

From: Allen, Thelma A. 

Sent: Tuesday, April 07, 2015 1:46 PM 

To: Schilling, Linda Beth 

Subject: RE: ITL-0002 for Mei Ngan 

Thanks! 

Sorry for not emailing you this morning. 
I noticed that too when I looked at it this morning (got it yesterday afternoon from Stephanie). 

I sent Jason a note saying he hadn't dated the memo (by the concurrence) and that Chuck's office 

hadn't date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies. 

He said OK, I will forward you his email separately. 

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00. 

I had a great time in NOLA!!!! 

Also, I miss you. I'm trying to get a new package together for Mary Theofanos and guidance from 

others is not quite as clear and complete as from you. ® 

From: Schilling, Linda Beth 

Sent: Tuesday, April 07, 2015 1:43 PM 

To: Allen, Thelma A. 

Subject: ITL-0002 for Mei Ngan 

Thelma -

I got a copy of the approved package for this one. The memo to Jason wasn't 
dated when Chuck or Jason signed it. Since Jason's secretary is making 
copies after Jason signs, you may need to either remind her to date the 
memo, or ITL can date it when the package starts routing, or to have it date 
stamped when Chuck signs it. Any of these approaches work, each OU 
seems to have different preferences, but the memo shouldn't be left 
undated. 

Since I only get a copy and not the original it isn't something I can catch or 
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fix. 

Let me know if you have date stamped your original and I'll note it on my 
copy. ;-) 

Hope you had a lovely time in NOLA. 

Thanks, 

Linda Beth 
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From: 
To: 
Subject: 
Date: 

Any time! 

Schilling. Linda Beth 
Allen Thelma A 
RE: ffi-0002 for Mei Ngan 
Tuesday, April 07, 2015 2:14:00 PM 

From: Allen, Thelma A. 

Sent: Tuesday, April 07, 2015 2:10 PM 

To: Schilling, Linda Beth 

Subject: RE: ITL-0002 for Mei Ngan 

Definitely. © 
I sent a request to Mary Theofanos for a few things and once I hear back from her I would love to 
give you a call. 

From: Schilling, Linda Beth 

Sent: Tuesday, April 07, 2015 1:49 PM 

To: Allen, Thelma A. 

Subject: RE: ITL-0002 for Mei Ngan 

Yes I have date stamped for Jason in the past too, I noticed that as well ... a 
clean scan with the missing info and a copy of Jason's email would be great. 

I'm always happy to help if you just want to chat ... I had an interesting chat 
with Jason this morning. 

L. 

From: Allen, Thelma A. 

Sent: Tuesday, April 07, 2015 1:46 PM 
To: Schilling, Linda Beth 

Subject: RE: ITL-0002 for Mei Ngan 

Thanks! 

Sorry for not emailing you this morning. 

I noticed that too when I looked at it this morning (got it yesterday afternoon from Stephanie). 

I sent Jason a note saying he hadn't dated the memo (by the concurrence) and that Chuck's office 

hadn't date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies. 
He said OK, I will forward you his email separately. 

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00. 

I had a great time in NOLA!!!! 

Also, I miss you. I'm trying to get a new package together for Mary Theofanos and guidance from 
others is not quite as clear and complete as from you. ® 
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From: Schilling, Linda Beth 

Sent: Tuesday, April 07, 2015 1:43 PM 

To: Allen, Thelma A. 

Subject: ITL-0002 for Mei Ngan 

Thelma -

I got a copy of the approved package for this one. The memo to Jason wasn't 
dated when Chuck or Jason signed it. Since Jason's secretary is making 
copies after Jason signs, you may need to either remind her to date the 
memo, or ITL can date it when the package starts routing, or to have it date 
stamped when Chuck signs it. Any of these approaches work, each OU 
seems to have different preferences, but the memo shouldn't be left 
undated. 

Since I only get a copy and not the original it isn't something I can catch or 
fix. 

Let me know if you have date stamped your original and I'll note it on my 
copy. ;-) 

Hope you had a lovely time in NOLA. 

Thanks, 

Linda Beth 
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From: 
To: 
Subject: 
Date: 

Schj!ling. Linda Beth 

Allen Thelma A. 
RE: ffi-0002 for Mei Ngan 
Tuesday, April 07, 2015 1:44:00 PM 

You can send me a scan of the dated memo if you did date it when it got back 
to you, which also works. I've scanned everything else. 

L. 

From: Schilling, Linda Beth 

Sent: Tuesday, April 07, 2015 1:43 PM 

To: Allen, Thelma A. 

Subject: ITL-0002 for Mei Ngan 

Thelma -

I got a copy of the approved package for this one. The memo to Jason wasn't 
dated when Chuck or Jason signed it. Since Jason's secretary is making 
copies after Jason signs, you may need to either remind her to date the 
memo, or ITL can date it when the package starts routing, or to have it date 
stamped when Chuck signs it. Any of these approaches work, each OU 
seems to have different preferences, but the memo shouldn't be left 
undated. 

Since I only get a copy and not the original it isn't something I can catch or 
fix. 

Let me know if you have date stamped your original and I'll note it on my 
copy. ;-) 

Hope you had a lovely time in NOLA. 

Thanks, 

Linda Beth 
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From: 
To: 
Subject: 
Date: 

Thanks! 

Allen. Thelma A. 
Schi!ljng Linda Beth 
RE: ffi-0002 for Mei Ngan 
Tuesday, April 07, 2015 1:45:42 PM 

Sorry for not emailing you this morning. 

I noticed that too when I looked at it this morning (got it yesterday afternoon from Stephanie). 

I sent Jason a note saying he hadn't dated the memo (by the concurrence) and that Chuck's office 

hadn't date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies. 

He said OK, I will forward you his email separately. 

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00. 

I had a great time in NOLA!!!! 

Also, I miss you. I'm trying to get a new package together for Mary Theofanos and guidance from 

others is not quite as clear and complete as from you. ® 

From: Schilling, Linda Beth 

Sent: Tuesday, April 07, 2015 1:43 PM 
To: Allen, Thelma A. 

Subject: ITL-0002 for Mei Ngan 

Thelma -

I got a copy of the approved package for this one. The memo to Jason wasn't 
dated when Chuck or Jason signed it. Since Jason's secretary is making 
copies after Jason signs, you may need to either remind her to date the 
memo, or ITL can date it when the package starts routing, or to have it date 
stamped when Chuck signs it. Any of these approaches work, each OU 
seems to have different preferences, but the memo shouldn't be left 
undated. 

Since I only get a copy and not the original it isn't something I can catch or 
fix. 

Let me know if you have date stamped your original and I'll note it on my 
copy. ;-) 

Hope you had a lovely time in NOLA. 

Thanks, 

Linda Beth 

FBl17cv02567-105 



From: 
To: 
Subject: 
Date: 

Thelma -

Schilling Linda Beth 
Allen. Thelma A. 
ffi-0002 for Mei Ngan 
Tuesday, April 07, 2015 1:42:00 PM 

I got a copy of the approved package for this one. The memo to Jason wasn't 
dated when Chuck or Jason signed it. Since Jason's secretary is making 
copies after Jason signs, you may need to either remind her to date the 
memo, or ITL can date it when the package starts routing, or to have it date 
stamped when Chuck signs it. Any of these approaches work, each OU 
seems to have different preferences, but the memo shouldn't be left 
undated. 

Since I only get a copy and not the original it isn't something I can catch or 
fix. 

Let me know if you have date stamped your original and I'll note it on my 
copy. ;-) 

Hope you had a lovely time in NOLA. 

Thanks, 

Linda Beth 

FBl17cv02567-107 



From: 
To: 
Subject: 
Date: 

Definitely. © 

-

Allen. Thelma A. 
Schilling. Linda Beth 
RE: ffi-0002 for Mei Ngan 
Tuesday, April 07, 201S 2:09:36 PM 

I sent a request to Mary Theofanos for a few things and once I hear back from her I would love to 

give you a call. 

From: Schilling, Linda Beth 

Sent: Tuesday, April 07, 2015 1:49 PM 

To: Allen, Thelma A. 

Subject: RE: ITL-0002 for Mei Ngan 

Yes I have date stamped for Jason in the past too, I noticed that as well ... a 
clean scan with the missing info and a copy of Jason's email would be great. 

I'm always happy to help if you just want to chat ... I had an interesting chat 
with Jason this morning. 

L. 

From: Allen, Thelma A. 

Sent: Tuesday, April 07, 2015 1:46 PM 

To: Schilling, Linda Beth 

Subject: RE: ITL-0002 for Mei Ngan 

Thanks! 

Sorry for not emailing you this morning. 

I noticed that too when I looked at it this morning (got it yesterday afternoon from Stephanie). 

I sent Jason a note saying he hadn't dated the memo (by the concurrence) and that Chuck's office 

hadn't date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies. 
He said OK, I will forward you his email separately. 

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00. 

I had a great time in NOLA!!!! 

Also, I miss you. I'm trying to get a new package together for Mary Theofanos and guidance from 
others is not quite as clear and complete as from you. ® 

From: Schilling, Linda Beth 

Sent: Tuesday, April 07, 2015 1:43 PM 
To: Allen, Thelma A. 

Subject: ITL-0002 for Mei Ngan 

FBl17cv02567-10B 



Thelma -

I got a copy of the approved package for this one. The memo to Jason wasn't 
dated when Chuck or Jason signed it. Since Jason's secretary is making 
copies after Jason signs, you may need to either remind her to date the 
memo, or ITL can date it when the package starts routing, or to have it date 
stamped when Chuck signs it. Any of these approaches work, each OU 
seems to have different preferences, but the memo shouldn't be left 
undated. 

Since I only get a copy and not the original it isn't something I can catch or 
fix. 

Let me know if you have date stamped your original and I'll note it on my 
copy. ;-) 

Hope you had a lovely time in NOLA. 

Thanks, 

Linda Beth 


