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Attachament 3

Wedneutey, Fabrusny 8, 2018 2t 209:30 PM Eostern Standurd Hime

Subfect: Pw! Talloo dataset authodty to NIBT
Sater  Monday June 24, 2003 5 2:33:37 PM Fastern Davlight Time

From | b6 -1 per FBI
b7C -1 per FBI:

Yo Grovher, Patriek 5, Mgan, Mol Les

Patrick and da,

Logal finall got back with me sboot the questions NIST wanted arswers to before
groceeding with the papsrwork on your end for transfer of the tattoo datasel. Thelr
avswer below satisfies the frst two guestions (FBI's authority to collect and authorlty to
share with NIST}| |

b5 -1 per FBI

Thanks,

b6 -1 per FBI

e Origioal Messages ces b7C -1 per FBI

erom| |
o] r

Sent: fon Jun 34 160900 2013 ,
Subject: RE: Tattoo dataset suthority to MIST

{ound some emails on the other side that answered my follow-up guestions,
| have answers to questions 1 and . Question 3 is going o teke some more time.

1) 28 USC 534 suthorizes the FB o collect and preserve criming! identificaion and othey
records; 1o Indlude the imagey of tattoes collectad it conjunction with these functions.

2} Sharing of information in the FBUs system of records with othey federsl agercies s &
rotiting use for the records allowed under The Privaoy &ct of 1874, 5 US.C 552albi3)

Assistant General Counssld b6 -1 per FBI
Faders! Bureau of investigation BiE ~1 per EBI

ilkte-nﬁﬁ&:s‘ré‘iaiéty Statements
This message Is transmitted to you by the Office of the Ganeral Counsel of the Federsd

Page 1 of§
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Bureau of bvestipgation. The message, slong with any attachments, may be confidential
and lopally priviieged. I you are not the intended redplent of this message, ploase
destroy i prowptly without further retention or dissemination {unless otherwise
reguired by lawl. Please notify the sender of the arror by 2 sepavate e-mall or by calling

b6 -1 per FBI

b7C -1 per FBI
Fromy
Sent: Motday, June 28, 3043 1533
Too |

Subjsct: Re: Tatton dateset authority to NIST

b5 -1 per FBi§
b7E -1 per FBI

weane Qreigtinnal Mossage oo
.?ﬁ?ﬁﬂ b6 -1 per FBI |
T ‘ b7C -1 per FBI§
Sent: Mon Jun 24 153738 2013 5
Subject: RE: Tattoo doataset authorily to MIST

b5 -1 per FBI
b7E -1 per FBI

Agsistant General Counsel
Foderal Buresu of Investigation

bé -1 per FBI
b7C -1 per FBI

Confidantiality Statement

Thiz message is transmitted (o vou by the Office of the General Counsal of the Federal
Bureau of Investigation. The message, slong with any attachments, may be confidential
and logally privileged, I vou are not the Intended recipient of this message, plegss
dastroy ¥ promptly without further rotention or dissemination {unless otherwise
requived by lowl. Ploase notify the sender of the error by a sepavate e-mail or by calling

Paga 3otk
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From b6 -1 per FBI

Sent: Monday, June 28, 2013 13:48 b7C -1 per FBI
Tor

Sublect: RE: Tattoo dataset authority to NIST

b5 -1 per FBI :
b7E -1, 2 per FBI

Thanks,
From

™~ : ry P b6 -1 per FBI
Sent: Monday, June 24, 2013 1153 A : b7C -1 per FBI
To

Subject: RE: Tattoo datasel authority to MIST

b5 -1 per FBI
b7E -1 per FBI

Thanks,

bé -1 per FBI
b7C -1 per FBI

Azsistant General Counsead
Faderal Bursau of Investigstion

fConfidentiality Satement

 This message Is transmitied to you by the Office of the General Counsel of the Federst
Bureau of investigation. The message, along with any attachments, may be confidentis
aned logally privileged. ¥ you are not the intended reciplent of this message, please
destroy i proenpthe without further retention or dissemination {unless otherwise
raquired by lawl. Please notify the sender of the srror by o separste s-msi or by calling

| | b6 -1 per FBI
b7C -1 per FBI

Erom:
Sent: Friday, May 24, 3013 1431

Paze R ofR
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b5 -1 per FBI

b6 -1 per FBI

R/ Slometric Center of Excellence b7G =1 pex FBL

Page Sofs
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FACE Unit/SMTS Program
NIST Conference Brief
June 8, 2015

i
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b6 -1 per FBI
b7C -1 per FBI
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b7E 1, 3 per FBI
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UNCLASSIFIED

b7E -1 per FBI ;

2 Trafoking] “rime Scenes Threat Assessments

Border Interdiction

b7E -1 per FBI

Street/Prison Gangs Terrorism/Hate Groups Identity

UNCLABBIFIED FBI17cv02567-20
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b7E -5 per FBI
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b7E -1 per FBI
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UNCLASSIFIED
wy _

b7E -1, 2 per FBI
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b6 -3 per FBI
b7C -3 per FBI
b7E -1 per FBI
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bé -3 per FBI
b7C -3 per FBI
b7E -1 per FBI
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b6 -3 per FBI
b7C -3 per FBI
b7E -1 per FBI
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UNCLASSIFIED
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Attachment 4

Froey | kﬁﬁi} FBY

Senk Wednasday, March 18, 2005 354 P
To Maan, Mol les
Loy Ay, Thelma &
b7C -1 per FBI

Concarning the PRI supplied GFY tatior data, NIST does not and will never recebvs codes tying the operationsd tatton date
back B0 Ay edhvidusly,

Svoalisnoe

FBI17cv02567-56



Frowm
Dent:
Fae
Salndoste

W

&

ey, Mel and

\ R0
of pur law enfivoen

sy ey
Wednesday, November 04, 2315 443 PM b6 -1, 2 per FBI
Rts;‘is&s‘m,ﬁsmﬁ,i |{C§§S} {FBI; ‘Ngan, Mel ke’ b7C -1, 2 per FBI

RE Tattoo Projert

re vight, BOOE s looking to help sbvance the pattern matching technologies for the intevesy
ment patiers as well ag the FBL

{ don't think the bhark would be & problem. Thanks o all for the help?

e “'“}.i“t?' < F TR QBEIE cooomosinnainr
.iadmﬁﬁﬁiﬁﬁéﬁﬁa b6 -1, 2 per FBI

b7C -1, 2 per FBI

TOSTOTS 3:00 PN {GM I -05:00)

|{"{‘¥E‘§3 (rEnT
Subjeet: RE: Tattoo Projest

(CHS) (PRI |*Ngan, Mei Lee™ <meiles.ngan@

T R e & &% WIEN A o £ > RS g X L2 Rt
RIrrail Biraedn ey fhe AITHEA fet ey S on s ’% Fis e wwece ey o¥e : e B waens <
sl Blweh m the NDA SUST B0 DO Sl WO Wy done wih Al Your can review.,

bé -1, 2 per FBI
b7C -1, 2 per FBI

Frong

oz (Fuy|

Bent: Wednesday,
Ta: Wean, Mal Leg

, Noverabey ﬁé% 2015 339 PM

<msiles ngan Q?;,i ist, JOV { @333}

¢ray

Subjecti RE: Tadoo Projest

FBI17cv02567-57



b6 -1 per FBI
b7C -1 per FBI

wiliomnsiise nosniEnst gov]
Sent: Wadnesday, November B4, 2015 3:53 BM

Tof (s (§f‘§§§}|
L {CHE) {Fﬁi}{
Subject: Re: Tatino Projest

Frose: Ngan, Met Leo Dl

b6 -1, 2 per FBI
b7C -1, 2 per FBI

Hi

The plan is to shave the outvomes of the tatios rescarchfevaluation with the FEYBCOE. As for the mages the only
seemets § can think of where we'ld share the lmages with the FEVBOOE {s if thetr folks wers o do sons potential
ground-truthing sctivities,

Thanks!

led

Froay
Brate: Wednesday, November 4, 2015 8t 3:48 PM
Tor M Naan <pusilecogan

Bt KTy FRnye

....... Shas RUAANAY I

@&;| |§& IR FBEL
Subjeeh: R Tolloe Projeot

b6 -1, 2 per FBI
b7C -1, 2 per FBI

Mel, Would these tattoo images be shaved with the FBEs BOOE by sny chance zs well S ressarch?

FBI17cv02567-58



Fropy }

Sent: Wednsaday, Movember 04, Sois oA PM

snstaayd

To

(IR (PRI

Ty

OIS (PR

Rubject: Re: Tatton Projest

AT

bé -1, 2 per FBI
b7C -1, 2 per FBI

No problen Wh it m‘m oty closer, i right be a good ddea Wyou conld share 2 smad] ssanple of
¥ g

irvagesmetadaa Hle with us to wake ST Wt have the ﬂghi info/format. Dioes that sound possible?

CHS (FRBY

§?mm‘

Brate: Wadnesday N‘(}vem‘&;w , Eﬁifﬁ at 2:12 P
T

ey

Subiects RE: Tattoo P ; ~

Lk

bé -1, 2 per FBI
b7C -1, 2 per FBI

FBI17cv02567-59



From: Ngay, Mw Lee inailiomalies ngand

ATARN AR RSN Rk

Ty

Sent: Wednesday, November 04, 2015 2:02 ;ﬂm

CTIS) (FRIY

| [(CHs) (FB

Sableck: Re: Tattoo Projest

bé -1, 2 per FBI
b7C -1, 2 per FBI
b7E -1 per FBI

(//

Owr preference would be

Thaeds!

oy
Z,
b
o

Fronu:

b6 -1, 2 per FBI
b7C -1, 2 per FBI

ecass errny|

Subjeets RE: Tattoo Praject

As far g how vow would profir fo recetve the tattoo inages|

N,

[ What wonld vou guys profa?

b6 -2 per FBI
b7C -2 per FBI
b7E -1 per FBI

FBI17cv02567-60



2 per FBI
2 per FBI
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b7E -1 per FBI

HRages

el wounld you reguest the §

1Ty

What §

N

b7E -1 per FBI

3
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How v
=y

-1
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b5 -1
b7E -1

P sure there s mom © come. Any other guestions you have for me, just let me koow,

b6 -2 per FBI
b7C -2 per FBI
b7E -1 per FBI

FBI17cv02567-65



Frowm: | KOs FRD

Sent: Monday, October 05, 2015 446 PM
T | bossy (FBY; Ngan, Mai Lee
Subdeek: RE] |

Pl check o with them fomomow moming.

e B T I TN ToT (et R

|(cas) (FR1y]

Daater \i}fﬁ’* 018 431 PM {GMT-O8
Tor "Nosn, Met Leg™ <msilecnganinigt govd

//’

Gt REEEIE G|
Subjest: RE:

No, havent heard anything.

TS

b6 -1, 2 per FBI
b7C -1, 2 per FBI
b7E -1 per FBI

bé -1 per FBRI
b7C -1 per FBI
b7E -1 per FBI

From: Naan, Mel Lo [mellep noananistgnd
Sent: Monddy, mﬁmr 05, 2015 425 PM
Tows 35} {FBI

| .CL}ES‘; (PRI

Subisct: Bey

etio___ ]

Just checking In have you heard sovthing from

Thankst
Mt

Fromm |{u§3} Fay

Bater Monday, &xg\tﬁ*mh@r ’id 2?313 at 3005 AW
For M Ngan cipsiles ngand@nist s

Sultject: RE] |

Med,

[ Jond 1 are good with the hetber,

b6 -1 per FBI
b7C -1 per FBI
b7E -1 per FBI

S

@nistond
: 'i:@m%:wﬁ*s 1‘% 2{315 b AM

ﬁmmo ?%g«zm, Mot Lee {m@i
Sents Monday, &

FBI17cv02567-64



b6 -1 per FBI
b7C -1 per FBI
b7E -1 per FBI

i .
Hlease find the new letter tof [renuesting tattoo images anly. The letter quts printed on official HIST.

etterhesd prior o mialing,
Please send me your commenta,

Thanks,
M

Froms)| |ecasss ey |
Pate: Thursday, Septemiber 3, 205 a1 252 PM
Fo B Nean cosiles nran@nistaae

b6 -1 per FBI

e s ragt | | | b7C -1 per FBI
Suleety | b7E -1 per FBI
HE e,

got 3 sommnkation fram| |t vontact said thelr Chaln of Cormnand were undey
the wnpression that only tatioe dals was going 1o be meguested and] |

1 think they balked 28 this a bit. They are asking for ancther aiter o be sent to thelr agency giving adaitional
detaiied iInformation about what NIST plans to 4o with ther tattor Images. He apologizad but sald the chaln of command
procass i shonger than | was Iy years past.

Thanks,

FBI17cv02567-65



Fromm: | ks e b6 -1, 2 per FBI
Sant: Thursday, Septembar 03, 2015 3113 B i;; :1, er:;IFB
Fex Ngan, Mel Lea] sy gem P

Subject: RE| B

¥ alsp want o review the letter prioy 1o it being serd please. Tharnks

b6 -1 per FBI

s {'_}?vg%gn&; 3 Tramor Ty SR b7C -1 per FBI
Froeny T{s‘:ﬁ%} {FRY b7E -1 per FBI
Date: 0570572000 302 PM (GMT-0500)

To: "Ngan, Met Lee” amellee nganinist.govs, CHE) {(FERT

Subject: BE:

Yes, @ new letter for SMTS images only and the explianation of how BIST will use them. This will be the same for W
of the agencies that | negotiate with for images.

LA T3 T 413 T S——
Fron “Ngan, Mel Les® smetengan@nist.govs
{ate: HOSLI0ES 255 PAM {GRT-05:00

To| cas) (Fan] | b7C 1 per FBI
e {oass rai| | b7E -1 per FBI

Sigbijeet: Re:

]
W Bgured we could E two bivds with one stone by reguesting Rt dide’t realize
the backlash that would cause. That was bad convmunication on Fey prart. D B sound fiky I.fmm out of
the guestion, and the letter to them should orly reference what we would do with the tattoo nages?

Thanks,

Miei

2 ; 3 e ‘§ ‘§=. """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""

pate Igmgi}g{ o b6 -1 per FBI

Bate: Thursday, September §, 201588 0.%0 FFF

;. R o b7C -1 per FBI
Toor M Ngan swieiles nesndiniitsse

R b7E -1 per FBI
e | |iesis) rag [
mhﬁ&mq |
Hi Mg,

FBI17cv02567-66



:lg@t & compnunioation frowm| [t4is contact sald thelr Chaln of Command were uuder
the Impression that enly iattos date was going 1 be requestad and] |
¥ think they batked of this a Bt They are asking for another lefler to be sent to thelr sgenoy giving additonat

abed ntormation abowt what HIST plans to do with thelr talleo fovagses, He apologived bt said the chain of command
PrOress & stronger than & was in years past. b6 -1 per FBI

) b7C -1 per FBI

ks, b7E -1 per FBI
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Progm: M Mgan xmiman{t‘“n stgove

Sent: . Tuesday, August 13, 2014 210 P b6 -1, 2 per FBI
Ter | b7C -1, 2 per FBI
L] |

Subject: Ren aa*tm&%‘ v sketching

Yup, § can manually crop them out after yow send them tome. No problen
Thanks o doing this!

O 8713714, 207 o, wrnte:

»After he draws the image, 1 want 1o put the name we want the file to be
snanad on the paper. Can you sasily crop that out after we send you the
wiigital mages? W' just easier to have him draw and then scan therm
»after they aff cur done. :

D

>Thanks,

>

>

>Frony Ngan, Mei leg {m?i e, é%gan Endst, gz}v}

shent: Tuesdsy, Aupust 13, 2014 1423 QM
T | : b6 -1 per FBI

>Subiect: taitoos for sketohing b7C -1 per FBI

>attached is 8 st of simple tatioas for s?etmms; out - please forward
>0 ad see instructions below.

>nstructions: :

>Look at the tattoo image for up 1o # minate, When ready, close the
~imnage and drawssketoh 3 picture of what wu just saw WITHOUT fooking at
»the fmiage again.

>Thanks for your hedp on thigl

il

s
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Fromg | b6 -1, 2 per FBI

Sents Tuesday, August 12, 2014 207 PM k7€ -1, 2 pex FEL
Tee Moan, Mellee

T | |

Sulject: RE: tattoos for sketehing

After he draves the image, Deant 1o put the name we want the file to be named on the papsr. Canyou sasily orop that
out after we sand you the digitel tnages? 1t's just easier to have him draw and then scan them after they afl our done.

From: Ngan, Mellee Imeilesngan@nist.oovd

Sent: Tuesday, Ausust 12 Pare ¢ b6 -1 per FBI
s Tuesaay, Sugust 12, 2018 1123 AN b7C -1 5

o I—e—l -1 per FB

Ty

Suliject: tattoos for shetehing
B
Attached is 2 Bst of simple tattoos Tor sketching out - please foresard ) nd see instrurtions balow,

mstructions:
Look at the tattos Image for up to 2 minute. When ready, close the image and draw/sketeh a picture of what yvou just
saw WITHOUTY looking ot the mage sgain,

Thanks for vour help on thig
Misi
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Frawes

— - > e b5 -1, 2 per FBI
3 e T Eo Lt f B i
Sond %j iday, Jaly %_&s, ?9&& ik P b6 -1 per FBI
Fox Grother, ?Aats?ss:k B7C -1 per FEI
L Mgan, Mat Les
Subject: RE Tattoo dataset

abrick! TH discuss vhis with the NIST cor| | and my Supendsoy

Fromy Grother, Patrick 3 [patvickgrother@nistgov]

Seni: Thursday, July 35, 2043 181 AM
Fas

Cox Nogan, bl Lee

Subject: RE: Taltoo dataset

b6 -1 per FBI
b7C -1 per FBI

i

&g provnised, we had 8 meeting with Mike Garris regarding the proposed tattoe activities, and here's what came et of

b5 -1 per FBI
b7E -1 per FBI
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b5 -1 per FBI

Plaase let ug know your thoughts and bow we can help.

Hest,
Fatrick

Freuse: Grother, Pabrick L
Send: Monday, July 15, 3613 3:00 oM
ki
£t Moo, Mad Lee

Bubjech: B Tattoo datesst

Thunks for thisemall snd the lost bwo. | guess we have the eritiont leg
That' tales time, we should uee that %alﬁ

&

b5 -1 per FBI
b6 -1 per FBI
b7C -1 per FBI

Thanks

Patriek

Fromw

Samt: STTREY, JO7 15,

T Grother, Palvick 1

Lo Noon, Metiee b6 -1 per FBI
Subject: Tattoo dataset b7C -1 per FBI
Hi Patrick,

1 haveryt hoard back from you sincs ay dast e-miall on June 28th. Is there anything gise YOU Froam me on sy and
for the paperwork o procsed at NIST for the transfer of the tatioo detasel? Please lot me know so we can do witat i
Bevassary 10 gel the transition to NIST and begin to develon 3 plan for a future Chellenge Bealuation,

Tharks,

ol
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b6 -1 per FBI

FRIBCOE b7C -1 per FBI
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Monday, March 28, 2016 at 2:04:54 PM Eastern Daylight Time

Subject: Re: Tatt-C
Date: Monday, March 28, 2016 at 1:39:01 PM Eastern Daylight Time
From: Ngan, Mei Lee (Fed)

To: Andrews, Anne M. (Fed), Grother, Patrick J. (Fed), Watson, Craig |. (Fed)

. b7E -1 per FBI
Hi Anne,

Thanks!
Mei

From: "Andrews, Anne M. (Fed)" <anne.andrews@nist.gov>

Date: Monday, March 28, 2016 at 1:35 PM

To: M Ngan <meilee.ngan@nist.gov>, "Grother, Patrick J. (Fed)" <patrick.grother@nist.gov>, "Watson,
Craig |. (Fed)" <craig.watson@nist.gov>

Subject: Re: Tatt-C

Hi Mei,

A clarification question...was the dataset for your research the same as the one that the FBi BCOE provided for the
challenge?

Thanks,
Anne

Anne Andrews, PhD
Director, Human Subjects Protection Office
National Institute of Standards and Technology

Anne.andrews@nist.gov
Submissions to HSPO should be submitted to: hspo@nist.gov

Office: 301-975-5445

From: "Ngan, Mei Lee (Fed)" <meilee.ngan@nist.gov>

Date: Monday, March 28, 2016 at 10:05 AM

To: "Andrews, Anne M." <anne.andrews@nist.gov>, "Grother, Patrick J. (Fed)"
<patrick.grother@nist.gov>, "Watson, Craig |. (Fed)" <craig.watson@nist.gov>
Subject: Re: Tatt-C

Hi Anne,

Page 1 of 2
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Per our phone conversation this morning, attached is the Human Subjects Determination for the FBI tattoo
data. It was determined to be research not involving human subjects.

Also, as we had discussed, the face images in the Tatt-C report came from the Multiple Encounter Dataset 2
(MEDS-II), which is a NIST public face database of deceased individuals -
http://www.nist.gov/itl/iad/ig /sd32.cfm.

Please let me know if you have any other questions.

Thanks!
Mei

From: "Andrews, Anne M. (Fed)" <anne.andrews@nist.gov>
Date: Friday, March 25, 2016 at 11:34 AM

To: "Grother, Patrick J. (Fed)" <patrick.grother@nist.gov>, M Ngan <meilee.ngan@nist.gov>, "Watson,
Craig |. (Fed)" <craig.watson@nist.gov>

Subject: Re: Tatt-C

Thanks Patrick
Have a good weekend.

Anne Andrews, PhD

Director, Human Subjects Protection Office
National Institute of Standards and Technology
0: 301-975-5445

Anne.andrews@nist.gov

Sent from my iPhone - please pardon my grammatical and spelling errors - and the crazy autocorrect errors.

On: 25 March 2016 11:10, "Grother, Patrick J. (Fed)" <patrick.grother@nist.gov> wrote:

Anne,
Mei is out on AL today. She’s the primary. She’ll contact you next week.

Best,
Patrick

From: "Andrews, Anne M. (Fed)" <anne.andrews@nist.gov>
Date: Friday, March 25, 2016 at 11:07 AM
To: Mei Ngan <meilee.ngan@nist.gov>, Patrick Grother <patrick.grother@nist.gov>, Craig Watson

<craig.watson@nist.gov>
Subject: Tatt-C

Page 2 of 2
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Good morning,

| got a FOIA request related to your TATT-C project from last March. Would you let me know when you're free for a
call about it?

Thanks,
Anne

Director, Human Subjects Protection Office
National Institute of Standards and Technology

Anne.andrews@nist.gov
Submissions to HSPO should be submitted to: hspo@nist.gov

Office: 301-975-5445

Page 3 of 2
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Monday, March 28, 2016 at 2:06:17 PM Eastern Daylight Time

Subject: Re: Question about Tatt-C
Date: Friday, March 25, 2016 at 10:59:21 AM Eastern Daylight Time

From: Dave Maass
To: Andrews, Anne M. (Fed)

Hi Anne,
Thank you. | really appreciate it.
Dave

On 3/25/16 7:54 AM, Andrews, Anne M. (Fed) wrote:
Hi Dave,

Thanks for sending your request in email. | will look into this and get back to you as soon as 1 can.

Thank you,
Anne

Anne Andrews, PhD

Director, Human Subjects Protection Office

National institute of Standards and Technology
Anne.andrews@nist.gov

Submissions to HSPO should be submitted to: hspo@nist.gov

NIST intranet: https://inet.nist.gov/hspo
Office: 301-975-5445

On 3/25/16, 10:28 AM, "Dave Maass" <dm@eff.org> wrote:
Ms. Andrews,

Thank you for speaking briefly over the phone with me. As | explained, |
am seeking more information about whether a particular NIST project when
through a process for protection of human subjects, such as IRB review.

The NIST program is called Tatt-C, or the Tattoo Recognition Technology
Challenge

http://www.nist.gov/itl/iad/ig /tatt-c.cfm

Tatt-C provided 19 private companies and research institutions with a
dataset of tattoo images for experimenting with tattoo recognition
algorithms. Based on what I've seen so far, | believe that many, if not
most, of the images are from prisoners. Based on my reading of the
Common Rule and NIST's own guidelines, prisoners are a protected class
and generally trigger IRB review without exception.

Page 1 of 2
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What I'd like to know is if Tatt-C did go through that process, and, if
so, what kind of records of that review | may be able to examine.

I've been trying to gain information on this for quite sometime, so
whatever you can do to help | would very much appreciate it.

| can be reached at 415-436-9333 x151 and dm@eff.org.

Dave Maass

Investigative Researcher
Electronic Frontier Foundation
415-436-9333 x 151

dm@eff.org

Dave Maass

Investigative Researcher
Electronic Frontier Foundation
415-436-9333 x 151

dm@eff.org

Page 2 of 2
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From: Allen, Thelma A.

To: Schilling, Linda Beth
Subject: FW: Human Subjects Determination Package ITL-0002
Date: Tuesday, April 07, 2015 1:50:23 PM

Jason’s email.

From: Boehm, Jason

Sent: Tuesday, April 07, 2015 8:45 AM

To: Allen, Thelma A.

Subject: RE: Human Subjects Determination Package ITL-0002

I’'m fine with that. Thanks

From: Allen, Thelma A.

Sent: Tuesday, April 07, 2015 8:15 AM

To: Boehm, Jason; Shaw, Stephanie L.

Subject: Human Subjects Determination Package ITL-0002

Jason,

Thanks for signing the package for human subjects determination # ITL-0002, “Tattoo Recognition
Technology Research and Evaluations with Federal Bureau of Investigation (FBI) Operationally
Collected Tattoo Data”.

I noticed that you did not date the actual package but did date the file copy and the cover page for
April 3, 2015. | would like to date the original concurrence memo with April 3, 2015, for the final

copy of approval, but for the official record just making sure that you are aware of my change and -

that you are ok with that?

Also, the package was delivered without an official stamped date on it from Chuck Romine’s office.
Chuck approved the memo on (signature dated on March 24, 2015), and | will ask his secretary to
date stamp the memo with the same date.

I will forward you a scanned copy of the package for your records.

Thanks, Thelma
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5. INVESTIGATE AND REPORT

6. NOTE AND SEE ME
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10. PER OUR CONVERSATION
11. AS REQUESTED
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UNITED STATES DEPARTMENT OF COMMERCE
National Institute of Standards and Technology

MAR 2 4 2015

MEMORAMDUM FOR Jason Boehm
Human Subjects Protection Review Group
Program Coordination Office

From: Charles H. Romine, Director
Information Technology Laboratory (ITL)

Subject: Determination for ITL Project # ITL-0002, entitled, “Tattoo Recognition Technology Research
and Evaluations with Federal Bureau of Investigation (FBI) Operationally Collected Tattoo Data,” for
Mei Ngan @

I have reviewed the attached documents and completed the review as noted below.

Summary of Proposed Work or Project

NIST has been conducting evaluations of biometric and related algorithms and technology
standardization for many years as part of its measurement science and standards mission
including mandates from the USA PATRIOT Act and Enhanced Border Security and VISA
Entry Reform Act. Samples are essential for conducting research in algorithmic performance of o
tattoo recognition technology using operationally realistic tattoo data. NIST research activities

for this project are limited to algorithm research and technology evaluation and standardization

and do not include any NIST conducted or supported collection of tattoo images from human D
subjects (Attachment 1).

| 1l

ICl&a

NIST is not funding or directly collecting any tattoo images from subjects. FBI collected tattoo
images of encountered subjects for non-research purposes under the authority to carrying out

their agency mission. The FBI will provide] |
| [to NIST under Government Furnished Information

(GFI) Agreement (Attachment 2) for the evaluation of tattoo recognition technologies as

described in the associated attachments. NIST will never receive the key linking each subject’s
personally identifiable information to this tattoo data. | |

b7E -1, 3 per FBI
28 USC 534 authorizes the FBI to collect and preserve criminal identification and other records,
to include the images of tattoos collected in conjunction with these functions.

Offf

Sharing of information in the FBI’s system of records with other federal agencies is a routine use
for the records allowed under The Privacy act of 1074 5 USC 552a(b)(3). NIST does not and
will not distribute the dataset. All participants get access to the dataset from the FBI.

\
TTL-0002 — Ngan, Mei WRITER: M, Ngan / T. Allen ~) {0l Uk \
SURNAME | DATE | SURNAME ;] DATE,| SURNAME | DATE | SURNAME | DATE | SURNAME | DATY
[Ngan Y% [5[25\\A Orandi 5, N Z{35/4-Guttman 23§ Romir AN L Bochm WH\S

C %‘LL({V&M C—GS‘Q MMS"I&* G(.‘ﬁry for Qo
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" Determination 1: Whether Proposed Work is Research:

Research means a systematic investigation, including research development, testing and
evaluation, designed to develop or contribute to generalizable knowledge. (Department of
Commerce Regulations (15 CFR § 27.102 (d))

1a. [X] Yes [ 1 No Is the activity an investigation? o
(Investigation: A searching inquiry for facts; detailed or careful examination.)

1b. [X] Yes [ ] No Is the investigation systematic?
(Systematic: Having or involving a system, method, or plan.)

1c. [X] Yes []No Is the investigation designed to develop or contribute to
generalizable knowledge?
(Designed: observable behaviors, specimens, or data, used to develop or
contribute to knowledge.
Develop: to form the basis for a future contribution.
Contribute: to result in.
Knowledge: truths, facts, information.
Generalizable: Universally or widely applicable.)

Justification for above selections:

Overall, the project research activities involve measurement science and standards
development research through algorithm evaluations, The performance and accuracy of the
tattoo recognition technology will be measured by comparing the technology’s recognition
decisions to the reference annotations included as part of the FBI tattoo data, The outcomes
from the research are expected to be generalizable to the further development of the
algorithms, evaluation methods and standardization recommendations.

If ANY items 1a, 1b or 1c, are checked “No,” the activity does not meet this definition of
research,
Go to the Determination Section on the last page.

If ALL items 1a, 1b and 1c are checked “Yes,” the activity meets the DOC definition of research.
Complete the next section, “Determination 2: Whether Research Involves Human Subjects.”

Determination 2: Whether Proposed Research Inveolves Human Subjects:

Human subject means a living individual about whom an investigator (whether professional or student)
conducting research obtains (1) Data through intervention or interaction with the individual, or (2)
Identifiable private information. (DOC regulations (15 CFR § 27.102(£))

2a.[ ] Yes [X]No Will the investigator obtain data about living individuals through
intervention OR interaction?
Intervention: Physical procedures or manipulations of those individuals or their
environment.
Interaction: Communication or interpersonal contact with the individuals.

ITL-0002-NIST Determination Worksheet for OU-HSRG-03202015-final.docx 2
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If “Yes,” STOP; the activity is research involving human subjects. Submit a research protocol
for review to IRB/HSPO. Proceed to determination section below.
If “No,” continue to question 2b.

2b. X Yes [[] No Will the investigator obtain data / information about individuals
that are individually identifiable?
Identifiable: The subject’s identity is or may be readily ascertained by the
investigator, or will be associated with the information* OR the research
involves the use of coded* data/specimens.

* Coded means a living individual’s identifiable information (such a as name or
social security number) that allows the investigator to readily ascertain the
identity of the individual has been replaced by a code, such as a (number, letter,
or.combination) and there is a key to decipher the code that links identifying
information to the private information or specimens.

Coded specimens and data are considered identifiable under the Common Rule
and OHRP “Guidance on Research Involving Coded Private Information or
Biological Specimens,” October 16, 2008. NIST follows this OHRP Guidance.

2c.[]Yes [X] No Will the investigator obtain data about living individuals that is
private?

The data includes that obtained by the investigator is private and information
about behavior that occurs in a context in which an individual can reasonably
expect that no observation or recording is taking place, and information which
has been provided for specific purposes by an individual and which the
individual can reasonably expect will not be made public (for example, a medical
record). Private information must be individually identifiable to constitute
research with human subjects.

2d. Yes [] No Is a code with a key used somewhere to link private identifiable
information or specimens to individuals? (See 2b)

2e. [XI Yes [ ] No Were the coded specimens/data previously collected for other
purposes and NOT for this research?

2f.[1Yes [X] No Will the investigator have access to the code key?

If 2f is “No” mark all that apply below.

2f(1) [ ] Yes [[] No The provider of the data/specimens will remove the code
before sending the data/specimens to the researcher.

2(2) X Yes [[] No Theholder of the key and investigator enter into an agreement
prohibiting the release of the key to the investigator under any circumstances, until the
individuals who are linked to the specimens or data are deceased.

See Attachment 4

ITL-0002-NIST Determination Worksheet for QU-HSRG-03202015-final.docx 3
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26(3) (1 Yes [] No The investigator has documentation of written policies and
operating procedures from a repository or data management center that prohib}ts the
release of the key to the investigators under any circumstances, until the individuals
who are linked to the specimens or data are deceased. Attach documentation of the
written policies and operating procedures.

2f(4) ] Yes [] No There are other legal requirements prohibiting the ;elease of
the key to the investigators, until the individuals who are linked to the specimens or

data are deceased.
Attach documentation of the legal requirements.

r
Determination Assessment:

|
I
: - The research does not involve human subjects if the answers to 2d and 2e are both

| “YES;” the answer to 2f is “NO;” and any of the items in 2f{1) through 2f(4) are “YES.”
|

|

|

- The fesear’ch involves human subjects if there any other combinations of answers to 2d,

| 2e, and 2f. Start building a research protocol for submission to the NIST IRB via the

: HSRRG

RhThIEEREAEAT A RERR AR RhRbdhhhdhhdiddddihkkhkeikthhkdhhhhhhidhdihdhdddhidikks
OU Review Determination for Proposed Work:

I have reviewed the documents listed below, completed the analysis above, and determined
that:

[ ] The proposed work is not research

[ X ] The proposed research does not involve human subjects

[ ] The proposed research involves human subjects and requires further review.
Summary of Justification for Determination
As presented in the referenced attached documents, the identity of a human subjects cannot be
readily ascertained by the NIST researchers. Therefore the NIST research described above and
within the attachments listed below, is not research that involves human subjects for the
purposes of the Common Rule for the Protection of Human Subjects.
This determination is being submitted after research was started on this project. Researchers

were not aware that a review of the data being used required a human subject’s determination.
After receiving a manuscript submitted for review of the work, management determined that a

ITL-0002-NIST Determination Worksheet for OU-HSRG-03202015-final.docx 4
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review was necessary. Based on increased awareness concerning research involving human
subjects, the issue was caught in time. Training is forthcoming to all OU personnel.

Based on a review of the manuscript there is a reasonable degree of confidence that the
determination of research not involving human subjects would have been made if the review
and determination had been done in the proper required sequence. Although this
determination review was not done initially, this review is a course-correction,

It is recommended this project be approved as described in the referenced attachments.

/s/ March 24, 2015

Name: Charles H. Romine Date:
Title: Director, Information Technology Laboratory

3 2k ok ke ok s e o ok o e 3 sk ok e sk g ofe b e ke ol o ok e sk ok sk ke o sk ok o ok ok ok she s e e e o s sk ol kol o o s o sk ke ok s ok o ok o ok sl e e o o sk ok o o ok ke Sk ok ok ok

Human Subject Review Group (HSRG) Determination
[X]Concur[ ] Do not concur

Comments/Additional or Special Conditions:

Is/ April 3, 2015
Name: Jason Bochm Date:
Title: Chair, Human Subjects Working Group
Program Coordination Office

Attachments:

(1) ITL-0002 NIST Human Subjects Research Determination Formm March 18, 2015
with the following Attachments:

(1) Project Schematic of Tattoo Data Usage (undated)

(2) Government Furnished Information Agreement dated February 24, 2014 and
signed April 3, 2014

3| |Assistant General Counsel Federal Bureau of
Investigation email dated June 24 2013 citing FBI BCOE Authorities

) FBI/BCOE email dated March 18 2015 noting no codes shared

with NIST

ITL-0002-NIST Determination Worksheet for OU-HSRG-03202015-final.docx
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UNITED STATES DEPARTMENT OF COMMERCE
National Institute of Standardsa and Technology
Gaithersburg, Maryland 20899-

Lo By b &
MAR 2 4 2015

MEMORAMDUM FOR Jason Boehm
Human Subjects Protection Review Group

Program Coordination Office
-
From: Charles H. Romine, Director Gln«é—r IJ l;"“""‘“‘(
Information Technology Laboratory (ITL)

Subject: Determination for ITL Project # ITL-0002, entitled, “Tattoo Recognition Technology Research
and Evaluations with Federal Bureau of Investigation (FBI) Operationally Collected Tattoo Data,” for
Mei Ngan

I have reviewed the attached documents and completed the review as noted below.

Summary of Proposed Work or Project

NIST has been conducting evaluations of biometric and related algorithms and technology
standardization for many years as part of its measurement science and standards mission
including mandates from the USA PATRIOT Act and Enhanced Border Security and VISA
Entry Reform Act. Samples are essential for conducting research in algorithmic performance of
tattoo recognition technology using operationally realistic tattoo data. NIST research activities
for this project are limited to algorithm research and technology evaluation and standardization
and do not include any NIST conducted or supported collection of tattoo images from human
subjects (Attachment 1). B7E -1, 3 per FBI
NIST is not funding or directly collecting any tattoo images from subjects. FBI collected tattoo

images of encountered subjects for non-research purposes under the authority to carrying out

their agency mission. The FBI will provide| |

| Jto NIST under Government Furnished Information

(GFI) Agreement (Attachment 2) for the evaluation of tattoo recognition technologies as

described in the associated attachments. NIST will never receive the key linking each subject’s

personally identifiable information to this tattoo data. | |

28 USC 534 authorizes the FBI to collect and preserve criminal identification and other records,
to include the images of tattoos collected in conjunction with these functions.

Sharing of information in the FBI’s system of records with other federal agencies is a routine use
for the records allowed under The Privacy act of 1074 5 USC 552a(b)(3). NIST does not and
will not distribute the dataset. All participants get access to the dataset from the FBL

ITL-0002-NIST Determination Worksheet for QU-HSRG-03202015-final.docx N lsr
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Determination 1: Whether Proposed Work is Research:

Research means a systematic investigation, including research development, testing and
evaluation, designed to develop or contribute to generalizable knowledge. (Department of
Commerce Regulations (15 CFR § 27.102 (d))

la. X Yes [ ] No Is the activity an investigation?
(Investigation: A searching inquiry for facts; detailed or careful examination.)

1b. [X] Yes [] No Is the investigation systematic?
(Systematic: Having or involving a system, method, or plan.)

Ic. Yes ] No Is the investigation designed to develop or contribute to
generalizable knowledge?
(Designed: observable behaviors, specimens, or data, used to develop or
contribute to knowledge.
Develop: to form the basis for a future contribution,
Contribute: to result in.
Knowledge: truths, facts, information,
Generalizable: Universally or widely applicable.)

Justification for above selections:

Overall, the project research activities involve measurement science and standards
development research through algorithm evaluations. The performance and accuracy of the
tattoo recognition technology will be measured by comparing the technology’s recognition
decisions to the reference annotations included as part of the FBI tattoo data. The outcomes
from the research are expected to be generalizable to the further development of the
algorithms, evaluation methods and standardization recommendations.

If ANY items 1a, 1b or lc, are checked “No,” the activity does not meet this definition of

research, :
Go to the Determination Section on the last page.

If ALL items la, 1b and 1c are checked “Yes,” the activity meets the DOC definition of research.
Complete the next section, “Determination 2: Whether Research Involves Human Subjects.”

Determination 2: Whether Proposed Research Involves Human Subjects:

Human subject means a living individual about whom an investigator (whether professional or student)
conducting research obtains (1) Data through intervention or interaction with the individual, or (2)
Identifiable private information. (DOC regulations (15 CFR § 27.102(f))

2a.] | Yes No Will the investigator obtain data about living individuals through
intervention OR interaction?
Intervention: Physical procedures or manipulations of those individuals or their

environment.
Interaction: Communication or interpersonal contact with the individuals.

ITL-0002-NIST Determination Worksheet for OU-HSRG-03202015-final.docx 2
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If “Yes,” STOP; the activity is research involving human subjects. Submit a research protocol
for review to IRB/HSPO. Proceed to determination section below.
If “No,” continue to question 2b.

2b. X Yes [] No Will the investigator obtain data / information about individuals
that are individually identifiable?
Identifiable: The subject’s identity is or may be readily ascertained by the
investigator, or will be associated with the information* OR the research
involves the use of coded* data/specimens.

* Coded means z living individual’s identifiable information (such a as name or
social security number) that allows the investigator to readily ascertain the
identity of the individual has been replaced by a code, such as a (number, letter,
or combination) and there is a key to decipher the code that links identifying

. information to the private information or specimens.

Coded specimens and data are considered identifiable under the Common Rule

and OHRP “Guidance on Research Involving Coded Private Information or
Biological Specimens,” October 16, 2008. NIST follows this OHRP Guidance.

2c.[ ] Yes No Will the investigator obtain data about living individuals that is
private?

The data includes that obtained by the investigator is private and information
about behavior that accurs in a context in which an individual can reasonably
expect that no observation or recording is taking place, and information which
has been provided for specific purposes by an individual and which the
individual can reasonably expect will not be made public (for example, a medical
record). Private information must be individually identifiable to constitute
research with human subjects.

2d. [X] Yes [ ] No Is a code with a key used somewhere to link privafe identifiable
information or specimens to individuals? (See 2b)

2e. [X] Yes [| No Were the coded specimens/data previously collected for other
purposes and NOT for this research?

2f. [ ] Yes No Will the investigator have access to the code key?
If 2f is “No” mark all that apply below.

2f(1) ] Yes [ ] No The provider of the data/specimens will remove the code
before sending the data/specimens to the researcher.

21(2) Yes [ | No The holder of the key and investigator enter into an agreement
prohibiting the release of the key to the investigator under any circumstances, until the
individuals who are linked to the specimens or data are deceased.

See Attachment 4
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2€3) [ Yes [ ] No The investigator has documentation of written policies and
operating procedures from a repository or data managetment center that prohibits the
release of the key to the investigators under any circumstances, until the individuals
who are linked to the specimens or data are deceased. Attach documentation of the
written policies and operating procedures.

2f(4) [ ] Yes [[] No There are other legal requirements prohibiting the release of
the key to the investigators, until the individuals who are linked to the specimens or
data are deceased.

Attach documentation of the legal requirements.

Determination Assessment:

- The research does not involve human subjects if the answers to 2d and 2e are both
“YES;” the answer to 2f is “NO;” and any of the items in 2f(1) through 2f(4) are “YES.”

- The research involves human subjects if there any other combinations of answers to 2d,
2e, and 2f. Start building a research protocol for submission to the NIST IRB via the
HSRRG

FRIRERAEERE AL AR LA R AR AR AR R AR R AR AR I A LA R A LA A AL L AL AR ARA TR AIRRAR R AR RRR BT LANXR

OU Review Determination for Proposed Work:

I have reviewed the documents listed below, completed the analysis above, and determined
that:

[ ] The proposed work is not research
[ X ] The proposed research does not involve human subjects

[ ] The proposed research involves human subjects and requires further review.

Summary of Justification for Determination

As presented in the referenced attached documents, the identity of a human subjects cannot be
readily ascertained by the NIST researchers. Therefore the NIST research described above and
within the attachments listed below, is not research that involves human subjects for the
purposes of the Common Rule for the Protection of Human Subjects.

This determination is being submitted after research was started on this project. Researchers

were not aware that a review of the data being used required a human subject’s determination.
After receiving a manuscript submitted for review of the work, management determined that a

ITL~0002-NIST Determination Worksheet for OU-HSRG-03202015-final.docx
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review was necessary. Based on increased awareness concerning research involving human
subjects, the issue was caught in time. Training is forthcoming to all OU personnel.

Based on a review of the manuscript there is a reasonable degree of confidence that the
determination of research not involving human subjects would have been made if the review
and determination had been done in the proper required sequence. Although this
determination review was not done initially, this review is a course-correction.

It is recommended this project be approved as described in the referenced attachments.

ol M h2onie 2t fontons™

Name: Charles H. Romine Date:
Title: Director, Information Technology Laboratory
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Human/Subject Review Group (HSRG) Determination

] Concur|[ ] Do not concur
Comments/Additional or Special Co#iditions:
. { 3 o4 -03- IS
Nﬁ?ﬁe: Jason Boehnd Date:
itle: Chair. ubjects Working Group
rograp-Coordination Office -

(1) ITL-0002 NIST Human Subjects Research Determination Form March 18, 2015
with the following Attachments:

(1) Project Schematic of Tattoo Data Usage (undated)

(2) Government Furnished Information Agreement dated February 24, 2014 and
signed April 3, 2014

3 | Wssistant General Counsel Federal Bureau of
Investigation email dated June 24 2013 citing FBI BCOE Authorities

“4) FBY/BCOE email dated March 18 2015 noting no codes shared
with NIS

Attachments:

ITL-0002-NIST Determination Worksheet for OU-HSRG-03202015-final.docx
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Boehm, Jason

From: Fasolka, Michael J.

Sent: Thursday, April 02, 2015 5:18 PM

To: Boehm, Jason

Subject: Human Subjects Determination for ITL Project ITL-0002 entitled, "Tattoo Recognition

Technology Research and Evaluations with Federal Bureau of Investigation (FBI)
Operationally Collected Tattoo Data

Jason, ,
| reviewed the proposed human subjects determination you performed for the ITL project number ITL-0002, through
which ITL is assessing the performance of image processing routines tattoo identification. | agree with your analysis of
the work: as the tattoo image data was collected for another purpose, and because it is encoded using a key ITL cannot
have access to, the work is research that does not involve human subjects and does not require IRB review.

Best Regards,

Mike Fasolka

Michael J. Fasolka

Deputy Director

Material Measurement Laboratory

National Institute of Standards and Technology

3019758301
mfasolka@nist.gov

www.nist.gov/mml

http://inet.nist.gov/cfc

FBI17cv02567-90



NIST Human Subjects Research Determination Form
To Determine Whether Proposed Work Meets the Definition of
Research with Human Subjects

Instructions:

If proposed work/project involves (1) humans, (2) biological specimens from humans, or (3)
data or information about humans, use this form to determine if your work meets the definition
of research with human subjects. This is the first step in determining whether the regulations for
protecting human subjects apply to proposed work.

Submitting this form implies that you obtained endorsement by your management to pursue
this determination for the proposed work/project.

1. NIST Project Lead (the Investigator accountable for the project)
Name | Mei Ngan
Title | Computer Scientist
Building/Office | 225/A210
Division/Group | Information Access Division/Image Group

2. Type of Worlk:
NIST work [] Contract/Grant to non-NIST party

3. Title of Proposed Work: Tatfoo Recognition Technology Research and Evaluations with Federal
Bureau of Investigation (FBI) Operationally Collected Tattoo Data

4. Description of Proposed Work:

NIST has been conducting evaluations of biometric and related algorithms and technology
standardization for many years as part of its measurement science and standards mission
including mandates from the USA PATRIOT Act and Enhanced Border Security and VISA
Entry Reform Act. Samples are essential for conducting research in algorithmic performance of
tattoo recognition technology using operationally realistic tattoo data. NIST research activities
for this project are limited to algorithm research and technology evaluation and standardization
and do not include any NIST conducted or supported collection of tattoo images from human
subjects (Attachment 1). b7E -1, 3 per FBI
NIST is not funding or directly collecting any tattoo images from subjects. FBI collected tattoo

images of encountered subjects for non-research purposes under the authority to carrying out

their agency mission. The FBI will provide]

ito NIST under Government Furnished Information

(LF1) Agreement (Attachment 2) for the evaluation of tattoo recognition technologies as
described in the associated attachments. NIST will never receive the key linking each subiect’s .
personally identifiable information to this tattoo data. |

ITL-0002-NIST HSR Determination Form-03202015-final.docx i I\
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28 USC 534 authorizes the FBI to collect and preserve criminal identification and other records,
to include the images of tattoos collected in conjunction with these functions.

Sharing of information in the FBI’s system of records with other federal agencies is a routine use
for the records allowed under The Privacy act of 1074 5 USC 552a(b)(3). NIST does not and
will not distribute the dataset. All participants get access to the dataset from the FBI.

Tattoos have been used for many years to assist law enforcement in investigations. A tattoo is an
elective biometric trait that could contain useful discriminative information to support person
identification, similar to other such as age, gender and race. While some research has been done in the
area of image-based tattoo detection and retrieval, it is not a mature domain. There are no common
datasets to evaluate and develop operationally-relevant tattoo recognition applications. To address this
shortcoming, the NIST Tattoo Recognition Technology Challenge (Tatt-C) database was developed as
an initial tattoo research corpus that addresses use cases representative of operational scenarios.

The Tatt-C database represents an initial attempt to provide a set of ground-truthed tattoo images
focused on, but not limited to, five primary use cases. Those use cases are: tattoo similarity, tattoo
identification, region of interest, mixed media, and tattoo detection.

5. Collaborations with Others:

List other institutions or agencies involved in this work. Describe how each collaborator will be
involved with humans, specimens from humans, and/or data or information about humans as well as any

other specific contributions.

N/A
Signature: %/{ /J@L/—‘

" Typed Name: Mei Lee Ngan Date: _ 3[23 |20 S

Attachments:
(1) Project Schematic of Tattoo Data Usage (3/20/2015)
(2) Government Furnished Information Agreement dated February 24, 2014 and signed April 3,
2014 ' .
3) |Assistant General Counsel Federal Bureau of Investigation email dated
June 24, 2013 citing FBI BCOE Authorities _ ,
(4)|:| FBI/BCOE email dated March 18, 2015, noting no codes shared with NIST ;

b6 -1 per FBI
b7C -1 per FBI
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Attachment 1: Project Schematic

NIST uses (A) and (B} to research
algorithms and develop standards (C) that
are supported by the data characteristics -
in this case tattoo images.

FBI BCOE Tattoo Data

Usage at NIST

NIST publishes research & best practices, and
contributes actionable comments to standards
bodies (C). Reports may go on the NIST web site
and may be published in conference papers and
Journals.

00 Recop 0
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(A) Tattoo data and (B) reference annotations

FBI BCOE collected and developed a tattoo dataset that enables research by USG agencies on
new techniques and algorithms for automatic recognition of tattoos.
FBI tattoo data is distributed to NIST under Government Furnished Information Agreement (2},
and the sharing of FBI data with other federal agencies is allowed as documented by (3).
NIST conducts biometric algorithm research and technology standardization (C) using Biometric
Initiative STRS under the mandate of the USA PATRIOT Act.
The FBI BCOE data provided to NIST:
~» Will be accessed only by NIST researchers
» Is coded to insure that the identities of the contributing subjects cannot be readily
ascertained. NIST does not have access to the key as the FBI will not release the key to
NIST.

Tattoo Data

From
FBI BCOE

b7E -1, 3 per FBI

Attachments provided in package:

(1) This Schematic of Tattoo Data Usage

(2) Government Furnished Information
Agreement B

(3) FBI BCOE Citation of Authorities

The (B) reference annotations include coded
subject IDs. NIST will never receive information
about subjects’ identities. NIST uses (B) as
algorithm inputs and answers.

NIST research activities are on image
and algorithm technology and 4
automated algorithm development.

Updated: 3/20/2015
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From: Schilling, Linda Beth

To: Allen, Thelma A,

Subject: RE: ITL-0002 for Mei Ngan

Date: Tuesday, April 07, 2015 1:49:00 PM

Yes | have date stamped for Jason in the past too, | noticed that as well ... a

clean scan with the missing info and a copy of Jason’s email would be great.

I’m always happy to help if you just want to chat ... | had an interesting chat
with Jason this morning.

L.

From: Allen, Thelma A.

Sent: Tuesday, April 07, 2015 1:46 PM
To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Thanks!

Sorry for not emailing you this morning.

I noticed that too when | looked at it this morning (got it yesterday afternoon from Stephanie).

| sent Jason a note saying he hadn’t dated the memo (by the concurrence) and that Chuck’s office
hadn’t date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies.

He said OK, | will forward you his email separately.

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00.

{ had a great time in NOLAI !

Also, | miss you. I’'m trying to get a new package together for Mary Theofanos and guidance from
others is not quite as clear and complete as from you. @

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:43 PM
To: Allen, Thelma A,

Subject: ITL-0002 for Mei Ngan

Thelma -

| got a copy of the approved package for this one. The memo to jJason wasn’t
dated when Chuck or Jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
seeéjms to have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
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fix.

Let me know if you have date stamped your original and I’'ll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth
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From: Schilling. Linda Beth

To: Allen, Thelma A,

Subject: RE: ITL-0002 for Mei Ngan

Date: Tuesday, April 07, 2015 2:14:00 PM
Any time!

From: Allen, Thelma A.

Sent: Tuesday, Aprit 07, 2015 2:10 PM
To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Definitely. ©
| sent a request to Mary Theofanos for a few things and once | hear back from her | would love to

give you a call.

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:49 PM
To: Allen, Thelma A.

Subject: RE: ITL-0002 for Mei Ngan

Yes | have date stamped for Jason in the past too, | noticed that as well ... a
clean scan with the missing info and a copy of Jason’s email would be great.

I’m always happy to help if you just want to chat ... | had an interesting chat
with Jason this morning.

L.

From: Allen, Thelma A.

Sent: Tuesday, April 07, 2015 1:46 PM
To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Thanks!

Sorry for not emailing you this morning.

| noticed that too when | looked at it this morning (got it yesterday afternoon from Stephanie).

I sent Jason a note saying he hadn’t dated the memo (by the concurrence) and that Chuck’s office
hadn’t date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies.

He said OK, | will forward you his email separately.

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00.

I had a great time in NOLA! !

Also, | miss you. I'm trying to get a new package together for Mary Theofanos and guidance from
others is not quite as clear and complete as from you. ®
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From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:43 PM
To: Allen, Thelma A.

Subject: [TL-0002 for Mei Ngan

Thelma -

[ got a copy of the approved package for this one. The memo to Jason wasn’t
dated when Chuck or Jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
seems to have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
fix.

Let me know if you have date stamped your original and I’ll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth
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From: Schilling, Linda Beth

To: Alien, Thelma A,
Subject: RE: ITL-0002 for Mei Ngan
Date: Tuesday, April 07, 2015 1:44:00 PM

You can send me a scan of the dated memo if you did date it when it got back
to you, which also works. !’ve scanned everything else.

L.

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:43 PM
To: Allen, Thelma A.

Subject: ITL-0002 for Mei Ngan

Thelma -

I got a copy of the approved package for this one. The memo to Jason wash’t
dated when Chuck or Jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
seeams (tjo have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
fix.

Let me know if you have date stamped your original and I'll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth
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From: Allen, Thelma A,

To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Date: Tuesday, April 07, 2015 1:45:42 PM
Thanks!

Sorry for not emailing you this morning.

| noticed that too when | looked at it this morning (got it yesterday afternoon from Stephanie).

[ sent Jason a note saying he hadn’t dated the memo (by the concurrence) and that Chuck’s office
hadn’t date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies.

He said OK, | will forward you his email separately.

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00.

| had a great time in NOLA!!!!

Also, I miss you. I'm trying to get a new package together for Mary Theofanos and guidance from
others is not quite as clear and complete as from you. ®

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:43 PM
To: Allen, Thelma A.

Subject: ITL-0002 for Mei Ngan

Thelma -

I got a copy of the approved package for this one. The memo to Jason wasn’t
dated when Chuck or Jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
se%ms éo have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
fix.

Let me know if you have date stamped your original and I'll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth
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From: Schilling, Linda Beth

To: Allen, Thelma A,

Subject: ITL-0002 for Mei Ngan

Date: Tuesday, April 07, 2015 1:42:00 PM
Thelma -

| got a copy of the approved package for this one. The memo to Jason wasn’t
dated when Chuck or Jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
seedms to have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
fix.

Let me know if you have date stamped your original and I’ll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth
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From: Allen, Thelma A,

To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Date: Tuesday, April 07, 2015 2:09:36 PM
Definitely. ©

| sent a request to Mary Theofanos for a few things and once | hear back from her | would love to
give you a call.

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:49 PM
To: Allen, Thelma A.

Subject: RE: ITL-0002 for Mei Ngan

Yes | have date stamped for Jason in the past too, | noticed _that aswell ... a
clean scan with the missing info and a copy of Jason’s email would be great.

I’m always happy to help if you just want to chat ... | had an interesting chat
with Jason this morning.

L.

From: Allen, Thelma A.

Sent: Tuesday, April 07, 2015 1:46 PM
To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Thanks!

Sorry for not emailing you this morning.

I noticed that too when | looked at it this morning (got it yesterday afternoon from Stephanie).

[ sent Jason a note saying he hadn’t dated the memo (by the concurrence) and that Chuck’s office
hadn’t date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies.

He said OK, I will forward you his email separately.

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00.

I had a great time in NOLA!I1I

Also, | miss you. I'm trying to get a new package together for Mary Theofanos and guidance from
others is not quite as clear and complete as from you. ®

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:43 PM
To: Allen, Thelma A.

Subject: ITL-0002 for Mei Ngan

FBI17cv02567-108



Thelma -

| got a copy of the approved package for this one. The memo to Jason wasn’t
dated when Chuck or jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
seems to have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
fix.

Let me know if you have date stamped your original and I’ll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth
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