
May 31, 2018 

 

Hon. Daniel Coats 

Director, Office of the Director of National Intelligence 

Washington, DC 20511  

 

Dear Director Coats, 

 

The undersigned groups write to express our objection to the Office of the Director of National 

Intelligence’s continued failure to publicly report data as required under Section 602 of the USA 

FREEDOM Act.
1
   We urge you to report this information (including retroactively for 2016 and 

2017) sufficiently in advance of Section 215’s expiration next year to inform the public debate 

over the law.    

 

The USA FREEDOM Act was passed in direct response to disclosures that revealed that the NSA 

had been systematically abusing its authority in order to unlawfully spy on Americans. For over 

a decade, the NSA collected call detail records of virtually every single American on an ongoing 

basis. The NSA justified this expansive program based on its flawed reading of Section 215 of 

the Patriot Act – an interpretation that was ultimately ruled unlawful by a Court of Appeals 

which characterized it as “unprecedented and unwarranted.”
2
  Independent overseers noted that 

the program persisted in part due to efforts by the intelligence community to keep it secret from 

the public and members of Congress, undermining public debate and oversight.
3
 

 

The USA FREEDOM Act ended this illegal program and included transparency provisions to 

help ensure that the public and Congress were never again left in the dark about such staggering 

abuses of Section 215. Key among these transparency provisions is a requirement that the NSA 

report the number of “unique identifiers” – i.e. unique accounts, persons, or devices – that are 

swept up in the NSA’s Section 215 call detail record program.  This data point is critical to 

measure the number of individuals impacted by the program and the extent to which the bill has 

successfully prevented bulk collection under this authority.  Importantly, the number can also 

serve as a warning sign in the event the NSA attempts to resurrect unlawful surveillance 

practices under Section 215. Yet, almost two years after USA Freedom’s enactment, the NSA 

still has not complied with this requirement.     
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At the time that the USA FREEDOM Act was being considered in Congress, your office endorsed 

the bill and its corresponding transparency requirements. Specifically, the Office of the Director 

of National Intelligence stated, “…we are comfortable with the transparency provisions in this 

bill, because, among other things, they recognize the technical limitations on our ability to report 

certain types of information.”
4
 Given this endorsement, the NSA has no justifiable excuse for 

continuing to shirk its responsibility to publicly report this number.  

 

We are now faced with precisely the situation this provision was designed to address.  In the last 

year, the number of call detail records collected under Section 215 has surged to over 540 

million – over three times what was reported in the previous year.
5
 However, without a reporting 

of the number of unique identifiers impacted, we cannot even partially assess whether this surge 

is due to easily explainable factors like duplication, or surveillance abuses the USA FREEDOM 

Act explicitly rejected. Your office’s public explanation of this surge provides no clear answers 

to this question. 

 

We write to request that you report the number of unique identifiers (including retroactively for 

2016 and 2017) used to communicate information collected under Section 215’s call detail 

record provision sufficiently in advance of the May 30, 2019 reauthorization deadline to inform 

the public debate. In addition, we request a meeting to discuss the surge in the number of call 

detail records collected under Section 215, including (1) the factors contributing to the surge, 

including an estimate of what percent of the increase corresponds to each factor; and (2) a 

timeline for when the NSA will report this number, as required by law. 

 

If you have questions, please contact Neema Singh Guliani, Legislative Counsel at the ACLU, at 

nguliani@aclu.org. 

 

Sincerely, 

 

Access Now 

American Civil Liberties Union 
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American-Arab Anti-Discrimination Committee 

Archivists Roundtable of Metropolitan New York (ART) 

Brennan Center for Justice at NYU School of Law 

Campaign for Liberty 

Center for Democracy & Technology 

Constitutional Alliance 

Defending Rights & Dissent 

Due Process Institute 

Electronic Frontier Foundation 

Electronic Privacy Information Center (EPIC) 

Government Accountability Project  

Government Information Watch 

Liberty Coalition 

National Association of Criminal Defense Lawyers 

National Coalition Against Censorship  

New America's Open Technology Institute 

Open the Government 

R Street Institute 

Reporters Committee for Freedom of the Press 

Restore The Fourth, Inc. 

TechFreedom 

The Constitution Project at POGO 

 

cc: 

 

Alexander Joel 

Chief, Civil Liberties Protection Officer 

 

Rebecca Richards 

Director of Civil Liberties and Privacy 

 

 


