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{Hoy 01-31-2005)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Pate: 01/18/2012

To: Log Angeles Attn: Santa Ana RA, Squad CY-5
SA Cynthia Kayle

From: Louisville
Squad 16
Contact: &A Tracey L. Riley,

b6e -1
b7C -1
b7E -1
b7a -1

Approved By: Dallas Mark J

Drafted By: Riley Tracey L:tlr

Case ID #:l

Title: INNOCENT IMAGES-LS
UNDERCOVER GROUP IT

Synopsis: To provide evidence and detalls regarding MARK
RETTENMAIER, 25462 Rodeo Circle, Laguna Hills, CA 92653, to the
Santa Ana RA, Los Angeles Division.

Package Copy: Being forwarded under separate cover is a 1
terabyte Seagate hard drive, Serial # 9TE243V2.

Enclosures: One, 1-A containing a copy of the Receipt of Property
(FD~557}) and copilies of the GEEK Sgquad Service Order/Terms of
Service, and a copy of the receipt generated buy Best Buy located
at 14395 Pipeline Ave, Chino, Ca. -

Details: On Januaxry 5, 2012, a CHS contacted SA Riley and
advised that Best Buy/Geek Squad had received a hard drive for
data recovery repalry that contained suspected images of child
pornography. Best Buy/Geek Sqguad has a computeyr repair/data
recovery center located at 345 International Boulevard, Suite
300, Brooks, Kentucky 40109, 502-955-3800. All compubters
received at Best Buy stores nationwide are sent to this facility
for data recovery.

On January 6, 2012, SA Riley personally visited the
Kentucky Best Buy/Geek Sguad facility and spoke to the CHS.

b7E -1

IS A <2544 BT




To: Los Angeles From: Louigville

Re: gr/18/2012 b7E -1
b7A -1

The individual who requested the repair work is:

MARK RETTENMAIER

25462 Rodeo Cirxcle

Laguna Hills, A 22853
Primary Phone: 94%-705-9015
Alternate Phone: 9489-831-1624

The CHS advised that the questionable images were
observed after the data recovery repair had been made for images.
In order for the technician to determine that the repalr was
successful they must access the files to vellty that the files
were recovered intact. In the course of ensuring the repairs
were successful the Best Buy/Geek Squad technician began by
performing a search for pilctures and/or jpegs. As the Best
Buy/Geek Squad technician was scrolling through the thumbnails he
observed the images he suspected were child pornography., The
technician then contacted the CHS5, who contacted SA Riley and
secured the hard drive.

It should be noted that SA Riley observed the images
that the Best Buy/Geek Squad technician cobserved. Because it was
immediate obvious that there wers known CP images, SA Riley
seized the hard drive.

While at the Geek Sguad a known image of "9yo Jenny®
was immediately obsgerved by SA Riley. This particular image was
of a fully nude, white, prepubescent female on her hands and
knees on a bed, with a brown choker type collay around her neck.

Once back at the Louisville office the hard drive was
attached to a forensic write blocker, a scan was performed with a
praeview tool. It was determined that the data on the hard drive
is unaerlying, meaning that a scan needs to be done for formatted
files using a forensic tool that carves jpg images. Since the
Geek Squad uses tools similar te forensic tools used by the FBI's
RCFLs it is not possible to view images without using a forensic
tool to carve the images.

The hard drive was then placed inte evidence at the
Louisville office of the Federal Bureau of Investigation.

b
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To: Los Angeles From: Loulsville
Re: | | c1/18/2012 b7E -1
b7a -1

84 Riley understands that every United States
Attorney's Office has different progsecution thresholds. If it is
determined that these images do not rise to that level, and no
investigative action is taken by the Los Angles Division, the
Beek Sguad/Best Buy requests that the hard drive be returned to
them in Kentucky so they are able to complete their processes.

Please note item 8 under the “I agree to/or that®
gection on the Service Order form states that the customer is "on
notice that any product containing child pornography will be
turned over to the authorities". Please contact SA Riley if
there are any additional questions.

LX)
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To: Losg Angeles bFrom: Louisgwville
Re: | | 01/18/2012 b7E -1
b7a -1

LEAD (g} :
Set Lead 1: {Action)

LOS ANGELES

AT LAGUNA HILLS, CALIFORNIA

Los Angles is requested to review the hard
drive and documents enclosed for case potential. If no case is

opened please return the hard drive to the Geek Squad located in
Kentucky.

¢$
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FEROST {Rev, 3810

Title:

From:

Approved. By«

Brafted By:

Casgs ID #:

Synaopsis:

Fall Investigation Initiated:

Detadls:

¥

LO

QrFRIciaL Rscawn

UNCLESSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Caommunication

} Telephone call with $& Riley. Date: (3/20/201%

v

5 A \T(:h\.“if’i >

LA-OTRL SSA' | b6 -1
Contact: KAYLE CYNTHIBA, | b7C -1
a/ssa| |

KAYLE CYNTHIA

{U}] BRETTENMAIER, MARK - MARK BETTENMATER

ong call with SA Biley.

BL/23/2008

Un 02/17/2015, SA Bavle spoke with with SR Riley by phone. BA Biley
agvized she mads a sequeat te headquarters dn order to douste any
smails between her and Best Buy regarding the above titled case. 83
Riley advised that she had opened & Bast Buy smpl & in a4 supstvisory
nosition as a nfidential human source (CHS}.

On 02/19/201%, SA Hayls spoke with SA Riley by phone. BA Bilay
advised she bas not yet recesived a response from headguarters ragarding
her email account. B& Riley reiterdted the OHS she L Best Buy
was due Lo agent regulrements and the CHS was not a itional sourcs.
3A Biley believes he/fshes has been vlosed for A?Pl@ﬁlmdt Ly two {2} or
thres {3} years.

¢4

UNCLBRSSIFIED

EFF-124



FIMBIT (ltec, 381
UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Titlie: (U} Copy of Emsil Chain, Date: O3/02/201%

From: 108 ANGELESR

La~0uR: ssa | b6 -1

, b7C -1
Contact: KAYLE CYNTHIA, |

Approved By: SSA' |

Drafted By: KXAYLE CYNTHIA

Case ID #: 3050-LA-259472 {4} RETTENMAIER, MABK ~ MARE RETTENMAIER
Synopsis: (I} Copy of Email Chain.

Full Investigation Initiated: 01123;3&12l

Enclosure(s): Enclosed ave the following dtems:
Lo ()Y emall chain

Details:

vnclosed for the f{ile is a copy of the email chain from a Besst Buy

amployss Lo Sh Riley.

+¢

UNCLASSIFIED
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FI-FOST (Rov, 3-8-1)

UNCIASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Efeotronie Communication

Title: (U} Lead to Louisville, KY, Daté: 01/25/2015%

From: LOS ANGELER
LA-OCRL tm:l
Contact: KAYLE CYNTHIA, be -1
b7C -1

Approved By: AfSSAl |

Drafted By: KAYLE UYNTHIA
Cage ID #: 305D-LA-259472 () RETTENMALER, MARE ~ MARE RETTENMAIER
Synepsis: {U) Lesad to Louwisville, EY.

iy

Full Investigation Initiated: DL/33/2D1zZ

Details:

Referance telcall with SA Tracey Riley on 03/24/2015, Los Angeles is
reguesting & copy of CHS ﬁil&[:::::::::] to include CHS's ldentifyving b7D -2

informationt,

*¢

UNCLASSIFIED
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FO302 (Rev $-8-10) ~led e

STIGATION

FEDERAL BUREAL OFIN

BPate ol eatry

b6 -3
I b7C -3
by Special b7D -1, 4

telephone numb;r| was interviewsd by telephons,

Agent Cynthia Kayle, and Assistant United States Attorney Aanthony M.
being advised of the identity of the interviewing Agent and
information: b6 -3
b7C -3
b7D -1, 4

Brown. RAfter
naturas of the Interview, MEADE provided the following

i}

(9]
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A

Investigadion on

Date drafed U370
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FEW32 ( Ry, 0508104

JO5D-LA-2R0472

.... muET Yy D

BAATEE cIntaevioog ool U hy
Cobdtvisation of FDL 30 of Interviaw of Dast

On GRAZIS 20y Page 2wl % b -3
b7C -3
b7D -1, 4
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FO 3130 £ Rev  (R-08. 11

INSD-LA-2559472
tarview of Juztin Moade QXSITIRNLR I oot 3 be -3
X Ve e L \§)i5§_1t2 wd K3 e b7c _3
b7D -1, 4

Continuation of PRI of

EFF-129
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b6 -3
b7C -3
b7D -1, 4
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F-08T (Rev, 3-8-1H

URCLASSIFIED

FERERAL BUREAU OF INVESTIGATION

Elecironic Cormmunication

Title: (U Copy of CHS documents fram Kantucoky.

Date: U4/15/2015
From: LOS ANGELES
LA-DCRT 5SA| | b6 -1
‘ RN I SR b7C -1
Contact: KAYLE CYNTHIA,
Approved By: SSAl |
Drafted By: KAYLE CYNTHIA
Case ID #: 3050-LA-Z59472 {U} BETTENMAIER, MARBEE ~ MARE RETTENMRIRR
Synopsis: (U} Copy <f OHS documents from Hentucky.
Fall Investigation Initiated: D1/23/201%
Enclosure(s): Enclosed are the following item
1. () copiss of CHE file
Details
On 4/8/201%, writer recoived the enclosed documents from FRI
outsville, EY. The documents ars coplies of the entire CHS file
I b7D -2

¢¢

UNCLASSIFIED
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FD-794b Yot
Hivised FEDERAL BUREAU OF INVESTIGATION
ENREd
{03201 PAYMENT REQUEST
Reguest Type:
INFORMATION ABOUT THE REQUESTING gEL _
Official Bureau Narie ‘ Social-Security Number I Date of Request
Riley, Teacey | OHIOS20M1 b6 -1
Field Office ; Squad Cast Gonter | Telophone Nusmber b7Cc -1
Lotsvills * | I
INFORMATION ABOUT THE REQUES e
Paﬁéa Nafme { Social Sscurity or Taxpayer 10 Number
>>>>>>>>>>>>>>>>>>>>>>> Ritay, Traney ‘ I I b6 -1
ts s 3 one-ime nonesymbal sourcs payment? ] b7C -1
Seurge Number Setial Nisnber L Payment Name Date of Approved Period | Period b7D -2, 3
Waiver Request | Coversd From | Covered To
1 [ ] Burghley 100172010 08730201

Financial Justification:

DETA UT T
Fisgal Year | SOC {incurred by Cataleg  {File No. Cornucopia ProgramiSubprogram Amount
Agent ar CHS
b7E -1
CHS Expense Description: IServices $500.00
Totat Forl | SEQ0.00
{ Total $500.60
Vendor Number ) Graug Number Obligation Rumber Foliow up. Dato
Dosument Number Paymeni Referapnce Number
Signaturs of Cashier - Dhater
Frigr BMonth Advancs Balance:
Tris Advance:
L.eas: Recants.
Funds Relurned androrCash on Nand:
At 1 be Baimburssd:
EXPENSE £
Dosument Number Draft Number Signatuee of Cashier [ate
Name bate/Time
Approved By S8A Daliss, Mark J SI302071 1 10:23.25 A0
GCertfied by ASAG: QIO 123503 PR bé -1
DraftAppraval Officer b7C -1

EFF-134



fRev 0S-01.2008

UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/25/2012

To: Louisville
From: GLouisville
Sguad 10
Contact: SA Tracey L. Riley,

Approved By: Feral

Drafted By: Riley Tracey L:tir

Case ID #: {Pending)
(Fending)

Title:

Synopsis: To reguest SSA approval for the initiation and
cantinuation of e-mail contact with Confidential Human Sources
{CHSY .

Details: Psr the FBI's CHS Po]zcy Manuai, SSA approval is
reguired for the initiation and continuation of all e-mail
contact with CHS's, This approval must be obtainesd and document
in the CH8's main file,

CHS' and C‘S[::::]}kv;a preexisting, overt

e

o

b6 -1
b7C -1

b7D -3

ad

reiationghip with Che FBI. Overt email communication ia used for

coordxqa:éig meetings, or in some cases asking for the status of

their ooreditioe
CRRLY produst.,

&4

UNCLASSIFIED

EFF-167
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FD-I6RT (Hev, 5-8-1h
UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electranic Communication

Title: (U} Tentative suppression hearing date Date: O/

From: LOS ANGE

LA~OOR1 <*~m| | bé -1

Contact: | b7C -1

Approved Bf: SSA' |

Drafted By:l |

Case ID #: 305D-LA~258%472 (U} RETTENMAIER, MARK - MARK RETTERMAIER

Synopsis: {1y Dsferse counsel suggested a mid-Novembey dats for the
suppression ne<rA,g therefore AUSAE Greg Scally reguesitad stalus of
pobantial wiines:

Pull Investigation Initiated: O1/23/2012

Details:

&

¢ United States ALt
A}l

counsel suggested o mid-Novembeér date for the 2uppression

b6 -1
b7C -1

hsaving. Thersfore, BUSA S3cally requested SA[:::::::]to ingquivs about

the avallablility for the following pohsntial governmeant withesses:

i

Cynihia Rayle

3A Tracey Riley

b6 -1, 6
b7C -1, 6

oy

Task Force Ufficer {TFO}[:::::::::] Zeal Rsach

Field Examinar (FE} Orange Jounty Regional Computer

*olice Depariment

rensie Laboratory

Ein Meads, Best Buy smployee

UNCLASSIFIED
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UNCLASSIFIED

Titler {4y Tantative suppressioh hedrihy ddave

Rer  205D-LAR-25%474, 09/02/2015

b6 -1
b7C -1

3

On Bygqust 31, 2015, S8 Riley emailed 34 ardd advived that she
]

dows nob have any krials scheduled in November. Her availability was

1
provided to AUSA Scally,

On August 331, 2015, ‘FG[::::]texted SR[:::::::]de adviged that he 23 _66
X N . o . c -
is teaching at the police acadewmy on Novembar 5 and November 11 and is
state from Novamber 15 to Movember 25, 2015, His availability

was providsd to AUSA Scally.

b6 -1
b7C -1

U
hed
pa]
o
u
Wk

On August 31, 2015, SA Hayle telephonically contacted
i

1.
advizsd that shs has fol conflicts in mid-November. " Her availablilit

-
aty

was provided o AUSA Scally.

15, SA[:::::::]telaphmnicaily contacted Justin Meade bé -1

. . — : . b7C -1
maill dnguiring about his availability in mid-Novembsx,

Meare returned SA[::::::::]qmll and advised b6 -1

. . : . b7C -1
n November. Howsver, since hs works in

i$ hopes that the hezaring would be scheduisd
earligy rathier than in Novembsr as rstailers bescoms busisr as
Chuistmas nears. SA[::::::] inguired if Meade had any prigr gontact
i Westphal in any social media platforms ho include, but oot
adin, Instagram, efc. Meade advised that hs would
check his varlious accounts to see if he had any contact information for
Westphal, Meads's availabllity was provided to AUSA Soally.

Ort Saplamber 1, 201%, SA[::::::::]t&lephonicaliy sontactad SA b6 -1

[:::::::]and ardwisaed that he has no conflicts in mid-November, Hisg b7Cc -1
availability was provicded to AUSA Scally.

¢

UNCLASSIFPIED
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Crreiat, Reconrg |

FE- 1087 (Rev: 581403
UHNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

~

Phone Call with Traesy Date: 12/17/201%

Title:

U} MNotes from

From: LOS ANSBLES
-

LA-QCRL SSA' | b6 -1

Contact: KAYLE CYNTHIA, b7C -1

Approved By: A/888

Drafted By: EAYLE CYNTHIA
Case ID #: 205D-LA-25%5472 (U} RETTENMATER, MARK ~ MARK RETTENMAIER

Synmopgis: {{}f Hotes fyrom Phone Call with Tracey Riley.

b
P
o
i
157

Full Investigation Initiated: (01/23/2

Enclesure (s} : Enclosed are the following items: .
.o (U Notss

Details:
Enciosed for the 1& ssction of this fils are notes from the phone
/ 3

v
PP

ton withh 8A Tracey Riley an

oSoRVers

¢

UNCLASSIFIED
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QrriciaL Recono |

FO-TO57 (Kev 5-8-10

UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Efectronic Communication
Title; (U} Hotes of Phone Call with Justin Meade. Date: L13/31/2818
Prom: LOS ANGELES

LA-OTRL 83 b6 -1
Contact: KAYLE CYNTHIA, | b7Cc -1

Approved By: RXSSAl |

Drafted By: EAYLE CYNTHIR

¢
(4]
sy
SN
H
£
R
i
[k
on
L2
e
-4
e
o
.
11
23]
3
1
25!
a

Case ID #: 308 MATER, MARK -~ MARE BETTENMAIER

Synopsis: () Notes of Phone Call with Sustin Meade.

Full Investigation Initiated:

Enclosure(s): Encliosed ave the following ihems:

o {U) notes of phone call

Details:

Ernclosed for the 1A section of the file are the no
call with Sustin Meads, AUSAs Tony Brown and Greg Scall

$é

UNCLASSIFIED

EFF-192



FL Y (Rey 3810

UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communtication

Title: (U] Emalls with Justin Meade and Tray Date: OLA15/2018 b6 -1
Wagtphal : b7Cc -1

From: LGS ANGELES

wn~oorl ssal ]

Contact: KAYLE CYNTHIA, |

Approved By: usﬁl |

Drafted By: KAYLE CYNTHIA

Case ID #: 205D-LA-R53472 () RETTENMAILRR, MARE -~ MARRR RETTEHMAIER

i

Synopsis: (U} Bmails with Justin Meads and Trey Westphal

Ff1ll Investigation Initiated: O1/23/2D12

Enclosure (s} : Enclosed ars the following s
I (D Justin Mesade and Trey Westphal email
Details:
Encloged for the file are amails wiith Justin Meade and Tray

¢

UNCLASSIFIED
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Kayle, Cynthia (LA) (FBI)

From: Justin Meadd | b6 -3
Sent: Thursday, January 14, 2016 12:38 PM b7C -3
To Kayle, Cynthia {LA) (FBI)
Subject: Re: New Hedring Date
Should not be a problem thank you for the update.
On Thursday, January 14, 2016, Kayle, Cynthia (LA) (FBI) 4 wrote: b6 -1
b7C -1
Justin,
AUSA Scally just advised the new hearing date is set for Monday, May 23, 2016, at 9:00 a.m. The U.S. Attorney’s Office will contact you to plan
travel arrangements. Please call me if you have any guestions, '
Thanks,
Cynthia
b6 -1
b7C -1
Jugtin Meade
b6 -3
b7C -3

it

EFF-200



Kayle, Cynthia (LA} (FBl)

From: Trey Westphaﬂ |
Sent: Thursday, January 14, 2016 12:37
To: Kayle, Cynthia (LA} (FBI)

Subject: Rec New Hearing Date

S.A. Kayle,

b6 -3
b7C -3

Thank you for the update, I will update my request at work to reflect the new date and make travel arrangements accordingly.

Best regards,
Trey

On Thursday, January 14,2016, Kavle, Cynthia (LAY (FBI) <

Trey,

b6 -1
b7C -1

Wioie,

AUSA Scally advised the new hearing date is Monday, May 23, 2016, at 9:00 am. The U.S. Attorey’s Office will contact you to plan travel

arrangements. Please call me it you have any questions.

Thank you,

Cynthia

b6 -1
b7C -1

EFF-201



FI8303 (Rev. S8 10) S

FEDERAL BUREALOF INV
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| |Best Buy, 345 International Blvd, Brooks, KY 40109. 12/30/16] lscally, oo o
Brown} '

9/25/99 at store before moving here,

Was there in 2011 and 2012, Always in the facility. Came down in late 2007, Might have beenin a
different department that time but familiar with processes of data recovery.

bé -3
b7C -3

How units get to Geek Squad City and what it is:

Repair facility and handie different types of eperations including data recovery. Repair computers is
goal. Initiated by client at store. Whether repair or data recovery they are requesting service to be
performed then shipped 10 their facility to be performed.

Best buy geek squad policy for reporting CP — he's familiar with policy and there’s documentation on
that. Back in 2011 2012 was he familiar. It's very simitar to the process now but he doesn’t have the
exact verbiage. SOP based on those same processes so should be very similar. Standard procedure is if
somebody comes upon CP during the course of worl they are instructed to immediately stop and
instruct supervisor that they've encountered that. The supervisor then contacts law enforcement. Since
units are nationwide their focal law enforcement is the local FBI since they have jurisdiction across
country. They call FBI, FB responds and decides if they are going to take it and they find the proper
paperwork for handoff and go from there.

Your divect management contacts the FBL. {t's the same throughout the facifity regardless of
department. If someone discovers CP, they stop and report it to supervisor.

He’s had contact with FBl agents over the years. Traceyzlanotherguy. They are contacted i'slc_il
because they are in the local office. He was never asked to be an informant or CHS. Agents never asked

him to search for CP. We don’t get involved any more after the handoff, Agents never paid or offered

to pay him money in connection with his work at Geek Squad. Not aware of any employees who

became informants. Not aware of any employees being paid by FBI,

{Reading Star Log)
Putting in info from client when first created. Name and phone number, First piece

Moving down it's saying we collected a deposit of $249 and at that point that was & pre set amount that
had to be attached to any unit that was requesting data recovery. Base price. Wouldn't be shipped if
they weren’t willing to pay at least $249. Data recovery would have been requested at this point
because customer would have had to pay $249 which is a minimum charge that they have to agree to
before shipping that here,
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Shipment info the tracking to Geek Squad City. Some is automated status updates.

11/25 receiving and that’s showing it was received into the building, changed status awaiting custamer
info. That is going to take place in the department so it reached the data recovery center and it's
awaiting customer info status. Checked into work in progress. Staging for stuff that’s going to be
worked on in data recovery.

Only a few statuses for star. Not designed for data recovery. Only a few things to show movement.
Getting unit prepped for diagnosis to get info back to client. Star designed for repair. They're not
repairing hardware they're recovering data.

{Why voice waliver if client already gave permission at beginning for data recovery} Service order gives
permission 1o access the device for diagnosing the hardware. As long as diagnosing and some repairs
that's enough but when it comes to reviewing client’s data it's more sensitive and they have to seek out
and verify data and make sure they're getting correct results. Because of sensitivity they require signed
data services agreement or voice waiver to show that client gives permission for them to go through
info on device,

Costing more money doesn’t necessarily mean they need a vgice waiver, the waiver is because of the
fact they will be going through the data. A lot of stuff is just for hardware repair and only needs original
service arder but data recovery is different and needs the voice waiver.

11/28 9:09 PM, it shows that we hooked it up and diagnosing drive to see what if any mechanical issues
were going on, what it was going to take in order to access the data on that drive. Once wefind that out
we can provide client with estimate to recover that data. We are still awaiting the waiver because in
order to go through data and verify they need the waiver. Shows the level of recavery, cost and
awaiting waiver.

Level 2 advanced recovery some kind of damage to file system or something that is going to be required
in order to even access data that isn't going to be accessible just using standard Level 1 or 2 process.
Maybe advanced corruption or boards to make the drive useful again falls under Level 2 advanced

lgmft— master file table. Technique used during level 2 process to make data accessible. Person
diagnosing and telling recovery agent what will be needed in order to finish out recovery. Appears some
damage to master file table inthis case.

Drive appears to have been restored means: When they're doing the diagnosis a ot of tools can look at
hex information and see what the condition of the drive is and see where data is missing even though
we can't see the data itseif we can see where data was on the drive. Based on the layout that we see
through the software we can see if the drive looks to have been formatted. May show up as all zeroes
and everything gone, won't be able to recover anything. This is done during diagnostic step and inform
recavery agent this is where you'll need to lock to find data, these are some of the issues with the drive,
elc. in order to get the best results what we get the approval,
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Restored means: Does not mean the drive has been fixed already. HP recovery tools can restore or
reformat back to factory settings. Can't tel} by log if it was Best Buy or client did restore, but would have
been done before it reached Geek Squad. When we complete diagnosis it's only going to give us a
guestimate of what happened prior. Actidental issues could show up the same as if vou formatted on
purpose. We don’t know unti the client says this is what | did.

IGMFT and drive appears to have been restored: kind of goes hand in hand. if there are prohlems with
computer or problems Jed someone to restore unit we can see similar results with the diagnostic we
have here,

Underlying data visible: Hex view. Hex data. Diagnostic tools show 1's and 0's and they know they
should be able to get data because it's underlying.

Underlying: If there was some corruption of master file and wouldn’t boot for client you would describe
data as underlying because it's inaccessible through normal means of the computer. Is that the same as
unatlocated space? No. that'sa little different. When a drive is set up it sets up different spaces o that
drive for different things. Unallocated space if you format a drive for use you're going to have some bit
of unallocated space on @ hard drive. The drive is sometimes split between reserved space for fites,
operating system and in that process witl sometimes have unallocated space as well so it doesn’t
necessarily mean there was a problem with formatting, but through formatting you can have some
unallocated space. Unallocated by itself doesn’t necessarily mean something was formatted.

If you delete data on computer that data fies in unallocated space because computer put it in status
where data can be overwritten with new data, Is that correct? Yes. It would do that.

it a master file table was corrupted in some way, that could make it look as if the data that used to be
atcessible to a computer user, it could make it took as if it's in unallocated space. Yeah, the structure is
gone at that point so you have a lot of files sitting loose on that drive . There's nothing that directs you
because the names are stripped away so everything is still there but you don’t know it because there's
ne map anymaore.

One doesn’t necessarily mean that the other happens, but sometimes in conjunction with each other
because something got formatted now you may have unallocated space because of formatting, but one
is not a requirement for the other,

In the log for that entry: That doesn't indicate to you that the tech was viewing any type of content on
the drive like actual files or pictures? No. The tools we typically use review hex data, it’s coded
information. The 1's and 0's. it shows where data would be. Even if taals change, the way they work is
the'same,

Data underlying doesn’t mean data files themselves are visible? Right, we just know something'is there
and whether it's worth it to try and recover data.
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Any indication in entry that anything was done that shouldn’t have been done prior to voice waiver?
No. It doesn’t go to recovery team until voice waiver and funds coliected.

At diagnostic stage there is no risk to privacy because we're only looking to see if data is there, not the
actual data. There’s no one looking for CP at diagnostic stage? No, not at all. itis against Best Buy
policy to be searching for anything. Not searching at any stage.

Policies in place and disciplinary action if it is deemed you are searching a customer's computer,
Everyone learns this through when they get onboarded. Small sampling from client’s mission critical list
to make sure those pieces are functional. That's why they have the waiver to let client know this is what
we are going to be doing and they give permission. They need to verify they have good results. Privacy
is a very important piece. If there was a way to do it another way they would do that.

11/28 where client recorded voice waiver and mission critical — most impaortant files to clignt, pictures,
excel, quicken, etc. when we complete that recovery that's what we'll key in on to make sure we're
getting resuits. They're not going to put effort into other data.

Verify location of product through recovery process so they verify this product is where they expect it to
be — binning audit,

12/18 the advanced recovery attempt failed. Bad blocks in drive — section of drive that hold data and
was causing the recovery to fail. We went through and did a full image of the drive because if you have
a bad drive, reading and writing data, we ran into problems with that so the best thing is to image which
is less stressful on the drive and better results. The imaged to another working hard drive so they could
then attempt to process the recovery. That's Mule 224 {inventory number}

if a drive is falling and probably the reason he brought the drive in is because the drive was falling — bad
blocks. So they use a different technigue to get data onto working drive so they can complete 3
recovery. Different things cause data loss, hit delete, corrupt, format, and here we have data corruption
due to failed hard drive. If they transfer to another drive the data is still corrupted and unreadable
because drive corrupted it when it was faiting. So image to Mule 224 is first step so we don’t have to
worry about the drive failing and can then start the recovery process to make the data useful,
Everything made it to the mule except for the small KB amount.

Completing the recovery using the techniques they use for drives that had been formatted and due to
the fact the drive was failing that is the recovery that was reguired ~ format technigue to recreate data
and get it usable again.

12/20 review process must have run into CP because Randy Ratliff was the ambassador at the time,
Doesn’t know TW or that signature from when he was working. Knows Randy. Was not aware Randy
was an informant for the FBi.

528 document: Trey's statement: data review of format recovery — when we complete a recovery we
go through and review that data to make sure it was able to be put back into usable format and if we do
it and it’s still garbage we're not going to charge someone a recovery cost if the data is unusable. That's
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why we ask for mission critical so we can get back info client is looking for. i you ask for pics and we can
only recover music, that's a fail and we're not going to charge you.

Kind, picture width: a lot of programs generate pics of some sort, the internet wifl generate thumbnails,
itunes generates album art, generally very small. What happens is if you have a lot of that content it's
hard to differentiate pics from atbum art and pics you took pics of while on vacation so we narrow
search down so we can focus on things you were actually taking pics of by getting rid of small thumb
nails, 200 is likely kb because if you eliminate that you will filter out album art and get pics that are
meaningful to you, Pics measured in’kb but there could be other means of filtering that information
out.

12/20 corresponds with Trey's statement. We stop at the point and everything is hands-off. He's been
involved in process of bringing in law enforcement.

How are images displayed for agent? Typically we hand over the notes of this is what | was doing and
how [ did it and where { was and we hand over to FBL. They will go to secure ared. We don’t want that
viewed by anyone eise around. Either in private conference room or clear cut area of department and
let them view it. Give over the notes and fet the FBI handle the search.

Tony: Agent came back on 2/3 after seizing HD on 1/6. When she came back was she looking at content
onimaged hard drive on Mule? Any insight into how that happened? I'm not sure. It would make
sense because we will lock that service order up. The mule, the paperwork, locked up so it makes sense
if they took hard drive that they wouldn’t be able to view because drive was faulty. Same problem they
had when they tried to complete recovery so may have looked at data on Mule the image they created
from original drive.

Anything an star log p856 after the entry from 13/20 that would indicate that the Mule that was used
for the data recovery process in this case was placed into a safe location and there's nothing in the log
that shows that the Agent came down on 2/3 to.lock at mule.

Status change to complete ~ more than likely done to prevent that frem continuing to show up in the
queue. Otherwise guestions would continue to arise on that,

lustin, Hans and Christophel were his supervisors at some point.
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