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UNITED STATES DISTRICT COURT 
NORTHERN DISTRICT OF CALIFORNIA 

SAN FRANCISCO DIVISION 

ELECTRONIC FRONTIER FOUNDATION, 

Plaintiff, 
v. 

NATIONAL SECURITY AGENCY, OFFICE 
OF THE DIRECTOR OF NA TIONAI. 
l ~TELLIGENCE. 

Defendant. 

) No. 14-CV-03010-RS 
) 

) CLASSIFIED DECLARATION O F 
) JAMES B. RICHBERG, 
) OFFICE OJ<~ THE DIRECTOR OF 
) NATIONAL INTELLIGE1'lCE 
) 
) E X PARTE, IN CAMERA 
) SUBMISSION 
) 
) Dale: February 18. 20 16. I :30 p.m. 
) Courtroom 3. I Th Floor 
) 

______________ ____ ) Hon. Richard Sccborg 
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(U) CLASSIFIED DECLARATION OF JAMES B. RICHBERG~ 
NATIO~AL INTELLIGENCE MANAGER FOR CYBER, 

OFFICE OF THE DIRECTOR OF NATIONAL INTEI .. LIGENCE 

Pursuant to 28 C.S.C. * 1746, I. James B. Richberg. declare the following to be true and 

(U) I. BACKGROUND ON DECLARANT 

I. (U) I am the National Intelligence Manager for Cybcr (NIM-Cyher) for the Director o 

National Intelligence (ONI), who, in tum. serves as the head of the Intelligence Community (IC 

and the principal advisor to the President, the National Security Council. and the Homcb:-: . 

Security Council on intelligence matters related to national security. 1 Prior to becoming the NIMJ 

Cybcr in May 2014. I served as the Deputy NIM-Cyber from 2010 lo 2013 and then the Actin~ 

NIM-Cyhcr from 2013 to 2014. 

2. (U) By way of further background, I served as a CIA officer for 20 years, where 

perfonned and managed a variety of activities. During my career there. l developed significan 

1 (U ) Coni•rcss created the position of rhc Din.'(;tOr of National Tntclligcncc <DN IJ in the lntcllil!cnc..: Reform an 
Ti:rrnri ,111 Pn:vcntion A1.:1 uf 2004. Pub. L. No. 108-458. :~ 1 IOl (a) and 1097. 118 Sl<ll. 36.\X . .164.1-63. J69i'·Y 
(2004) (amending Sections 102 through 104 of T itle I of the National Security Act ()f 1947). Suhjcct to the authority 
dirl!ction. and con1rol of the Presidi:nt. the DNI Sl!rvcs as 1hc head llf th<! Intelligence Community and as the pnncipa 
adviser to the President and the National Security Council for intelligence matter. rcluted to thl· na110na l ~curity. 5( 
U.S.C. §§ '021(h)( I). (2). The rcsr>on<;ihilities and au1hori1ie~ of the DNI urc set torth in the N:1t10nal Securi ty 1\c 1 o 
1947. as amended. Thesl! responsibilities include ensuring that nat ional intdh!_!encc 1~ provided to th · Pro.:-.i lknt. hi;ad. 
uf the department~ and agencies of the Executive Branch. the Chairm:m of the Joint Chief-. ot Staff and c;enior m1!1tar 
commanders. and the Senate and House of Representatives and committees thereof. 50 U.S.C. § 3024(a) ( I). Th 
D1'l is charged with est~hl ishing the objcctivc'> of: determining the requirement!- and prioriti..:): for. and manaeini.t ·me 
directing the 1:1.;king. collection. analysis. production. and di-.scminat ion or national mtell igcn.:c hy d emcn1<1 or th 
IC. 50 lJ.S.C. ~* ·'0:!4CI)( l}(A)(i) and (i i). In addition. the National Sccuri1y Act of 1947. as amended. provides tha 
the DNI ··-;hall pmt~t intell igcnc.: sources and rtk!lho<l~ from unauthoriLcd diM.:lo-;urc:· 50 LJ.S.C. § 3024( i)( I) 
Consistent with this n:sponsihility. the DKI establishes and implements guiddines for the IC for the classification o 
information under applicable law, executive orders. or other presidential directive<:. and for :1ccess to a 
dis.;emination of intelligence. 50 U.S.C. § 3024(i)(2)(A). (B). 

C'l:issilkd /11 C11mPrn Ft Pan<' lkd:ir:it ion of James H. Richllt•rr Oftict' of lhl' Din•ccor 1'1 Nacional lnrclhrcnn· 
1-.'lrrrmnii· Fmmit•r ,..01111d. 1·. Na1io11ai Srrnritv .4.l(encr, n al. (No. 14-cv·030 I 0 RS) 
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expertise in cybcr operations. In 2002. I joined the Office of the National Counterintelligenc 

Executive (ONCIX), which is currently a component of the Office of the Director of Nationa 

Intelligence (ODNI).~ There. I led the process that a<;sesses the damage to U.S. national sccuri t 

resulting from espionage or other unauthorized exposure of classified information. I subsequent! 

assumed responsibility for the Congressionally-mandated and Prcsi<lentially-approvcJ <.llu .... a · 

assessment of significant foreign intelligence threats to the U.S. I also chaired the 200 

Quadrennial Intelligence Community Review examination of counterintelligence as a potential! 

disruptive "system-breaking" issue. and led planning for the implementation of the 2005 U.S 

Counterintelligence Strategy. During this time, I became very familiar with counterintclligenc 

issues and the collection priorities of foreign intelligence agencies. From 2005 to 2007, I hcl 

various senior leadership positions in ONCIX, including serving as the Acting Deputy Director of 

National Counterintelligence. In May of 2007, I joined the interagency team developing th 

Comprehensive National Cybersccurity Initiative <CNCI) on behalf of the D NI and the Executiv 

Office of the President. I was one of the architects of the C NCI, which is a phased ..ipproach t 

improving the ability of the United States to secure and defend its national and economic sccurit 

interests against the fu ll spectrum of cyber threats. 

(U) II. ROLE 01" THE NIM-CYBER 

! (U) The function of tht! ODNl is 10 ac;si~t the DNI in carrying out his duties and responsibilities un<lcr th 
Act and other applicahle provisions of law. and to carry out such other duties as may he prec;crihcd hy the Prcc;idcn 
or hy law. 

Classified /11 ( "amera, f;x Pa rte Dcdar.ition of James B. Richberg, Office of the Director of National ln1elligcm:c: 
U1•ctro11ic Fro111iu Founti. 1·. Natio11a! Sernrity Agency. et al. (No. 14-cv-O~OIO-RS) 
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3. (U) Jn my current role as NIM-Cyher, I am the DNI's intelligence community <IC) lead fo 

cyber intell igence issues. Specifically. I am responsible to the DNI for the intCl,.>Tation of I 

collection and analysis on cybcr intelligence issues: I am also responsible for coordinating an 

4 
supporting the IC's efforts to provide accurate, timely, and comprehensive advice to nationa 

policy and decision makers on cyber intelligence issues. 
6 

7 
4. 

9 

10 

II 

12 

14 • 

15 

16 

17 

IK 

19 5. (U) As part and parcel of lhosc duties, I work extensively with the IC to develop cybe 

20 intelligence strategies and goals so that a full range of intell igence requirement" are met on daily., 

21 short-term and long-term bases. NIM Cybcr also promotes integration through use of bes 

22 
practices. to include straregy boards and integrated intelligence campaigns. 

6. (U) As the NIM Cyber, I have a comprehensive understanding of cyber issues and a 
24 

25 required to provide !\tratcgic oversight of cybcr intelligence activities, including thL: Vulncrabilitie.-

26 

27 
Classi fi~>d In Camera. r.:f Parte Ocdaration of James B. Richberg. Office of the Director <•f Nat ional lntdligenn• 
1-.'ft'Ctronic Vrontia Found '"National Securir~· Agency. et al. (No. 14-cv-03010-RSl 
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Equities Process. which is discussed in Section IV of this declaration. I am responsible to the DN 

for the integration of collection and analysis on cyber intelligence issues, as well as for providin 

support to all clements of the IC. My mission portfolio extends across all regions and countries. 

(U) III. PURPOSE OF THIS DECl.ARA TION 

7. (U) Through the exercise of my official duties. I have become familiar with this dvil action· 

the underlying FOIA request~ the Government's October 30, 2015 Memorandum of Points an 

Authorities in Support of the Defendants' Motion for Summary Judgment. with accompanyin 

exhibits: and the Plaintiffs December 4, 2015 Opposition to the Government's Motion fo 

Summary Judgment/ Cross ~otion for Summary Judgment, with accompanying exhibits. I ar 

also very familiar with the classified document entitled "Commercial and Governmen 

Information Technology and Industrial Control Product or System Vulnerabi lities Equilies Polic 

and Process .. (''the YEP document"). 

8. (U) I am aware that on October 30. 2015, the Plaintiff was provided a redacted version o 

the YEP document. I am also aware that. contemporaneous with this declaration (hereinafter th ' 

January 14, 2016 Declaration). the government will provide Plaintiff with another version of tha 

document (hereinafter the January 14, 2016 YEP Document) containing fewer redactions than th 

version previously disclosed on October 30, 2015. I am familiar with both of these documents a: 

well. 

9. (U) l submit this declaration in support of the U.S. Department of Justice' s opposition tc 

Plaintiffs cross motion for summary judgment and its reply in support of its motion for summar 

judgment in this proceeding. The purpose of this declaration is to explain. in a dassi ficd. ex part 

Classified /11 Camaa. Ex Partl' Declaration of James H. Richberg. Office of the Direct<>r of National lmclligcnt.-c 
t:h,ctro11ic Frontil'r Found. 1'. Nationai Sernrit:i· Agency. et al. <No. 14-cv-03010-RS) 
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and in camera submission to the Court, that the infonnation in the January 14, 2016 YEP docurnen 

has not been disclosed to the public by any government official acting in her official capacity an 

that its rclca.'>e woul<l disclose classified information and reveal intelligence ~ourc~s c.:i:l; 1111.!th,, ~-~. 

10. (lJ) I make the following statements based upon personal knowledge and informacio 

made available to me in my official capacity: 

(U) IV. THE VULNERABILITIES EQUITIES PROCESS (VEP) 

11. (U) The YEP was developed to codify and systemat ize the U.S. government's handling of 

.. zero day .. t.:xploits. "Zero day·· exploits are fl aws in information technology (IT) hardware o 

software products for which no mitigation is available from the product vendor. These tlaws ca 

be exploited to obtain information from or to disrupt activities on a particular computer o 

computer network. The name derives from the fact that the IT user ha1:1 .. 7ero days .. to prepare o 

react because the threat to the system is immediate. In practice, the "zero day" designation applie, 

to both unknown vulnerabilities and those that are known but remain "un-patched .. or otherv.-is 

un-mitigatcd. Reasons for a delay in remed1ation vary. Many complex product" can hav 

thousands of flaws ranging from trivial ·bugs' to serious vulnerabilities, and not all are easy t 

identify. Applying .. patches" is not always a simple task. as product developer'> have lO cnsur 

that any fix not only addresses the problem but also leaves other hardware and softwar 

components in the system un-hanned. In some cases. economic reasons mitigate against sPch 

remediation, such as when a product line is retired or the vendor opts to discontinue support. Lcga 

barriers may also impair a fix, such as when a user is running a pirated or counterfeit version of• 

product and is thus not eligible to receive vendor support. 

Classified In Camera, l~x Parle Declaration of James B. Richberg. Office of the Director of National ln1ell1gcnct• 
l::ft·1·1ro11ic f'rolllia l-'01111d. 1'. National St'rnrin· Axmn. et al. (No. 14 -c.:v-030 !0-RS) 
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12. (U) The United Slates Government (USG) is critically dependent on computer informatio 

systems to manage day-to-day activities. (n the event a vulnerability in a government compucc 

system is not "palched'' il leaves that system vulnerable to representatives of foreign intelligenc 

services and others eager to exploit the vulnerability to gain un-authorized access. The govemmen 

is also highly dependent on hardware and software vendors to identify and close vulnerabilities 

and also on its own cyhersecurity centers to identify and coordinate the closure of thes 

vulnerabilities and to mitigate exploitation hy intruders. 

13. (U) Prior to the adoption of the YEP. individual government entities would identify an 

discuss vulnerabi lities and communicate knowledge of their ex istence to vendor community an 

cybcrsecurity/inforrnation assurance personnel on an ad hoc basis. In some ca<;cs, knowledge o 

vulnerabilities was only discussed ··in-house" within a single govern ment agency. This proces. 

was informal, based on personal contacts and organizational mission; dependent upon the initiativ 

of the individuals involved; and did not facilitate consistent and lntccable communication on thi. 

important issue. 

14. (U) Jn 2008, I worked with other government o fficials to help establish the Comprchcnsiv4 

National Cybersecurity Initiative (CNCI). This was the largest effort to date to build ~ 

comprehensive approach to f ederal and national cybersecurity. As an adjunct to the CNCI cffort j 

in 2008 and 2009 a working group consisting of a number of different Federal agencies was forme~ 
to develop a formal and consistent process for sharing computer vulnerabilities. The work.in 

group discussed how the member organizations currently shared information on vulnerabilities 

when they shared it. and the methodology applied in balancing potentially compctin 

Cla'>sified ill Ca mn a, l·."x l'nri,• lkcl:iration of Jarneo; B. Richhcrg. O ffice of 1hc Director o f N:i1ional l111d :irt•nr c: 
r:tccmmic Fromia Found. 1·. National Sernri1y A i.(l!llC\", t•t al. CNo. I 4-,v-030 I 0-RS) 
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organizational equities. It also discussed how to improve the existing informal process to optimiz 

sharing of vulnerability information, balance equities, and ultimately develop a more transparen 

and consistent vulnerability equities process. The YEP that began to emerge was designed t 

consider aJl types of zero-day vulnerabilities in an inter-agency process. In developing t:il.! \:'31' 

the USG recognized that not all organizations sec the entire picture of vulnerabilities, and cac 

organization may have its own equities and concerns regarding the prioritization of patches an 

fixes, as well as itc; own distinct mission obligations. 

(U) V. THE GOVERNMENT HAS NOT OFFICIALLY DISCLOSED TIIE 
INFORMATION IN THE JANl.TARY 14, 2016 VEP DOCUMENT THAT IS CURRENTLY 
CLASSU'IED AND/OR REFERS TO INTELLIGENCE SOURCES AND METHODS. 

15. (U) The protected information within the January 14, 2016 YEP document falls into four 

categories. These four categories comprise infonnation regarding: {J) cenain actions taken in 

response to the identification of a vulnerability; (2) timelines pertaining to the functioning of the 

YEP: (3) the identities of certain entities involved in particular a<;pects of the VEP; and (4) the 

process for addressing cryptographic vulnerabilities. Each category is set forth below and will be 

discussed in tum. 

(U) A. Certain Actions Taken in Response to the Identification of a Vulnerability 

16. (U) Certain actions that may be taken in response to the identification of a vulnerability 

are redacted in the January 14, 2016 YEP document. Redactions taken to protect information 

within this category are found in Sections 3., 5., 6.2.b., 6.2.c., 6.6.2., 6.8.1., 7 .n., 7.o .. Figure !. 

and Annex A. These actions have not been officially disclosed. If disclosed. they would reveal 

Classified In Cam,ra. Ex Pan' Dcd:iration of James B. Richhcrg. Office of the Director of National Intelligence 
Electmnic fromier 1-ound. \'. Natio11a/ Sernriry Age11f.\'. er al. (:-\o. 14-cv-03010-RS) 
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' ' ·Oi 0 1,, 



Case 3:14-cv-03010-RS   Document 37-4   Filed 01/14/16   Page 10 of 20

2 

4 

5 

6 

7 

8 

9 

10 

II 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

Approved for public release by the ODNI 20160114 

~l CJ~ETl'':or c lR :-.. 

currently classified information and would implicate intelligence sources and methods, as 

described below: 

Classified Jn Camera, J;;x Parte IX-clan1ti(ln of JamL-s H. Richberg. Office of 1hc Director of Na1ional Imelligcncc 
F.lenronic Fro11tier Found. ' '· Nmi<mai Sernrity Axency. et al. (No. 14-cv-03010-RS> 
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24. (U) This redacted information falls within the ambit of protected information previously 

identified in paragraph 32 of the October 30. 20 15 Hudson declaration regarding (1) "the U.S. 

Government's policies and processes employed in identifying and reporting .. . vulnerabilities 

discovered in national security systems and how and when tho<;e vulnerabilities should be 

adjudicated and disseminated through the Vulnerabilities Equities Process." and (2) .. the specific 

considerations that apply when a vulnerability is identified.'. 

(U) B. Timelines Pertaining to the Functioning of the VEP 

25. (U) Timclines for activities conducted under the VEP are redacted in the January 14, 

2016 VEP document. Redactions taken to protect information within thi!> caleg01-y an; fuunu ::: 

Sections 6.6. l .b. 6.6. l .c, and 6.8.1. These timelincs have not been officially disclosed to the 

public. If disclosed, they would reveal currently classified information and would implicate 

1 intelligence sources and methods, as described below. 

Classified In Camera. l:::c Part I' Di.>claration of James R. Richllcrg. Office of the Oircctor of :'llati<inal lntdligcnce 
Hlecrmnir Frontier 1-"011nd. ''· National Serurity AKencv. er al. (No. 14-cv-03010.RS) 
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28. (U) The redacted information discussed in this section is referenced in paragraph 32 of 

Jennifer Hudson's October 30, 2015 YEP declaration, where she states that information is being 

withheld regarding .. the timelines involved in the process." As Ms. Hudson notes in the 

Classified In Camera, Ex Parte Declaration of James B. Rich~rg. Office of the Director of National ln1clligcncc 
J::lecmmic fromier F<>uncl. v. Naritmal Sernrity AflellCy. et al. (No. 14-cv-030 IO·RS) 
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subsequent paragraph (33) in that declaration, "[i]t would be useful for a foreign intelligence 

service to know what acrions the government would take in response to an identified vulnerability 

and the timing of those actions so that it could develop countermeasures to ensure that it dcnves 

the greatest possible benefit from exploitation of that vulnerability." 

(U) C. The Identities of Certain Entities Involved in Particular Aspects of the VEP 

29. (U) Information that describes certain entities involved in particular aspects of the VEP 

continues to be redacted in the January 14, 2016 VEP document. Redactions taken to protect 

infonnation within this category arc found in Sections 5., 6.2.h .. 6.3 and 6.7. as well as Figure 6 .1 

and Annex A This information hac; not been officially disclosed to the public. If disclosed, this 

information would reveal currently classified infonnation and would implicate intelligence 

sources and methods, as described below: 

Classified /11 Camera. /~- />ane Declaration of James R. Richberg. Office of the T>irc<."tor of National Intell igence 
F.lectmnic Fmmier Found. v. National SPcurity A,~Pncy. et al. ( No. I 4-cv-030 IO-RS) 
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33. (U) The redacted information discussed in this section falls within the ambit of protected 

information set forth in paragraph 32 of the October 30, 2015 Hudson declaration as ·'information 

that would identify certain agencies that participate in the process" and "the conditions under 

which each agency participates." 

(U) D. The Proc~ for Addressing Cryptographic Vulnerabilities 

34. (U) Information that discusses the process for addressing vulnerabilities in cryptogrnphic 

systems is found in Subsection 5.g and is redacted in the January 14. 2016 YEP Document. 

Information regarding this process has not been disclosed to the public. If disclosed. it would 

reveal currently classified information and would implicate intelligence sources and me•hod<;. :•.; 

described below: 

Clas.;ilil!d In ( 'amera. Ex Pam• I A.-clar.uion of Jame~ fl lhch~rg. Office of the Director of National lntt!lliferci.: 
J-:ltT1rcm i1 Fmn11er f-'01uuJ. v . • Vatimwl St-rnrity A.i:mcy. et ul. (No. J~-v-O.'OIO·RS) _,.I I _.I... .,,.,I >I!'· 
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37. (U) This infonnation falls within the ambit of protected information regarding "the U.S. 

Government's policies and processes employed in identifying and reporting cryptogrdphic 

vulnerabilities . . . and how and when those vulnerabilities should be adjudicated and di.:'seminatcd 

through the Vulnerabilities Equities Process:· a-; set forth in paragraph 32 of the October 30. 2015 

Hudson declaration. 

Cla.~sified In Camera. l!.x l'ane Declaration of James B. RichhcrF. Office of 1hc Din.-ctor of Nati<>nal ln1dligem:e 
l::Jectmnic Frontier Found. v. National Security A~erwr. et al. <No. 14-cv-03010-RS) 

'ii C Ii I· I Ji •,OI 01~ ' · 
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CONCLUSION 

(U) I certify that that all the information contained within this declaration is true and 

correct to the bt!st of my knowledge and belief. 

Executed this 14th day of January. 2016. 

~-f 
Jam o; B. Richberg 
N 1onal Intelligence Manager for Cybcr 
Office of the Director of National Intelligence 

Cla.-.silicd /11 ((1mua. £{ Pur1e IJeclaration of James B. Richberg. Office of the Director of National lntdligerK-c 
l:'fertronic Fro11tier Fo1111d. v. National Securiry Agency. et t1/. CNo. 14-cv 0301 0-RS) 

"r < 1.i· i. 1 l\in1 rn. ~ 


