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Commercial and Government Information Technology
and Industrial Control Product or System
Vulnerabilities Equities Policy and Process (UAFOUO)-

1. (UAFOUOPurpose

(U/MPOUS3 This document establighes policy and responsibilities for disseminating information about
vulnerabilities discovered by the United States Government (USG) or its contractors, or disclosed to the
USG by the private sector or foreign allies in Government Off-The-Shelf (GOTS), Commercial Off-The-
Shelf(COTS), or other commercial information technology or industrial control products or systems (to
include both hardware or software), This policy defines a process to ensure that dissemination decisions
regarding the existence of a vulnerability are made quickly, in full consultation with all concerned USG
organizations, and in the best interest of USG missions of cybersecurity, information assurance,
intslligence, counterintelligence, law enforcement, military operations, and critical infrestructure
protection.

2. (U/ABH0) Scope

(UHFOHEThis Policy applies to all components, civilian and military personnel, and contractors of the
United States Government and to all hardware and software employed on govemnment networks to include
Governmert Off-The-Shelf (GOTS), Commercial Off-The-Shelf (COTS), or other commercial
information technology or industrial control products or systems (to include open-source software).
Industrial Control Systems (ICS) and associated systems such as Supervisory Conirol and Data
Acquisition (SCADA) and Distributed Control Systems (DCS) have a significant impact on the reliability
and safe operation of the Critical Infrastructure / Key Resources (CVKR)' and are also included.

(UHPOEOL is not the intent of this policy to prevent any USG entity from taking immediate actions to
protect its network(s) from active intrusions based on vulnerabilities of to restrict those organizations
responsible for warning USG entities about cyber attacks or intrusions from waming those entities who
are actively being penetrated. Other significant equities associated with adversary exploitation of
vulnerabilities on USG networks are beyond the scope of the process set forth below.

(U/POEO)Nothing in this policy supersedes existing U.S. laws, regulations, Executive Orders, and
directives to protect National Security Sysiems, Sensitive Compartmented Information, or other u.s.
Government systems and information.

3. (UATOUYO) Background

{UAFOHO-The Joint Plan for the Coordination and Application of Offensive Capabilities 1o Lefend
t..8. Information Systems, produced in accordance with paragraph (49) of National Security Policy
Directive-54/Homeland Security Policy Directive-23, Cybersecurity Policy, sets forth the following task.

—(SHRELUSAPVEYVulnerabilities Equities: Discovery of vulnerabilities in commercial (b) (1)
information technology may presen: competing “equities™ for USG offensive and defensive mission (b) (3)

interests.

' As defined in Homeland Security Policy Directive 7.

SPERET/ANOFORN
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(UHROUQ While the aforementioned task speaks of commercial information technoclogy., an analogous
situation applies with regard to government-developed information technology products or systems.
Therefore, as noted above, this policy applies to such products or systems as well,

4, (UMEQUO) Equities

{ uuu.mu As stated in the task, the discovery of vulnerabilities “may present competing equities for
LISG offensive and defensive mission interests,” Therefore, actions 1aken in response to knowledge of a
specific vulnerability must be coordinated to ensure the needs of each of these ‘equities’ are addressed.”
Several USG departments and agencies have recognized the vulnerability equities challenge and
developed individual policies and processes for their resolution, sometimes involving other agencies
knmown to have similar interests. However, to date there has been no comprehensive commeon policy and
systematic process for handling the problem across the USG. This policy has been developed drawing
upon the experiences of existing agency processes and addresses these challenges. A discussion of
community equities can be found in Annex A.

5. (UHFOBO) Palicy

—~SHREE-YUSATFYEY) USG entities shall eppropriately classify and/or designate for special handling, in
accordance with their own department/agency classification guidance and policy, vulnerabilities
discovered by the USG or by non-USG emities under contracts with the USG, or disclosed to the USG by
the private sector or foreign allies prior to entry into this process. In some circumstances. information
may be unclassified yet designated as Protected Critical Infrastructure Information (PCID) and will be
afforded protection under the DHS PCII rules and programs. The designation ar classification may be
formally changed during the process. Classification decisions may necessarily ideatify information as
Protected Critical Infrastructure Information (PCIT) requiring special handling. The fact that a
vulnerability exists, and the risk information relating to a vulperability, will be classified in accordance
with applicable national security classification guidelines. '

(UMBEQUQ) USG entities shall introduce any such vulnerability discovered into the following
Vulnerabilities Equities Process (VEP).

(STRETUSA; FYEYY USG entities will restrict the dissemination external to the USG of any such
vulnerabitity until such time as the following VEP is applied.

(b) (1)
(b) (3)
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6. (UMFOHOy Vulnerability Equities Process

(b) (1)
(b) (3)

SECRET/REL TO USA, AUS. CAN GBR. NZL

6.1. (TH AP Process Overview

Sl BAEVENS-Figure 6. | outlines the Vulnerability Equities Process. Expanded details for each
step in the process are described in Sections 6.2-6.7 below, To summarize, when a vulnerability is
identified from whatever source, the following process will be initiated:

a. The USG entity to first identify the vulnerability will classify or designate it for special handling
as zppropriste. This decision will inform subsequent control and handling in this imeragency
process. The classification may be formally changed by the originating entity during the process,
based on information from other Agencies.

b. If the USG entity determines (hat the vulnerubility reaches the threshold for entry (as set forth in
paragraph 6.4) into the process, the Executive Secretariat shall be notified as soon as practicable.

¢. The Executive Secretariat shall notify all VEP Points of Contacts (POCs) of the vulnerability and
request that participants respond if they believe they have an equity at stake and desire to
participate in the decision provess for that case.

d. Each organization that has identified an equity will provide subject matter experts (SMEs) to
participate in discussions to produce a recommendation to an Equities Review Board (ERB) for

3
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decision. The primary purpose of the SME discussion is (o gain consensus on recomnmendations
to the decisionmakers. However, if no consensus is reached the participants will provide options
for decisionmakers,

¢. The ERB will take the recommendation(s) and render a decision for the USG on how to respong
to the vulnerability.

f. If a participant with an equity disputes the decision of the ERB, that participant’s
department/ageucy may elect t appeal the ERB decision to the (| | (b) (5)

6.2. (LAY Process Considerations
(UAFQLIO) The VEP must be used before sny vuluerability information is provided to entities other
than those participating in the process. However:

a (LUBEQUENVulnerabilities discovered before the effective date of this process need not be put
through the process, USG entifies may voluntarily submit vulnerabilitics discovered prior to the
effective date that meet threshold requirements, and are expected to do sa for vulnerabilities that
they judge may present especially significant security risks.

(b) (1)
(b) (3)

(b) (3) -
PL 86-3¢

d (ULEQLIQ) Vulnerabilities identified during the course of federally-sponsored open and
unclassified research, whether in the pubtic domain or at a government agency, FFRDC, National
I_ab, or other company doing work on behalf of the USG need not be put through the process.
Information related to such vulnerabilities, however, does require notification to the Executive
Secretariat, which shall notify process participants for purposes of general USG awareness.

e (U4ROUOS Vulnersbilities discovered during an evaluation requested by a USG entity may be
disclosed to that specific entity concurrently with entry into the VEP.

t  (U4#FOUO) If a vulnerability is found in a GOTS equipment or system that was certified by NSA,
or in any cryptographic function, whether in hardware or software, certified or approved by NSA,
then the vulnerability will be reported to NSA as soon as practicable. NSA wil assume
responsibility for this valnerability and submit it formally through the VEP &s sppropriate.

4
—SECRETAIOEQRN
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6.3. (U/FOEOYProcess Participants

~+SHREE-HSAFYEYEach USG entity participating in the VEP will designate a department/agency VEP
POC. The VEP POCs will be responsible for submitting vulnerabilities into the process and wiil be the

primary contact with the VEP Executive Secretariat. Organizational VEP POCs are responsibie for
ensuring that applicable cybersecurity, cyber defense, information assurance, intelligence,
counterintelligence, law enforcement, or other oftensive cyber operations equities of their organization
are appropriately represented in the process.

the United States Secret Service, and the National Security Agency.

(U) Other participants may include the Departmenis of State, Justice, Homeiand Security, Treasury,
Commerce, and Energy, and the Office of the Director of National Intelligence when they have self-
identified equities with regard to the vulnerability under discussion.

6.4. (U/FOUEO) Threshold for Entering VEP

(UFPOHO) The USG entity will apply the following ‘threshold® to identify whether or not the
vulnerability should enter the process: 10 enter the process a vulnerability must be both newly discovered
and not publicly known. (As siated above, vulnerabilities discovered before the effective date of this
process need not be put lhrough the process. However, Departments/Agencies may voluntarily submit
vutnerabilities discovered prior to the effective date.)

6.5. (U/AFSHO) Executive Secrefariat

—CHFOUE- The National Security Agency/Information Assurance Directorate will serve as the Exccutive
Secretariat for the process. Such function will be executed so as to remain neutral and independent of the
organization’s equities in any particular case. The Executive Secretariat shall facilitale information flow,
SME discussions, ERB decisions, and documentation and recordkeeping for the process. The Executive
Secretariat shall keep formal records of this information to permit later review of the overall efficacy of
the process. A discussion of the roles and responsibilities of the Executive Secretariat can be found in
Annex B. The Secretariat role may be assigned to another core department or agency after annual review
per section 7 below.

(b) (1)
(b) (3)
PL 86-36

(b) {5)

(b) (1}
(b} (3)
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6.6. (UHFOHOY Notification and Vulnerability Equities Discussion

6.6.1. (U) Netification and Discussion Timeline.
a (U) The Executive Secretariat will distribute the vuinerability information to participants no later
than the close of business on the work day following its receipt of notification from the

originating participant.
b, F3RELHSAFYEY) The vulMoﬂwﬂ!ngin_of (b) (1)

notification to the participants. e ERE will reach a decision or, if it is (b) (3)

unable to reach a decision, will refer the matter mm In

the event a USG entity holding an equity in the issue disagrees with the decision of the ERB, it (b) (5

may appeal the ERB's decision A request for such an (b) (1),
appeal will be submitted to the Executive Secretariat ollowing the ERB's

decision as set forth in section 6.7.1.

(3)

¢ (SHREEHSAFVEY) If a USG entity discovers a new vulnerability that is associated with an
active cyber attac against a USG system or U.S. Critical Infrastructure/Key (b) (1)
it i i .

(b) (3)

his po
prevent any organization from taking tmmediate actions o protect its network(s). Every attempt
will be made by the defense community to identify an immediate mitigation strategy and 1o
convey this to the affected USG entity.

d. (U) Participants may also request expedited handling of other special cases.

6.6.2. (V) Discussion Procedures
(UPOYOY Vulnerability information may be released (o cleared individuais from organizarions within

the VEFP for purposes of carrying out the process.

(U) The SMEs will formulate a recommendation for submission to the ERB. Consullation with outside
experts is permitted on an as-needed basis. Outside experts must have requisite security clearances and/or
adhere to the non-disctosure agreements of each organization with an equily in the case under

consideration.

ASHREL-U8AFVEYSThe classification of the vulnerability may be readdressed during this phase of the
VEP. The SME discussion may include a review of classification guidance associated with daia related to
a spevific vulnerability and may result in 2 recommendation W the ERB for potential reclassification
guidance. Any ERB endorsed reclassification guidance decision would be forwarded by the Executive
Secretariat to relevent USG Original Classification Authority(s).

of the SMT discussion and recormmendations.

(b) (1)
(b) (3)
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6.7. (U) Decision-Making

Wﬂ interagenc vities Review Board (ERB) will be esteblished, under the anspices of the (b) (5)
(b) (1)
(b) (3)
a (UUBQLD) For any specific equity case, additional departments and agencies may identify their
equitics and be invited to participate for that case, subject to classification constraints and the
provisions of this policy. Any representative participating on the ERB shall have the authority to
make decisions on his/her agency’s behalf.
b. (SU/REL USA_EVEY) Attendance at ERB meetings will be tightly controfled %o allow discussion
of equities in a trusted environment. All representatives wiil be required to possess appropriate
clearances.
¢, (ULEQUO) [deally, the ERB will ratify recommendations made by the SME discussions. If
consensus cannot be reached by the ERB, decision will be by majority vote
4. (LUBOLID) At its discretion, the ERR may opt o estahlish a streamlined business process by
which a unanimous recommendation of the SMEs to disseminate a vulnerability need not be
raised to the ERB but would take effect immediately upon recording of that unanimous
recommendation by the Secretariat
6.7.1. (U/FSEQ) Appeals
~{SIREL-USATFVEY! is the intent of the VEP for decisions to be made by the ERB whenever possible.
Nevertheless, ERB decisions may be appealed mmﬁm ERB
member wishing to 2 decision shall notify the Executive Secretariat, which will nouty RN
Executive Secretariat will nodify .
Feach ERB decision: if a policy conuern arises (b) (5)

rill arrange for

further discussion with the ERB. The
S tc consider appeals when necessary.

arrange for the

6.8. (U/AQL0) Decision Implementation

A SHREL-ISA-EVEY)- 10 most cases, implementation responsibilitics will vary according to the specific
decision madz by the ERB or* Throughout, responsible parties (b) (5)
will document to the Executive Secretariat the steps taken and any known resulis or further developments.

In addition, the responsible party will provide the Executive Secretariat and other participants in the
process (including overseers) further information on implementstion upon request.

6.8.1. (U/#OUQ) Decision Implementation: Restrict Dissemination
“SAREEUSATTVEYY (b) (1)
(b) (3)
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(b) (1)
(b) (3)

6.8.2. (U/FOEO) Decision Implementation: Disseminate

—(S/MEI 1ISA_PVEY) When a decision is made to disseminate information pertaining to the
vulnecrability, the ERB will cstablish guidelincs for disseminating that information, including mitigation
strategies, to the cyber security centers that are primarily responsible for defending or coordinating the
defensc of networks and systems, as well as offensive entities. As appropriate, for systems other than
National Sccurity Systems, the cyber security centers will set mitigation due dates for USG departments
and agencies.

—~(SUREI. USA,  FVEY) in the cvent that a vulnerability was discovered through intelligenoe activitics or
the information about a vulnerability contains US Person or Sources and Methods Information,
dissemination must be accomplished in accordance with all existing laws, regulations, Executive Orders,
directives, and rules goveming the dissemination of such information. Efforts will bc made 1o downgrade
the classification level of the vulnerability so that dissemination is possibic,

(U) In accordance with HSPD-7, DHS will coordinate the distribution of allowed vulnerability
information to its partners and customers which may include Federal departments/agencies (e.g. Sector
Specific Agencies and members of Government Coordinating Councils for the relevant CVKR sectors);
State, loca! and tribal governments, the private sector, academia and international partners. Information
dissemination shall be in accordance with the ERB decision,

(L) In sccordance with existing DoD policy, the DoD will lead the dissemination of such information
pertaining to vulnerabilities to DoD networks. Information dissemination shall be in accordance with the
ERB decision.

() In accordance with National Security Directive-42 and E.O. 13231, the Committes on National
Security Systems (CNSS), and NSA, in its role as the National Manager for national security systems,
will lead the dissemination of such information to the netional security community.

(1)) In accordance with existing Intelligence Community — Incident Response Center (IC-IRC}
vulnerability management pracedures derived from the Director of National Intelligence and the
Intelligence Community Chief Information Officer's statutory authorities contained in the National
Security Act of 1947 as amended, the IC-IRC will lead the dissemination of such information pertaining
to vuinerabilities to IC networks. Information dissemination shail be in accordance with the ERB

decision.

7. Oversight
(SUREL USA, EVEY) Annual reporting on implementation will be done by the Executive Secretariatand () (5)
submitted to the participants

(ULEOLIQ) Departments and agencies will report to the Executive Secretariat the following in order to
facilitate the producticn of the annual report:

a. Parties or communities (vendors, customers, databases) that received the information,

8
SEOCRETAIOTORM



Case 3:14-cv-03010-RS Document 37-3 Filed 01/14/16 Page 10 of 14

SECRETMAOREQORN
I 2/'6/10 () (5)

b. When the information was disseminated,

¢. Any significant known further developments, including whether the vulnerability is currently
being exploited on USG or critical infrastructure/key resource systems.

d. An assessment on the degree of uscfulness to the recipient communitics that received the
information,

e. Mitigations and dissemination of mitigation information,
f  Use of this vulncrability information in sensor development, and

g Other data which the Executive Secretariat may request in support of the reports deteiled in the
following section.

——(SHREE-USA-EVENReports should support assessment of the process for:

a. Relevance: utility for the most common scenarios,

b. Etfectiveness of the threshold for what comes into the process,
Trust: how well it is trusted by participating organizarions,
Encouraging pursuit of mutnally beneficial solutions,

.

Timeliness of decisions,
Frequency of appeals,
Whether work & resources required are proportionate to the benefits,

=2 T T

Effectiveness of recordkeeping,
i. Consistency of decision-making,
Criticality of decision,

e

k. Appropriateness of representatives in the process,
1. Effectiveness of mitigations and corrective measures,

m. Effectiveness of dissemination processes regarding the vulnerabilities themselves, mitigations and
fixes, as appropriate,

[ | (b) (1)
- _ (b) (3)
R —

—(S//RFT TISA_FVEY) Reports may recommend changes/adjustments to the process. This process will be
reviewed annually.
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U ex A - Eguities

(b) (1)
(b) (3)

(LPOYOr Defensive Cyber Operations Comununity Bquities. The defensive cyber operations
community and information assurance community, executing their defense mission arcas, may desire 1o
notify USG, industry, and critical infrastructure partners as well as a'lies of the vulnerability as it
develops uppropriate patches and mitigation strategies to address a vulnerability.

(UHFOUE) Law Enforcement Equities. The law enforcement (LE) community may warit to usc
information pertaining to a vulnerability for similar offensive or defensive purposes but for the ultimate
end of law enforcement.

_(S/REL 1ISA. EVEY) Courterintelligence (CD Equities. Depending on the circumstance,

counterintelligence (CI) equities can be defensive, offensive, and/or law enforcement-related.

(b) (1)
(b) (3)

clements
also have prosecutorial responsibilities.

—(SHRER-USAFYEY) Other Equities. Some USG entitics may not have cquities that fall under those
mentioned but, while executing their roles/responsibilities, they will be affected by the vuinerability or
they have responsibilities that should be considered as part of the decision process (e.g. Department of
State, Department of Energy, Department of Commerce, et al).

SHREEUSATFVEY) itities m haye i v competi uities. Often, IT products (b) (1)
used in USG networks are also used in foreign networks of interest to IC or military operations.

Vulnerabilities in such products may present competing interests 10 departments and agencies with both (b) (3)
offensive and defensive mission responsibilities,

10
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(U) Vuiperability Equities Process (VEP) Points of Contact (POC) — Designated by each participating

USG entity, the POC may be a section or person within that USG entity and will act as the focal point for
vulnerability discovery and notification into the VEP.

(U) YEP Subject Matier Experts (SME) — Designated by each participating USG entity, the SMEs will act
as the department or agency representatives in the equities discussion. Depending on the department or
agency, one or more SME may be identified.

(U) Bquities Review Board (ERB) Members - Designated by cach participating USG entity, ERB
members will be senior level department/agency representatives empowered by that department/agency w
vote on its behalf. Each department/agency will have only one ERB member with two designated
alternates.

(U) Executive Secretariat — Specific dulies of the Executive Secretariat include:
e Mainmin VEP POC, SME, and ERB member contact information.
e  Maintain records of all vulnerabilities that have been identified to the Executive Secretary and ali
vulnerabilites considersd by the process Recorded information will include at a minimum when
discovered, by whom, VEP decision reached, when the vulnerability is up for review, and other
information received from the participants.
Document and maintain files on the appellate process.
Create an annual report. The report will be submitted to the participants ||| [ EEGEG () (5)

i1
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(U) Anpex C - Definitions

(U) Commercial, off-the-shelf (COTS) —~ A software and/or hardware product that is commercially ready-
made and available for sale, lease, or license to the general public.

(U) External Dissemination — The sharing or release of vulnerability information to entities external 10 the
USG.

(U) Govemnment off-the-shellf (GOTSY - A software and/or hardware product that is developed by the
technical staff of a government agency for use by the USG. GOTS software and hardware may be
developed by an extemal entity, but with funding and specification from the agency, and can normaily be
shared among Federal agencies without additional cost. GOTS products and systems are not
commercially available to the general public. Sales and distribution of GOTS products and systems are
controlled by the government.

(U) lndustrial Control System (ICS) — A term that cucompasses several types of coutrol systems to
include Supervisory Control and Data Acquisition (SCADA) systems, distributed control systems (DCS),
and other smaller control system configurations such as skid-mounted Programmable Logic Controllers
(PLC) often found in the industrial sectors and critical infrastructures, ICSs are typically used in
industries such as electricity, water, oil, and gas distribution. Based on information received from remote
stations, automated or operator-driven supervisory commands can be pushed (o remote station control
devices, which are oflen referred to as field devices. Field devices control local operations such as
opening and closing valves and breakers, collecting data from sensor systems, and monitoring the local
environtoent for alarm conditions.

(U) National security systems —As set forth in 44 U.8.C. 3542(b)}(2):

(2XA) The term **pational security system®* means any information system (including any
telecommunications system) used or operated by an agency or by a contractor of an agency, or
other organization on behalf of an agency—
(i) the function, operation, or usc of which—
(I) involves intelligence activities;
(IT) involves cryptologic activitics related to national sccurity;
(ITI) involves command and control of military forces;
(1V) involves equipment that is an integral part of a weapon or weapons system; or
(V) subject to subparagraph (B), is critical to the direct fulfillment of military or
intelligence missions; or
(ii) is protected at all times by procedures cstablished for information that have been
specifically authorized under criteria established by an Executive order or an Act of Congress
1o be kept classificd in the interest of national defense or foreign policy.
(B) Subparagraph (A)(i)(V) does not include a system that is to be used for routine administrative
and busincss applications (including payroll, finance, logistics, and personne! management
applications).

(U} Publicly known — A vulnerability is deemed 10 be publicly known if the source of the information is a
verbal or electronic presentation or discussion in a publicly accessible domain, or if there is a paper or
other published documentation in the public domain (¢.g., that which could be easily found on the
Internet, in trade journals, etc.) that specifically discusses the vulnerability under consideration and how
the vulnerebility could be exploited. This definition does NOT include information currently and properly
protected as U//FOUO or classified that has been inappropriately released to the public.

12
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(UATOHEy Vulnerability — A 1echnical design or implementation flaw in an Industrial Control System,
Government Off-The-Shelf (GOTS), Commercial Off-The-Shelf (COTS), or other commercial

information technology product or systems that could potentially be used to exploit or penetrate a product
or system (hardware or software, to include open-source software).
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