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Qccra

SOCIAL ANTHROPOID: Search

a SOC|AL ANTH ROPO'D WERSION 2.04

LJUERY SCREEN

FIREFOXI!

Logged in as:

Search type

Selector

Selector Pair

Selector search

y Saved queries

vou have 1 saved queries,

Lacator (not

Saved query functionality has been temporarily disabled.

» Queries will be automatically subrnitted to all instances of SOCIAL ANTHROPOID and SOCIAL AMIMAL
» For bulk queries. enter multiple selectors {one per line).

SAVED
QD UERI

» If allow wildcards is ticked, % is treated as a rmulti-character wildcard {e.g. pauls [will ma Relative Date

Unlike other QFDs, _ and % have no special meaning (to query for a iteral % sign, [uncher

11Z2@hotmail - com).

# By default, results will be returned in which vour input selector appears in either the Use 1
To return results in which your selector appears only as the active user, tick the puery

» Updated: The system will automatically retrieve records containing the normalisgdd wers
As such, there is no longer a need to normpalise wnur onepy ceeds mannally fe o

Searches on Yahoo! email addresses will
If in doubt, or for further details, consult

LOTS OF

Search period {optional):

Day(s)

Include Time

27 -Jan-2011 10 49:01
et Date

ago

_com),

MIXED
SELECTORS!

[t

Filter results by rmatched selectors prior to display

m el 1
o TS s

Query active users

| R ——

Enzhle Selactor Mlorrmslicstion

I:IU|ERY BY AnTl\}E USE

Miranda 20140

JIC Priority & Purpose

HR A Justification

DATES

DATE RANGE —NEED
START AND END, RELATIVE




( SECOND STAGE QUERY SCREEN
CCHQ

ACLKCT J1HAITL

@ SOCIAL ANTHROPOID == Logged in o5

f Query input ) Results: Results: Results:

Your input terms matched 78 events from Sun, 08 Aug 2010 23:06:45 GMT to Fri, 21 Jan 2011 03:33:49 GMT.
You may restrict the selectors matching your input terms by selecting from the values helow, prior to proceeding to yvour query results,

Any hughlighten selectars are normalised versions of your onginal query seeds,

Select all '~ De-select all

gmail.com {email_address) — 2 occurrences
gmail.com {Unknawn) — 1 occurrences
hotmail.com {Unknawn) — 1 occurrences
live.se (Qwner) — 3 occurrences

live.se (Sender) — 5 occurrences

live.se (Unknown) — 33 ocourrences

Continue

Filcer results by matched selectors priar to diSDI?\'g.-'
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Sicchg RESULTS SCREEN
WILL BE BETTER WITH

\@J SOCIAL ANTHROPOID: Selector search - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help BRDADDAK!
c . yol

[ Most visited |:] Discover |j elibrary | 7 GCweb iTime | | PhoneBook | 71 Weather

SOCIAL ANTHROPODID: Selector search

ﬁSOCIAL ANTHROPOID as: -7| -
EE1 Results: Results_ = Results- Results

f Query input

User A User B Filter criteria
User A User B
User A type User A User A raw value display User B t¥ype User B User B raw value display . .
role role To filter this result set
name name o
choose some criteria
30-Nov-2018 17:43:28 — telephony event (. 5 sc'ectors, duration: 00:01:37 below and then click
— R —
Iitel_number) apply
Action: vaoice Action type: call
. ) .
User B calls User A
woice call  imsi )
[ select all
. _ . De-select all
veice call imsi HEADER CONTAINS KEY INFO

Show only events
with these

. 0o .
woice ca imsi . technology types:

. DA I E telephony (8584 even
voice call  tel_number
voice call  tel_number

. TI M E And with these
woice call  tel number y actions:

cancel_location netw

Locators:

Source Point-Code: 2071 ® D LI RATI D N y

insrt_subscriber netw
location_rmessage ne
sms message (101 e
sms_deliver messag
sms_submit message
snd_routing_info net.

*TECH UNIVERSE,

Action: voice Action ty subscriber_info netw
unknown call {164 e
voice call  imsi . update_location netw
I E l : H I Y P E woice call (152 event
voice call  imsi
< [»
. Cperator . K
. . . Al : I I D N Bearer filtering
voice call  imsi language
French Termporal filkering

voice call  tel number . A BT I v E LI S E R . TDI filkering

— Participant count
Page 1 of 4 First Display Surmmary | « 5] csv Export filtering

< information legislation,




GGCHQ RESULTS : MORE METADATA

@ SOCIAL AMTHROPOID: Selector search - Mozilla Firefox o ]

File  Edit  Wiew  History  Bookmarks Tools Help

é - Search GCweb Fel

L1 Most Visited | T Discover | elibrary |_] GCWeb | 1 1Time D PhoneBook. Ij Weather

< SOCIAL ANTHROPOID: Selector search

n‘SDCIAL ANTHRDPDID Logged in as:l
y Query input Results: I X | Results: x |[E] Resultsl x [E] Resultsl
u A User A User B Filter criteria
ser User A type User A User A raw value display User B type User B raw value display
role To filter this result set
name name

choose some criteria

5 selectors, duration: 00:01:37 below and then click

apply

Ewent type filkering

Called-MsC
Select all |

volce call  amsi tel_number De-select all

Show only events
voice call  imsi Called-MSRN with these

technology types:
voice call  tel_number Called-MsC [#] telephaony (684 event
voice call  tel_number Called-MSRM
voice call  tel number tel number I I DVER DVER Tl:' And with these

actions:

71 cancel_location netw
71 insrt_subscriber netw
71 location_rmessage ne
71 sms message (101 e
71 srs_deliver message
-
-

Locatars: SPLAY THE TOOLTIPS
OTHER INFO IN QQFD sSPEAK

R THE METADATA

| sms_submit message
| snd_routing_info nety
| subscriber_info netw
| unknown call (164 e
| update_location netw
[w] voice call (152 event

Bearer: NEUKBES4601 Sigad: UKC-121  PDDG: OM

Source:

BLACK HOLE filename: 20101130-190000-SaLaMaNCa-done/salextt_0z2UZww.gz Kew: 4CFS6FC29350FCO51DABIBESOOOOZ453C  Plugin: § w2

Additional meta-data:

ADDITIONAL_NUMBER_1 IS ADDITIONAL_NUMBER_2? IS ADDITIONAL _NUMBER_INFERRED_2 : I, ADDITIONAL_NUMBER_TYPE_1 : R,
ADDITIONAL_NUMBER_TYPE_2 : M, CALL_ANSWERED_STATE : 4, CALL_DIRECTION : MT, CALL_END_STATE : C, CALL_SUBTYPE_INDICATOR : Normal Telephone call,
CALL_TYPE_INDICATOR : E, CALLING_ADDRESS_IND : I, CALLING_COUNTRY_CODE : 234, CALLING_PARTY_CATEGORY : O, CIRCUIT_ID_CODE : 39, CLI_INCLUDED : 1,
COLLECTION_EQUIPMENT_ID : R]1, DESTINATION_EXCHANGE_NAME : GLASGOW, DESTINATION_POINT_CODE : 20715, DIALLED_ADDRESS_IND : R,
DIALLED_COUNTRY_CODE : 44, DIALLED_NUMBER_INFERRED : I, ELAPSED_TIME : 000137, IMSI_INFERRED : I, INTERNATIONAL_INDICATOR : 1,
INTERNETWORK_INDICATOR : 0, LOCATION_CONFIRM : L, MSC A I MSREN I ORIGINATION_EXCHAMNGE_MNAME @ ROTTERDAM,

ORIGINATION POINT CODE : 20052, RETURN SIG TIMESLOT : UKMEBS4601, SATELLITE INDICATOR : 0, SYSTEM 1D : RACC1, VIR I YOICE TIMESLOT : 25

<1 1] ¥

Bearer filtering

Temporal filtering

TOD1 filtering

Participant count

Page 1 of 4 @ Mext Last (4} So Change Sort Order ! ‘ U Display Surmrary ' | |l CEwv Export |

This information is exempt under the Freedorm of Inforration Ac 2000 (FOIAL and sy be exernot under other UK information legislation,
Fefer any FOIA queries to GCHGQ o

Transferring data fror i

filtering



YR T~

SNccHo

SOCIAL ANTHROPOID

FILTERS, SUMMARISATION AND
DRILL-DOWN SEARCHES

vogged in as:

Query input | k1 Results] Results:
User A Usel Filter criteria
User A& User & raw . User B User B raw .
User A role User A . display User B type UserB displ ) )
type vaiue role value Tao filter this result set choose some
name nani
criteria below and then click  apply
08-Dec-2010 09:17:03 — telephony event i ), 1 selector, duration: 00:00:00
Active Participant count filtering
Action: unknown  Action type: call
Showt only events in which the
unknown call imsi not available nat awvailahle participant count:
Locators: Is greater than
Source Origin-Point-Code: 20147  Source MSC: [l Destination Dest-Point-Code: 60432
ElMore %
08-Dec-2010 09:05:17 — telephony event i 1 selector, du
Active GOoOoOD SUMMARY OF
Action: update_location  Action type: network
update_|acation TARGET BEHAVIOUR
r'IE!tWDrk .|
Locators:
Source MsC: | Source YLR4
[FIMore
08-Dec-2010 09:04:39 — telephony event 1 seiector, duration: 00:00:00
user: (imsi)
Action: unknownr  Action type: call
unknown call irnsi not available not_awvailable
Locators: Bearer filtering
Snurce Ormin-Pnind-Ciute: 2N147  Sonperes MSCe Destination Dest-Pnint-Cnde: AN432 L
<] 3 Temporal filtering
Page 1 of 59 rirst Previous S 6 . i lad Mext | | ¥1 Change Sort Order - | | Display Surnmary 41 CEW Export TDI filtering
Last (59) Go Participant count filkering
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REDIRECTED CALLS

Qccra

@) SOCIAL AMTHROPOID: Selector search  Mozilla Firefox

File Rl e Hnnkrnarks

O c

|| Mot Wisted

Histniry Lnnls

Duscovcr |1 cbbrory | ] GCOWeb |7 Mimc D MhoncBook 1 71 Weothor

Hrlp

SOCIAL ANTIIROPDID: Selector search

£ SOCIAL ANTHROFOID

Query input EI=] Results: E[=] F‘.esults_l =] F‘.esults_ =

User A
User & User B
uUser A type User A raw value display User B type User B raw value
role role
name

20-0ct-2010 11:36:02 — telephony event| 2 selectors, duration: 00:60:00

artive nser:|

Avlivu: v
volce call

Lucalurs:

| MUCH MORE
CONTEXT IN SOCIAL

Source Cell
EH™Mnre

Z8-00LL-201]

Active usei

Action: voic|

voice call tel number

ANTHROPOID

Rediraction-

voice coll
Mumber

Locators:
Source Moint-Code: 40545

ihe

Destination Point-Code: 40103

Hearer: [MNOQANHIGIT Sigad: KO- PDDL: FH

BLACK HOLE filename: 20101028 140000 SALAMANCA donc/solextf_02QNCU.gz Key: 4CCOASOFI380FCOS60387EZ200003067 Plugin: S w2

Addilivnal jiiela-dala:
ADDITIONAL NUMBER 1 IS ADDITIONAL NUMBER TYPE 1 5, CALL ANSWERED STATE : U, CALL DIRECTIOM ; MT, CALL END STATE B,
CALL_TYPE_INDICATOR : E, CALLING_ADDRESS_IMND : I, CALLING_COUNTRY_CODE : 22, CALLING_PARTY_CATEGORY : O, CIRCUIT_ID_CODE : 320, O
DESTINATIDN_EXLHANLE_NAME @ LOHG, DES TINATIUN_PUINMI_LUDE @ 4Usas, U1ALLEU_AUDHKEY INU @ N, DIALLED_LUUNIRY_LUUDE @ Y974, ELAPSED_11ME
INTERNETWORK_INDICATOR @ 0, ORIGINATION_EXCHANGE_NAME : MUMBAIAISCS, ORIGINATION_POINT_CODE @ 40103, RETURN_SIG_TIMESLOT : QAINSS0401,
i RADI1, WOICE TIMESLOT : 09

ERTIITITEATR

28—Dct—2DlWelephuny event {voip), 2 selectors, duration: 00:00:13
Artive 1SR E—TF 0T REE)

Aclivi: unkiuwn Aclivn Lype: call

unl<nown

tel number dialled tel number
Locators:
Source Point-Code: 10235  Source 1PV Destination IPY 14
of 160 First | &b Provious 1 2| 3|4/ ][5]||6 Mexl || Last(ieo) || | ['eu |

SATELLITE_INDICATOR

CALL SUBTYPE INDICATOR ; Diverled)|

INTERNA TLUNAL _INUILAIDR @ 1,

0,

-1 ke - pall
Logged in =a=: -

User B Le: Filter criteria

display . .

name Tu lilker this resull sel chuuse sune

. rriteria helnw anrel then chick | apply

Cvent type filkering
| Select all | | De-select all |

Sliuw vnly evenls with these
technology types:

|v] telephony {11024 events)

[w] finnel (45 rvrnts)

and with these artinns:

I7] Areare tinnel (45 Ryenrs)

71 location rmessage network (1094 event

I7] sms message {305 events)

71 sms_deliver message (503 evenrs)

1”1 smis_subriit meossage (203 avents)
nnknnwn call (S RyRnTs)

|71 update location network {40 events)

[+] voice call (1206 events)

SYSTEM_ID

1«1 R

Bearer lilleri

ermporal filkering

TOCI filkering
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GGCHQ LEAKY GATEWAYS

@' SOCIAL AMTHROPOID: Selector search - Mozilla Firefox

File  Edit  View History Bookmarks Tools  Help

C X i

Most Wisited | 71 Discowver 1 1 elibrary | | GCWeb |7 iTime Ij PhoneBook | 7 weather

SOCIAL ANTHROPOID: Selector search

I‘ﬂi" -1 1k = Search GCweb

Dst-Port ; 50, Stream-Src-Purt 1?06‘3'J ¥ia : infox WAP Gateway VW3I00R001, Huawei Technologies

24-0ct-2010 06:10:16 — webmail event {vahoo), 5 selectors

{AccountOwner)
Action: send Action type: rmessage
From Unknown iyahoo.com
Locators:
Source IP¥4] Destination IPY4:[]
EMore

24-0ct-2010 06:10:16 — webmail event {vahoo), 5 selectors
user: I Userld) I -

Page 1 of 1 First ous ‘ 1 T U Mext Last (1)

IMachineId)

limachine1d)

mSDCIAL ANTHRDPDID Logged in a=s: -
f Query input Results:
User A User B
User A User A raw _ User B User B raw |
User & type User A display User B type User B display
role value role value
name name
[*]More ~
CFTULLTLAULIU 00U L 1.7 — WEUNMIail OoV¥oliL L Falioo §, + >0ioLilors
Active user N s cr]d YuccountOwner) [MachineId) I <-huawei-IMSI)
Action: send Action type: message
iyahoo.com Iyahoo.con
Locators:
Source IPY4:] Destination IPY4:1
Iies
SRI:
Bearer: IRUKCO35_C0109 Sigad: UKC-113CY  PDDG: HM
Source:
BLACK HOLE filename: 20101024-060000-IRUKC035_C0109-donefconims HMZDSWF4UE601Y.log.gz Key: 4 CC3F7939350FC0522D0999A000002B8  Plugin: A w4
Additinoal active iiser informatinn:
User agent: SAMSUNG-GT-S52330/1.0 SHP/YPPARS Jasmines1.0 Nextreaming SMM-MMS/1.2.0 profile/MIDP-2.1 configurationACLDC-1.1
Additional meta-data:
Actio : SendEmail, Actor-Context : Ow *ate : COMPLETE, Protocol : T T . = TS

MORE USEFUL INFO

b+-huawei-

Unknown iyahoo.con

lix-huawei-1MSI) .

| 2} Change Sort Order | [__1 Display Surmrary ' i [‘Eﬂ CSW Export

This inforrmation is exernpt Under the Freedorn of Inforrmation Ack 2uuu (FOIA) and rmay be exernpt Under other UK inforrmation legislation,
Refer any FOIA gueries to GCHQ on,



Qccra CZc

SOCIAL ANTHROFOID

1 Results:l x & Lgading: Loading ) Results: x Fesults: NN X & Results:|
i
User & User A Filter criteria
User A . User B
User A type User A raw display User B type User B . .
role role To filter this result set choose some

value name
criteria below and then click

19-Mow-2010 22:33:49 — webmail event {windowslive), 3 selectors

. E tt filteri
N -7~ Corokie) vent type filtring

Action: save Action type: message

Show only events with these
technology types:

Unknown Phatmail.cam Unknown 7] SOCIAL ANIMAL (6dd events)
] chat {4635 events)
Locators: pop3 (2 events)

Source 144 FULL RANGE OF TRAFFIC TYPES oo (s cvent)

webmail (243 events)

FlLess

SRI:

Bearer: GWUSC517_RPC  SigAd: UKC-113R1  PDDG: HM And with thece achinna:
accept friend (2 events)

Source: alias user (9 events)

BLACK HOLE filename: 20101119-220001-GWUSC517_RPC-donefcomms HMZDSL14K G701y . log.gz Key: 4CES86ZCO38A57317D90D751200000276 Plugin: A w4 ] chat message (4808 events)
download message (2 events)

ﬂdditiﬂﬁ "] ftp message (1 events)

Action | SaveDraftEmaill Actor-Context : Owner, Caid EventState : COMPLETE, Protocol : WindowsLivewebmail, Route! list friend (157 events)

Stream-Dst-Port : 30, Stream-Src-Port : 64776 login user (125 events)
logout user {119 events)

19-Mowv-2010 22:15:37 — webmail event {windo» observe friend (38 events)

Active usel photo message (& events)

Action: save  Action type: message | CONTEXT RICH ACTION TYPES remove friend (2 events)

request friend {10 events)
From Unlnown thotmail.com Unknown save message (45 events)
send message (153 events)
"] sip_INVITE message (32 events)

Locators:
Source IP¥al Destination IP¥41 ] wiew folder (3 events)
view message (13 events)
[+IMore ]
Bearer filtering
19-Now-2010 22:06:32 — webmail event {windowslive), 3 selectors |!
4 | n | [»] Termporal filtering
Page 1 of 1 First Previous | 1 Mext  Last (1) Change Sort Order [ pisplay Summary | | 5] SV Export TDI filtering

Participant count filtering
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Qccra

Resultsdl Rezults. 1 Results: I - £ Re:ults:l fl Results:
User A User A
luser A User B
User A type User A raw display : User B type User B
role
value

Results:

User B
raw

value

. Results:]

Filter criteria

150urce IPV4:|] Destination IPV4:

IF| More

IMon, 03 Jan 2011 06:45:18 GMT — SOCIAL ANIMAL: § ent {¥ahoo) chat message, 2 selectors

lactive uszer Yahoo-uname) PESHAWAR, PAKISTAN

Iunknown Yahoo-uname Unknown Yahoo-uname
Ilocators:

ISuurte IPV4: |

IE]MurE

IThu, 16 Dec 2010 06:00:13 GMT — SOCTAL ANIMAL event (Yahoo) chat message, 2 selectors

IActil.le user: [N (=hoo-uname] PESHAWAR, PAKISTAN

lunknown vahoo-uname Unknown Yahoo-uname
I Locators:

lsource 1PV 4l

ImMure

I'lhu, 16 Dec 2010 06:00:10 GMT — SOCIAL ANIMAL event (Yahoo) chat message, 2 selectors

IActil.le user: ---(Yahoo-unamej PESHAWAR, PAKISTAN

lunknown Yahoo-una Unknown Yahoo-uname
ILocators:

lsource 1PV 4l

SECRET STRAP1

To filter this result set choose some

critetia below and then dick | Apply

Event type filkering

Bearar filtering

Geao filtering

Select all | De-select all

Show only events geo-located to
following countries:
Karakhstan (1 events)
Pakistan (39 events)
[#] = United States (4 events)
| Unknown (371 events)




Search type [|

Selactar Selactor Pair Locator ernal damain
Bhotm=ail. com hotmail.com
Ihotmail.com Dtmail.cmd Miranda ‘20140

JIC Priority & Purpose | T
HRA& Justification | preparing slides for training
Search period {optional); | ||
Filter results by matched selectors prior to display

Allow wildcards Save Query |%% Submit query

Query active users only

SECRET STRAP1



CGHQ

50 ClAL ANTH ROPO l D VERSION 2.03 BETA

SECRET 5TRAP1

Fesults:

¥ 4 JQuery input = Results Results: Reszults: Results:
Search ty .
Your input terms matched 14 events from Thu, 27 Jan 2011 09:12:53 GMT to Tue, 01 Feb 2011 16:42:20 GMT.
You may restrick the selectors matching your input terms by selecting from the values below, prior to proceeding to vour query results,
Selecto Any highlighted selectors are normalized versions of your original query seeds,
Select all De-select al
JOMAIn 54
brandon.corm.ua (Unknown)] — 2 occurrences
San brandon.com.ua (AccountOwner] — & occurrences
vou b brandon.com.ua (AccountOwner] — & occurrences
ou ha
randon.corm.ua [email_address) — 1 occurrences
brandon.com.ua (AccountOwner) — 1 occurrences
' Que
@ Continue
Do air]

f01/2011

Filter results by matched selectors prior to display

Guery active users only

Target Enrichrent

12:41:17 to 0270272011  12:41:17 (N

JIC Priority & Purpose 1M

HRA Justification  testing

Save Query

124 Submit Query

SECRET STRAP1




Qccra

Search type

Selector Selector Pair Locator Ernail dornain

Locator search

Saved quenes

vou have 1 saved queries.

Ip

Queries will be avtormatically subritted to all instances of SOCIAL ANTHROPOID but MOT to SOCIAL ANIMAL,
& For bulk queries. enter muitiple locators (one per line).
* If allow wildcards is ticked, % is treated as a multi-character wildcard,
Unlike other QFDs, and have no special meaning (to query for a literal  sign, unchedk 'allow wildcards' rather than 'escaping’ the wildcard,
n By default, resultz will be returned in which your input locator appears in either the Source or Other locatar column
Use the checkboxes below to change which of the zource, other and destination colurmns you query,
* Selecting "Search all types" will return all matches regardless of the locator type,

When "Search all types" is false, you rust select at least one type, Locators have to match one of these types to be returnad, You can only pick the types that are available for the databasze columns (source,
destination andf/or other) you have selected.

Locators: Types to query:

Cell-Global-Identifier
Dest-IP-Address
Dest-Point-Code

Miranda 20140

JIC Priovity & Purposze  1MS

Flight-Number HRA Justification  testing
IMMARSAT-Service-
Search period (optional): to
Allow wildcards Query for source locatars
Search all types Query for other source |ocators Save Query | % Submit Query

Target Enrichrment Query for destination locators



Iﬂisplay Mame Summary

l|| H [ —
. Change Sort Crder | | | Summary | | - Display Mames * 1= Export
|Di5p|a1,r Mame Summary

tration Act 2000 (FOIA) and may be exemot under other UK information leqgisl-  n.
lsurmrmary of all selectors with display narmes within this result set,

lservice@youtube.com (Unknown)

IvouTube Service — 1 accurrencas

TDS GENERATION

juslimaid @aator.ceml3.co.uk (Unknown)

IMuslir Aid — 2 occurrences

vthotmail.com (Dwner)
thotrnail com — 248 occurrences

WORK ON A
thotmail.com (Unknown)
PROFILE/SUMMARY I- 1 oceurrences

m UERY thotmail.com (Unknown)

— 1 occurrences

jl.com (AccountOwner)

I- 21 occurrences

thotmail.com (Unknown)
thotrmail. corm — 1 ocourrences

SECRET STRAP1



CGHQ

Home

Analysis - Communications between identifiers

(<]

Identifier Pairs [Analysis - Activities]

VISUALISATIONS

aallaboration @ %‘J

¥  Date [ Time

01-Sep-2010 20:347
01-Sep-2010 20:39:47
01-Sep-2010 20039147

01-Sep-2010 20039133
01-Sep-2010 20:39:33
01-Sep-2010 20039133
01-5ep-2010 20:39:33

01-Sep-2010 20:3920
01-Sep-2010 20:39:20
01-Sep-2010 20039120

Fera e

Crata Source

SOCIAL ANTHROPOID
SOCIAL ANTHROPOID
SOCIAL ANTHROPOID

SOCIAL ANTHROPOID
SOCIAL ANTHROPOID
SOCIAL ANTHROPOID
SOCIAL AMNTHROPOID

SOCIAL AMTHROPOID
SOCIAL ANTHROPOID
SOCIAL AMTHROPOID

A Type

Email address
Email address
Email address

Email address
Email address
Email address
Email address

Email address
Email address
Email address

A value

I il com
—3h0tmai|.c0m

Dlive.se
llve,se

k=3

|8

Analysis - detailed graph

e

Send instant
message
2010-09-01
20:22:47.0  Send instant
rmessage
2010-09-01

Fﬂam_‘g
-.
.f’ 2040410
&

@hotrTail.com

Send instant
message
~ ¥ 2010-09-01
20:230:20 6

Retceived

Tonversation
2010-09-01
20:38:10.0

Contains 8
itermns

SECRET STRAP1
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