
IGCHQ 

SECRET STRAP1 



^GCHQI 

© WHAT IS SOCIAL ANTHRDPDID? 

• A CONVERGED CDMMS DATABASE. IT 

ALLDWS YD U TD SEE WHEN YD U R TARGETS 

HAVE COMMUNICATED: 

• V I A P H O N E 

• C V E R T H E I N T E R N E T 

• O R U S I N G C O N V E R G E D C H A N N E L S ( E G S E N D I N G 

E - M A I L S F R D M A P H D N E • R M A K I N G V O I C E C A L L S 

• V E R T H E I N T E R N E T ) . 

SECRET STRAP1 



^GCHQI 

© W H A T ABOUT EXISTING COMMS 

DATABASES? 

• WHEN S O C I A L A N T H R O P O I D CONTAINS 

ALL THE NECESSARY DATA AND HAS ALL THE 

CORE FUNCTIONALITY OF THE LEGACY TDDLS, 

SOCIAL ANIMAL, 

REFORMER/HAUSTORIUM AND 

SALAMANCA WILL BE DECOMMISSIONED. 

SECRET STRAP1 



^GCHQI 

® W H Y ? 

• S C A L I N G - H U G E V O L U M E S O F E V E N T S , 

E X I S T I N G S Y S T E M S A R E C R E A K I N G . 

• C O N V E R G E N C E . 

• A P P R O P R I A T E D E S I G N . 

® BUT STILL NEED TO:-

• E N R I C H 

• V I S U A L I S E 

• M E R G E W I T H N S A D A T A S O U R C E S 

SECRET STRAP1 



-— Ĵaip ~— 
^ G C H Q 

©WHAT DATA IS IN SDCIAL ANTHRDPDID? 

• A L L O F S A L A M A N C A 

• S O C I A L A N I M A L 

• I N S T A N T M E S S E N G E R 

• W E B M A I L 

• S I P A N D H 3 2 3 V D I P , Y A H G D V D I C E 

• B L A C K B E R R Y 

• M M S 

• S M S 

• G T P ( G P R S S E S S I D N S E T U P S ) 

• S M T P , P D P 3 A N D I M A P 

SECRET STRAP1 



^ G C H Q 
SOCIAL ftNTHRGPOlD: Search 

Q U E R Y S C R E E N 

) M P L E T L D 

©SOCIAL ANTHROPOID V E R S I O N 2 , 0 4 F I R E F D X ! 

Search type 

S e l e c t o r S e l e c t o r P a i r L o c a t o r ( n o t 

Selector search 

| <iaved quer ies 

Y o u h a v e 1 s a v e d q u e r i e s , 

S a v e d q u e r y f u n c t i o n a l i t y l i a s b e e n t e m p o r a r i l y d i s a b l e d . 

• Q u e r i e s w i l l be a u t o m a t i c a l l y s u b m i t t e d t o al l i n s t a n c e s o f S O C I A L A N T H R O P O I D a n d S O C I A L A N I M A L 

• F o r b u l k q u e r i e s , e n t e r m u l t i p l e s e l e c t o r s ( o n e p e r l i n e ) . 

• I f a l l o w w i l d c a r d s is t i c k e d , % is t r e a t e d as a m u l t i - c h a r a c t e r w i l d c a r d ( e . g . p a - j l l 

U n l i k e o t h e r Q F D s , _ a n d \ h a v e no s p e c i a l m e a n i n g ( t o q u e r y f o r a l i t e r a l % sign.. 

* Ew d e f a u l t , r e s u l t s w i l l be r e t u r n e d in w h i c h y o u r i n p u t s e l e c t o r a p p e a r s in e i t h e r t 

T o r e t u r n r e s u l t s in w h i c h y o u r s e l e c t o r a p p e a r s o n l y as t h e a c t i v e u s e r , t i c k t h e 

• U p d a t e d : T h e S y s t e m w i l l a u t o m a t i c a l l y r e t r i e v e r e c o r d s c o n t a i n i n g t h e n o r m a l i s e 
As s u c h , t h e r e is no l o n g e r a n e e d t o n o r m a l i s e l t n n r n n p r i t s p p d s m a n n a l h r i f n 

S e a r c h e s o n Y a h o o ! e m s i l a d d r e s s e s w i i l 

I f in d o u b t , o r f o r f u r t h e r d e t a i l s , c o n s u l t L D T S OF 

MIXED 

SELECTORS ! 

'oill m a 

unchei 

i e Use 

J u e r y ; 

d v e r s 

R e l a t i v e D a t e 

2 7 - J a n - 2 0 i l 1 0 4 5 : 0 1 

S e t D a t e 

M i r a n d a 20 .140 

J I C P r i o r i t y St P u r p o s e 

HR A J u s t i f i c a t i o n 

S e a r c h p e r i o d ( o p t i o n a l ) : m t o . . . 

L o g g e d i l l ; 

S A V E D 

Q U E R I 

1 O a y ( s ) 

I n c l u d i ; T i m e 

a g o 

1123@:iot.ma.il com). 

. c o m ) . 

F i l t e r r e s u l t s b y m a t c h e d s e l e c t o r s p r i o r t o d i s p l a y 

¿j 1 Alluw vyilUi_ai Us 

Q u e r y a c t i v e u s e r s 

Enable Selectar Normalisation 

g u l E R Y BY A C T I V E U S E 
DATE RANGE -NEED 

START AND END, RELATIVE 

DATES 



^ T c G C H Q 

S E C O N D S T A G E ^ U E R Y S C R E E N 

fi 

SCI KE I 3 I K H I ' l 

SOCIAL ANTHROPOID VERSION 2,0^ L o g g e d i n a s : 

ß Query Input | Results: v Results: Results: 

Your input terms matched 7« events from Sun, 0« Aug 2010 23:06:45 GMT to Fri, 21 Jen 2011 03:33:49 GMT, 
You may restr ict the selectors matching your input terms by selecting f r o m the values heiow, pr ior to proceeding to your query results, 

Any highl ighte selectors are normal ised versions oFyour ong inaTquery seeJTT 

Select all De-select all 

gmai l .com (emai l_address) - 2 occurrences 

gmai l .com ( U n h e w n ) - 1 occurrences 

hotmai l .com (Unknown) - 1 occurrences 

l ive.se (Owner) - 3 occur rence ; 

l ive.se (Sender) - 5 occurrences 

l ive.se (Unknown) - 33 occurrences 

Cont inue 

F i l t e r r e s u l t i b y m a t c h e d s e l e c t o r s p r i o r t o d i s p l ^ 

SECRET STRAP1 



C CCHQ R E S U L T S S C R E E N 

® SOCIAL ANTHROPOID: Selector search - Mozil la Firefox 
File Edit View History Bookmarks Tools Help 

e ^ o ic. gov. uk 

WILL BE BETTER WITH 

BRDADDAK! 
•GIGIN 

M 
[ Ì L I Most ;Vis i ted |_2] Discover Q eLibrary J GCWeb ¡Time PhoneBook W e a t h e r 

SOCIAL ANTHROPOID: Selector search L i -

1 TOP S E C R E T S T R A P 2 C H O R D A L 

^ ^ S O C I A L . A N T H R O P O I D a s : 
• l - i 

¿ P Q u e r y i n p u t R e s u l t s : R e s u l t s ^ ^ ^ ^ ^ ^ l X J jk j R e s u l t s ^ J R e s u l t s 

U s e r A 
r o l e 

U s e r A t y p e U s e r A 
U s e r A 

U s e r A r a w v a l u e d i s p l a y 
n a m e 

U s e r B 
r o l e 

U s e r B t y p e U s e r B U s e r B r a w v a l u e 
U s e r B 
d i s p l a y 
n a m e-

F i Ite r c r i te ri a 

3 0 - N o v - 2 0 1 ^ ^ 4 3 ^ Z ^ ^ e l e p h o n y e v e n t ( | 

A c t i o n : voice A c t i o n t y p e : call 

I , 5 s e l e c t o r s , d u r a t i o n : 0 0 : 0 1 : 3 7 
I (te l_n u m b e r ) 

voice call irrisi 

voice call irrisi 

voice call imsi 

voice call t e l _ n u m b e r 

voice call t e l _ n u m b e r 

voice call tei number 

User B calls User A 

Lo c ato rs : 

S o u r c e P o i n t - C o d e : 2073 

i i JMore l 

A c t i o n : voice A c t i o n t i 

voice call imsi 

voice call imsi 

voice call imsi 

voice call tel number 

P a g e 1 o f 4 First 

H E A D E R C O N T A I N S KEY I N F D 

• D A T E 

• T I M E , 

• D U RATI • N , 

• T E C H U N I V E R S E , 

• T E C H T Y P E 

• A C T I • N 

• A C T I V E U S E R 

a 

To filter this result set 

choose some criteria 

below and then click 

I Apply ) 

Event type filtering 

Operator 
lang u a g e 
French 

; 
Display S u m m a r y l^J CSV Export 

| Select all 

De-select all 

S h o w o n l y e v e n t s 
w i th t h e s e 
t e c h n o l o g y t y p e s : 

telephony (884 event 

A n d with t h e s e 
a c t i o n s : 

I ca n ce I I o cation netw 
I insrt_subscriber net"A 
I locat ion_message ne 
I sms message ( 1 0 1 e 
I srns_del iver messag 
I sms_submi t message 
I snd_rout ing_ info net'. 
I subscriber_info netw 
I unknown call (164 ev 
I update_location netw 

voice call (152 event 

¡ J±i 
Bearer filtering 

Tempora l filtering 

T D I filtering 

Participant count 
fi Ite ri n g 

< information legislation. 



^ G C H Q R E S U L T S : M O R E M E T A D A T A 
® SOCIAL ANTHROPOID: Selector search - Mozil la Firefox 

File Edit View History Bookmarks Tools Help 

© ^ e 
I ja~i Most Visited Discover |_J eL ibrary | _ | GCWet : r i rne j PhoneBook j W e a t h e r 

C SOCIAL ANTHROPOID: Selector search 

B k S O C I A L A N T H R O P O I D I 

Search GCWeb P\ 

T O P S E C R E T S T R A P Z C H O R D A L 

J ? Query input [¡g] Results: X Hg] Results: 

U s e r A t y p e U s e r A 

X ügj Results ! X Ügj Resultsl 

U s e r A 

r o l e 

U s e r A 

U s e r A raw v a l u e d i s p l a y 

n a m e 

U s e r B t y p e 

Logged i n as : I 

U s e r B 

U s e r B r a w v a l u e d i s p l a y 

n a m e 

v o I ce ca II i m s i 

5 s e l e c t o r s , d u r a t i o n : 0 0 : 0 1 : 3 7 

voice call imsi 

voice call t e l _ n u m b e r 

voice call t e l _ n u m b e r 

voice call tei number 

Ca l led -MSC 

te l _ n u m b e r 

Cal led -MSRN 

Ca l led -MSC 

Cal led -MSRN 

tel n u m b e r HOVER DVER TD 
L o c a t o r s : 

Source - P o i n t -

Ë ] L e s s • T H E R I N F D IN QFO S P E A K 
BPLAY THE TDDLTIPS 

R THE METADATA 

] 
la 

B e a r e r : NEUKB54601 S i g A d : U K C - 1 2 1 P D D G : GN 

S o u r c e : 

BLACK HOLE f i l e n a m e : 2 0 1 0 1 1 3 0 - 1 9 0 0 0 0 - S A L A M A N C A - d o n e / s a l e x t f _ 0 2 U Z W W . g z K e y : 4 C F 5 6 F C 9 9 3 8 0 F C 0 5 1 D A B 1 B E 6 0 0 0 0 2 4 3 C P l u g i n : S v2 

A d d i t i o n a l m e t a - d a t a : 

A D D I T I • N A L _ N U N B E R _ I ; A D D I T I ON A L _ N U M B E R _ 2 : A D D I T I O N A L _ N U N B E R _ I N F E R R E D _ 2 : I, A D D I T I O N A L _ N U M B E R _ T Y P E _ 1 : R, 

A D D I T I O N A L N U M B E R T Y P E 2 : N, C A L L _ A N S W E R E D S T A T E : A, C A L L _ D I R E C T I O N : MT, C A L L E N D _ S T A T E : C , C A L L S U B T Y P E I N D I C A T O R : Normal Telephone callj 

C A L L _ T Y P E _ I N D I C A T O R : E, C A L L I N G A D D R E S S I N D : I , C A L L I N G _ C O U N T R Y C O D E : 234, C A L L I N G P A R T Y _ C A T E G O R Y : O, C I R C U I T _ I D _ C O D E : 39, C L I _ I N C L U D E D ; 1, 

C O L L E C T I O N E Q U I P M E N T _ I D : RJ, D E S T I N A T I O N E X C H A N G E _ N A ME : G L A S G O W , D E S T I N A T I O N P O I N T _ C O D E : 20715, D I A L L E D _ A D D R E S S _ I N D : R, 

D I A L L E D COUNTRY C O D E : 44 , D I A L L E D _ N U M B E R I N F E R R E D : I , E L A P S E D T I M E : 000137, I M S I _ I N F E R R E D ; I , I N T E R N A T I O N A L _ I N D I C A T O R : 1, 

I N T E R N E T W O R K I N D I C A T O R : 0, L O C A T I O N _ C O N F I R M : L, MSC : M S R N O R I G I N A T I O N _ E X C H A N G E _ N A M E : ROTTERDAM, 

O R I G I N A T I O N P O I N T C O D E : 20082, R E T U R N S I G T I M E S L O T : UKNEB54601, S A T E L L I T E I N D I C A T O R : 0, S Y S T E M I D : R A C C 1 , VLR : V O I C E T I M E S L O T : 25 

P a g e 1 o f 4 © Next Last (4 ) Go 

F i l t e r c r i t e r i a 

Change Sort Order | | Q Display S u m m a r y | LmJ CSV Export filteri 

To filter this result set 

choose some criteria 

below and then click 

Apply 

Event type filtering 

| Select all | 

De-select all 

S h o w o n l y e v e n t s 
wi th t h e s e 
t e c h n o l o g y t y p e s : 

P71 telephony (884 even! 

A n d wi th t h e s e 
acti o n s : 

I | ca n ce I lo cation netw 
I | insrt_subscriber net'A 
I | locat ion_message ne 
I | sms message (101 e 
I | sms_de l iver message 
I | sms_submi t message 
I | snd_rout ing_ in fo nett 

I subscriber_info netw 
| unknown call (164 ev 
| update_location netw 

R voice call (152 event 

•< mi t 
B e a re r fi Ite ring 

Tempora l filtering 

TD I filtering 

Participant count 

•ing 

This information is exempt under the Freedom of In fo r rn -a t io i^Ac^200^rFOIA^an^r^a j^b^exernD^unde^ information legislation. 
Refer any FOIA queries to tìCHQ o r i 

Transferring data from® 



w FILTERS, SUMMARISATION AND 
^ G C H Q DRILL-DOWN SEARCHES 

SOCIAL ANTHROPOID j j o g g e d i n a s : 

Query input - Result:-.\ Results: 

User A role 
User A 
type 

User A 
User A raw 
veline 

User A 
User R 

display User B type 
role 

n cittì s 
User B 

User B row 
value 

0 H - f i e c - 2 0 : n M ] 9 ^ ^ 0 ^ ^ ^ e l e p h o n y event i 
Active 
Action: unknown Action type: call 

I , 1 selector, duration: ¡30:(in:ü0 

EU More 

0 8 - D e c - 2 Q I G 0 9 : 0 5 : 1 7 - telephony event I 
Active 

Action: u p d a t e j o c a t i o n Action type: ne twork 

u p d a t e , location 
ne twork ^ m 

1 selector, dur 
G D D D S U M M A R Y D F 

T A R G E T B E H A V I O U R 

Locators: 
Source MSG: I 

F l M o r e 

Source VLRl 

0 8 - D e c - 2 0 1 0 0 9 : 0 4 : 3 9 — telephony event 
user: ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ J ( i r n s i ) 

Action: unknown Action type: call 

unknown call ;rnsi 

Locators: 
SfljlECE nrmin-Pnir i l -rsiitp: 2 n i 4 7 Sii! irrf> M3£> 

¿1 

1 seiector, duration: 0 0 : 0 0 : 0 0 

not available not ava i lab le 

Des t ina t ion D p s t - P n i n t - r n r i p : firi432 

Uses 
disi i 
nari; 

unknown call irrisi no t available not ava i lab le 

Locators: 

Source Origin-Point-Code: 20147 Source M S C : ^ H Destination Dest-Point-Corie: 60432 

í 

Page 1 of 5 9 hirst Previous 

Last (59) I I Go I 

5 6 Nexi Change Sort Order )isplay Summary • ; CSV Export 

Filter criteria 

To f i l ter this resul t set choose some 

criteria below and t h e n click I Apply 

Participant count filtering 

S h o w o n l y e v e n t s in w h i c h t h e 

p a r t i c i p a n t c o u n t ; 

Is greater than 

1 

Bearer f i l ter ing 

Temporal f i l ter ing 

TDI f i l ter ing 

Part icipant count f i l ter ing 

SECRET STRAP1 
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^GCHQl 
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^ G C H Q R E D I R E C T E D C A L L S 

^ SOCIAL ANTHROPOID: Selector search Mozil la Firefox -

I-IIR l-rl i f Vif iw H is fn ry Hnnkmarkç J_nnk Hfi lp 

m 5 - 1 - i t ' - P l 
IjBlI Most Visited [Zi Discover cL ib rory G C W c b ¡Time [Z ] PhoncBook W c o t h c r 

S O C I A L APHTI IROPOID; S e l e c t o r s c o r c h 

T O P S E C R E T S T R A P 2 U K E Y E S O N L Y C I I O R D A L 

J S f c S O C I A L A N T H R O P O I D L o g g e d i n a s : 1 - I 
Q u e r y i n p u t Hj=] R e s u l t s : I H[=] P.esults^^^^^^J x [=]=] P . e s u l t s ^ ^ ^ ^ ^ PL 

User A 
role U s e r A t y p e User A raw value 

User A 
display 
n a m e 

User B 
role U s e r H t y p e U s e r H r a w v a l u e 

User B 
display 
n a m e 

l-i Filter criteria 

28-Oct-20 1 0 1 1:36:02 — telephony event I 
ArTivp. 11«er:I 
Ailiuu: v 

2 selectors, duration: 08:B0:08 

voice call 

LuLdlun; 
Source Cell 

0 N n r p 

20-OLI-2O1 
Active usci 
Action: voie 

v o i c e c o l l 

v o i c c c o l l 

M U C H M O R E 

C O N T E X T IN S O C I A L 

A N T H R O P O I D 
Locators: 
Source Point-Code: 40545 Destination Point-Code: 40103 

t e l n u m b e r 

R e d i r e c t i o n -

Number 

t e l n u m b e r 

R e d i r e c t i o n -

Number 

O.Le 

K p a r e r : I N Q A S H I M i n Nig Ari: I IK ( \ -V \ i : H l J I l l i : K i 

BLACK HOLE f i l e n a m e : 2 0 1 0 1 0 2 8 1 4 0 0 0 0 S A L A M A N C A d o n c / s o l c x t f _ 0 2 Q P C U . g s K e y : 4 C C 9 A 6 0 F 9 3 8 0 F C 0 5 6 0 3 8 7 E 3 2 0 0 0 0 3 9 6 7 P l u g i n : S v 2 

Addiliuiidl iiield-üdld; 
ADDITIONAL NUMBER 1 ADDITIONAL NUMBER TYPE 1 ; 5, CALL ANSWERED STATE ; U, CALL DIRECTION ; MT, CALL END STATE i f t l , CALL SUBTYPE INDICATOR ; Diverted,| 
CALL_TYP E INDICATOR : E, C A LLIN G A D D RE S S_I N D : I, CALLING COU NTRY_CODE : 02, C ALLING_P ARTY_C ATEGORY : O, CIRCUIT_ID_CODE : 829, O I 
U t S I I N A I 1 U N fcXL'HANU'fc N A M t : D O H A , U b S I I N A I 1 U N _ C U 1 N I _ I U U t : 4 U S 4 S , U 1 A L L t U A U I J R t S S I N U : N , U 1 A L L t U _ L U U N I K Y _ L U Li t : y / 4 . b L A t ' S t l ) I 1 M b : U U U U 1 U , I N I t U N A I 1 U N A L I N U I L ' A I U K : 1 , 

INTERNETWORK INDICATOR : 0, ORIGIN ATION_EXCH ANGE_N AME : MUMBAI/ISC5, ORIGINATION_POINT_CODE : 40103, RETURN SIG_TIMESLOT : QAIMS60401, SATELLITE_INDICATOR : 0, SYSTEM_ID 
; RADII , VOICE TIME SLOT ; 09 

28-0ct-201(^^i£mn^^elephony event tvoip), 2 selectors, duration: 00:00:13 
ArtiiiR imhsr) 
A L U U I I ; u n k i i u w i i A i l i u u L y p e : u d l l 

unknown 
t e l n u m b e r d i a l l e d t e l n u m b e r 

Locators: 
Source Point-Code: 10235 Source IPV'll Destination IPVll 

o f 1 GO Fir i L P r t sv i uus , | 1 | | 2 | | 3 | | 4 | | 5 | | 6 | . . . | N e x l | | L d i l ( 1 6 0 ) | G u | 

T u f i l l e r Uii i- r e i u l L i - e l u l i u u i e i u n i e 

n r i t f i r i a hfilniAJ anrl t h f i n r l i r k | A p p l y 

E v e n t t y p e f i l t e r i n g 

| S e l e c t a l l | | D e - s e l e c t a l l | 

Sliuw unly events wiLli these 
technology types: 
M t e l e p h o n y ( 1 1 0 2 1 e v e n t s ) 
R l f i m r i f i l ( 4 5 fivpnti) 

And unrh thpiip artlnnc: 
| | n r f i f l f f i t u n n f i l ( 4 S p v p n f i ) 
I I l o c a t i o n m e s s a q e n e t w o r k ( 1 0 9 4 e v e n t 
| | c m s m e s s a g e ( 3 0 5 e v e n t s ) 
I I 5 r m s _ d e l i v e r m e s s a g e ( 5 0 3 e v e n t s ) 
| | s r n s _ s u b r u i t m e s s a g e ( 2 9 3 e v e n t s ) 

nnknniAin nail (:-!/H:i pvpnt )̂ 
I I u p d a t e l o c a t i o n n e t w o r k ( 4 0 e v e n t s ) 
P7| v o i c e c a l l ( 1 2 0 6 e v e n t s ) 

E E 1 i t 

Bearer filleri 

e m p o r a l f i l t e r i n g 

T D I f i l t e r i n g 

SECRET STRAP1 
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• Ä CONVERGED EXAMPLE 
^ G C H O 

©THERE ARE 2 PRIMARY VECTORS FDR 

CONVERGED EVENTS: 

• GRX ( G P R S ROAMING EXCHANGE) - USES 

GTP (GPRS TUNNELLING PRDTDCDL). 

• C O R E INTERNET COLLECTION - LEAKY 

GATEWAYS. 

SECRET STRAP1 



^GCHQ LEAKY GATEWAYS 

's3 SOCIAL ANTHROPOID: Selector search Mozil la Firefox 
File Edit View History Bookmarks Tools Help 

C X ^ ^ 
Most Visi ted Discover eL lbrary GCWet ¡Time j PhoneBook W e a t h e r 

I "CT " <âtî> T Search GCWeb 

SOCIAL ANTHROPOID: Selector search 

T O P S E C R E T S T R A P 2 C H O R D A L 

^ ^ S O C I A L A N T H R O P O I D L o g g e d , i n a s : -

^ Q u e r y i n p u t R e s u l t s ; 

U s e r A 

r o l e 
U s e r A t y p e U s e r A 

U s e r A r a w 

v a l u e 

U s e r A 

d i s p l a y 

n a m e 

U s e r B 

r o l e 
U s e r B t y p e U s e r B 

U s e r B r a w 

v a l u e 

U s e r B 

d i s p l a y 

n a m e 

l±J M o r e r 
¿ 4 - U H - 2 U 1 Ü u n ; n ; 5 J — h ih U i i i . h I u u u n i ( y d l i u u ) , a ¡ . u l uL iu r i . 

A c t i v e d 

A c t i o n : s e n d A c t i o n t y p e : m e s s a g e 

t v Geo ij ntO 'A1 n e ¿3 [ M a o h i n e l d ) l ( X - h u a w e i - I M S i ) 

ïi tfahoo.cflm Byahi io.coin 

L o c a t o r s : 

S o u r c e I P V 4 : | D e s t i n a t i o n I P V 4 : I 

B i « 

BRI : 

B e a r e r : I R U K C 0 3 5 _ C 0 1 0 9 S i g A d : U K C - 1 1 3 C V P D B G : HM 

S o u r c e : 

BLACK H O L E f i l e n a m e : 2 0 1 û l 0 2 4 - 0 û 0 0 0 0 - l R U K C 0 3 i 5 _ C 0 1 0 9 - d o n e / c o n - i m s . H M Z D S V F 4 U 6 S 0 1 Y : ; l o g ,gz Key : 4 C C 3 F 7 9 8 9 3 8 0 F C Ü 5 2 - 2 D 0 9 9 S A 0 G 0 0 0 2 B 8 P l u g i n : A v 4 

l H l l i K " " a l art - in. - i - s p r i n f n . -m at i n n • 

U s e r a g e n t : S A M S U N G - G T - S 5 2 3 3 A / 1 . • S H P A / P P / R 5 J a s m l n e / l .0 N e x b e a m i n g S M M - M M S ' / l .2 .0 p r o f i l e / M I D P - 2 . 1 c o n f i g u r a t i o n / C L D C - l .1 

A d d i t i o n a l m e t a - d a t a : 

A c t i o : S e n d E m a i l , A c t o r - C o n t e w t : &<fi 

Ö s t - P o r t : 80j S t r e a m - S r c - P u r t : 1 7 0 6 ^ V ia ^ n f o X W A P G a t e w a y V 3 0 Ü R 0 0 1 , H u a w e i T e c h n o l o g i e s 

•-ate : C O M P L E T E , P r o t o c o l : 

2 4 - O c t - Z O l î i - ratfcmail e v e n t ( y a h o o } , 5 s e l e c t o r s 

^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ (AccountOwner) 

A c t i o n : s e n d A c t i o n t y p e : m e s s a g e 

I M a c h i n e i d ) t ^ - h u a w s i -

. n n tLtiie 

M O R E U S E F U L I N F O 

From 

L o c a t o r s : 

S o u r c e I P V 4 | 

Em o r e 

Unknown y y a h o o . c o n r i Unknown p y a h o o . c o r 

D e s t i n a t i o n I P V 4 : | 

24 0 c t - 2 0 1 0 0 6 : 1 0 : 1 6 — w e b m a i l e v e n t ( y a h o o ) , 5 s e l e c t o r s 

u s e r: (User ld ) Ac l (Mach ine ld ) l ( X - h u a w e i - I M S I ) 
-

P a g e 1 o f 1 First dus I 1 I Next Last (1 ) | Change Sort Order | | f_J Display S u m m a r y ] [ [i i j C S V Export | 

T h i s i n f o r m a t i o n is e x e m p t u n d e r t h e F r e e d o m o f I n f o r m a t i o n A c t 2 u u u ( F O I A ) -and m a y b e e x e m p t u n d e r o t h e r U K i n f o r m a t i o n l e g i s l a t i o n , 
R e f e r a n y F O I A q u e r i e s t o G C H Q o n 

Q B 



^GCHQ c2c 
S SOCIAL ANTHROPOID 

^ Resu l t s : ! 

User A 

role 

X C-i. L o a d i n g : L o a d i n g i l i l i R e s u l t s : 

User A t y p e User A 

X l igj R e s u l t s : X | [ jg] Resu l t s : | 

User A User A 
User B 

raw d isp lay User B t y p e User B 
role 

va lue n a m e 

Fi lter cr i ter ia 

1 9 - N o v - 2 0 1 0 22 :33 :49 — webmai l e v e n t ( w indowsl ive ) , 3 se lectors 

Action: s a v e Action t ype : m e s s a g e 

I M S - M T - C o o k i e ) 

U n k n o w n photmai l .com 

Locators: 

Source I P V 4 : | 

• Less 

U n k n o w n 

F U L L R A N G E O F T R A F F I C T Y P E S 

SRT: 

Bearer : G W U S C 5 1 7 _ R P C S igAd: U K C - 1 1 3 R 1 PDDG: HM 

Source : 

BLACK HOLE f i l e n a m e : 2 0 1 0 1 1 1 9 - 2 2 0 0 0 1 - G W U S C 5 1 7 _ R P C - d o n e / c o m m s . H M Z D S L 1 4 K G 7 0 1 Y . l o g .gz Key: 4 C E 8 8 6 2 C 9 3 8 A 5 7 3 1 7 D 9 D 7 5 1 2 0 0 0 0 0 2 7 6 P lugin: » v 4 

To f i l t e r t h i s r e s u l t s e t choose 

c r i t e r i a b e l o w a n d t h e n c l i ck 

s o m e 

E v e n t t y p e f i l t e r i n g 

teddT^oaai i a a t a j d à t a t 

Action I S a v e D r a f t E m a i l l Actor -Contewt : O w n e r , Caid 

S t r e a m - D s t - P o r t : SO, S t r e a m - S r c - P o r t : 6 4 7 7 6 

i 
M| Acto r -Cor EventState : COMPLETE, Protocol : W i n d o w s L i v e W e b m a i l , Route! 

1 9 - N O V - 2 0 1 0 22 :15 :37 — webmai l e v e n t (window 

Active usei 

Action: s a v e Action type : m e s s a g e C O N T E X T R I C H A C T I O N T Y P E S 
F r o m U n k n o w n 

Locators: 

Source IPVaB 

2iLotmail.com 

Dest inat ion IPV4J 

U n k n o w n 

l ± ] M o r e 

1 9 - N o v - 2 n i U 22 :06 :32 — webmai l e v e n t (windov is l iue ) , 3 selectors 

< IN] 

fi 
Ì S 

Page 1 of 1 F i r s t P r e v i o u s 1 1 N e x t L a s t ( 1 ) C h a n g e S o r t O r d e r Q D i s p l a y S u m m a r y (¿H C S V E x p o r t 

Show only events with t h e s e 
technology types : 

• S O C I A L A N I M A L ( 6 4 4 e v e n t s ) 

• c h a t ( 4 6 3 8 e v e n t s ) 

p o p 3 ( 2 e v e n t s ) 

s m t p ( 6 e v e n t s ) 

webmail ( 2 4 3 e v e n t s ) 

And with these artinlvsT 

B e a r e r f i l t e r i n g 

T e m p o r a l f i l t e r i n g 

T D I f i l t e r i n g 

P a r t i ci p a n t c o u n t f i l té r i n g 

a c c e p t f r i e n d ( 2 e v e n t s ) 

a l ias u s e r ( 9 e v e n t s ) 

^ c h a t m e s s a g e ( 4 8 0 8 e v e n t s ) 

d o w n l o a d m e s s a g e ( 2 e v e n t s ) 

^ f t p m e s s a g e ( 1 e v e n t s ) 

l i s t f r i e n d ( 1 5 7 e v e n t s ) 

l og in u s e r ( 1 2 5 e v e n t s ) 

l o g o u t u s e r ( 1 1 9 e v e n t s ) 

o b s e r v e f r i e n d ( 3 8 e v e n t s ) 

p h o t o m e s s a g e ( 8 e v e n t s ) 

r e m o v e f r i e n d ( 2 e v e n t s ) 

r e q u e s t f r i e n d ( 1 0 e v e n t s ) 

s a v e m e s s a g e ( 4 5 e v e n t s ) 

s e n d m e s s a g e ( 1 5 3 e v e n t s ) 

^ s i p _ I N V I T E m e s s a g e ( 3 2 e v e n t s ) 

^ v i e w f o l d e r ( 9 e v e n t s ) 

v i e w m e s s a g e ( 1 3 e v e n t s ) 

SECRET STRAP1 



^GCHQI 

©WHAT FEATURES ARE WE GLI I "ING NEXT? 

• SCALE 

• GED INCLUDING NEW FILTERING • PTIDNS 

• SELECTOR PAIRS QUERY 

• BRDAD DAK ENRICHMENT 

• LDCATDR QUERY 

• EMAIL DDMAIN QUERY 

• TDS 

• DISPLAYNAMES 

SECRET STRAP1 



^ G C H Q I 

GED INC. FILTERING 

Recuits J R s s u l t ï , I 

I User A 

Results I P.e.-ijlt; | 

User A Uses* A 

5 Results : Resultai i=i Results^ *] R e s u l t a i 

User A type User A raw 
value 

display 
User B 
role 

User B type User B 

I Source IPV4 : | 

1 0 M o r e 

Destination IPV4: 

ent (Yahoo) chat message p 2 selectors 
Q PESHAWAR, PAKISTAN 

iMon, 03 Jan 2011 06:45:18 GMT - SOCIAL ANIMAL. 

¡Active u s e r Y a h o o - u n a m e ) 

I Uri k nown Ya hoo-uname 

I Locators: 

I Source IPV4: | 

I • More 

llhup 16 Dec 2010 06:00:13 GMT - SOCIAL ANIMAL event (Yahoo) chat message, 2 selectors 
¡Active u s e r : ^ ^ ^ ^ ( Y a h o o - u n a m e ) Q PESHAWAR, PAKISTAN 

I Unknown Yahoo-uname 

Unknown Yahoo-unarme 

Unknown Yahoo-unarme 

I Locators: 

I Source I P V 4 | 

1 0 M o r e 

llhup 16 Dec 2010 06:00:10 GMT - SOCIAL ANIMALevent (Yahoo) chatmessage, 2 selectors 

¡Active user: ^ ^ ^ ^ ^ ^ ^ ( Y a h o o - u n a m e ) Q PESHAWAR, PAKISTAN 

I Unknown Yahoo-un-a Unknown Yahoo-unarme 

I Locators: 

I Source I P V 4 | 

User B User B 

raw display 

value name 

Filter criteria 

To filter this result set choose some 

criteria below and then click Apply 

Event type filtering 

Bearer filtering 

Geo f i l t e r i ng 

Select all De-select all 

Show only events geo -located to tf 
following countries: 

0 M i Kazakhstan (1 events) 

Q Pakistan (39 events) 

0 United States (4 events) 

| Unknown (371 events) 

SECRET STRAP1 



SELECTOR PAIRS QUERY 
Search type || 

S e l e c t o r S e l e c t o r P a i r L o c a t o r t n n a i l d o m a i n 

•hot-mai1.com 
Ihotmail.com 

hotmail.com 
otmail. com] Miranda | 20140 

JIG Prior i ty &. Purpose T 

HRA Just i f icat ion prepar ing slides f o r t ra in ing 

Search per iod (opt iona l ) : | | | 

Filter results by matched selectors p r io r to display 

Allow wi ldcards 

Query act ive users only 

Save Query Submit query 

SECRET STRAP1 



CCHQ 

EMAIL DDMAIN QUERY 
SET RET S T R A P ! 

Search ty 

Selecto 

Jo m a i n sí 

. "Î31 

I-You ha 

• Que 

Dormair 

SOCIAL ANTHROPOID 
' P Que ry input R e s u l t s 

V E R S I O N 3 , 0 3 B E T A 

Re s u l t s i R e s u l t s : R e s u l t s ! R e s u l t s ; 

Y o u r i n p u t terms m a t c h e d 14 e v e n t s f r o m T h u , 27 J a n 2 0 1 1 0 9 : 1 2 : 3 3 GMT t o T u e , 0 1 F e b 2 0 1 1 1 6 : 4 2 : 2 0 GMT. 

Y o u m a y rest r i c t t h e se l e c to r s ma t c h i ng your input t e r m s by se l e c t i ng f r om the v a l u e s below., pr ior to p roceed ing to your que ry r e su l t s , 

Any h igh l i gh ted se l e c to r s a re n o rma l i s e d v e r s i on s of you r or ig ina l query s e e d s . 

Se l e c t al l D e - s e l s c t a l 

b r a n d o n . c o m , u a (Unknown] ) — 2 occu r rences 

b r a n d o n . c o m . u a (Ac coun tOwne r ) — 6 occu r rences 

b r a n d o n . c o m . u a (Ac coun tOwne r ) — 6 occu r rences 

r andon . com. u a ( ema i l _ a d d r e s s ) — 1 occu r rences 

b r a n d o n . c o m . u a (Ac coun tOwne r ) — 1 occu r rences 

Con t i nue 

Dreh period (optionol)i 

Filter r e s u l t ; by m a t c h e d se lectors pr ior t o d isp lay 

Query act iue u s e r ; only 

T a r g e t En r i chmen t 

/ 0 1 / 2 0 1 1 1 2 ! 4 1 ! 17 t o 0 2 / 0 2 / 2 0 1 1 | l 2 ; 4 1 ; 1 7 ... J IC Priority & Purpose INS 

H P. A J u st i f i c¿ti o n te sti n g 

Save Q u e r y S u b m i t Q u e r y 

SECRET STRAP1 



^ G C H Q I 

LOCATOR QUERY 
Search type 

Selector Selector Pair Locator Emai l d o m a i n 

L o c a t o r s e a r c h 

favet i quel les 

ï o u have 1 saved quer ies , 

IP 

• Quer ies will be au toma t i ca l l y s u b m i t t e d to all ins tances o f SOCIAL ANTHROPOID bu t NOT to SOCIAL ANIMAL, 

* For bu lk que r i es , en te r m u i t i p l e locators ( o n e per l ine) . 

* I f allow wildcards is t i c k e d , % is t r e a t e d as a nnul t i -character wildcard, 

Un l i ke o the r QFDs, rsnd \ have no specia l m e a n i n g ( to query f o r a l i tera l i s ign , uncheck 'al low wi ldcards' ra ther t h a n 'escaping 1 t h e wildcard. 

• fcy d e f a u l t , resul ts wiil be r e t u rned in which your i npu t locator appea rs in e i ther t h e Source or O the r locator co l umn 

Use t h e c h e c k b o x e s below to change which of t h e source, o the r a n d d e s t i n a t i o n co lumns you query . 

* Se lect ing "Search all t y p e s " will re tu rn all m a t c h e s regard less of t h e locator t ype , 

W h e n "Search all t y p e s " is f a l s e , you m u s t se lec t a t l eas t one t ype . Locators have t o m a t c h one of t h e s e t y p e s to he re tu rned . Y o u can only pick t h e t y p e s t h a t are ava i l ab le f o r t h e d a t a b a s e co lumns. ; (source, 

d e s t i n a t i o n a n d / o r o the r ) you have se lec ted. 

Locators i Types to que ry ; 

Cell - G l o b a l - I d e n t i f i e r 

D e s t - I P - A d d r e s s 

D e s t - P o i n t - C o d e 

F l i gh t -Number 

INMAR SAT-Sera ice-

Search pe r iod ( o p t i o n a l ) : 

Aliow wildcards 

Search all t y p e s 

Target En r i chmen t 

to 

Query f o r s o u r c e l o c a t o r ; 

Query f o r o i h e r s o u r c e locators 

Query f o r d e s t i n a t i o n locators 

2 0 1 4 0 Mi randa 

J IC Priority & Purpose INS 

HRA Jus t i f i ca t ion t e s t i n g 

Save Que ry S u b m i t Qi iei-y 



a I n n 
f Change Sort: Order Summary iispia1/ Name; Expert 

n a t i o n A c t 2DGD ( F O I A ) and may be e n e m t f t ' j m l t r o t h e r UK i n f o r m a t i o n i e q i s l - j n . 

U i J i s p l a y N a m e ; S u m m a r y 

l f } i s p ! a y N a m e S u m m a r y 

ISummary of all selectors with display names within th is result set. 

T D S G E N E R A T I O N 

I s b r v i c c ^ y o u t u b e . c o n i ( U n k n o w n ) 

lYouTube Service — 1 occurrerices 

p u s l i m a i r i a t o r . c e m l ì .co . u k ( U n k n o w n ) 

iMus l im Aid — 2 occurrences 

W D R K • N A 

P R O F I L E / S U M M A R Y 

Q U E R Y 

t h o t m i 3 i l . c o m ( U w n e : * ) 

Shotmail, com — 248 occurrences 

P h o t m a i l . c f t f r i ( U n k n o w n ) 

I— 1 occurrences 

I ' h o t m a i l . c o m ( U n k n o w n ) 

— 1 occurrences 

i j l . c o m ( A c c o u n t O w n e r ) 

I - 2 1 occurrences 

¡ " h o t n i a i l . c o m ( U n k n o w n ) 

Iho tmai l , conn — 1 occurrences 

SECRET STRAP1 



CCHQ V i s u a l i s a t i o n s 
H o m e jiillahoration ; i g ) ^ . 

Analysis - Communications be tween identifiers 

• i r a 

'm 

Ana lys is - de ta i l ed g r a p h 

© •> 0 s » m E M 

1 3 

.Send instant 
message 

2Ü10-09-01 
¡20:39:47.0 

@hotr f ÏA j I . c a m 

0 

Identifier Pairs [Arialysis - Activities] mm 
T] Date / Time Data Source A Type A Value 

e 
Ûl-Sep-2G10 20:39:47 SOCIAL ANTHROPOID Email address ^^^^^^^K^hotmai l .ccm 
Ül-Sep-2010 20:39:47 SOCIAL ANTHROPOID Emaii address ^^^^^^^^fehotmai l .com 
Ül-Sep-2010 20:39:47 SOCIAL ANTHROPOID Email address 

01-Sep-2010 20:39:33 
01-Sep-2010 20:39:33 

SOCIAL ANTHROPOID 
SOCIAL ANTHROPOID 

Email address ^ ^ ^ ^ ^ ^ ^ H ^ l i v e . s e 
Email address ^^^^^^^^Hp l i ve . se 

01-Sep-2010 20:39:33 
01-Sep-2010 20:39:33 

SOCIAL ANTHROPOID 
SOCIAL ANTHROPOID 

Email address ^ ^ ^ ^ ^ ^ ^ H ^ l i v e . s e 
Email address ^ ^ ^ ^ ^ ^ ^ H ^ l l v e . s e 

Úl-Sep-2G1Ü 20:39:20 SOCIAL ANTHROPOID Email address 
m -Sep -201Ü 20:39:20 SOCIAL ANTHROPOID Email address 
01 -Sep-2010 20:39:20 SOCIAL ANTHROPOID Email address 

Ftt/tn 

Ì 
£ 

" ' s * 

'vT 

S e n d instant 
message 

2010-09-01 
20:39:20.0á 

S e n d ins tant 
message 

2010-09-01 
20:40:41.0 

Conversa t ion 
2010-09-01 
20:39:10.0 
Conta ins S 

i t ems 

R e c e íve d 

S i 
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^GCHQI 

® RDLL DUT PLAN. 

• TRANCHE 1 - WC 2 4 JAN 1 • • USERS 

• TRANCHE 2 - WC 3 1 JAN 2 6 • USERS 

• TRANCHE 3 - WC V F EB 1 • • USERS 

• TRANCHE 4 - WC 1 4 FEB MOP UP USERS 

• RDLLDUT TO SALAMANCA USERS WILL 

FDLLDW 

SECRET STRAP1 



spfr»-

^GCHQI 

Users: 

Business Change: 
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