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Please take notice that plaintiffs Carolyn Jewel, Erik Knutzen and Joice Walton (“plaintiffs-

appellants”) hereby appeal to the United States Court of Appeals for the Ninth Circuit from the 

district court’s judgment entered in this action pursuant to Federal Rule of Civil Procedure 54(b) on 

May 21, 2015 (ECF No. 328) and the district court’s earlier order on which the judgment is based 

(ECF No. 321), which granted partial summary judgment to the government entity and official-

capacity defendants and denied plaintiffs-appellants’ motion for partial summary judgment, and all 

prior interlocutory rulings that are merged into the district court’s judgment.   

Plaintiffs-appellants’ Representation Statement is attached to this Notice as required by 

Ninth Circuit Rule 3-2(b). 
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REPRESENTATION STATEMENT 

 Plaintiffs-appellants submit this Representation Statement pursuant to Rule 12(b) of the 

Federal Rules of Appellate Procedure and Ninth Circuit Rule 3-2(b). The counsel for plaintiffs 

designated below represent plaintiffs-appellants Carolyn Jewel, Erik Knutzen and Joice Walton.  

The counsel for plaintiffs designated below also represent plaintiffs who are not appellants for 

purposes of this appeal: Tash Hepting and Young Boon Hicks, as executrix of the estate of Gregory 
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counsel by name, address, telephone number and email where appropriate. 
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Pursuant to the Court’s December 16, 2014 Order (ECF No. 309), plaintiffs submit the 

following attached authorities on which they intend to rely at the December 19, 2014 hearing on 

the parties’ cross-motions for partial summary judgment. 

Exhibit A: Privacy and Civil Liberties Oversight Board, Report on the Surveillance 
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Part 2: 

EXECUTIVE SUMMARY 

  

 In 2008, Congress enacted the FISA Amendments Act, which made changes to the 

Foreign Intelligence Surveillance Act of 1978 (“FISA”). Among those changes was the 

addition of a new provision, Section 702 of FISA, permitting the Attorney General and the 

Director of National Intelligence to jointly authorize surveillance conducted within the 

United States but targeting only non-U.S. persons reasonably believed to be located outside 

the United States. The Privacy and Civil Liberties Oversight Board (“PCLOB”) began 

reviewing implementation of the FISA Amendments Act early in 2013, shortly after the 

Board began operations as an independent agency.9 The PCLOB has conducted an in-depth 

review of the program now operated under Section 702, in pursuit of the Board’s mission 

to review executive branch actions taken to protect the nation from terrorism in order to 

ensure “that the need for such actions is balanced with the need to protect privacy and civil 

liberties.”10 This Executive Summary outlines the Board’s conclusions and 

recommendations. 

 

I. Overview of the Report 

A.  Description and History of the Section 702 Program 

 Section 702 has its roots in the President’s Surveillance Program developed in the 

immediate aftermath of the September 11th attacks. Under one aspect of that program, 

which came to be known as the Terrorist Surveillance Program (“TSP”), the President 

authorized interception of the contents of international communications from within the 

United States, outside of the FISA process. Following disclosures about the TSP by the press 

in December 2005, the government sought and obtained authorization from the Foreign 

Intelligence Surveillance Court (“FISA court”) to conduct, under FISA, the collection that 

had been occurring under the TSP. Later, the government developed a statutory framework 

specifically designed to authorize this collection program. After the enactment and 

expiration of a temporary measure, the Protect America Act of 2007, Congress passed the 

FISA Amendments Act of 2008, which included the new Section 702 of FISA. The statute 

                                                           
9  See Privacy and Civil Liberties Oversight Board, Minutes of Open Meeting of March 5, 2013, at 4-5, 
available at http://www.pclob.gov/SiteAssets/meetings-and-events/5-march-2013-public-
meeting/5%20March%202013%20Meeting%20Minutes.pdf.  

10  42 U.S.C. § 2000ee(c)(1). 
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provides a procedural framework for the targeting of non-U.S. persons reasonably believed 

to be located outside the United States to acquire foreign intelligence information.  

 Section 702 permits the Attorney General and the Director of National Intelligence 

to jointly authorize surveillance targeting persons who are not U.S. persons, and who are 

reasonably believed to be located outside the United States, with the compelled assistance 

of electronic communication service providers, in order to acquire foreign intelligence 

information. Thus, the persons who may be targeted under Section 702 cannot 

intentionally include U.S. persons or anyone located in the United States, and the targeting 

must be conducted to acquire foreign intelligence information as defined in FISA. Executive 

branch authorizations to acquire designated types of foreign intelligence under Section 702 

must be approved by the FISA court, along with procedures governing targeting decisions 

and the handling of information acquired. 

 Although U.S. persons may not be targeted under Section 702, communications of or 

concerning U.S. persons may be acquired in a variety of ways. An example is when a U.S. 

person communicates with a non-U.S. person who has been targeted, resulting in what is 

termed “incidental” collection. Another example is when two non-U.S. persons discuss a 

U.S. person. Communications of or concerning U.S. persons that are acquired in these ways 

may be retained and used by the government, subject to applicable rules and requirements. 

The communications of U.S. persons may also be collected by mistake, as when a U.S. 

person is erroneously targeted or in the event of a technological malfunction, resulting in 

“inadvertent” collection. In such cases, however, the applicable rules generally require the 

communications to be destroyed.  

 Under Section 702, the Attorney General and Director of National Intelligence make 

annual certifications authorizing this targeting to acquire foreign intelligence information, 

without specifying to the FISA court the particular non-U.S. persons who will be targeted. 

There is no requirement that the government demonstrate probable cause to believe that 

an individual targeted is an agent of a foreign power, as is generally required in the 

“traditional” FISA process under Title I of the statute. Instead, the Section 702 certifications 

identify categories of information to be collected, which must meet the statutory definition 

of foreign intelligence information. The certifications that have been authorized include 

information concerning international terrorism and other topics, such as the acquisition of 

weapons of mass destruction.  

 Section 702 requires the government to develop targeting and “minimization” 

procedures that must satisfy certain criteria. As part of the FISA court’s review and 

approval of the government’s annual certifications, the court must approve these 

procedures and determine that they meet the necessary standards. The targeting 

procedures govern how the executive branch determines that a particular person is 

reasonably believed to be a non-U.S. person located outside the United States, and that 
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Part 3: 

DESCRIPTION AND HISTORY 

 

I. Genesis of the Section 702 Program 

As it exists today, the Section 702 program can trace its lineage to two prior 

intelligence collection programs, both of which were born of counterterrorism efforts 

following the attacks of September 11, 2001. The first, and more well-known, of these two 

efforts was a program to acquire the contents of certain international communications, 

later termed the Terrorist Surveillance Program (“TSP”). In October 2001, President 

George W. Bush issued a highly classified presidential authorization directing the NSA to 

collect certain foreign intelligence by electronic surveillance in order to prevent acts of 

terrorism within the United States, based upon a finding that an extraordinary emergency 

existed because of the September 11 attacks. Under this authorization, electronic 

surveillance was permitted within the United States for counterterrorism purposes without 

judicial warrants or court orders for a limited number of days.16 President Bush authorized 

the NSA to (1) collect the contents of certain international communications, a program that 

was later referred to as the TSP, and (2) collect in bulk non-content information, or 

“metadata,” about telephone and Internet communications.17 The acquisition of telephone 

metadata was the forerunner to the Section 215 calling records program discussed in a 

prior report by the Board. 

 The President renewed the authorization for the NSA’s activities in early November 

2001. Thereafter, the authorization was renewed continuously, with some modifications 

and constrictions to the scope of the authorized collection, approximately every thirty to 

sixty days until 2007. Each presidential authorization included the finding that an 

extraordinary emergency continued to exist justifying ongoing warrantless surveillance. 

Key members of Congress and the presiding judge of the Foreign Intelligence Surveillance 

Court (“FISC” or “FISA court”) were briefed on the existence of the program. The collection 

of communications content and bulk metadata under these presidential authorizations 

became known as the President’s Surveillance Program. According to a 2009 report by the 

inspectors general of several defense and intelligence agencies, over time, “the program 

                                                           
16  See DNI Announces the Declassification of the Existence of Collection Activities Authorized by 
President George W. Bush Shortly After the Attacks of September 11, 2001 (Dec. 21, 2013) (“Dec. 21 DNI 
Announcement”), available at http://icontherecord.tumblr.com/post/70683717031/dni-announces-the-
declassification-of-the.  

17  See Dec. 21 DNI Announcement, supra. 
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became less a temporary response to the September 11 terrorist attacks and more a 

permanent surveillance tool.”18 

 In December 2005, the New York Times published articles revealing the TSP, i.e., the 

portion of the President’s Surveillance Program that involved intercepting the contents of 

international communications. In response to these revelations, President Bush confirmed 

the existence of the TSP,19 and the Department of Justice issued a “white paper” outlining 

the legal argument that the President could authorize these interceptions without 

obtaining a warrant or court order.20 Notwithstanding this legal argument, the government 

decided to seek authorization under the Foreign Intelligence Surveillance Act (“FISA”) to 

conduct the content collection that had been occurring under the TSP.21 In January 2007, 

the FISC issued orders authorizing the government to conduct certain electronic 

surveillance of telephone and Internet communications carried over listed communication 

facilities where, among other things, the government made a probable cause determination 

regarding one of the communicants, and the email addresses and telephone numbers to be 

tasked were reasonably believed to be used by persons located outside the United States.22  

The FISC’s order, referred to as the “Foreign Telephone and Email Order,” in effect 

replaced the President’s authorization of the TSP, and the President made no further 

reauthorizations of the TSP.23 When the government sought to renew the January 2007 

Foreign Telephone and Email Order, however, a different judge on the FISC approved the 

program, but on a different legal theory that required changes in the collection program.24 

Specifically, in May 2007 the FISC approved a modified version of the Foreign Telephone 

and Email Order in which the court, as opposed to the government, made probable cause 

determinations regarding the particular foreign telephone numbers and email addresses 

that were to be used to conduct surveillance under this program.25 Although the modified 

                                                           
18  See UNCLASSIFIED REPORT ON THE PRESIDENT’S SURVEILLANCE PROGRAM, PREPARED BY THE OFFICE OF 

INSPECTORS GENERAL OF THE DEPARTMENT OF DEFENSE, DEPARTMENT OF JUSTICE, CENTRAL INTELLIGENCE AGENCY, 
NATIONAL SECURITY AGENCY, AND THE OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE, at 31 (2009). 

19  See, e.g., President’s Radio Address (Dec. 17, 2005), available at http://georgewbush-
whitehouse.archives.gov/news/releases/2005/12/20051217.html. 

20  Legal Authorities Supporting the Activities of the National Security Agency Described by the 
President (January 19, 2006), available at http://www.justice.gov/olc/opiniondocs/nsa-white-paper.pdf. 

21  See Dec. 21 DNI Announcement, supra.  

22  Declassified Certification of Attorney General Michael B. Mukasey, at ¶ 37, In re National Security 
Agency Telecommunications Records Litigation, MDL Dkt. No. 06-1791-VRW (N.D. Cal. Sept. 19, 2008) (“2008 
Mukasey Decl.”), available at 
http://www.dni.gov/files/documents/0505/AG%20Mukasey%202008%20Declassified%20Declaration.pdf.  

23  2008 Mukasey Decl., supra, at ¶ 37. 

24  2008 Mukasey Decl., supra, at ¶ 38 & n.20. 

25  2008 Mukasey Decl., supra, at ¶ 38. 
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Foreign Telephone and Email Order permitted the government to add newly discovered 

telephone numbers and email addresses without an individual court order in advance,26 

the government assessed that the restrictions of the order, particularly after the May 2007 

modifications, was creating an “intelligence gap.”27  

 Separate from, but contemporaneous with, the TSP and the Foreign Telephone and 

Email Orders, a second collection effort was being undertaken. Specifically, the government 

used the then-existing FISA statute to obtain individual court orders to compel private 

companies to assist the government in acquiring the communications of individuals located 

overseas who were suspected of engaging in terrorism and who used United States–based 

communication service providers.28 The government stated that it and the Foreign 

Intelligence Surveillance Court (FISC) expended “considerable resources” to obtain court 

orders based upon a probable cause showing that these overseas individuals met the legal 

standard for electronic surveillance under FISA,29 i.e., that the targets were agents of a 

foreign power (such as an international terrorist group) and that they used the specific 

communication facilities (such as email addresses) regarding which the government was 

seeking to conduct electronic surveillance.30 The persons targeted by these efforts were 

located outside the United States, and the communications being sought were frequently 

with others who were also located outside the United States.31  

Drafting applications that demonstrated satisfaction of this probable cause 

standard, the government has asserted, slowed and in some cases prevented the 

acquisition of foreign intelligence information.32 The government has not disclosed the 

scale of this second effort to target foreign individuals using traditional FISA electronic 

surveillance authorities, but in the years following the passage of the Protect America Act 

of 2007 and the FISA Amendments Act of 2008, which eliminated the requirement for the 

                                                           
26  2008 Mukasey Decl., supra, at ¶ 38. 

27  See S. Rep. No. 110-209, at 5 (2007) (stating that “the DNI informed Congress that the decision . . . had 
led to degraded capabilities”); Eric Lichtblau, James Risen, and Mark Mazzetti, Reported Drop in Surveillance 
Spurred a Law, NEW YORK TIMES (Aug. 11, 2007) (reporting on Administration interactions with Congress that 
led to the enactment of the Protect America Act, including reported existence of an “intelligence gap”). 

28  Statement of Kenneth L. Wainstein, Assistant Attorney General, Senate Select Committee on 
Intelligence Hearing On Modernization of the Foreign Intelligence Surveillance Act, at 6-7 (May 1, 2007) (“May 
2007 Wainstein Statement”), available at http://www.intelligence.senate.gov/070501/wainstein.pdf. 

29  May 2007 Wainstein Statement, supra, at 6-7. 

30  50 U.S.C. § 1805(a)(2). 

31  May 2007 Wainstein Statement, supra, at 7. 

32  See, e.g., May 2007 Wainstein Statement, supra, at 7. 
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government to seek such individual orders, the total number of FISA electronic surveillance 

applications approved by the FISC dropped by over forty percent.33 

 In light of the perceived growing inefficiencies of obtaining FISC approval to target 

persons located outside the United States, in the spring of 2007 the Bush Administration 

proposed modifications to FISA.34 Reports by the Director of National Intelligence to 

Congress that implementation of the FISC’s May 2007 modifications to the Foreign 

Telephone and Email Order had resulted in “degraded” acquisition of communications, 

combined with reports of a “heightened terrorist threat environment,” accelerated 

Congress’ consideration of these proposals.35 In August 2007, Congress enacted and the 

President signed the Protect America Act of 2007,36 a legislative forerunner to what is now 

Section 702 of FISA. The Protect America Act was a temporary measure that was set to 

expire 180 days after its enactment.37  

 The government transitioned the collection of communications that had been 

occurring under the Foreign Telephone and Email Orders (previously the TSP) and some 

portion of the collection targeting persons located outside the United States that had been 

occurring under individual FISA orders to directives issued under the Protect America 

Act.38 The Protect America Act expired in February 2008,39 but existing Protect America Act 

certifications remained in effect until they expired.40 

 Shortly after passage of the Protect America Act, efforts began to replace it with a 

more permanent statute.41 After substantial debate, in July 2008 Congress enacted and 

President Bush signed into law the FISA Amendments Act of 2008.42 The FISA Amendments 

                                                           
33  Compare 2007 ANNUAL FISA REPORT (2,371 Title I FISA applications in 2007), available at 
http://www.fas.org/irp/agency/doj/fisa/2007rept.pdf  with 2009 ANNUAL FISA REPORT (1,329 Title I FISA 
applications in 2009), available at http://www.fas.org/irp/agency/doj/fisa/2009rept.pdf. 

34  See S. Rep. No. 110-209, at 2, 5 (noting Administration’s submission of proposed modifications in 
April 2007); see generally May 2007 Wainstein Statement, supra; Statement of J. Michael McConnell, Director 
of National Intelligence, Before the Senate Select Committee on Intelligence (May 1, 2007), available at 
http://www.intelligence.senate.gov/070501/mcconnell.pdf. 

35  See S. Rep. No. 110-209, at 5. 

36  Pub. L. No. 110-55; 121 Stat. 552 (2007) (“Protect America Act”). 

37  Protect America Act § 6(c). 

38  2008 Mukasey Decl., supra, at ¶ 13 & n.22. 

39  See Protect America Act—Extension, Pub. L. No. 110-182, 122 Stat. 605 (2008) (extending Protect 
America Act for two weeks). 

40  Protect America Act § 6. 

41  See, e.g., Press Release, The White House, President Bush Discusses the Protect America Act of 2007 
(Sept. 19, 2007), available at http://georgewbush-
whitehouse.archives.gov/news/releases/2007/09/20070919.html; S. Rep. No. 110-209, at 5.  

42  Pub L. No. 110-261, 122 Stat. 2436 (2008). 
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Act replaced the expired Protect America Act provisions with the new Section 702 of FISA. 

The authorities and limitations of Section 702 are discussed in detail in this Report. In 

addition to Section 702, the FISA Amendments Act of 2008 also enacted Sections 703 and 

704 of FISA, which required judicial approval for targeting U.S. persons located abroad in 

order to acquire foreign intelligence information.43  

 After passage of the FISA Amendments Act, the government transitioned the 

collection activities that had been conducted under the Protect America Act to Section 

702.44 Section 702, as well as the other provisions of FISA enacted by the FISA 

Amendments Act, were renewed in December 2012, and are currently set to expire in 

December 2017.45 

 

II. Statutory Structure: What Does Section 702 Authorize? 

 The Foreign Intelligence Surveillance Act is a complex law, and Congress’ 

authorization of surveillance under Section 702 of FISA is no exception. In one sentence, 

the statutory scope of Section 702 can be defined as follows: Section 702 of FISA permits 

the Attorney General and the Director of National Intelligence to jointly authorize the 

(1) targeting of persons who are not United States persons, (2) who are reasonably 

believed to be located outside the United States, (3) with the compelled assistance of an 

electronic communication service provider, (4) in order to acquire foreign intelligence 

information.46 Each of these terms is, to various degrees, further defined and limited by 

other aspects of FISA. Congress also imposed a series of limitations on any surveillance 

conducted under Section 702. The statute further specifies how the Attorney General and 

Director of National Intelligence may authorize such surveillance, as well as the role of the 

FISC in reviewing these authorizations. This section describes this complex statutory 

framework.  

 A.  Statutory Definitions and Limitations 

 Our description of Section 702’s statutory authorization begins by breaking down 

the four-part sentence above.  

 First, Section 702 authorizes the targeting of persons.47 FISA does not define what 

constitutes “targeting,” but it does define what constitutes a “person.” Persons are not only 

                                                           
43  50 U.S.C. §§ 1881b, 1881c. 

44  2008 Mukasey Decl., supra, at ¶ 40 & n.22. 

45  FISA Amendments Act Reauthorization Act of 2012, Pub. L. No. 112-238, 126 Stat. 1631 (2012). 

46  50 U.S.C. § 1881a(a), (b)(3), (g)(2)(A)(vi). 

47  50 U.S.C. § 1881a(a). 
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D.  Directives 

 As noted above, Section 702 targeting may occur only with the assistance of 

electronic communication service providers. Once Section 702 acquisition has been 

authorized, the Attorney General and the Director of National Intelligence send written 

directives to electronic communication service providers compelling the providers’ 

assistance in the acquisition.109 Providers that receive a Section 702 directive may 

challenge the legality of the directive in the FISC.110 The government may likewise file a 

petition with the FISC to compel a provider that does not comply with a directive to assist 

the government’s acquisition of foreign intelligence information.111 The FISC’s decisions 

regarding challenges and enforcement actions regarding directives are appealable to the 

Foreign Intelligence Surveillance Court of Review (“FISCR”), and either the government or 

a provider may request that the United States Supreme Court review a decision of the 

FISCR.112  

 

III. Acquisition Process: How Does Section 702 Surveillance Actually Work? 

 Once a Section 702 certification has been approved, non-U.S. persons reasonably 

believed to be located outside the United States may be targeted to acquire foreign 

intelligence information within the scope of that certification. The process by which non-

U.S. persons are targeted is detailed in the next section. This section describes how Section 

702 acquisition takes place once an individual has been targeted. 

 A.  Targeting Persons by Tasking Selectors 

The Section 702 certifications permit non-U.S. persons to be targeted only through 

the “tasking” of what are called “selectors.” A selector must be a specific communications 

facility that is assessed to be used by the target, such as the target’s email address or 

telephone number.113 Thus, in the terminology of Section 702, people (non-U.S. persons 

reasonably believed to be located outside the United States) are targeted; selectors (e.g., 

email addresses, telephone numbers) are tasked. The users of any tasked selector are 

                                                           
109  50 U.S.C. § 1881a(h). 

110  50 U.S.C. § 1881a(h)(4). 

111   50 U.S.C. § 1881a(h)(5). 

112  50 U.S.C. § 1881a(h)(6). However, as noted in the Board’s Section 215 report, to date, only two cases 
have been appealed to the FISCR. One, In re Directives Pursuant to Section 105B of the Foreign Intelligence 
Surveillance Act, 551 F.3d 1004 (FISA Ct. Rev. 2008), involved a directive under the Protect America Act, the 
predecessor to Section 702, but none have involved Section 702. Nor has the U.S. Supreme Court ever 
considered the merits of a FISA order or ruled on the merits of any challenge to FISA. 

113  See AUGUST 2013 JOINT ASSESSMENT, supra, at A-2; NSA DCLPO REPORT, supra, at 4; The Intelligence 
Community’s Collection Programs Under Title VII of the Foreign Intelligence Surveillance Act, supra, at 3. 
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“target” of a traditional FISA electronic surveillance “is the individual or entity . . . about 

whom or from whom information is sought.”137 

There are technical reasons why “about” collection is necessary to acquire even 

some communications that are “to” and “from” a tasked selector. In addition, some types of 

“about” communications actually involve Internet activity of the targeted person.138 The 

NSA cannot, however, distinguish in an automated fashion between “about” 

communications that involve the activity of the target from communications that, for 

instance, merely contain an email address in the body of an email between two non-

targets.139 

 In order to acquire “about” communications while complying with Section 702’s 

prohibition on intentionally acquiring known domestic communications, the NSA is 

required to take additional technical steps that are not required for other Section 702 

collection. NSA is required to use other technical means, such as Internet protocol (“IP”) 

filters, to help ensure that at least one end of an acquired Internet transaction is located 

outside the United States.140 If, for example, a person located in Chicago sent an email to a 

friend in Miami that mentioned the tasked selector “JohnTarget@example.com,” the IP 

filters (or comparable technical means) are designed to prevent the acquisition of this 

communication. The IP filters, however, do not operate perfectly,141 and may fail to filter 

out a domestic communication before it is screened against tasked selectors. A United 

States-based user, for example, may send a communication (intentionally or otherwise) via 

a foreign server even if the intended recipient is also in the United States.142 As such, the 

FISC has noted the government’s concession that in the ordinary course of acquiring single 

communications, wholly domestic communications could be acquired as much as 0.197% 

of the time.143 While this percentage is small, the FISA court estimated in 2011 that the 

                                                           
137  See In re Sealed Case, 310 F. 3d 717, 740 (FISA Ct. Rev. 2002) (quoting H.R. Rep. 95-1283, at 73 
(1978)); see also PCLOB March 2014 Hearing Transcript, supra, at 55 (statement of Brad Wiegmann, Deputy 
Assistant Attorney General, National Security Division, DOJ) (confirming the FISC had held that targeting 
includes communications about a particular selector that are not necessarily to or from that selector).  

138  Bates October 2011 Opinion, supra, at 37-38, 2011 WL 10945618, at *12 (describing the types of 
acquired Internet transactions and noting that a subset involve transactions of the target). 

139  Bates October 2011 Opinion, supra, at 31, 43, 2011 WL 10945618, at *10, *14 (describing limitations 
on what can be distinguished at the acquisition stage). 

140  Bates October 2011 Opinion, supra, at 33, 2011 WL 10945618, at *11 (regarding the “technical 
measures” that NSA uses to prevent the acquisition of upstream collection of domestic communications); NSA 

DCLPO REPORT, supra, at 5-6 (acknowledging that IP filters are used to prevent the acquisition of domestic 
communications). 

141  December 2011 Joint Statement, supra, at 7 (acknowledging measures to prevent acquisition of 
domestic communications “are not perfect”). 

142  Bates October 2011 Opinion, supra, at 34-35 n.33, 2011 WL 10945618, at *11 n.33. 

143  Bates October 2011 Opinion, supra, at 34 n.32, 2011 WL 10945618, at *11 n.32. 
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overall number of communications the government acquires through Section 702 

upstream collection could result in the government acquiring as many as tens of thousands 

of wholly domestic communications per year.144  

In addition, wholly domestic communications could also be acquired because they 

were embedded in a larger multi-communication transaction (“MCT”), the subject of the 

next section. 

3. Upstream Collection of Internet Communications: Multi-Communication 

Transactions (“MCTs”) 

 While the NSA’s upstream collection is intended to acquire Internet communications, 

it does so through the acquisition of Internet transactions. The difference between 

communications and transactions is a significant one, and the government’s failure to 

initially distinguish and account for this distinction caused the FISA court to misunderstand 

the nature of the collection for over two years, and later to find a portion of the Section 702 

program to be unconstitutional.  

The NSA-designed upstream Internet collection devices acquire transactions as they 

cross the Internet. An Internet transaction refers to any set of data that travels across the 

Internet together such that it may be understood by a device on the Internet.145 An Internet 

transaction could consist of a single discrete communication, such as an email that is sent 

from one server to another. Such communications are referred to as single communication 

transactions (SCTs).146 Of the upstream Internet transactions that the NSA acquired in 

2011, approximately ninety percent were SCTs.147  

In other instances, however, a single Internet transaction might contain multiple 

discrete communications. These transactions are referred to as MCTs.148 If a single discrete 

communication within an MCT is to, from, or about a Section 702–tasked selector, and at 

least one end of the transaction is foreign, the NSA will acquire the entire MCT.149  

If the acquired MCT is a transaction between the Section 702 target (who is assessed 

to be a non-U.S. person located outside the United States and is targeted to acquire foreign 

intelligence information falling under one of the approved certifications) and a server, then 

                                                           
144   Bates October 2011 Opinion, supra, at 34 n.32, 2011 WL 10945618, at *11 n.32; December 2011 Joint 
Statement, supra, at 7. 

145  See Bates October 2011 Opinion, supra, at 28 n.23, 2011 WL 10945618, at *9 n.23 (quoting 
government characterization of what constitutes an Internet transaction). 

146   Bates October 2011 Opinion, supra, at 27-28, 2011 WL 10945618, at *9. 

147   Bates October 2011 Opinion, supra, at 34 n.32, 2011 WL 10945618, at *11 n.32. 

148   Bates October 2011 Opinion, supra, at 28, 2011 WL 10945618, at *9. 

149   December 2011 Joint Statement, supra, at 7. 
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all of the discrete communications acquired within the MCT are also communications to or 

from the target. Based on a statistical sample conducted by the NSA, the FISC estimated 

that as of 2011 the NSA acquired between 300,000 and 400,000 such MCTs every year (i.e., 

MCTs where the “active user,”150 was the target him or herself).151  

When the acquired MCT is not a transaction between the target and the server, but 

instead a transaction between another individual and a server that happens to include a 

Section 702 tasked selector, the MCT may “include communications that are not about a 

tasked selector and may have no relationship, or no more than an incidental relationship to 

the [tasked] selector.”152 These non-target MCTs break down into three categories. Based 

on the NSA’s statistical study, the FISC estimated that (as of 2011) the NSA acquired at least 

1.3 million MCTs each year where the user who caused the transaction to occur was not the 

target, but was located outside the United States.153 Using this same statistical analysis, the 

FISA court estimated that the NSA would annually acquire an additional approximately 

7,000 to 8,000 MCTs of non-targeted users who were located in the United States, and 

between approximately 97,000 and 140,000 MCTs each year where NSA would not be able 

to determine whether the user who caused the transaction to occur was located inside or 

outside the United States.154  

 The NSA’s acquisition of MCTs is a function of the collection devices it has designed. 

Based on government representations, the FISC has stated that the “NSA’s upstream 

Internet collection devices are generally incapable of distinguishing between transactions 

containing only a single discrete communication to, from, or about a tasked selector and 

transactions containing multiple discrete communications, not all of which are to, from, or 

about a tasked selector.”155 While some distinction between SCTs and MCTs can be made 

with respect to some communications in conducting acquisition, the government has not 

been able to design a filter that would acquire only the single discrete communications 

within transactions that contain a Section 702 selector. This is due to the constant changes 

in the protocols used by Internet service providers and the services provided.156 If time 

                                                           
150  The “active user” is the actual human being who is interacting with a server to engage in an Internet 
transaction. 

151  Bates October 2011 Opinion, supra, at 38, 2011 WL 10945618, at *12. 

152  December 2011 Joint Statement, supra, at 7. 

153  Bates October 2011 Opinion, supra, at 39, 2011 WL 10945618, at *12. 

154   Bates October 2011 Opinion, supra, at 38-40, 2011 WL 10945618, at *12. With respect to this last 
category, the unidentified user could be the Section 702 target. Id. at 38, 40-41, 2011 WL 10945618, at *12. 

155  Bates October 2011 Opinion, supra, at 31, 2011 WL 10945618, at *10. In 2011, the NSA was able to 
determine that approximately 90 percent of all upstream Internet transactions consisted of SCTs as the result 
of a post-acquisition statistical sample that required a manual review. Id. at 34 n.32, 2011 WL 10945618, 
at *11. 

156   Bates October 2011 Opinion, supra, at 32, 2011 WL 10945618, at *10.  
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were frozen and the NSA built the perfect filter to acquire only single, discrete 

communications, that filter would be out-of-date as soon as time was restarted and a 

protocol changed, a new service or function was offered, or a user changed his or her 

settings to interact with the Internet in a different way. Conducting upstream Internet 

acquisition will therefore continue to result in the acquisition of some communications that 

are unrelated to the intended targets. 

 The fact that the NSA acquires Internet communications through the acquisition of 

Internet transactions, be they SCTs or MCTs, has implications for the technical measures, 

such as IP filters, that the NSA employs to prevent the intentional acquisition of wholly 

domestic communications. With respect to SCTs, wholly domestic communications that are 

routed via a foreign server for any reason are susceptible to Section 702 acquisition if the 

SCT contains a Section 702 tasked selector.157 With respect to MCTs, wholly domestic 

communications also may be embedded within Internet transactions that also contain 

foreign communications with a Section 702 target. The NSA’s technical means for filtering 

domestic communications cannot currently discover and prevent the acquisition of such 

MCTs.158 

 Because of the greater likelihood that upstream collection of Internet transactions, 

in particular MCTs, will result in the acquisition of wholly domestic communications and 

extraneous U.S. person information, there are additional rules governing the querying, 

retention, and use of such upstream data in the NSA minimization procedures. These 

additional procedures are discussed below.  

 

IV. Targeting Procedures: Who May Be Targeted? How? And Who Decides? 

 As is discussed above, the government targets persons under Section 702 by tasking 

selectors — communication facilities, such as email addresses and telephone numbers — 

that the government assesses will be used by those persons to communicate or receive 

foreign intelligence information that falls within one of the authorized Section 702 

certifications.159 Under Section 702, this targeting process to determine which persons are 

(1) non-U.S. persons, that are (2) reasonably believed to be located outside the United 

States, who will (3) use the tasked selectors to communicate or receive foreign intelligence 

                                                           
157  Bates October 2011 Opinion, supra, at 34-35, n.32 & n.33; id. at 45, 2011 WL 10945618, at *11 
(“[T]he government readily concedes that NSA will acquire a wholly domestic “about” communication if the 
transaction containing the communication is routed through an international Internet link being monitored 
by NSA or is routed through a foreign server.”) 

158  Bates October 2011 Opinion, supra, at 45, 47, 2011 WL 10945618, at *15. 

159  See, e.g., AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at A-2. 
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I, Richard R. Wiebe, do hereby declare: 

1. I am a member in good standing of the Bar of the State of California and the bar of 

this Court.  I am counsel to plaintiffs in this action.  Except as otherwise stated below, I could and 

would testify competently to the following.   

2. Exhibit A:  Attached hereto as Exhibit A is a true and correct copy of pages 33-34 

of the Privacy and Civil Liberties Oversight Board, Report on the Surveillance Program Operated 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act (July 2, 2014) (“PCLOB 702 

Report”), available at http://www.pclob.gov/All Documents/Report on the Section 702 

Program/PCLOB-Section-702-Report.pdf.   

3. Exhibit B:  Attached hereto as Exhibit B is a true and correct copy of AT&T Inc.’s 

transparency report for the first half of 2014, available at 

http://about.att.com/content/dam/csr/PDFs/ATT_Transparency%20Report_July%202014.pdf. 

4. Exhibit C:  Attached hereto as Exhibit C is a true and correct copy of an excerpt 

from the court reporter’s transcript of the hearing held June 24, 2006 in the United States District 

Court for the Northern District of California before Chief District Judge Vaughn R. Walker in the 

related action of Hepting v. AT&T, No. 06-CV-0672-VRW. 

I declare under penalty of perjury under the laws of the United States that the foregoing is 

true and correct to the best of my knowledge, information, and belief. 

Executed at San Francisco, CA on October 24, 2014. 

    
   s/ Richard R. Wiebe  
  Richard R. Wiebe 
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considered targets — and therefore only selectors used by non-U.S. persons reasonably 

believed to be located abroad may be tasked. The targeting procedures govern both the 

targeting and tasking process. 

Because such terms would not identify specific communications facilities, selectors 

may not be key words (such as “bomb” or “attack”), or the names of targeted individuals 

(“Osama Bin Laden”).114 Under the NSA targeting procedures, if a U.S. person or a person 

located in the United States is determined to be a user of a selector, that selector may not 

be tasked to Section 702 acquisition or must be promptly detasked if the selector has 

already been tasked.115  

 Although targeting decisions must be individualized, this does not mean that a 

substantial number of persons are not targeted under the Section 702 program. The 

government estimates that 89,138 persons were targeted under Section 702 during 

2013.116 

Once a selector has been tasked under the targeting procedures, it is sent to an 

electronic communications service provider to begin acquisition. There are two types of 

Section 702 acquisition: what has been referred to as “PRISM” collection and “upstream” 

collection. PRISM collection is the easier of the two acquisition methods to understand.  

 B.  PRISM Collection 

In PRISM collection, the government (specifically, the FBI on behalf of the NSA) 

sends selectors — such as an email address — to a United States–based electronic 

communications service provider (such as an Internet service provider, or “ISP”) that has 

been served a directive.117 Under the directive, the service provider is compelled to give the 

communications sent to or from that selector to the government (but not communications 

that are only “about” the selector, as described below).118 As of mid-2011, 91 percent of the 

                                                           
114  NSA DCLPO REPORT, supra, at 4; PCLOB March 2014 Hearing Transcript, supra, at 57 (statement of 
Rajesh De, General Counsel, NSA) (noting that a name cannot be tasked). 

115  NSA DCLPO REPORT, supra, at 6. 

116  OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE STATISTICAL TRANSPARENCY REPORT REGARDING USE OF 

NATIONAL SECURITY AUTHORITIES: ANNUAL STATISTICS FOR CALENDAR YEAR 2013, at 1 (June 26, 2014), available at 
http://www.dni.gov/files/tp/National_Security_Authorities_Transparency_Report_CY2013.pdf. In calculating 
this estimate, the government counted two known people using one tasked email address as two targets and 
one person known to use two tasked email addresses as one target. The number of targets is an estimate 
because the government may not be aware of all of the users of a particular tasked selector. 

117  The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence 
Surveillance Act, supra, at 3.  See also PCLOB March 2014 Hearing Transcript at 70 (statement of Rajesh De, 
General Counsel, NSA) (noting any recipient company “would have received legal process”). 

118  PCLOB March 2014 Hearing Transcript at 70; see also NSA DCLPO REPORT, supra, at 5. 
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Internet communications that the NSA acquired each year were obtained through PRISM 

collection.119 

The government has not declassified the specific ISPs that have been served 

directives to undertake PRISM collection, but an example using a fake United States 

company (“USA-ISP Company”) may clarify how PRISM collection works in practice: The 

NSA learns that John Target, a non-U.S. person located outside the United States, uses the 

email address “johntarget@usa-ISP.com” to communicate with associates about his efforts 

to engage in international terrorism. The NSA applies its targeting procedures (described 

below) and “tasks” johntarget@usa-ISP.com to Section 702 acquisition for the purpose of 

acquiring information about John Target’s involvement in international terrorism. The FBI 

would then contact USA-ISP Company (a company that has previously been sent a Section 

702 directive) and instruct USA-ISP Company to provide to the government all 

communications to or from email address johntarget@usa-ISP.com. The acquisition 

continues until the government “detasks” johntarget@usa-ISP.com. 

The NSA receives all PRISM collection acquired under Section 702. In addition, a 

copy of the raw data acquired via PRISM collection — and, to date, only PRISM collection — 

may also be sent to the CIA and/or FBI.120 The NSA, CIA, and FBI all must apply their own 

minimization procedures to any PRISM-acquired data.121  

Before data is entered into systems available to trained analysts or agents, 

government technical personnel use technical systems to help verify that data sent by the 

provider is limited to the data requested by the government. To again use the John Target 

example above, if the NSA determined that johntarget@usa-ISP.com was not actually going 

to be used to communicate information about international terrorism, the government 

would send a detasking request to USA-ISP Company to stop further Section 702 collection 

on this email address. After passing on the detasking request to USA-ISP Company, the 

government would use its technical systems to block any further Section 702 acquisition 

from johntarget@usa-ISP.com to ensure that Section 702 collection against this address 

was immediately terminated.  

                                                           
119  Bates October 2011 Opinion, supra, at 29-30 and n.24, 2011 WL 10945618, at *25 & n.24. 

120  Minimization Procedures used by the National Security Agency in Connection with Acquisitions of 
Foreign Intelligence Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, 
as Amended, § 6(c) (Oct. 31, 2011) (“NSA 2011 Minimization Procedures”), available at 
http://www.dni.gov/files/documents/Minimization%20Procedures%20used%20by%20NSA%20in%20Con
nection%20with%20FISA%20SECT%20702.pdf. 

121  NSA 2011 Minimization Procedures, supra, § 6(c). 
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In tr o d u c tio n   
 
We take our responsibility to protect your information and privacy very seriously.  We continue 
our pledge to protect your privacy to the fullest extent possible and in compliance with the laws of 
the country where your service is provided.   
 
Like all companies, we are required by law to provide information to government and law 
enforcement agencies, as well as parties to civil lawsuits, by complying with court orders, 
subpoenas, lawful discovery requests and other legal requirements. We ensure that these 
requests are valid, and that our responses comply with the law and our own policies.  
  

This Report 

AT&T’s first Transparency Report provided information for 2013.  In fulfillment of our commitment 
to issue reports on a semiannual basis, this report provides specific information regarding the 
number and types of demands to which we responded from Jan. 1, 2014 through June 30, 2014, 
as well as National Security Demands for the second half of 2013 which we are providing subject 
to the U.S. Department of Justice’s guidelines.  This report doesn’t include any numbers or 
information for Cricket™ Wireless because they weren’t acquired until March 2014.  We plan to 
include Cricket’s data in our next report. 
  

What’s New? 

We appreciate the comments we received on AT&T’s first Transparency Report.  We have 
incorporated changes to provide you with more transparency.  These changes include: 

! Disclosing the specific number of wiretaps, pen registers, and general court orders 
processed. 
 

! A clearer statement that we require a search warrant or probable cause order before 
providing any stored content. 

The chart below includes hyperlinks to additional information on the category of data reported. 
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NATIONAL SECURITY DEMANDS  

National Security Letters (Jan. 1 – June 30, 2014) 
! Total Received  
! Number of Customer Accounts 

 
Foreign Intelligence Surveillance Act  
(July 1 – Dec. 31, 2013) 1  

! Total Content 
o Customer Accounts  

! Total Non-Content 
o Customer Accounts  
 

 
1,000-1,999 
2,000-2,999 

  
 

0-999 
33,000-33,999 

0-999 
0-999 

 

TOTAL U.S. CRIMINAL & CIVIL LITIGATION DEMANDS 

Total Demands 
(Federal, State and Local; Criminal and Civil) 
 

! Subpoenas 
o Criminal  
o Civil  
 

! Court Orders (General) 
o Historic 
o Real-time (Pen registers) 
 

! Search Warrants/Probable Cause Court 
Orders 

o Historic 
! Stored Content 
! All Others 

o Real-Time 
! Wiretaps 
! Mobile Locate Demands 

 
 
 
 
 

78,975 
7,968 

 
 

12,569 
2,536 

 
 
 

2,532 
6,861 

 
1,167 
3,317 

 
 
 
 

86,943 
 
 

15,105 
 
 

9,393 
 
 
 
 
 

4,484 
 

115,925 

 
 
 
                                       
 
1 The Department of Justice imposes a six-month delay for reporting this data. 

Case4:08-cv-04373-JSW   Document295   Filed10/24/14   Page10 of 23

 ER 081

  Case: 15-16133, 08/04/2015, ID: 9634614, DktEntry: 18-3, Page 46 of 303



4     AT&T Inc.     AT&T Transparency Report 

 
 
 
 

DEMANDS REJECTED/PARTIAL OR NO DATA PROVIDED 
(Breakout detail of data included in Total U.S. Criminal & Civil Litigation) 

Total 
! Rejected/Challenged 
! Partial or No Information 

 
2,110 

28,987 

31,097 

 

LOCATION DEMANDS 
(Breakout detail of data included in Total U.S. Criminal & Civil Litigation) 

Total 
! Historical 
! Real-time 
! Cell Tower Searches 

 
23,646 

6,956 
284 

30,886 

 

EMERGENCY REQUESTS 

Total 
! 911 
! Exigent  

 
39,449 
10,783 

50,232 

 

INTERNATIONAL DEMANDS 

Total Demands 
! Law Enforcement 
! URL/IP Blocking 

 
11 

6 

17 
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E x p la n a to r y  N o te s 
 
NATIONAL SECURITY DEMANDS 

The Department of Justice’s guidance, issued on Jan. 27, 2014, authorized us to report on the 
receipt of National Security Letters and court orders issued under the Foreign Intelligence 
Surveillance Act (FISA), with the exception of data, if any, related to the so-called bulk telephony 
metadata program.  See http://www.justice.gov/opa/pr/2014/January/14-ag-081.html. 
 
National Security Letters are subpoenas issued by the Federal Bureau of Investigation in regard 
to counterterrorism or counterintelligence.  These subpoenas are limited to non-content 
information, such as a list of phone numbers dialed or subscriber information. 
   
Court orders issued pursuant to FISA may direct us to respond to government requests for 
content and non-content data related to national security investigations, such as international 
terrorism or espionage.   
 
These types of demands have very strict policies governing our ability to disclose the requests.  
The recent “Statistical Transparency Report Regarding Use of National Security Authorities” 
published by the Director of National Intelligence on June 26, 2014, does not alter the 
Department of Justice’s Jan. 27, 2014, guidance.   
See http://icontherecord.tumblr.com/transparency/odni_transparencyreport_cy2013. 
 
Consistent with guidance from January 2014, our report includes the range of customer accounts 
potentially impacted by these National Security Demands. 
 
TOTAL U.S. CRIMINAL & CIVIL LITIGATION DEMANDS 

This number includes demands to which we responded in connection with criminal and civil 
litigation matters.  This category doesn’t include demands reported in our National Security 
Demands table. 
 
Criminal proceedings include actions by the government — federal, state, and local — against an 
individual arising from an alleged violation of applicable criminal law.   
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6     AT&T Inc.     AT&T Transparency Report 

Civil actions include lawsuits involving private parties (i.e., a personal liability case, divorce 
proceeding, or any type of dispute between private companies or individuals).  In addition, civil 
proceedings include investigations by governmental regulatory agencies such as the Securities 
and Exchange Commission, the Federal Trade Commission and the Federal Communications 
Commission.   
 

We ensure we receive the right type of legal demand. 
 
We receive several types of legal demands, including subpoenas, court orders, and search 
warrants.  Before we respond to any legal demand, we determine that we have received the 
correct type of demand based on the applicable federal and state laws and the type of information 
being sought.  For instance, in some states we must supply call detail records if we receive a 
subpoena. In other states, call detail records require a court order or search warrant.  If the 
requesting agent has failed to send the correct type of demand, we reject the demand. 
 
Types of Legal Demands 

 
Subpoenas, court orders and search warrants are used to demand information for use in criminal 
trials, lawsuits, investigations, and other proceedings.  If the applicable rules are followed, we’re 
legally required to provide the information.  
 
In this, our second report, we have changed the reporting for “Total U.S. Criminal & Civil 
Demands” to more accurately reflect the type of demand with the information requested, 
particularly relating to general court orders and search warrants.  
 

! Subpoenas don’t usually require the approval of a judge and are issued by an officer of 
the court. They are used in both criminal and civil cases, typically to obtain written 
business documents such as calling records. 
 

! General Court Orders are signed by a judge. We consider “general” court orders as all 
orders except those that contain a probable cause finding.  In a criminal case, for example, 
a judge may issue a court order on a lesser standard than probable cause, such as 
“relevant to an ongoing criminal investigation.”  In a civil case, a court order may be issued 
on a “relevant” or “reasonably calculated to lead to the discovery of admissible evidence” 
standard.  For this report, general court orders were used to obtain historical information 
like billing records or the past location of a wireless device.  In criminal cases, they are 
also used to obtain real-time, pen register/“trap and trace” information, which provides 
phone numbers and other dialed information for all calls as they are made or received 
from the device identified in the order. 
 

! Search Warrants and Probable Cause Court Orders are signed by a judge, and they 
are issued only upon a finding of “probable cause.”  To be issued, the warrant or order 
must be supported by sworn testimony and sufficient evidence to believe the information 
requested is evidence of a crime.  Probable cause is viewed as the highest standard to 
obtain evidence.  Except in emergency circumstances, a search warrant or probable 
cause court order for all real-time location information (i.e., wiretaps and GPS) and stored 
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content (i.e., text and voice messages) is required for all jurisdictions, courts, and 
agencies. 

 
 
DEMANDS REJECTED/PARTIAL OR NO DATA PROVIDED 

We ensure that we receive the appropriate type of demand for the information requested.  In this 
category, we include the number of times we rejected a demand or provided only partial 
information or no information in response to a demand.  Here are a few reasons why certain 
demands fall into this category:    
 

! The wrong type of demand is submitted by law enforcement.  For instance, we will 
reject a subpoena requesting a wiretap, because either a probable cause court order 
or search warrant is required. 
 

! The demand has errors, such as missing pages or signatures. 
 

! The demand was not correctly addressed to AT&T. 
 

! The demand did not contain all of the elements necessary for a response. 
 

! We had no information that matched the customer or equipment information provided 
in the demand.   

 

LOCATION DEMANDS 

Our Location Demands category breaks out the number of court orders and search warrants we 
received by the type of location information (historical and real-time) they requested.  We also 
provide the number of requests we received for cell tower searches, which ask us to provide all 
telephone numbers registered to a particular cell tower for a certain period of time (or to confirm 
whether a particular telephone number registered on a particular cell tower at a given time).  We 
do not keep track of the number of telephone numbers provided to law enforcement in connection 
with cell tower searches. 
 
A single cell tower demand may cover multiple towers.  In our last report, we disclosed the total 
number of cell tower searches.  For clarity, we are now disclosing the total numbers of demands 
and the total number of searches.  For instance, if we received one court order that included ID 
numbers for two cell towers, we count that as one demand for two searches.  For the 284 cell 
tower demands during this period, we performed 708 searches.  We also maintain a record of the 
average time period that law enforcement requests for one cell tower search, which was 2 hours, 
23 minutes for this reporting period.  
 
Except in emergency situations, we require the most stringent legal standard — a search warrant 
or probable cause court order — for all demands for specific location information.  The legal 
standard required for the production of other location data is unsettled.  Some courts have 
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decided that a general court order is sufficient legal process for law enforcement to obtain such 
location data.  Other courts have determined that the Fourth Amendment requires law 
enforcement to first obtain a search warrant or probable cause court order before seeking this 
location information.  With the exception of emergency situations, we require an order signed by a 
judge before producing any type of location information to law enforcement. We will continue to 
follow these legal developments and, in all circumstances, we will comply with the applicable law. 
 
EMERGENCY REQUESTS 

This category includes the number of times we responded to 911-related inquiries and “exigent 
requests” to help locate or identify a 911 caller.  These are emergency requests from law 
enforcement working on kidnappings, missing person cases, attempted suicides and other 
emergencies.  The numbers provided in this category are the total of 911 and exigent searches 
that we processed during this reporting period. 
 
Even when responding to an emergency, we protect your privacy: 
 

! When responding to 911 inquiries, we confirm the request is coming from a legitimate 
Public Safety Answering Point before quickly responding.   

 
! For exigent requests, we receive a certification from a law enforcement agency 

confirming they are dealing with a case involving risk of death or serious injury before 
we share information.    
 
 

INTERNATIONAL DEMANDS 

International Demands represent the number of demands we received from governments outside 
the U.S., and relate to AT&T’s global business operations in these countries.  Such International 
Demands are for customer information stored in their countries, and URL/IP (website/Internet 
address) blocking requests.   
 
We are not a content provider outside the U.S. but are required by some countries’ laws to 
comply with requests to block access to websites that are deemed offensive, illegal, unauthorized 
or otherwise inappropriate in certain countries.  These requests might be designed to block sites 
related to displaying child pornography, unregistered and illegal gambling, defamation, illegal sale 
of medicinal products, or trademark and copyright infringement. A demand may request that one 
or more identifiers (i.e., IP addresses or URLs) be blocked.   
 
The majority of law enforcement demands involve requests for information relating to individuals.  
Because our global operations support only very large multi-national business customers, we 
received relatively few international demands. We do not have a mobility network outside the 
U.S., and we don’t provide services to individual consumers residing outside the U.S. We 
received no demands from the U.S. government for data stored outside the U.S.  If we receive an 
international demand for information stored in the U.S., we refer it to that country’s Mutual Legal 
Assistance Treaty (MLAT) process. The Federal Bureau of Investigation ensures that we receive 
the proper form of U.S. process (e.g., subpoena, court order or search warrant), subject to the 
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limitations placed on discovery in the U.S., and that cross-border data flows are handled 
appropriately.  Thus, any international-originated demands that follow an MLAT procedure are 
reported in our Total Demands category because we can’t separate them from any other Federal 
Bureau of Investigation demand we may receive. 
 

 
ADDITIONAL RESOURCES 

You’ll find more on our commitment to privacy in: 
 

! Our Privacy Policy. 
 

! Our issues brief on Privacy. 
 

! Our issues brief on Freedom of Expression. 
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1 Friday, June 23rd, 2006 

2 9:40 a.m. 

3 DEPUTY CLERK: Calling civil Case 06-0672, Tash 

4 Hepting, et al. versus AT&T Corporation, et al. 

5 Counsel, state your appearances, please. 

6 MR. FRAM: Robert Fram, Heller, Ehrman, for the 

7 plaintiffs, your Honor. 

8 THE COURT: Good morning. 

9 MR. BANKSTON: Kevin S. Bankston, Electronic Frontier 

10 Foundation for the plaintiffs, your Honor. 

11 THE COURT: Good morning, sir. 

12 MS. COHN: Cindy Cohn, Electronic Frontier Foundation, 

13 for the plaintiffs, your Honor. 

14 THE COURT: Miss Cohn, good morning. 

15 MR. TYRE: James Tyre, also for plaintiffs. 

16 THE COURT: Good morning, Mr. Tyre. 

17 MR. WIEBE: Richard Wiebe for the plaintiffs. 

18 MR. OPSAHL: Kurt Opsahl, also for the plaintiffs. 

19 MR. TIEN: Lee Tien for the plaintiffs. 

20 MR. FRIEDMAN: Jeff Friedman, Lerach, Coughlin, for 

21 the plaintiffs. 

22 THE COURT: Is that it? 

23 MR. BERENSON: Bruce Berenson from Sidley, Austin, for 

24 Defendants AT&T. 

25 THE COURT: Good morning. 

CONNIE KUHL, RMR, CRR 
Official Reporter - U.S. District Court (415) 431-2020 
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1 one and two. I don't know if you want that now or reserve 

2 that --

3 THE COURT: Why don't we use that in any wrap-up we 

4 have, any wrap-up discussion. All right? 

5 MR. FRAM: Thank you, your Honor. 

6 THE COURT: Thank you, Mr. Fram. 
-

7 Very quickly, Mr. Keisler? It is Keisler? 

8· MR. KEISLER: It is, your Honor. 

9 First of all, with respect to the suggestion that the 

10 plaintiffs already put forward a prima facie case. They note 

11 correctly that we haven't said any documents are classified. 

12 They say we can't now unring that bell. We don't want to 

13 unring that bell. None of the documents they have submitted to 

14 accompany these declarations implicate any privileged matters. 

15 THE COURT: Including the Klein documents. 

16 MR. KEISLER: We have not asserted any privilege over 

17 the information that is in the Klein and Marcus declarations. 

18 THE COURT: Either in the declaration or its exhibits? 

19 MR. KEISLER: We have not asserted a privilege over 

20 either of those. Mr. Klein and Marcus never had access to any 

21 of the relevant classified information here, and with all 

22 respect to them, through no fault or failure of their own, they 

23 don't know anything.· And that's clear from the face of the 

24 declarations. And since Mr. Fram talked about them some, I may 

25 respond on that. 

CONNIE KUHL, RMR, CRR 
Official Reporter - U.S. District Court (415) 431-2020 
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1 The plaintiffs rely on Mr. Klein's declaration of the 

2 asserted connection between AT&T and the NSA. Absolutely every 

3 assertion he makes in his declaration about that relationship 

4 is hearsay. It's one person told me that a third person who 

5 briefly visited the AT&T offices was from the NSA. And the 

6 statement that Mr. Fram quoted 

7 THE COURT: It has to be admissible in the summary 

8 judgment stage; we're not there yet. 

9 MR. KEISLER: I'm just addressing whether they have a 

10 prima facie case, which I understand would be a case if the 

11 Court could issue a judgment, if it were unrebutted. 

12 THE COURT: The absence of a rebuttal. 

13 MR. KEISLER: And saying to my knowledge no one was 

14 permitted in a particular AT&T room who was not cleared by the 

15 NSA without giving any basis, not even a hearsay basis, for 

16 that claim of knowledge, would not be an element even of a 

17 prima facie case. 

18 And with respect to Mr. Marcus, he acknowledges that 

19 he doesn't actually know even what equipment is in any room at 

20 AT&T. He's reading from a document, and all he testifies to as 

21 to what he understands are the capabilities of that equipment 

22 to be, and he says those capabilities are consistent with what 

23 he's read in the newspapers. But he doesn't know whether those 

24 pieces of equipment, if they're there, are actually used for 

25 those capabilities. And he acknowledges that that equipment 

CONNIE KUHL, RMR, CRR 
Official Reporter - U.S. District Court (415) 431-2020 
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also has what he calls other legitimate possible uses. So the 

notion that this mixture of hearsay and speculation could be a 

prima facie case sufficient to sustain a judgment in the 

absence of rebuttal we think is just wrong. 

But even if they had a more robust case, even if they 

had a real prima facie case, your HoQor would run exactly into 
~ 

..;... 

the portion of Kasza which your Ho~or quoted which is that even 

if plaintiffs can bring forward some non privileged evidence, 

if the very subject of the action is a state secret or if state' 

secrets would prevent the defendant from producing important 

information in its defense, then judgment can be entered. 

THE COURT: Isn't this case different, though? 

Different from the Kasza case? After all, Kasza dealt with a 

situation in which the whole program of disposing of these 

materials at the Grooms Lake facili~Y'i?" or wherever it ~as, was 

involved and could not litigate the case without getting into 

that entire program disposal, and indeed it was the program 

disposal that was the state secret. So the state secret was 

coextensive with all the evidence necessary for a plainti to 

proceed in that case, and it's not our case here, is it. 

MR. KEISLER: We think it's exactly the case. The 

Kasza case said, no procedures can be at suit because 

classified information is an essential element of every one of 

the claims. We think that is precisely the case here. 

Obviously they can't prove liability against AT&T 

CONNIE KUHL, RMR, CRR 
Official Reporter - U.S. District Court (415) 431-2020 
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For now, therefore, “about” collection is an inextricable part of the NSA’s upstream 

collection, which we agree has unique value overall that militates against eliminating it 

entirely. As a result, any policy debate about whether “about” collection should be 

eliminated in whole or in part may be, to some degree, a fruitless exercise under present 

conditions. From our perspective, given a choice between the status quo and crippling 

upstream collection as a whole, we believe the status quo is reasonable. As explained later, 

however, because of the serious and novel questions raised by “about” collection as a 

constitutional and policy matter, we recommend that the NSA develop technology that 

would allow it to selectively limit or segregate certain forms of “about” communications — 

so that a debate can be had in which the national security benefits of the different forms of 

“about” collection are weighed against their respective privacy implications. 

We emphasize, however, that our acceptance of “about” collection rests on the 

considerations described above — the inextricability of the practice from a broader form of 

collection that has unique value, and the limited nature of what “about” collection presently 

consists of: the acquisition of Internet communications that include the communications 

identifier of a targeted person. Although those identifiers may sometimes be found in the 

body of a communication, the government is not making any effort to obtain 

communications based on the ideas expressed therein. We are not condoning expanding 

“about” collection to encompass names or key words, nor to its use in PRISM collection, 

where it is not similarly inevitable. Finally, our unwillingness to call for the end of “about” 

collection is also influenced by the constraints that presently govern the use of such 

communications after acquisition. As with all upstream collection, “about” communications 

have a default retention period of two years instead of five, are not routed to the CIA or FBI, 

and may not be queried using U.S. person identifiers. 

4.  Multi-Communication Transactions (“MCTs”)   

 The technical means used to conduct the NSA’s upstream collection result in 

another issue with privacy implications. Because of the manner in which the agency 

intercepts communications directly from the Internet “backbone,” the NSA sometimes 

acquires communications that are not themselves authorized for collection (because they 

are not to, from, or “about” a tasked selector) in the process of acquiring a communication 

that is authorized for collection (because it is to, from, or “about” a tasked selector). In 

2011, the FISA court held that the NSA’s procedures for addressing this problem were 

inadequate, and that without adequate procedures this aspect of the NSA’s collection 

practices violated the Fourth Amendment. The government subsequently altered its 

procedures to the satisfaction of the FISA court. Based on the Board’s assessment of how 

those procedures are being implemented today, the Board agrees that existing practices 

strike a reasonable balance between national security and privacy. 
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I, Joice Walton, hereby declare: 

1. I am a plaintiff in this action, and I reside in San Jose, California. I am a high 

technology purchasing agent. I am also a music recording artist. The facts contained in the 

following affidavit are known to me of my own personal knowledge and if called upon to testify, I 

could and would competently do so. 

2. I currently receive Internet access at my home through a subscription to AT&T’s 

High Speed Internet DSL (“AT&T DSL”) service. I have been a subscriber and user of this service 

since approximately February 2009.  

3. Previously I was a subscriber and user of AT&T’s Worldnet dial-up Internet 

(“AT&T Worldnet”) service from at least October 2003 until February 2009.  

4. I use the AT&T DSL service nearly every day. My most frequent uses of the 

Internet are email and browsing the Web. My previous use of the AT&T Worldnet service was 

very similar and just as frequent. 

5. I have several email addresses included as part of my AT&T DSL service 

subscription (originally provided as part of my AT&T Worldnet subscription), which are hosted 

under the domain “att.net.” The underlying service for these email addresses is provided by Yahoo! 

Inc. 

6. I have relied on the AT&T DSL and Worldnet services to use the Internet to send 

and receive private messages of both a personal and professional nature. I have also accessed and 

sent other confidential and personal information via the Internet. I have always expected these 

activities to remain private. 

7. My use of the Internet is particularly important to my career as a recording artist. I 

often promote my music to booking agents, promoters and fans, in person and online. I maintain a 

website at www.joicewalton.com, and I correspond with many of these individuals by email. 

8. Some of the people I regularly correspond with about my music and about personal 

matters are located in foreign countries, including individuals located in Taiwan, Canada, France, 

Germany, the United Kingdom, and Spain. These correspondences have occurred throughout my 

time as an AT&T DSL and Worldnet subscriber and many of them continue up to the present. In 
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1 addition, from approximately 2004 to 2006, I corresponded on a near-daily basis with an individual 

2 in Saudi Arabia. 

3 9. I occasionally visit websites hosted in foreign countries, but I feel that naming these 

4 websites would violate my privacy. 

5 

6 I declare under penalty of pe:rjury under the laws of the United States of America that the 

7 foregoing is true and correct. Executed on July 12_, 2014 at San Jose, California. 
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I, Erik Knutzen, hereby declare: 

1. I am a plaintiff in this action, and I reside in Los Angeles, California. I am a writer 

and author. The facts contained in the following affidavit are known to me of my own personal 

knowledge and if called upon to testify, I could and would competently do so. 

2. I currently receive Internet access at my home through a subscription to AT&T’s 

High Speed Internet DSL (“AT&T DSL”) service. I have been a subscriber and user of this service 

since approximately May 2005.  

3. Previously I was a subscriber and user of AT&T’s Worldnet dial-up Internet 

(“AT&T Worldnet”) service from at least October 2003 until May 2005.  

4. I use the AT&T DSL service on a daily basis. I routinely use this service for email, 

to browse the web, and to access social media services including Facebook and Twitter. During my 

time as an AT&T Worldnet subscriber, I also used the service very frequently, primarily for email 

and web browsing. 

5. I use several email addresses included as part of my AT&T DSL service 

subscription (originally provided as part of my AT&T Worldnet subscription), which are hosted 

under the domain “sbcglobal.net.” The underlying service for these email addresses is provided by 

Yahoo! Inc. 

6. I use the Internet to send private messages and correspondence and to conduct other 

private activities online. I expect my use of the AT&T DSL service (and my prior use of the AT&T 

Worldnet service) for these private activities to remain private. 

7. Since approximately 2006, I have published a blog and recorded a podcast about 

urban homesteading and related issues. As part of these activities I have often corresponded with 

readers and listeners.  

8. Some of these readers and listeners are in foreign countries.  Throughout my time as 

an AT&T DSL and Worldnet subscriber and continuing up to the present, I have regularly 

exchanged private messages with individuals in many countries, including New Zealand, Holland, 

Denmark, and South Africa. A consultation of my email records shows that many of the 
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1 individuals in foreign countries with whom I correspond use email providers whose domains 

2 identify them as foreign. 

3 9. I have also visited and read the websites of foreign press outlets and blogs on a 

4 regular basis, including the Guardian and the BBC. 
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I declare under penalty of petjury under the laws of the United States of America that the 

foregoing is true and correct. Executed on July / S, 2014 at Los Angeles, California. 
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I, Carolyn Jewel, hereby declare: 

1. I am a plaintiff in this action, and I reside in Petaluma, California. I am a database 

administrator. I am also a published author of fiction. The facts contained in the following affidavit 

are known to me of my own personal knowledge and if called upon to testify, I could and would 

competently do so. 

2. I currently receive Internet access at my home through a subscription to AT&T’s 

Mobile Share Value Plan 4G (“AT&T 4G”) service. I have been a subscriber and user of this 

service since approximately February 2014. 

3. Previously I was a subscriber and user of AT&T’s Worldnet dial-up Internet 

(“AT&T Worldnet”) service from approximately June 2000 until approximately 2011. Between 

2011 and approximately February 2014, I subscribed to a number of Internet service providers, 

none of them affiliated with AT&T.  

4. I use the AT&T 4G service nearly every day, to send and receive email, for web 

browsing, and to access social media services including Facebook and Twitter. I previously used 

my AT&T Worldnet subscription for the same purposes and with similar frequency.  

5. I use the AT&T 4G service (and previously used the AT&T Worldnet service) to 

send correspondence and engage in activities that I expect to remain private, such as personal 

correspondence, banking, family matters, medical matters of concern to me, and discussions 

regarding my published and in-progress writing with my literary agent, editors, other members of 

the publishing industry, and other authors and fans. 

6. Throughout my time as a subscriber to AT&T’s Worldnet and 4G services and 

continuing up to the present, I have engaged in e-mail correspondence with individuals in many 

foreign countries, including England, Germany, Indonesia, New Zealand, and Australia. I regularly 

receive and respond to emails from fans, translators and others in foreign countries. A consultation 

of my email records shows that many of the individuals in foreign countries with whom I 

correspond use email providers whose domains identify them as foreign.  

7. I have also regularly accessed websites that are hosted in foreign countries. Because 

many of my novels are set in the historical past, I often research factual material online that is 
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hosted by foreign sites. For example, I published a novel in 2009 called Indiscreet, which was set 

2 in Turkey and Syria, for which I did significant research on foreign websites about those countries. 

3 For other novels, I regularly visit the websites of libraries in the United Kingdom and elsewhere in 

4 order to access digitized content from those libraries. 

5 8. I have also visited and read the websites of foreign press outlets, including the 

6 Scotsman and the BBC, as well as foreign archeology blogs, on a near-daily basis. 

7 

8 I declare under penalty of perjury under the laws of the United States of America that the 

9 foregoing is true and correct. Executed on July l5 , 2014 at Petal ,rna, 
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I, Richard R. Wiebe, do hereby declare: 

1. I am a member in good standing of the Bar of the State of California and the bar of 

this Court.  I am counsel to plaintiffs in this action.  Except as otherwise stated below, I could and 

would testify competently to the following.   

2. Each exhibit attached hereto is a true and correct copy of the document located at 

the indicated source. 

3. Exhibit A:  Attached hereto as Exhibit A is a true and correct copy of pages 7, 

24-25, 27, 35-37, 111, 121-22, and 137-38 of the Privacy and Civil Liberties Oversight Board, 

Report on the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act (July 2, 2014) (“PCLOB 702 Report”), available at http://www.pclob.gov/All 

Documents/Report on the Section 702 Program/PCLOB-Section-702-Report.pdf.   

4. Exhibit B:  Attached hereto as Exhibit B is a true and correct copy of NSA PRISM 

slides, published by the Guardian on November 1, 2013, available at 

http://www.theguardian.com/world/interactive/2013/nov/01/prism-slides-nsa-document and also 

available at http://s3.documentcloud.org/documents/813847/prism.pdf. 

5. Exhibit C:  Attached hereto as Exhibit C is an excerpt from the NSA’s Special 

Source Operations Weekly, March 14, 2013 edition, published by the Washington Post on 

October 30, 2013 available at http://apps.washingtonpost.com/g/page/world/how-the-nsas-

muscular-program-collects-too-much-data-from-yahoo-and-google/543/ and also available at 

http://s3.documentcloud.org/documents/813020/sso-weekly-excerpt-for-posting-redacted.pdf. 

6. Exhibit D:  Attached hereto as Exhibit D is a true and correct copy of pages 6-8 of 

the December 8, 2011 Joint Statement of Assistant Attorney General Lisa Monaco, National 

Security Agency Deputy Director John Inglis, and General Counsel, Office of the Director of 

National Intelligence, Robert Litt, available at http://www.dni.gov/files/documents/Joint Statement 

FAA Reauthorization Hearing - December 2011.pdf. 

7. Exhibit E:  Attached hereto as Exhibit E is a true and correct copy of figure 9, 

page 29 of Federal Communications Commission, Common Carrier Bureau, 1999 International 
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Telecommunications Data (Dec. 2000), available at: http://transition.fcc.gov/Bureaus/Common_Ca

rrier/Reports/FCC-State_Link/Intl/4361-f99.pdf. 

8. Exhibit F:  Attached hereto as Exhibit F is a true and correct copy of page 183 of 

the President’s Review Group on Intelligence and Communications Technologies, Liberty and 

Security in a Changing World (Dec. 12, 2013), available at 

http://www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg_final_report.pdf. 

9. Exhibit G:  Attached hereto as Exhibit G is a true and correct copy of pages 35-37 

of the Testimony of the Hon. James Robertson (U.S. District Judge, ret.), “Workshop Regarding 

Surveillance Programs Operated Pursuant to Section 215 of the USA PATRIOT Act and Section 

702 of the Foreign Intelligence Surveillance Act” (July 9, 2013), available at 

http://www.pclob.gov/All Documents/July 9, 2013 Workshop Transcript.pdf. 

I declare under penalty of perjury under the laws of the United States that the foregoing is 

true and correct to the best of my knowledge, information, and belief. 

Executed at San Francisco, California on July 25, 2014. 

    
   s/ Richard R. Wiebe  
  Richard R. Wiebe 
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7 

targeting this person will lead to the acquisition of foreign intelligence information. The 

minimization procedures cover the acquisition, retention, use, and dissemination of any 

non–publicly available U.S. person information acquired through the Section 702 program.  

 Once foreign intelligence acquisition has been authorized under Section 702, the 

government sends written directives to electronic communication service providers 

compelling their assistance in the acquisition of communications. The government 

identifies or “tasks” certain “selectors,” such as telephone numbers or email addresses, that 

are associated with targeted persons, and it sends these selectors to electronic 

communications service providers to begin acquisition. There are two types of Section 702 

acquisition: what has been referred to as “PRISM” collection and “upstream” collection.  

 In PRISM collection, the government sends a selector, such as an email address, to a 

United States-based electronic communications service provider, such as an Internet 

service provider (“ISP”), and the provider is compelled to give the communications sent to 

or from that selector to the government. PRISM collection does not include the acquisition 

of telephone calls. The National Security Agency (“NSA”) receives all data collected through 

PRISM. In addition, the Central Intelligence Agency (“CIA”) and the Federal Bureau of 

Investigation (“FBI”) each receive a select portion of PRISM collection. 

 Upstream collection differs from PRISM collection in several respects. First, the 

acquisition occurs with the compelled assistance of providers that control the 

telecommunications “backbone” over which telephone and Internet communications 

transit, rather than with the compelled assistance of ISPs or similar companies. Upstream 

collection also includes telephone calls in addition to Internet communications. Data from 

upstream collection is received only by the NSA: neither the CIA nor the FBI has access to 

unminimized upstream data. Finally, the upstream collection of Internet communications 

includes two features that are not present in PRISM collection: the acquisition of so-called 

“about” communications and the acquisition of so-called “multiple communications 

transactions” (“MCTs”). An “about” communication is one in which the selector of a 

targeted person (such as that person’s email address) is contained within the 

communication but the targeted person is not necessarily a participant in the 

communication. Rather than being “to” or “from” the selector that has been tasked, the 

communication may contain the selector in the body of the communication, and thus be 

“about” the selector. An MCT is an Internet “transaction” that contains more than one 

discrete communication within it. If one of the communications within an MCT is to, from, 

or “about” a tasked selector, and if one end of the transaction is foreign, the NSA will 

acquire the entire MCT through upstream collection, including other discrete 

communications within the MCT that do not contain the selector.  

 Each agency that receives communications under Section 702 has its own 

minimization procedures, approved by the FISA court, that govern the agency’s use, 
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24 

of the acquisition to be located in the United States.”63 Finally, Section 702 contains a 

limitation (and a reminder) that any acquisition must always be conducted consistent with 

the requirements of the Fourth Amendment to the Constitution.64  

B.  Section 702 Certifications 

 The Attorney General and the Director of National Intelligence authorize Section 

702 targeting in a manner substantially different than traditional electronic surveillance 

under FISA. To authorize traditional FISA electronic surveillance, an application approved 

by the Attorney General must be made to the FISC.65 This individualized application must 

include, among other things, the identity (if known) of the specific target of the electronic 

surveillance; facts justifying a probable cause finding that this target is a foreign power or 

agent of a foreign power and uses (or is about to use) the communication facilities or places 

at which electronic surveillance is being directed;66 minimization procedures governing the 

acquisition, retention, and dissemination of non-publicly available U.S. person information 

acquired through the electronic surveillance; and a certification regarding the foreign 

intelligence information sought.67 If the FISC judge who reviews the government’s 

application determines that it meets the required elements — including that there is 

probable cause that the specified target is a foreign power or agent of a foreign power and 

that the minimization procedures meet the statutory requirements — the judge will issue 

an order authorizing the requested electronic surveillance.68  

 Section 702 differs from this traditional FISA electronic surveillance framework 

both in the standards applied and in the lack of individualized determinations by the FISC. 

Under the statute, the Attorney General and Director of National Intelligence make annual 

certifications authorizing the targeting of non-U.S. persons reasonably believed to be 

located outside the United States to acquire foreign intelligence information, without 

specifying to the FISC the particular non-U.S. persons who will be targeted.69 Instead of 

identifying particular individuals to be targeted under Section 702, the certifications 

identify categories of foreign intelligence information regarding which the Attorney 

                                                           
63   50 U.S.C. § 1881a(b)(4). 

64  50 U.S.C. § 1881a(b)(5). 

65  50 U.S.C. § 1804(a). FISA also grants additional authority to conduct emergency electronic 
surveillance without first making an application to the FISC. 50 U.S.C. § 1805(e).  

66  But see 50 U.S.C. § 1805(c)(3) (permitting electronic surveillance orders “in circumstances where the 
nature and location of each of the facilities or places at which surveillance will be directed is unknown”)  

67  50 U.S.C. §§ 1804(a), 1805(a). 

68  50 U.S.C. § 1805(a), (c), (d). 

69  50 U.S.C. § 1881a(a); NSA DCLPO REPORT, supra, at 2 (noting that Section 702 certifications do not 
require “individualized determination” by the FISC). 

Case4:08-cv-04373-JSW   Document262   Filed07/25/14   Page7 of 51

 ER 121

  Case: 15-16133, 08/04/2015, ID: 9634614, DktEntry: 18-3, Page 86 of 303



  

25 

General and Director of National Intelligence authorize acquisition through the targeting of 

non-U.S. persons reasonably believed to be located abroad.70 There also is no requirement 

that the government demonstrate probable cause to believe that a Section 702 target is a 

foreign power or agent of a foreign power, as is required under traditional FISA. Rather, the 

categories of information being sought must meet the definition of foreign intelligence 

information described above. The government has not declassified the full scope of the 

certifications that have been authorized, but officials have stated that these certifications 

have authorized the acquisition of information concerning international terrorism and 

other topics, such as the acquisition of weapons of mass destruction.71  

While individual targets are not specified, Section 702 certifications must instead 

contain “targeting procedures” approved by the Attorney General that must be “reasonably 

designed” to ensure that any Section 702 acquisition is “limited to targeting persons 

reasonably believed to be located outside the United States” and prevents the “intentional 

acquisition” of wholly domestic communications.72 The targeting procedures specify the 

manner in which the Intelligence Community must determine whether a person is a non-

U.S. person reasonably believed to be located outside the United States who possesses (or 

is likely to possess or receive) the types of foreign intelligence information authorized by a 

certification. The process by which individuals are permitted to be targeted pursuant to the 

targeting procedures is discussed in detail below. In addition, the Attorney General and 

Director of National Intelligence must also attest in the certification that the Attorney 

General has adopted additional guidelines to ensure compliance with both these and the 

other statutory limitations on the Section 702 program.73 Most critically, these Attorney 

General Guidelines explain how the government implements the statutory prohibition 

against reverse targeting.  

While only non-U.S. persons may be intentionally targeted, the information of or 

concerning U.S. persons may be acquired through Section 702 targeting in a variety of 

ways, such as when a U.S. person is in communication with a non-U.S. person Section 702 

                                                           
70  See 50 U.S.C. § 1881a(g)(2)(A)(v) (requiring Attorney General and Director of National Intelligence to 
attest that a significant purpose of the acquisition authorized by the certification is to acquire foreign 
intelligence information);  PCLOB March 2014 Hearing Transcript, supra, at 8-9 (statement of Robert Litt, 
General Counsel, ODNI) (stating that certifications “identify categories of information that may be acquired”); 
NSA DCLPO REPORT, supra, at 2 (noting the “annual topical certifications” authorized by Section 702).  

71  PCLOB March 2014 Hearing Transcript at 13 (statement of Robert Litt, General Counsel, ODNI) 
(stating that the Section 702 program has been an important source of information “not only about terrorism, 
but about a wide variety of other threats to our nation”); id. at 59 (statement of Rajesh De, General Counsel, 
NSA) (stating that there are certifications on “counterterrorism” and “weapons of mass destruction”); id. at 68 
(statement of James A. Baker, General Counsel, FBI) (“[T]his program is not limited just to 
counterterrorism.”).  

72  50 U.S.C. § 1881a(d)(1), (g)(2)(A)(i), (g)(2)(B). 

73  50 U.S.C. § 1881a(f), (g)(2)(A)(iii). 
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was passed, by the FISC itself.81 In certain respects, this characterization is accurate. Unlike 

traditional FISA applications, the FISC does not review the targeting of particular 

individuals. Specifically, although the Section 702 certifications identify the foreign 

intelligence subject matters regarding which information is to be acquired, the FISC does 

not see or approve the specific persons targeted or the specific communication facilities 

that are actually tasked for acquisition. As such the government does not present evidence 

to the FISC, nor does the FISC determine — under probable cause or any other standard — 

that the particular individuals being targeted are non-U.S. persons reasonably believed to 

be located outside the United States who are being properly targeted to acquire foreign 

intelligence information.82 Instead of requiring judicial review of these elements, Section 

702 calls upon the FISA court only to decide whether the targeting procedures are 

reasonably designed to ensure compliance with certain limitations and that the 

minimization procedures satisfy certain criteria (described below). The FISC is not 

required to independently determine that a significant purpose of the proposed acquisition 

is to obtain foreign intelligence information,83 although the foreign intelligence purpose of 

the collection does play a role in the court’s Fourth Amendment analysis.84  

 In other respects, however, the FISC’s role in the Section 702 program is more 

extensive. The FISC reviews both the targeting procedures and the minimization 

procedures, the core set of documents that implement Section 702’s statutory 

requirements and limitations.85 With respect to the targeting procedures, the FISC must 

                                                                                                                                                                                           
80  See, e.g., Submission of Jameel Jaffer, Deputy Legal Director, American Civil Liberties Union 
Foundation, Privacy and Civil Liberties Oversight Board Public Hearing on Section 702 of the FISA 
Amendments Act, at 9 (Mar. 19, 2014), available at http://www.pclob.gov/Library/Meetings-Events/2014-
March-19-Public-Hearing/Testimony_Jaffer.pdf. 

81  Memorandum Opinion, In re Proceedings Required by § 702(i) of the FISA Amendments Act of 2008, 
Docket Misc. No. 08-01, 2008 WL 9487946, at *5 (FISA Ct. Aug. 27, 2008).  

82  See The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence 
Surveillance Act, at 2 (2012) (describing differences between targeting individuals under traditional FISA 
electronic surveillance provisions and targeting pursuant to Section 702). This document accompanied a 
2012 letter sent by the Department of Justice and the Office of the Director of National Intelligence to the 
Senate Select Committee on Intelligence and House Permanent Select Committee on Intelligence urging the 
reauthorization of Section 702. See Letter from Kathleen Turner, Director of Legislative Affairs, ODNI, and 
Ronald Weich, Assistant Attorney General, Office of Legislative Affairs, DOJ to the Honorable Dianne Feinstein, 
Chairman, Senate Committee on Intelligence, et. al. (May 4, 2012), available at 
http://www.dni.gov/files/documents/Ltr%20to%20HPSCI%20Chairman%20Rogers%20and%20Ranking%
20Member%20Ruppersberger_Scan.pdf.  

83  50 U.S.C. § 1881a(i)(2). 

84  Additionally, if the FISC determines that a Section 702 certification and related documents are 
insufficient on Constitutional or statutory grounds, the FISC cannot itself modify the certification and related 
documents governing the Section 702 program, but instead must issue an order to the government to either 
correct any deficiencies identified by the FISC within 30 days or to cease (or not begin) implementation of the 
certification. 50 U.S.C. § 1881a(i)(3)(B). 

85  50 U.S.C. § 1881a(d)(2), (e)(2), (i)(1)(A). 
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C.  Upstream Collection 

The NSA acquires communications from a second means, which is referred to as 

upstream collection. Upstream collection is different from PRISM collection because the 

acquisition occurs not with the compelled assistance of the United States ISPs, but instead 

with the compelled assistance (through a Section 702 directive) of the providers that 

control the telecommunications backbone over which communications transit.122 The 

collection therefore does not occur at the local telephone company or email provider with 

whom the targeted person interacts (which may be foreign telephone or Internet 

companies, which the government cannot compel to comply with a Section 702 directive), 

but instead occurs “upstream” in the flow of communications between communication 

service providers.123  

 Unlike PRISM collection, raw upstream collection is not routed to the CIA or FBI, and 

therefore it resides only in NSA systems, where it is subject to the NSA’s minimization 

procedures. 124 CIA and FBI personnel therefore lack any access to raw data from upstream 

collection. Accordingly, they cannot view or query such data in CIA or FBI systems.  

 The upstream acquisition of telephone and Internet communications differ from 

each other, and these differences affect privacy and civil liberty interests in varied ways.125 

Each type of Section 702 upstream collection is discussed below. In conducting both types 

of upstream acquisition, NSA employs certain collection monitoring programs to identify 

anomalies that could indicate that technical issues in the collection platform are causing 

data to be overcollected.126  

                                                           
122  The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence 
Surveillance Act, supra, at 3-4; see also PCLOB March 2014 Hearing Transcript, supra, at 26 (statement of 
Rajesh De, General Counsel, NSA) (“The second type of collection is the shorthand referred to as upstream 
collection. Upstream collection refers to collection from the, for lack of a better phrase, Internet backbone 
rather than Internet service providers.”). 

123  See PCLOB March 2014 Hearing Transcript, supra, at 26 (statement of Rajesh De, General Counsel, 
NSA) (“This type of collection upstream fills a particular gap of allowing us to collect communications that are 
not available under PRISM collection.”). 

124  The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence 
Surveillance Act, supra, at 4. 

125  See PCLOB March 2014 Hearing Transcript, supra, at 27 (statement of Rajesh De, General Counsel, 
NSA). 

126  AUGUST 2013 SEMIANNUAL ASSESSMENT, supra, at 29. 

Case4:08-cv-04373-JSW   Document262   Filed07/25/14   Page10 of 51

 ER 124

  Case: 15-16133, 08/04/2015, ID: 9634614, DktEntry: 18-3, Page 89 of 303



  

36 

  1.  Upstream Collection of Telephone Communications 

 Like PRISM collection, the upstream collection of telephone communications begins 

with the NSA’s tasking of a selector.127 The same targeting procedures that govern the 

tasking of an email address in PRISM collection also apply to the tasking of a telephone 

number in upstream collection.128 Prior to tasking, the NSA therefore is required to assess 

that the specific telephone number to be tasked is used by a non-U.S. person reasonably 

believed to be located outside the United States from whom the NSA assesses it may 

acquire the types of foreign intelligence information authorized under one of the Section 

702 certifications. Once the targeting procedures have been applied, the NSA sends the 

tasked telephone number to a United States electronic communication service provider to 

initiate acquisition.129 The communications acquired, with the compelled assistance of the 

provider, are limited to telephone communications that are either to or from the tasked 

telephone number that is used by the targeted person. Upstream telephony collection 

therefore does not acquire communications that are merely “about” the tasked telephone 

number.130  

  2.  Upstream Collection of Internet “Transactions” 

 The process of tasking selectors to acquire Internet transactions is similar to tasking 

selectors to PRISM and upstream telephony acquisition, but the actual acquisition is 

substantially different. Like PRISM and upstream telephony acquisition, the NSA may only 

target non-U.S. persons by tasking specific selectors to upstream Internet transaction 

collection.131 And, like other forms of Section 702 collection, selectors tasked for upstream 

Internet transaction collection must be specific selectors (such as an email address), and 

may not be key words or the names of targeted individuals.132 

Once tasked, selectors used for the acquisition of upstream Internet transactions are 

sent to a United States electronic communication service provider to acquire 

communications that are transiting through circuits that are used to facilitate Internet 

                                                           
127  PCLOB March 2014 Hearing Transcript, supra, at 26 (statement of Rajesh De, General Counsel, NSA); 
id. at 51-53 (statement of Brad Wiegmann, Deputy Assistant Attorney General, National Security Division, 
DOJ). 

128  NSA DCLPO REPORT, supra, at 6. 

129  PCLOB March 2014 Hearing Transcript, supra, at 53-54 (statements of Rajesh De, General Counsel, 
NSA, and Brad Wiegmann, Deputy Assistant Attorney General, National Security Division, DOJ). 

130   Bates October 2011 Opinion, supra, at 15, 2011 WL 10945618, at *5. 

131   NSA DCLPO REPORT, supra, at 5-6. 

132  NSA DCLPO REPORT, supra, at 4; PCLOB March 2014 Hearing Transcript, supra, at 57 (statement of 
Rajesh De, General Counsel, NSA) (noting that a name cannot be tasked). 
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communications, what is referred to as the “Internet backbone.”133 The provider is 

compelled to assist the government in acquiring communications across these circuits. To 

identify and acquire Internet transactions associated with the Section 702–tasked selectors 

on the Internet backbone, Internet transactions are first filtered to eliminate potential 

domestic transactions, and then are screened to capture only transactions containing a 

tasked selector. Unless transactions pass both these screens, they are not ingested into 

government databases. As of 2011, the NSA acquired approximately 26.5 million Internet 

transactions a year as a result of upstream collection.134  

Upstream collection acquires Internet transactions that are “to,” “from,” or “about” a 

tasked selector.135 With respect to “to” and “from” communications, the sender or a 

recipient is a user of a Section 702–tasked selector. This is not, however, necessarily true 

for an “about” communication. An “about” communication is one in which the tasked 

selector is referenced within the acquired Internet transaction, but the target is not 

necessarily a participant in the communication.136 If the NSA therefore applied its targeting 

procedures to task email address “JohnTarget@example.com,” to Section 702 upstream 

collection, the NSA would potentially acquire communications routed through the Internet 

backbone that were sent from email address JohnTarget@example.com, that were sent to 

JohnTarget@example.com, and communications that mentioned JohnTarget@example.com 

in the body of the message. The NSA would not, however, acquire communications simply 

because they contained the name “John Target.” In a still-classified September 2008 

opinion, the FISC agreed with the government’s conclusion that the government’s target 

when it acquires an “about” communication is not the sender or recipients of the 

communication, regarding whom the government may know nothing, but instead the 

targeted user of the Section 702–tasked selector. The FISC’s reasoning relied upon 

language in a congressional report, later quoted by the FISA Court of Review, that the 

                                                           
133  The Intelligence Community’s Collection Programs Under Title VII of the Foreign Intelligence 
Surveillance Act, supra, at 3-4. 

134  Bates October 2011 Opinion, supra, at 73, 2011 WL 10945618, at *26. 

135   See, e.g., October 2011 Opinion, supra, at 15-16, 2011 WL 10945618, at *5-6 (describing the 
government’s representations regarding upstream collection in the first Section 702 certification the FISC 
reviewed). 

136  Bates October 2011 Opinion, supra, at 15, 2011 WL 10945618, at *5; Joint Statement of Lisa O. 
Monaco, Assistant Attorney General, National Security Division, Dept. of Justice, et. al., Hearing Before the 
House Permanent Select Comm. on Intelligence:  FISA Amendments Act Reauthorization, at 7 (Dec. 8, 2011) 
(“December 2011 Joint Statement”) (statement of Brad Wiegmann, Deputy Assistant Attorney General, 
National Security Division, DOJ), available at 
http://www.dni.gov/files/documents/Joint%20Statement%20FAA%20Reauthorization%20Hearing%20-
%20December%202011.pdf; PCLOB March 2014 Hearing Transcript, supra, at 55. 
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III. Privacy and Civil Liberties Implications of the Section 702 Program   

A.  Nature of the Collection under Section 702   

1.  Programmatic Surveillance   

 Unlike the telephone records program conducted by the NSA under Section 215 of 

the USA PATRIOT Act, the Section 702 program is not based on the indiscriminate 

collection of information in bulk. Instead, the program consists entirely of targeting specific 

persons about whom an individualized determination has been made. Once the 

government concludes that a specific non-U.S. person located outside the United States is 

likely to communicate certain types of foreign intelligence information — and that this 

person uses a particular communications “selector,” such as an email address or telephone 

number — the government acquires only those communications involving that particular 

selector.474 

Every individual decision to target a particular person and acquire the 

communications associated with that person must be documented and approved by senior 

analysts within the NSA before targeting. Each targeting decision is later reviewed by an 

oversight team from the DOJ and the ODNI (“the DOJ/ODNI oversight team”) in an effort to 

ensure that the person targeted is reasonably believed to be a non-U.S. person located 

abroad, and that the targeting has a legitimate foreign intelligence purpose. The FISA court 

does not approve individual targeting decisions or review them after they are made. 

 Although the “persons” who may be targeted under Section 702 include 

corporations, associations, and entities as well as individuals,475 the government is not 

exploiting any legal ambiguity by “targeting” an entity like a major international terrorist 

organization and then engaging in indiscriminate or bulk collection of communications in 

order to later identify a smaller subset of communications that pertain to the targeted 

entity. To put it another way, the government is not collecting wide swaths of 

communications and then combing through them for those that are relevant to terrorism 

or contain other foreign intelligence. Rather, the government first identifies a 

communications identifier, like an email address, that it reasonably believes is used by the 

target, whether that target is an individual or an entity. It then acquires only those 

communications that are related to this identifier.476 In other words, selectors are always 

                                                           
474  See pages 20-23 and 32-33 of this Report. 

475  See 50 U.S.C. §§ 1801(m), 1881a(a). 

476  The NSA’s “upstream collection” (described elsewhere in this Report) may require access to a larger 
body of international communications than those that contain a tasked selector. Nevertheless, the 
government has no ability to examine or otherwise make use of this larger body of communications, except to 
promptly determine whether any of them contain a tasked selector. Only those communications (or more 
precisely, “transactions”) that contain a tasked selector go into government databases. See pages 36-41 of this 
Report. 

Case4:08-cv-04373-JSW   Document262   Filed07/25/14   Page13 of 51

 ER 127

  Case: 15-16133, 08/04/2015, ID: 9634614, DktEntry: 18-3, Page 92 of 303



  

121 

While we believe that the measures taken by the NSA to exclude wholly domestic 

“about” communications may be reasonable in light of current technological limits, they are 

not perfect.506 Even where both parties to a communication are located in the United 

States, in a number of situations the communication might be routed internationally, in 

which case it could be acquired by the NSA’s upstream collection devices.507 There are 

reasons to suppose that this occurs rarely, but presently no one knows how many wholly 

domestic communications the NSA may be acquiring each year as a result of “about” 

collection.508 

The more fundamental concern raised by “about” collection is that it permits the 

government to acquire communications exclusively between people about whom the 

government had no prior suspicion, or even knowledge of their existence, based entirely on 

what is contained within the contents of their communications.509 This practice 

fundamentally differs from “incidental” collection, discussed above. While incidental 

collection also permits the government to acquire communications of people about whom 

it may have had no prior knowledge, that is an inevitable result of the fact that 

conversations generally involve at least two people: acquiring a target's communications 

by definition involves acquiring his communications with other people. But no effort is 

made to acquire those other peoples' communications — the government simply is 

acquiring the target’s communications. In “about” collection, by contrast, the NSA’s 

                                                           
506  December 2011 Joint Statement, supra, at 7 (acknowledging that the NSA’s efforts “are not perfect”). 

507  See generally Bates October 2011 Opinion, supra, at 34, 2011 WL 10945618, at *11. 

508  Although the NSA conducted a study in 2011, at the behest of the FISA court, to estimate how many 
wholly domestic communications it was annually acquiring as a result of collecting “MCTs” (discussed below), 
the study did not focus on how many domestic communications the NSA may be acquiring due to “about” 
collection where the communication acquired was not an MCT but rather a single, discrete communication. 
Bates October 2011 Opinion, supra, at 34 n.32, 2011 WL 10945618, at *11, n.32. At the urging of the FISA 
court, the NSA subsequently spent some time examining this question, but ultimately did not provide an 
estimate, instead explaining to the court the logistical reasons that the chance of acquiring domestic 
communications in “about” collection “should be smaller — and certainly no greater — than potentially 
encountering wholly domestic communications within MCTs.” Id. This statement prompted the FISA court to 
adopt the assumption that the percentage of wholly domestic communications within the agency’s “about” 
collection might equal the percentage of wholly domestic communications within its collection of “MCTs,” 
leading to an estimate of as many as 46,000 wholly domestic “about” communications acquired each year. Id. 
We do not view this as a particularly valid estimate, because there is no reason to suppose that the number of 
wholly domestic “about” communications matches the number of wholly domestic MCTs, but the fact remains 
that the NSA cannot say how many domestic “about” communications it may be obtaining each year. 

509  See December 2011 Joint Statement, supra, at 7 (“[U]pstream collection allows NSA to acquire, among 
other things, communications about a target where the target is not itself a communicant.”); The Intelligence 
Community’s Collection Programs Under Title VII of the Foreign Intelligence Surveillance Act, supra, at 4 
(“Upstream collection . . . lets NSA collect electronic communications that contain the targeted e-mail address 
in the body of a communication between two third parties.”). 
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collection devices can acquire communications to which the target is not a participant, 

based at times on their contents.510  

Nothing comparable is permitted as a legal matter or possible as a practical matter 

with respect to analogous but more traditional forms of communication. From a legal 

standpoint, under the Fourth Amendment the government may not, without a warrant, 

open and read letters sent through the mail in order to acquire those that contain 

particular information.511 Likewise, the government cannot listen to telephone 

conversations, without probable cause about one of the callers or about the telephone, in 

order to keep recordings of those conversations that contain particular content.512 And 

without the ability to engage in inspection of this sort, nothing akin to “about” collection 

could feasibly occur with respect to such traditional forms of communication. Digital 

communications like email, however, enable one, as a technological matter, to examine the 

contents of all transmissions passing through collection devices and acquire those, for 

instance, that contain a tasked selector anywhere within them. 

  The government values “about” communications for the unique intelligence benefits 

that they can provide. Although we cannot discuss the details in an unclassified public 

report, the moniker “about” collection describes a number of distinct scenarios, which the 

government has in the past characterized as different “categories” of “about” collection. 

These categories are not predetermined limits that confine what the government acquires; 

rather, they are merely ways of describing the different forms of communications that are 

neither to nor from a tasked selector but nevertheless are collected because they contain 

the selector somewhere within them.513 In some instances, the targeted person actually is a 

participant to the communication (using a different communications selector than the one 

that was “tasked” for collection), and so the term “about” collection may be misleading.514 

In other instances, a communication may not involve the targeted person, but for various 

logistical and technological reasons it will almost never involve a person located in the 

United States.  

                                                           
510  See December 2011 Joint Statement, supra, at 7. 

511  See United States v. Jacobsen, 466 U.S. 109, 114 (1984); Ex parte Jackson, 96 U.S. 727, 733 (1877). 

512  See Katz v. United States, 389 U.S. 347 (1967). 

513  Such communications include “any Internet transaction that references a targeted selector, 
regardless of whether the transaction falls within one of the . . . previously identified categories of ‘about 
communications[.]’” Bates October 2011 Opinion, supra, at 31, 2011 WL 10945618, at *11. 

514  The term “about” communications was originally devised to describe communications that were 
“about” the selectors of targeted persons — meaning communications that contained such a selector within 
the communication. But the term has been used more loosely by officials in a way that suggests these 
communications are “about” the targeted persons. References to targeted persons do not themselves lead to 
“about” collection; only references to the communications selectors of targeted persons lead to “about” 
collection. 
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internal agency reviews to ensure that the new targeting procedures have been adopted by 

its analysts. The executive branch compliance audits should also be modified to reflect the 

new targeting procedures and to include more rigorous scrutiny of whether valid foreign 

intelligence purpose determinations are being properly articulated.  

 

II. U.S. Person Queries 

Recommendation 2:  The FBI’s minimization procedures should be updated to 

more clearly reflect actual practice for conducting U.S. person queries, including 

the frequency with which Section 702 data may be searched when making 

routine queries as part of FBI assessments and investigations. Further, some 

additional limits should be placed on the FBI's use and dissemination of Section 

702 data in connection with non–foreign intelligence criminal matters. 

When an FBI agent or analyst initiates a criminal assessment or begins a new 

criminal investigation related to any type of crime, it is routine practice, pursuant to the 

Attorney General Guidelines for Domestic FBI Operations, to conduct a query of FBI 

databases in order to determine whether they contain information on the subject of the 

assessment or investigation. The databases queried may include information collected 

under various FISA authorities, including data collected under Section 702. The FBI’s rules 

relating to queries do not distinguish between U.S. persons and non-U.S. persons; as a 

domestic law enforcement agency, most of the FBI’s work concerns U.S. persons. If a query 

leads to a “hit” in the FISA data (i.e., if a communication is found within a repository of 

Section 702 data that is responsive to the query), then the agent or analyst is alerted to the 

existence of the hit. If the agent or analyst has received training on how to handle FISA-

acquired materials, he or she is able to view the Section 702 data that was responsive to the 

query; however, if the agent or analyst has not received FISA training he or she is merely 

alerted to the existence of the information but cannot access it. The agent or analyst would 

have to contact a FISA-trained agent or analyst and ask him or her to review the 

information.  

Even though FBI analysts and agents who solely work on non–foreign intelligence 

crimes are not required to conduct queries of databases containing Section 702 data, they 

are permitted to conduct such queries and many do conduct such queries. This is not 

clearly expressed in the FBI’s minimization procedures, and the minimization procedures 

should be modified to better reflect this actual practice. The Board believes that it is 

important for accountability and transparency that the minimization procedures provide a 

clear representation of operational practices. Among other benefits, this improved clarity 

will better enable the FISA court to assess statutory and constitutional compliance when 
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the minimization procedures are presented to the court for approval with the 

government’s next recertification application.  

In light of the privacy and civil liberties implications of using Section 702 

information, collected under lower thresholds and for a foreign intelligence purpose, in the 

FBI’s pursuit of non–foreign intelligence crimes, the Board believes it is appropriate to 

place some additional limits on what can be done with Section 702 information. Members 

of the Board differ on the nature of the limitations that should be placed on the use of that 

information. Board Members’ proposals and a brief explanation of the reasoning 

supporting each are stated below, with elaboration in the two separate statements.  

Additional Comment of Chairman David Medine and Board Member Patricia Wald 

For acquisitions authorized under Section 702, FISA permits the FBI for law 

enforcement purposes, to retain and disseminate evidence of a crime. However, there is a 

difference between obtaining a U.S. person’s communications when they are in plain view 

as an analyst reviews the target’s communications, and the retrieval of a U.S. person’s 

communications by querying the FBI’s Section 702 holdings collected over the course of 

years.545  Therefore, consistent with our separate statement regarding Recommendation 3, 

we believe that U.S. persons’ privacy interests regarding 702 data should be protected by 

requiring that each identifier should be submitted to the FISA court for approval before the 

identifier may be used to query data collected under Section 702, other than in exigent 

circumstances. The court should determine, based on documentation submitted by the 

government, whether the use of the U.S. person identifier for Section 702 queries meets the 

standard that the identifier is reasonably likely to return information relevant to an 

assessment or investigation of a crime. As discussed in more detail in our separate 

statement, this judicial review would not be necessary for U.S. persons who are already 

suspected terrorists and subject to surveillance under other government programs. 

Additional Comment of Board Members Rachel Brand and Elisebeth Collins Cook  

 As explained in our separate statement, we would support a requirement that an 

analyst conducting a query in a non–foreign intelligence criminal matter obtain 

supervisory approval before accessing any Section 702 information that was responsive to 

the query. We would also support a requirement of higher-level Justice Department 

approval, to the extent not already required, before Section 702 information could be used 

                                                           
545  On June 25, 2014, the United States Supreme Court ruled unanimously that a search of a cell phone 
seized by the police from an individual who has been arrested required a warrant.  Riley v. California, No. 13-
132, 2014 WL 2864483 (U.S. June 25, 2014).  The Court distinguished between reviewing one record versus 
conducting an extensive records search over a long period: “The fact that someone could have tucked a paper 
bank statement in a pocket does not justify a search of every bank statement from the last five years.”  Id. at 
*18. Likewise, observing evidence of a crime in one email does not justify conducting a search of an 
American’s emails over the prior five years to or from everyone targeted under the Section 702 program. 
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Speaker’s Notes

From Feb 28 2013: Proposed/imminent latest DO/Volume reduction: Narchive

BLUF: Requested S2 concurrence at S2 TLC on 25 Feb with partial throttling of content from Yahoo, Narchive email traffic which
contains data older than 6 months from MUSCULAR. Numerous S2 analysts have complained of its existence, and the relatively
small intelligence value it contains does not justify the sheer volume of collection at MUSCULAR (1/4th of the total daily collect).

Background: Since July of 2012, Yahoo has been transferring entire email accounts using the Narchive data format (a proprietary
format for which NSA had to develop custom demultiplexers). To date, we are unsure why these accounts are being transferred –
movement of individuals, backup of data from overseas servers to US servers, or some other reason. There is no way currently to
predict if an account will be transferred via Yahoo Narchive.

Currently, Narchive traffic is collected and forwarded to NSA for memorialization in any quantity only from DS-‐200B. On any given
day, Narchive traffic represents 25% (15GB) of DS-‐200B’s daily PINWALE content allocation (60GB currently). DS-‐200B is scheduled
to be upgraded in the summer of 2013; it is likely that memorialized Narchive traffic, if still present in the environment, will grow
proportionally (i.e. double now, to 30 GB/day).

Narchive traffic is mailbox formatted email, meaning unlike Yahoo webmail, any attachments present would be collected as part of
the message. This is a distinct advantage. However, it has not been determined what causes an Narchive transfer of an account, so
these messages are rarely collected “live”.
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Based on analysis of Narchive email data by and , we were able to indentify statistics for the original
communications date for Narchive email messages collected:

< 30 days 1118 11%
> 30 days, < 90 days 1758 17%
> 90 days < 180 days 1302 13%
> 180 days, < 1 year 2592 26%
> 1years, < 5 years 3084 31%
> 5years 154 >1%

Numerous target offices have complained about this collection “diluting” their workflow. One argument for keeping it is that it
provides a retrospective look at target activity – this argument is hampered by a) the unreliable and non-‐understood nature of when
the transfer occurs for an account, and b) that FISA restrospective collection would retrieve the exact same data “on demand”.

SSO Optimization believes that while this is “valid” collection of content, the sheer volume and the age – coupled with the
unpredictable nature of Narchive activity – makes collecting older data a less desirable use of valuable resources. 59% of Narchive
email collected was originally sent and received more than 180 days after collection. This represents about 8.9 GB a day of “less
desirable” collection – long term allocation that could be easily filled with more timely, useful FI from this lucrative SSO site. As
always with our optimization, the data would still be available at the site store for SIGDEV. This would not impact metadata
extraction.

Past DO volume reduction efforts:
Webmail OAB-‐ Leap day 2012: the original defeat only targeted gmail, yahoo, and hotmail webmail protocol
FB buddylist sampling since last year

Today: FB OAB defeat/atxks/facebook/ownerless_addressbook : this is a JSON addressbook
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1999
 International Telecommunications Data

(Filed as of October 31, 2000)

December 2000

Linda Blake
Jim Lande

Industry Analysis Division
Common Carrier Bureau

Federal Communications Commission
Washington, DC 20554

This report is available for reference in the FCC’s Reference Information Center at 445 12th Street, S.W.,
Courtyard Level.  Copies may be purchased by calling International Transcription Services, Inc.,  (ITS) at
(202) 857-3800.  The report can be downloaded [file  names: 4361-F99.ZIP or 4361-F99.PDF] from the
FCC-State Link  internet site at http://www.fcc.gov/ccb/stats  on the World Wide Web.
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Figure 9
International Message Telephone Traffic and Revenues

for the Three Largest International Carriers

U.S. Billed Traffic All Traffic that Originates or
Terminates in the U.S.

U.S. Net of
Number U.S. Billed Number Carrier Settlements

of Carrier Revenue of Retained Revenue
Minutes Revenue per Minutes Revenue per

(000,000) ($000,000) Minute (000,000) ($000,000) Minute

AT&T

1991 6,596 $6,962 $1.06 10,020 $4,279 $0.43
1992 7,039 $7,314 $1.04 10,741 $4,814 $0.45
1993 7,201 $7,482 $1.04 10,938 $4,979 $0.46
1994 8,040 $7,984 $0.99 11,807 $5,229 $0.44
1995 8,831 $8,425 $0.95 12,778 $5,634 $0.44
1996 9,546 $8,559 $0.90 13,563 $5,705 $0.42
1997 10,331 $8,351 $0.81 14,529 $5,786 $0.40
1998 10,452 $7,533 $0.72 15,113 $5,332 $0.35
1999 10,900 $6,755 $0.62 15,944 $4,921 $0.31

MCI *

1991 1,600 $1,487 $0.93 2,450 $958 $0.39
1992 2,101 $2,065 $0.98 3,163 $1,360 $0.43
1993 2,857 $2,779 $0.97 4,175 $1,789 $0.43
1994 3,529 $2,952 $0.84 5,206 $1,790 $0.34
1995 4,486 $3,968 $0.88 6,350 $2,402 $0.38
1996 5,372 $3,550 $0.66 7,496 $1,772 $0.24
1997 5,913 $4,243 $0.72 8,216 $2,634 $0.32
1998 7,195 $4,298 $0.60 10,257 $2,745 $0.27
1999 8,306 $5,056 $0.61 11,396 $3,489 $0.31

Sprint

1991 728 $604 $0.83 1,139 $407 $0.36
1992 946 $786 $0.83 1,424 $520 $0.37
1993 1,181 $1,048 $0.89 1,730 $706 $0.41
1994 1,490 $1,229 $0.82 2,140 $742 $0.35
1995 1,772 $1,289 $0.73 2,480 $741 $0.30
1996 2,745 $1,493 $0.54 4,060 $672 $0.17
1997 2,794 $1,478 $0.53 4,505 $822 $0.18
1998 2,916 $1,421 $0.49 4,795 $922 $0.19
1999 3,640 $1,379 $0.38 5,507 $825 $0.15

WorldCom, Inc.

1991 3 $2 $0.52 4 $1 $0.26
1992 12 $10 $0.82 21 $6 $0.29
1993 92 $64 $0.70 132 $27 $0.21
1994 278 $124 $0.45 362 $38 $0.10
1995 544 $291 $0.53 798 $144 $0.18
1996 846 $364 $0.43 1,137 $100 $0.09
1997 1,400 $500 $0.36 1,842 $114 $0.06
1998 - - - - - -
1999 - - - - - -

* MCI for years 1991-1997, MCI WorldCom, Inc. thereafter.
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During the Cold War, ordinary Americans used the telephone for 

many local calls, but they were cautious about expensive “long-distance” 

calls to other area codes and were even more cautious about the especially 

expensive “international” phone calls.  Many people today, by contrast, 

treat the idea of “long-distance” or “international” calls as a relic of the 

past. We make international calls through purchases of inexpensive phone 

cards or free global video services.  International e-mails are cost-free for 

users. 

The pervasively international nature of communications today was 

the principal rationale for creating Section 702 and other parts of the FISA 

Amendments Act of 2008.  In addition, any communication on the Internet 

might be routed through a location outside of the United States, in which 

case FISA does not apply and collection is governed under broader 

authorities such as Executive Order 12333.  Today, and unbeknownst to US 

users, websites and cloud servers may be located outside the United States. 

Even for a person in the US who never knowingly sends communications 

abroad, there may be collection by US intelligence agencies outside of the 

US. 160 The cross-border nature of today’s communications suggests that 

when decisions are made about foreign surveillance, there is a need for 

greater consideration of policy goals involving the protection of civilian 

commerce and individual privacy.   

                                                           
160 See Jonathan Mayer, “The Web is Flat” Oct. 30, 2013 (study showing “pervasive” flow of web browsing 
data outside of the US for US individuals using US-based websites),  available at 
http://webpolicy.org/2013/10/30/the-web-is-flat/. 
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I, James J. Gilligan, hereby declare: 
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1. I am the Special Litigation Counsel for the United States Department of Justice, Civil 

Division, Federal Programs Branch, and attorney of record for the official capacity Government 

Defendants in the above-captioned cases.  The statements made herein are based on my personal 

knowledge, and on information made available to me in the course of my duties and 

responsibilities as counsel for the official capacity Government Defendants in these cases. 

2. Filed with this declaration, as Exhibits A through F in support of the Government 

Defendants’ Reply Brief Regarding Compliance with Preservation Orders, are true and correct 

copies of the following documents: 

a. Exhibit A, NSA Director of Civil Liberties and Privacy Office Report, NSA’s 

Implementation of Foreign Intelligence Surveillance Act Section 702 (“Civil 

Liberties and Privacy Office Report”), dated Apr. 16, 2014; 

b. Exhibit B, Intelligence Community’s Collection Programs under Title VII of the 

Foreign Intelligence Surveillance Act (“IC’s Collection Programs”); 

c. Exhibit C, Office of the Director of National Intelligence, Statistical Transparency 

Report Regarding use of National Security Authorities, dated June 26, 2014; 

d. Exhibit D, Facts on the Collection of Intelligence Pursuant to Section 702 of the 

Foreign Intelligence Surveillance Act (“ODNI Fact Sheet”), dated June 8, 2013; 

e. Exhibit E, The National Security Agency:  Missions, Authorities, Oversight and 

Partnerships, dated Aug. 9, 2013; and 

f. Exhibit F, Minimization Procedures Used by the National Security Agency in 

Connection with Acquisitions of Foreign Intelligence Information Pursuant to 

Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended, 

dated Oct. 31, 2011 (“Minimization Procedures”). 
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 I declare under penalty of perjury under the laws of the United States of America that the 

foregoing is true and correct.  Executed on June 27, 2014, at Washington, D.C. 

 

/s/ James J. Gilligan                                                                               

JAMES J. GILLIGAN 

Special Litigation Counsel 

james.gilligan@usdoj.gov  

U.S Department of Justice 

Civil Division, Federal Programs Branch 

20 Massachusetts Ave., N.W., Room 6102 

Washington, D.C.  20001 

Phone: (202) 514-3358 

Fax:  (202) 616-8470  
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CAROLYN JEWEL, TASH HEPTING, 
YOUNG BOON HICKS, as executrix of the 
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UNITED STATES 
FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

__________________________________________ 
IN RE MOTION FOR DECLARATORY  ) 
JUDGMENT OF A FIRST AMENDMENT  )  Docket No. Misc. 13-03 
RIGHT TO PUBLISH AGGREGATE  ) 
INFORMATION ABOUT FISA ORDERS  )  
__________________________________________) 
       ) 
IN RE MOTION TO DISCLOSE AGGREGATE )  Docket No. Misc. 13-04 
DATA REGARDING FISA ORDERS  )  
__________________________________________) 
       ) 
IN RE MOTION FOR DECLARATORY  ) 
JUDGMENT TO DISCLOSE AGGREGATE )  Docket No. Misc. 13-05  
DATA REGARDING FISA ORDERS  ) 
AND DIRECTIVES     ) 
__________________________________________) 
       ) 
IN RE MOTION FOR DECLARATORY  ) 
JUDGMENT TO DISCLOSE AGGREGATE )  Docket No. Misc. 13-06  
DATA REGARDING FISA ORDERS  ) 
AND DIRECTIVES     ) 
__________________________________________) 
       ) 
IN RE MOTION FOR DECLARATORY  ) 
JUDGMENT TO REPORT AGGREGATED )  Docket No. Misc. 13-07  
DATA REGARDING FISA ORDERS  ) 
__________________________________________) 
 

NOTICE 
 

    
The Government hereby informs the Court that, pursuant to the terms of the attached 

letter from the Deputy Attorney General, the Government will permit the petitioners to publish 

the aggregate data at issue in the above-captioned actions relating to any orders issued pursuant 

to the Foreign Intelligence Surveillance Act (FISA).  The parties are separately stipulating to the 
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dismissal of these actions without prejudice.  The Director of National Intelligence has 

declassified the aggregate data consistent with the terms of the attached letter from the Deputy 

Attorney General, in the exercise of the Director of National Intelligence’s discretion pursuant to 

Executive Order 13526, § 3.1(c).  The Government will therefore treat such disclosures as no 

longer prohibited under any legal provision that would otherwise prohibit the disclosure of 

classified data, including data relating to FISA surveillance.  It is the Government’s position that 

the terms outlined in the Deputy Attorney General’s letter define the limits of permissible 

reporting for the parties and other similarly situated companies. 

 
Dated:  January 27, 2014   Respectfully submitted, 

      JOHN P. CARLIN 
      Acting Assistant Attorney General  

  for National Security 
 
TASHINA GAUHAR 
Deputy Assistant Attorney General 
National Security Division 
 
J. BRADFORD WIEGMANN 
Deputy Assistant Attorney General 
National Security Division 
 

      CHRISTOPHER HARDEE 
      Chief Counsel for Policy 
      National Security Division 
       

   /s/ Alex Iftimie 
ALEX IFTIMIE  
U.S. Department of Justice 
National Security Division 
950 Pennsylvania Ave., N.W. 
Washington, DC 20530 
Phone: (202) 514-5600 
Fax: (202) 514-8053 
 
Attorneys for the United States of America 
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CERTIFICATE OF SERVICE 

 I hereby certify that a true copy of this Notice was served by the Government via email 

on this 27th day of January, 2014, addressed to: 

Albert Gidari 
Perkins Coie LLP 
1201 Third Avenue, Suite 4900 
Seattle, WA 98101 
Attorney for Google Inc. 
 
James Garland 
David N. Fagan 
Alexander A. Berengaut 
Covington & Burling LLP 
1201 Pennsylvania Avenue, N.W. 
Washington, DC 20004-2401 
Attorneys for Microsoft Corporation 
 
Marc J. Zwillinger 
Jacob A. Sommer 
ZwillGen PLLC 
1705 N Street, N.W. 
Washington, DC 20036 
Attorneys for Yahoo! Inc. 
 
Carl J. Nichols 
Wilmer Cutler Pickering Hale and Dorr LLP 
1875 Pennsylvania Avenue, N.W. 
Washington, DC 20006 
Attorney for Facebook, Inc. 
 
Jerome C. Roth 
Jonathan H. Blavin 
Justin P. Raphael 
Munger, Tolles & Olson LLP 
560 Mission Street, 27th Floor 
San Francisco, CA 94105 
Attorneys for LinkedIn Corporation 
 

    /s/  
       Alex Iftimie 
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UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

AMENDED CIVIL MINUTE ORDER

DATE: September 27, 2013 Time in Court: 31 minutes

JUDGE: JEFFREY S. WHITE Court Reporter:  Debra Pas

Courtroom Deputy: Jennifer Ottolini

CASE NO. C-08-4373 and C-07-693  JSW

TITLE: Carolyn Jewel, et al., v. National Security Agency, et al., 
             Virginia Shubert, et al., v. George W. Bush, et al., 

COUNSEL FOR PLAINTIFF: COUNSEL FOR DEFENDANT:
Ilann Maazel Anthony Coppolino
Cindy Cohn Jim Whitman
Thomas Moore III
Richard Weibe
Benjamin Berkowitz

PROCEEDINGS: Status Conference

RESULTS:  Status Conference held.
           

The Court set the following briefing schedules regarding outstanding FOIA issues
discussed: 

For Defendants:
• Opening briefs due: December 20, 2013
• Opposition briefs due: January 31, 2014
• Reply briefs due: February 28, 2014

For Plaintiffs:
• Opening briefs due: January 31, 2014
• Opposition briefs due: February 14, 2014
• Reply briefs due: February 28, 2014

A hearing will be schedule by further order of the Court.

Pursuant to the parties’ stipulation, the Court STAYS the claims against the personal
capacity Defendants and STAYS substitution of deceased Plaintiff Gregory Hicks, until
further order of the Court, upon a showing of good cause.

Discovery shall not commence until resolution of the four threshold legal issues requiring
further briefing.  

• Defendants' revised declarations and exhibits due: December 20, 2013
• Plaintiffs' response, if any, due: January 10, 2014

The Court directed the parties to order a transcript of these proceedings.
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FOR THE NORTHERN DISTRICT OF CALIFORNIA 

  
CAROLYN JEWEL, TASH HEPTING, 
YOUNG BOON HICKS, as executrix of the 
estate of GREGORY HICKS, ERIK KNUTZEN 
and JOICE WALTON, on behalf of themselves 
and all others similarly situated,  

Plaintiffs, 

v. 
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I, Richard R. Wiebe, do hereby declare: 

1. I am a member in good standing of the Bar of the State of California and the bar of 

this Court.  I am counsel to plaintiffs in this action.  I certify that the exhibit attached hereto is a 

true and correct copy of the document located at the indicated source. 

3 

4 

2. As part of the FISA Amendments Act of 2008, Congress required the Inspectors 

General of the National Department of Justice, the Office of the Director of National Intelligence, 

the National Security Agency, the Department of Defense, and any other element of the 

intelligence community that participated in the President’s Surveillance Program to investigate and 

report to Congress upon the Program.  Section 301(b)(1) of the FISA Amendments Act of 2008 

provides: 

6 

7 

8 

9 

10 

“The Inspectors General of the Department of Justice, the Office of the Director of National 

Intelligence, the National Security Agency, the Department of Defense, and any other 

element of the intelligence community that participated in the President’s Surveillance 

Program, shall complete a comprehensive review of, with respect to the oversight authority 

and responsibility of each such Inspector General— 

 

(A) all of the facts necessary to describe the establishment, implementation, product, 

and use of the product of the Program; 

(B) access to legal reviews of the Program and access to information about the 

Program; 

(C) communications with, and participation of, individuals and entities in the private 

sector related to the Program; 

(D) interaction with the Foreign Intelligence Surveillance Court and transition to 

court orders related to the Program; and  

(E) any other matters identified by any such Inspector General that would enable 

that Inspector General to complete a review of the Program, with respect to such 

Department or element.” 

FISA Amendments Act of 2008, Pub. L. 110-261, § 301(b)(1), 122 Stat. 2436, 2471-2472 (2008). 
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3. Plaintiffs have previously submitted to the Court the unclassified joint report of the 

Inspectors General, which was released on July 10, 2009.  Dkt. #35, Ex. A. 2 

4. In addition to their joint report, each of the Inspectors General prepared an 

individual report describing his or her agency’s participation in the President’s Surveillance 

Program. 

4 

5 

5. Attached hereto as Exhibit A is the March 24, 2009 “Working Draft” of the NSA 

Inspector General’s individual report.  Exhibit A was obtained from the website of the Guardian 

newspaper, which published it June 27, 2013:  

http://www.guardian.co.uk/world/interactive/2013/jun/27/nsa-inspector-general-report-document-

data-collection.   

7 

8 

9 

10 

6. Exhibit A states:   

“This report provides the classified results of the NSA Office of the Inspector General 

(OlG) review of the President’s Surveillance Program (PSP) as mandated in the FISA 

Amendments Act (FAA) of 2008.  It includes the facts necessary to describe from NSA’s 

perspective:  

 

 establishment of the PSP (Section One) 

 implementation and product of the PSP (Section Two) 

 access to legal reviews of the PSP and access to information about the PSP 

(Section Three) 

 interaction with the Foreign Intelligence Surveillance Court (FISC) and transition 

to court orders related to the PSP (Section Four) 

 oversight of PSP activities at NSA (Section Five)” 

Exhibit A at 1-2.   

Exhibit A describes in detail all four aspects of the NSA’s communications surveillance and 

collection program:  Telephone metadata, telephone content, Internet metadata, and Internet 

content. 
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I declare under penalty of perjury under the laws of the United States that the foregoing is 

true and correct to the best of my knowledge, information, and belief. 

Executed at San Francisco, CA on July 2, 2013. 

s/ Richard R. Wiebe 
Richard R. Wiebe 
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EXHIBIT A, 
Part 1 of 5 
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TOP SECRETIISTLWIICOMINTIORCONINOFORN

ST-09-0002 WORKING DRAFT
OFFICE OF THE INSPECTOR GENERAL

NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

24 March 2009

(U) TABLE OF CONTENTS

I. (U) INTRODUCTION: 1

II. REVIEW CATEGORIES 3

(U) APPENDIX A: About the Review

(U) APPENDIX B: Presidential Authorizations

(U) APPENDIX C: Timelineof Key Events

(U) APPENDIX D: NSA Legal Review of the Presidential Authorization

(U) APPENDIX E: Flowchart of Metadata Analysis

(U) APPENDIX F: Flowchart of Content Analysis

(U) APPENDIX G: Security Clearances for President's Surveillance Program

(U) APPENDIX H: NSA Office of the Inspector General Reports on President's
Surveillance Program

WORKING DRAFT

TOP SECRETIISTLWIICOMINTIORCONINOFORN
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TOP SECRETIISTLWIICOMINTIORCONINOFORN

ST-09-0002 WORKING DRAFT

I. (U) INTRODUCTION

Background

(U//FOUO) On 4 October 2001, President George W. Bush issued a
memorandum entitled "AUTHORIZATION FOR SPECIFIED
ELECTRONIC SURVEILLANCE ACTIVITIES DURING A LIMITED
PERIOD TO DETECT AND PREVENT ACTS OF TERRORISM
WITHIN THE UNITED STATES." The memorandum was based on the
President's determination that after the 11 September 2001 terrorist attacks
in the United States, an extraordinary emergency existed for national
defense purposes.

(TS//SVIORINF) The 4 October 2001 Presidential authorization delegated
authority to the Secretary of Defense, who further delegated it to the
Director of National Security Agency/Chief. Central Security Service
(DfRNSA/CHCSS} to conduct specified electronic surveillance on targets
related to Afghanistan and international terrorism for 30 days. Because the
surveillance included wire and cable communications carried into or out of
the United States, it would otherwise have required FISC authority.

(TS//SVIORINF) The Authorization specified that NSA could acquire the
content and associated metadata of telephony and Internet communications
for which there was probable cause to believe that one of the
communicants was in Afghanistan or that one communicant was engaged
in or preparing for acts of international terrorism. In addition, NSA was
authorized to acquire telephony and Internet metadata l for communications
with at least one communicant outside the United States or for which no
communicant was known to be a citizen of the United States. NSA was
also allowed to retain, process, analyze and disseminate intelligence from
the communications acquired under the authority. 2

(U) This Report

(U//FOUO) This report provides the classified results of the NSA Office of
the Inspector General (OIG) review of the President's Surveillance
Program (PSP) as mandated in the FISAAmendments Act (FAA) of2008.
It includes the facts necessary to describe from NSA's perspective:

I (U)Metadata is data that describes content, events, or networks associated with SIGINT targets.
2 (U)The Authority changed over time. See Appendix B for details.

WORKING DRAFT
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TOP SECRETIISTLWIICOMINTIORCONINOFORN

ST-09-0002
WORKING DRAFT

l!J establishment of the PSP (Section One)

l!J implementation and product of the PSP (Section Two)

l!J access to legal reviews of the PSP and access to information about
the PSP (Section Three)

l!J interaction with the Foreign Intelligence Surveillance Court (FISC)
and transition to court orders related to the PSP (Section Four)

l!J oversight of PSP activities at NSA (Section Five)

(U) President's Surveillance Program Terminology

(U//FOUO) For purposes of this report, the PSP, or "the Program," refers
to NSA activities conducted under the authority of the 4 October 2001
memorandum and subsequent renewals, hereafter known as "the
Authorization." As mandated by the FAA, this review includes activities
authorized by the President between 11 September 2001 and 17 January
2007 and those activities continued under FISC authority. This includes
the program described by the President in a
17 December 2005 radio address as the Terrorist Surveillance Program,
which was content collected under the Authorization.

TOP SECRETIISTLWIICOMINTIORCONINOFORN
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TOP SECRETIISTLWIICOMINTIORCONINOFORN

WORKING DRAFT

(TS//SI//NF) Foreign selectors tasked for PSP content collection did not
require formal approvals or tasking packages. Analysts were responsible
for determining whether a foreign selector met the criteria for foreiQn
intelliQence terms of the Authorization.

(TS//SV/NF) Collection. After a dontestie selector was approved for PSP
content collection, it was identified as "tasked" in the STELLARWIND
Addresses Database by CT/AAD tasking managers who then emailed a
collection tasking request to the SSO Collection Manager for telephony
and Internet content collection. Foreign selector content collection
requests were sent directly to the SSO Collection Manager. They did not
require special approval.

(TS//SVlSTLW//NF) SSO collection managers were responsible for
ensuring that telephony and Internet content selectors were put on or taken
off collection. For telephony telephonv content selectors, collection
managers sent content collection tasking instructions to private sector
companies. Private sector companies were responsible for implementing
tasking at front-end devices to obtain the required content collection. For
Internet content selectors, collection managers sent content tasking
instructions directly to equipment installed at
company-controlled locations. Collected data was sent back to NSA/SSO
and made available to analysts through the HYBRID voice processing
system for telephony content selectors or the PINWALE database for
Internet content selectors. SSO collection managers worked with private
sector companies and the CT Product Line to ensure that collected data was
as intended and legally authorized.

(TS//SV/NF) Storage. Content (voice or dBata} collected under PSP was
stored in protected partitions in existing NSA databases. Access to the
partitions was restricted to PSP-cleared personnel.

(TS//SV/NF) Reporting. After analyzing content data collected under
Presidential authority and identifying foreign intelligence information,
counterterrorism analysts wrote reports. After an initial review within the
CT Product Line, some reports were sent to SID Oversight and Compliance
(O&C) for a second review for U.S. person identities. O&C reviewers
determined whether the U.S. identities in the report were necessary to
assess or understand the foreiQn intelligence information being reported.QL
was required with in the conduct of recipient's official duties. If an identity
was found to be unnecessary, it was not reported. Before any U.S. person
information was disseminated in reporting, internal NSA approvals were
obtained as required by United States Signals Intelligence Directive
SPOO18 - Legal Compliance and Minimization Procedures.
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(U) FOUR: NSA PRIVATE SECTOR RELATIONSHIPS

(TS//SI//NF) To conduct foreign intelligence-gathering activities
under the PSp' NSA required the assistance ofprivate companies,
which provided access to international communications chokepoints
in United States. Immediately after 11 September 2001, some private
companies contacted NSA to offer support. Subsequent to PSP
authorization, NSA sent request letters to companies stating that
their assistance was authorized by the President with legal
concurrence of the Attorney General.

(U) Need for Private Sector Cooperation

(TS//SII/NF) The United States carries out foreign intelligence activities
through a variety of means. One of the most effective means is to partner
with commercial entities to obtain access to information that would not
otherwise be available.

(U//FOUO) Telephony

(TS//SII/NF) Most international telephone calls are routed through a small
number of switches or "chokepoints" in the international telephone
switching system en route to their final destination. The United States is a
major crossroads for international switched telephone traffic. For example,
in 2003, circuit switches worldwide carried approximately 180 billion
minutes of telephone communications. Twenty percent of this amount,
over 37 billion minutes, either originated or terminated in the United
States, and another thirteen percent, over 23 billion minutes, transited the
United States (neither originating nor terminating here). [NSA is
authorized under Executive Order 12333 to acquire transiting telephone
calls.]

(TS//SII/NF) NSA determined that under the Authorization it could gain
access to approximately 81 % of the international calls into and out of the
United States through three corporate partners: COMPANY A had access to
39%, COMPANY B 28%, and COMPANY C 14%. NSA did not seek
assistance from local exchange carriers, because that would have given
NSA access primarily to domestic calls.

TOP SECRETIISTLWIICOMINTIORCONINOFORN
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(U//FOUO) Internet Communications

(TS//SVINF) Al Qaeda and associated terrorist organizations have made
extensive use of the Internet. It is their preferred method of
communication. Terrorists use Internet communications, particularly web
based services, because they are ubiquitous, anonymous, and usually free
of charge. They can access Web-based email accounts and similar services
from any origination point around the world.

(TS//SI/INF) The United States is a major Internet communications hub.
The industry standard for characterization of the volume of Internet
communications is bandwidth, which measures the amount of digital data
transmitted in one second - bits per second or bps. For example, data
available from 2002 shows that at that time, worldwide international
bandwidth was slightly more than 290 Gbps7. Of that total, less than 2.5
Gbps was between two regions that did not include the United States.

(TS//SI/INF) The United States is also home to computer servers providing
Internet communications services often used by terrorists. The majority of
known terrorist email addresses that NSA has tracked are hosted on U.S.
based providers or foreign-managed providers hosted on servers in the
United States. (e.g.

(UIIFOUO) Evolution of NSA Partnerships with Private Sector

(U) History of NSA Partnerships with Private Sector

(TS//SI/INF) As far back as World War II, NSA has had classified
relationships with carefully vetted U.S. companies that assist with essential
foreign intelligence-gathering activities. NSA maintains relationships with
over 100 U.S. companies. Without their cooperation, NSA would not be
able respond to intelligence requirements on a variety of topics important
to the United States.

(TS//SVINF) Two of the most productive SIGINT collection partnerships
that NSA has with the private sector are with COMPANY A and
COMPANY B. These two relationships enable NSA to access large
volumes offoreign-to-foreign communications transiting the United States

7(U) Gpbs is an abbreviation for Gigabits per second, which can also be described as one billion bits per second
or 1,000,000,000 bps.
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through fiber-optic cables, gateway switches, and data networks. They also
provide foreign intelligence authorized under the FISA.

(TSIISI!/NF) According to General Alexander, General Hayden's
replacement as Director ofNSA/CSS, if the relationships with these
companies were ever terminated, the U.S. SIGINT system would be
irrevocably damaged, because NSA would have sacrificed America's home
field advantage as the primary hub for worldwide telecommunications.

(U) Partnerships after 11 September 2001

(TSIISI!/NF) According to the former Deputy Chief of SSO, between 11
September 2001 and the 4 October 2001 Authorization, COMPANY A and
COMPANY B contacted NSA and asked "what can we do to help?"
COMPANY B personnel approached NSA SSO personnel through an
existing program. They said they noticed odd patterns in domestic calling
records surrounding the events of 11 September and offered call records
and analysis. With no appropriate authority under which to accept the call
records, NSA suggested the company contact the FBI.

(UIIFOUO) Partnerships Supporting the PSP

(TSIlSI!/NF) Once the Authorization was signed on 4 October 2001, NSA
began a process of identifYing and visiting commercial entities requesting
their support. While requesting help from corporate entities to support the
PSP, NSA personnel made it clear that the PSP was a cooperative program
and participation was voluntary. NSA knew that the PSP was an
extraordinary program and understood if companies viewed it as too much
of a liability.

(TS//SI//NF) NSA Approaches to Private Sector Companies

(TSIISI!/NF) 2001: On Columbus Day, 8 October 2001, NSA Special
Source Operations (SSO) personnel responsible for the access relationships
with corporate partners COMPANY A, COMPANY B, and COMPANY C
were called in to work and informed that the President had authorized the
PSP on 4 October 2001. The SSO personnel were tasked with initiating a
dialog with the respective TS/SCI-cleared officials from COMPANIES A,
B, and C to seek their cooperation under the new Authorization. Over the
next few business days, SSO personnel met separately with officials from
the three companies. Each company agreed to cooperate.
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(TS//SI-ECI//NF) Letters for COMPANIES A, B, C, and E were couriered
to the companies' local facility. COMPANY B sometimes picked up its
letters at NSA Headquarters. Letters for COMPANY D were stored at NSA
since no one at the company had the proper clearance to store them.

(U//FOUO) PSP Authorized Support to NSA

(TS//SI-ECI//NF) Private sector companies provided assistance to NSA
under the PSP in three categories: telephone and Internet Protocol content,
Metadata from Call Detail Records, and Internet Protocol Metadata.

(TS//ECI//NF) The PSP allowed content to be collected if the selected
communication was one-end foreign or the location of the communicants
could not be determined. Selectors (email addresses and telephone
numbers) were provided by NSA's Office of Counterterrorism.

(TS//SI-ECl//NF) Content: Telephony. Under the PSP, companies
provided the content of one-end-foreign international telephone calls
(telephony content) and the content of electronic communications (email
content) of al Qaeda and its affiliates. COMPANIES A, B, and C provided
telephony content from communications links they owned and operated.
They had been providing telephony content to NSA before 2001 under
FISA and E.O. 12333 authorities. NSA began to receive telephony content
from COMPANIES A and B on 6 October 2001 and COMPANY Con 7
October 2001. This support ended on 17 January 2007.

(TS//SI-ECI//NF) Content: Internet Email. COMPANIES A, B, and C
provided access to the content ofAl Qaeda and Al Qaeda-affiliate email
from communication links they owned and operated. NSA received email
content from COMPANY A as early as October 2001 until 17 January
2007, from Company B beginning February-March 2002 through 17
January 2007, and from COMPANY C from April 2005 until 17 January
2007. From April 2003 through November 2003, COMPANY D provided
a limited amount of email content under the PSP. It did not provide PSP
related support after November 2003, but it did provide support under
FISA.

(TS//SI-ECI//NF) Metadata from Call Detail Records. COMPANIES A
and B provided Call Detail Records to NSA. The records were used by
NSA Counter-Terrorism metadata analysts to perform call chaining and
network reconstruction between known al Qaeda and al Qaeda-affiliate
telephone numbers and previously unknown telephone numbers with which
they had been in contact. Providers generated Call Detail Records as a
normal course of doing business (e.g., billing purposes and traffic
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I, CINDY COHN, declare and state: 

1. I am an attorney duly licensed to practice law in the courts of the State of 

California, and I am a member of the bar of this district.  I am also Legal Director for the 

Electronic Frontier Foundation, counsel of record to the Plaintiffs in this action.  I am familiar 

with the records and proceedings in this action.   

2. The Government here has not filed an answer to the complaint in this case, and 

discovery has not begun.  However, because the Government has styled its motion as a motion to 

dismiss or alternatively for summary judgment, Plaintiffs are compelled to invoke their rights 

under Rule 56(d) to have an opportunity to conduct discovery to obtain “facts essential to justify 

its opposition” to summary judgment.   

3. Along with this opposition, Plaintiffs are filing an extensive factual record that 

establishes the genuine issues as to the material facts surrounding the Government’s unlawful 

surveillance of millions of ordinary Americans. This Court may take judicial notice of the 

existence of that factual record under Federal Rule of Evidence 201.  Plaintiffs summarize that 

factual record in their Summary of Voluminous Evidence filed under Federal Rule of 

Evidence 1006, also filed herewith. 

4. In addition to the evidence Plaintiffs present herewith, Plaintiffs are entitled under 

Rule 56(d) to conduct discovery before the Court decides the Government’s motion.  Plaintiffs 

respectfully submit that further information supporting their opposition is in the hands of other 

parties and witnesses, including the Government and its agents and employees and the 

telecommunications companies and their agents and employees.  Plaintiffs also submit that, 

while some of it may be classified, much of it is not.  This is based on the ongoing series of 

government admissions to date documented in the evidence filed herewith, as well as  

information from whistleblowers, including former NSA employees, members of Congress and 

other information that is not properly subject to any classification or other secrecy.  Discovery is 

likely to reveal additional facts that will help demonstrate that there are genuine issues of 

material fact that preclude granting the Government’s motion. 
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5. Similar to what the Court ordered in Al-Haramain (MDL Docket No. 537, page 

23, lines 17-26), if necessary, at least some of Plaintiffs’ attorneys would seek a security 

clearance in order to allow them to conduct discovery that may require such clearance in order to 

protect national security.1   

6. The evidence that Plaintiffs intend to uncover through discovery is available 

through several channels, as outlined below. 

7. Plaintiffs would take the deposition of former government officials who have 

spoken publicly about the communications carriers’ involvement in the NSA’s warrantless 

surveillance, including Defendants Richard B. Cheney, Michael B. Mukasey, John M. 

McConnell, David S. Addington, Alberto R. Gonzales, John D. Ashcroft, John D. Negroponte, 

Jack Goldsmith, John Yoo and nonparties Michael Chertoff, Keith B. Alexander, Michael V. 

Hayden, James Comey, Andrew Card, Patrick Philbin, Robert S. Mueller III, Thomas M. Tamm 

and Russell Tice.  As noted above, if needed Plaintiffs would seek a security clearance to enable 

them to conduct this discovery in a manner that protects national security. 

8. Plaintiffs would seek further written and deposition discovery arising out of the 

documents summarized in the accompanying Summary of Voluminous Evidence both to further 

develop any facts raised by them and to address any claims that any of the information in those 

documents requires authentication, is hearsay, or is otherwise inadmissible.   

9. For instance, the Summary of Voluminous Evidence references the unclassified 

nature of 17 paragraphs of notes of then White House Counsel Alberto Gonzales’ March 10, 

2004 meeting with certain members of Congress known as the “Gang of Eight.” The notes 

discuss legal concerns about the program. As the Inspector General of the Department of Justice 

reported: “The NSA officials determined that 3 of 21 paragraphs in the notes contains SCI 

                                                
1 The Al-Haramain Order stated in pertinent part: 
Unless counsel for plaintiffs are granted access to the court’s rulings and, possibly, to at least 
some of defendants’ classified filings, however, the entire remaining course of this litigation will 
be ex parte. This outcome would deprive plaintiffs of due process to an extent inconsistent with 
Congress’s purpose in enacting FISA’s sections 1806(f) and 1810. Accordingly, this order 
provides for members of plaintiffs’ litigation team to obtain the security clearances necessary to 
be able to litigate the case, including, but not limited to, reading and responding to the court’s 
future orders. 
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information about the NSA surveillance program [and] 1 paragraph contains SCI information 

about signals intelligence.” Summary of Evidence at 36 (citing Office of the Inspector General, 

U.S. Dept. of Justice, Report of Investigation Regarding Allegations of Mishandling of Classified 

Documents by Att’y Gen. Alberto Gonzales (Sep. 2, 2008), at p. 10, n.14).  Those notes 

themselves are evidence, or at a minimum are likely to lead to the discovery of admissible 

evidence, about the scope and legal justification for some portion of the alleged surveillance. 

10. Similarly, testimony regarding issues discussed at the March 10, 2004 meeting in 

Attorney General Ashcroft’s hospital room is not classified, since non-cleared personnel were 

present. Summary of Evidence at 53 (citing Oversight of the Department of Justice: Hearing 

before the S. Comm. on the Judiciary, 110th Cong. at 67 (July 24, 2007)). Again, those issues are 

either directly relevant to the surveillance alleged in this case or are likely to lead to the 

discovery of admissible evidence about the facts of the surveillance that led to legal concerns 

about it at the Department of Justice.  

11. Plaintiffs would take depositions of and seek documents from the named sources 

in the published reports filed herewith and described in the Summary of Voluminous Evidence, 

regarding those sources’ personal knowledge of published or unpublished information or their 

discussions with or knowledge of other sources of information.   

12. To the extent Plaintiffs are able independently to identify any additional sources 

of evidence, Plaintiffs would seek to obtain declarations from, or propound depositions on 

written questions to, any unnamed sources, including those quoted in news reports. 

13. Plaintiffs would seek discovery regarding the fact of the carriers’ interception and 

disclosure of the communications and communications records of the telecommunications 

companies’ customers, including those of the named Plaintiffs and class members. 

14. Plaintiffs would take the depositions of Qwest executives including Joseph 

Nacchio regarding non-privileged discussions with the NSA pertaining to warrantless 

wiretapping, including content data acquisition.  Published accounts note that unlike AT&T, 

Qwest publicly disclosed that it received a request from the NSA to intercept and disclose 

customer communications and data, and that it rejected the request.  
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15. Plaintiffs would request an inspection of the premises of AT&T’s Folsom Street 

facility under Fed. R. Civ. P. 34, including the WorldNet Internet room, the splitter cable, the 

inside and outside of the splitter cabinet, and the area outside the SG3 Secure Room.  Plaintiffs 

would also request an inspection of the premises outside of other of AT&T’s SG3 rooms, which 

the record indicates exist in Atlanta, Seattle, San Jose, San Diego, and Los Angeles. Declaration 

of Mark Klein ¶ 36 (Dkt. #85).  

16. Plaintiffs would take the depositions (or obtain the sworn declarations) of current 

or former AT&T employees with knowledge of, and who worked in, the SG3 Secure Room, 

doing so in a manner that would protect the identities of these witnesses, as needed.  Such 

persons would include, but are not limited to: (1) James W. Russell, who filed a Declaration 

dated April 10, 2006, under seal due to AT&T trade secret concerns, and (2) the named author of 

certain exhibits to the Klein Declaration that were also filed under seal.   

17. Plaintiffs would seek third-party discovery about the network infrastructure of 

AT&T in order to confirm how Internet traffic is routed within its network and through fiber 

optic splitters in the facility on Folsom Street in San Francisco other AT&T facilities in order to 

confirm that all or nearly all of  AT&T’s customers are members of the class. 

18. Plaintiffs would request an inspection of AT&T’s facilities housing the Daytona 

database and databases used for similar purposes at AT&T and other carriers. 

19. Plaintiffs would take depositions of the persons most knowledgeable about 

AT&T’s Daytona database and databases used for similar purposes at AT&T and other carriers. 

20. Each of the topics of specific discovery outlined above is highly likely to yield 

further evidence of genuinely disputed material facts relating to all of Plaintiffs’ claims.  

Specifically, the discovery would lead to evidence regarding the nature and scope of the 

Government’s surveillance program, the timing and substance of efforts to concoct a legal 

justification for the program, the nonexistence of judicial or other legal authority for the 

surveillance, the efforts to mislead Congress, the public and the FISA court about the illegal 

aspects of the program, and the intention on the part of the individual defendants to violate the 

Wiretap Act, SCA, FISA and the Fourth Amendment. 
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21. The discovery would confirm that many, if not all, of the salient points necessary 

for Plaintiffs to prove their claims are available through non-secret evidence that can be found 

through regular discovery processes. 

22.  Moreover, the discovery will confirm that Plaintiffs can prove their case even if 

the government is correct in its assertion that the state secrets privilege applies instead of the 

statutory provisions of 50 U.S.C. §1806(f).  This is because, even if the government is correct on 

that point, the effect is that “[T]he privileged information is excluded and the trial goes on 

without it” (General Dynamics, 131 S. Ct. at 1906), “‘with no consequences save those resulting 

from the loss of evidence.’”  Mohamed, 614 F.3d at 1082; see also Al-Haramain Islamic 

Foundation, Inc. v. Bush, 507 F.3d 1190, 1204 (9th Cir. 2007) (“[t]he effect of the government’s 

successful invocation of privilege ‘is simply that the evidence is unavailable, as though a witness 

had died, and the case will proceed accordingly’”). 

I declare under penalty of perjury that the foregoing is true and correct. 

Executed at San Francisco, California, this 9th day of October 2012. 

 

      /s/ Cindy Cohn  
CINDY COHN 
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2 1. I am an attorney duly licensed to practice law in the courts of the State of

1 I, CINDY COHN, declare and state:

3 California, and I am a member of the bar of this district. I am also Legal Director for the

4 Electronic Frontier Foundation, counsel of record to the Plaintiffs in this action. I am familiar

5 with the records and proceedings in this action as well as the records and proceedings (with the

6 exception of the in camera, ex parte materials submitted by the Governent) in In Re National

7 Security Agency Telecommunications Records Litigation, MDL No. 06-1791 VRW("the

8 MDL").

9 2. In Mohamed v. Jeppesen Dataplan, Inc., 563 F.3d 992, (9th Cir. 2009), the Ninth

10 Circuit held that neither the Federal Rules of Civil Procedure nor the state secrets evidentiary

11 privilege established in United States v. Reynolds, 345 U.S. 1,9-10 (1953) would permit a

12 district court to dismiss a well-pleaded complaint at the pleadings stage on the basis of an

13 evidentiary privilege that must be invoked during discovery or at triaL. 563 F.3d at 1009. As in

14 Jeppesen, the Governent here has not filed an answer to the complaint in this case, and

15 discovery has not begun. However, because the Governent has styled its motion as a motion to

16 dismiss or alternatively for summar judgment, Plaintiffs are compelled to invoke their rights

17 under Rule 56(f) to have an opportunity to conduct discovery to obtain "facts essential to justify

18 its opposition" to summar judgment.

19 3. During the course of opposing the Governent's motion to dismiss and/or for

20 summar judgment in the MDL, on October 16,2008, Plaintiffs filed an extensive factual record

21 that establishes the genuine issues as to the material facts surrounding the Governent's

22 unlawful surveilance of milions of ordinary Americans. MDL Docket Nos. 479,486-495. This

23 Court may take judicial notice of the existence of that factual record under Federal Rule of

24 Evidence 201. Plaintiffs summarzed that factual record in their Summary of Voluminous

25 Evidence filed under Federal Rule of Evidence 1006, a true and correct copy of which is attached

26 hereto as Exhibit A. i Plaintiffs have also fied several Notices of Additional Authorities

27

28 i The Sumary of 
Voluminous Evidence was filed electronically as MDL Docket No. 481. The

evidence itselfwas filed manually, see MDL Docket No. 484, because it was too voluminous to
1
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1 containing additional information that has been discovered since the Summary of Voluminous

2 Evidence was filed. MDL Docket Nos. 535,627 ("Additional Authorities").

3 4. In addition to the evidence Plaintiffs have already presented, Plaintiffs are entitled

4 under Rule 56(f) to conduct discovery before the Court decides the Governent's motion.

5 Plaintiffs respectfully submit that further information supporting their opposition is in the hands

6 of other parties and witnesses, including the Governent and its agents and employees and the

7 telecommunications companies and their agents and employees. Discovery is likely to reveal

8 additional facts that will help demonstrate that there are genuine issues of material fact that

9 preclude granting the Governent's motion.

10 5. As the Court ordered in Al Haramain (MDL Docket No. 537), if necessary, at

11 least some of Plaintiffs' attorneys would seek a security clearance in orderto allow them to

12 conduct discovery.

13 6. . The evidence that Plaintiffs intend to uncover through discovery is available

14 through several channels, as outlined below.

15 7. Plaintiffs would take the deposition of former governent offcials who have

16 spoken publicly about the communications carrers' involvement in the NSA's warrantless

17 surveilance, including Defendants Richard B. Cheney, Michael B. Mukasey, John M.

18 McConnell, David S. Addington, Alberto R. Gonzales, John D. Ashcroft and John D.

19 Negroponte, and nonparties Michael Chertoff, Keith B. Alexander, Michael V. Hayden, James

20 Corney, Andrew Card, Jack Goldsmith, John Yoo, Patrick Philbin, Robert S. Mueller III,

21 Thomas M. Tamm, Royce C. Lamberth and Russell Tice. As noted above, if needed Plaintiffs

22 would seek a security clearance to enable them to conduct this discovery in a manner that

23 protects national security.

24 8. Plaintiffs would seek further wrtten and deposition discovery arsing out of the

25 documents summarized in the accompanying Summary of Voluminous Evidence and in the

26 Additional Authorities filed in part to address any claims that any of the information inthose

27 documents requires authentication, is hearsay, or is otherwise inadmissible.

28
be filed electronically.

2
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1 9. For instance, the Summary of Voluminous Evidence references the unclassified

2 nature of 17 paragraphs of notes of then White House Counsel Alberto Gonzales' March 10,

3 2004 meeting with certain members of Congress known as the "Gang of Eight." The notes

4 discuss legal concerns about the program. As the Inspector General of the Department of Justice

5 reported: "The NSA officials determined that 3 of 21 paragraphs in the notes contains SCI

6 information about the NSA surveillance program (and) 1 paragraph contains SCI information

7 about signals intelligence." Declaration of Kurt Opsahl ("Opsahl Decl.," MDL Docket No. 479)

8 Ex. 7 (Office of the Inspector General, Us. Dept. of Justice, Report of Investigation Regarding

9 Allegations of Mishandling of Classifed Documents by Att Y Gen. Alberto Gonzales (Sep. 2,

10 2008), at p. 10, n.14). Those notes themselves are evidence, or at a minimum are likely to lead

11 to the discovery of admissible evidence, about the scope and legal justification for some portion

12 of the alleged surveillance.

13 10. Similarly, testimony regarding issues discussed at the March 10, 2004 meeting in

14 Attorney General Ashcroft's hospital room is not classified, since non-cleared personnel were

15 present. See Opsahl Decl. Ex. 11 (Dept. of Justice Oversight: Hearing before the S. Judiciary

16 Comm. 110th Congo (Jan 18, 2007)).2 Again, those issues are either directly relevant to the

17 sureilance alleged in this case or are likely to lead to the discovery of admissible evidence

18 about the facts of the surveillance that led to legal concerns about it at the Department of Justice.

19 11. Plaintiffs would take depositions of and seek documents from the named sources

20 in the published reports included in the Summary of Voluminous Evidence (Exhibit A hereto)

21 and in the Additional Authorities, regarding those sources' personal knowledge of published or

22 unpublished information or their discussions with or knowledge of other sources of information.

23 12. To the extent Plaintiffs are able independently to identify any additional sources

24 of evidence, Plaintiffs would seek to obtain declarations from, or propound depositions on

25 written questions to, any unnamed sources, including those quoted in news reports.

26

27

28

13. Plaintiffs would seek discovery regarding the fact of the carrers' interception and

442718.02

2Available at http://ww.washingtonpost.comlwp-

srv /politics/ documents/ gonzalez_ transcript_ 072407 .htmI.
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1 disclosure of the communications and communications records of the telecommunications

2 companies' customers, including those of 
the named Plaintiffs and class members.

3 14. Plaintiffs would take the depositions of Qwest executives including Joseph

4 Nacchio regarding non-privileged discussions with the NSA pertaining to warrantless

5 wiretapping, including content data acquisition. Published accounts note that unlike AT&T,

6 Qwest publicly disclosed that it received a request from the NSA to intercept and disclose

7 customer communications and data, and that it rejected the request.

8 15. Plaintiffs would take the depositions ofVerizon executives regarding non-

9 privileged discussions with the NSA pertaining to warrantless surveilance, including content

10 data acquisition, among other things. For instance, a Verizon Wireless spokeswoman has

11 publicly disclosed that Verizon Wireless received but rejected requests by the NSA that Verizon

i 12 Wireless intercept and disclose customer communications and data.

13 16. Plaintiffs wouldTequest an inspection of 
the premises of AT&T's Folsom Street

14 facility under Fed. R. Civ. P. 34, including the WorldNet Internet room, the splitter cable, the

15 inside and outside of the splitter cabinet, and the area outside the SG3 Secure Room. Plaintiffs

16 would also request an inspection of the premises outside of other of AT&T's SG3 rooms, which

17 the record indicates exist in Atlanta, Seattle, San Jose, San Diego, and Los Angeles. Declaration

18 of Mark Klein ir 36 (Hepting v. AT&T, No. C-06-672 VRW, Docket No. 31 (VoL. 5, Ex. 78, p.

19 02041)).

20 17. Plaintiffs would take the depositions (or obtain the sworn declarations) of curent

21 or former AT&T employees with knowledge of, and who worked in, the SG3 Secure Room,

22 doing so in a manner that would protect the identities of 
these witnesses, as needed. Such

23 persons would include, but are not limited to: (1) James W. Russell, who fied a Declaration

24 dated April 10, 2006, under seal due to AT&T trade secret concerns, see Notice of 
Manual

25 Filing, Hepting Docket No 42; and (2) the named author of certain exhibits to the Klein

26 Declaration that were also filed under seaL. See Notice of 
Manual Filing, Hepting Docket No.

27 31.

28 18. Plaintiffs would request an inspection of AT&T's facilities housing the Daytona

442718.02
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1 database and databases used for similar purposes at AT&T and other carrers.

2 19. Plaintiffs would take depositions of the persons most knowledgeable about

3 AT &T' s Daytona database and databases used for similar purposes at AT&T and other carriers.

4 20. Each of the topics of specific discovery outlined above is highly likely to yield

5 further evidence of genuinely disputed material facts relating to all of 
Plaintiffs' claims.

6 Specifically, the discovery would lead to evidence regarding the nature and scope ofthe

7 Governent's surveillance program, the timing of efforts to concoct a legal justification for the

8 program, the efforts to mislead Congress and the FISA court about 
the ilegal aspects of the

9 program, and the intention on the part of the individual defendants to violate the Wiretap Act,

10 ECl A, FISA and the Fourth Amendment.

11 I declare under penalty of perjury that the foregoing is true and correct.

12 Executed at San Francisco, California, this 3rd day of June 2009.

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

/s/ per General Order 45X.B
CINY COHN
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