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What is X-KEYSCORE?
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What is XKEYSCORE? l

A (DNI) SIGDEV Tool

It gives you the ability to discover things
that you otherwise wouldnt have seen
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What makes XKS so good at SIGDEV?

XKS gives analysts unique access to
terabytes of content and meta-data

Typically sites select and forward to
PINWALE less than 5% of the DNI
they’re processing

The rest of that data used to be dropped
but is now being retained temporarily

and made available to analysts through
X-KEYSCORE

As an example, at one our sites XKS
sees more data per day than all of
PINWALE
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DNI Discovery Options |
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“Slowing down the Internet”

XKS goal is to store the full-take
content for 3-5 days, effectively
“slowing down the Internet” so that
analysts can go back and recover
sessions that otherwise would have
been dropped by the front end

Meta-data is saved off longer, with the
goal of 30 days retention

A |lot of analysis can be done through
meta-data only (MARINA is meta-data

only)
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XKS Storage Times Haﬁi

Front end storage is limited by resources
and policy restrictions and will vary by site

At some sites, the amount of data we
receive per day ﬁ20+ Terab}gtes) can only
be stored for as little as 24 hours based
on available resources

Other sites have legal or policy
restrictions that limit the amount of time
we can store data (if we can at all)

It's a rolling buffer where new data comes
in and pushes the oldest data out
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How can I "save off” XKS data? m
o (Content that is “interesting” can be pulled
out of X-KEYSCORE and pushed to Agility

or PINWALE or any other database for
longer retention

o Workflows can be set up to automatically
harvest content out of XKS before it ages
off

e The goal, however, is to use X-KEYSCORE
to discover new things, that will end up on
tasking for future collection
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How do I access XKS data? uJ.'E

e [Jt's important to know that XKS
queries meta-data tables only

e Results from the meta-data tables
are then linked back to the original
piece of content

e Goal of the system is to extract a
wide range of meta-data for users to

query
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What kind of meta-data is produced?

=) Classic A-M Classic N-Z
=] ASF and WY Metadata =] Network Logs
=] Alert =] PDF Metaclata
=] BlackBerry =] PILEEAM
=ICNE =|Phone Number Extractor
Call Logs REGAN
DI REGISTRY
Cellular DN —_|RTP
=l Cisco Passwords —_|Radius Logs
=] Document Metadats | RealMedia Metadats
= Document Tagging SIP
Email Addresses =] TOR Log
=1 Extracted Files = Tech Strings in Documents

=] Full Log DN User Activity

Z]HTTP Activity WLAN

=1IRC Cafe Geolocation =] vveb Proxy
Logins and Passwords __|Wireshark
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Examples of “simple” Plug-ins

- 4

1

Plug-in

DESCRIPTION

E-mail Addresses

Indexes every E-mail address seen in a session by
both username and domain

Extracted Files

Indexes every file seen in a session by both
filename and extension

Full Log Indexes every DNI session collected. Data is
indexed by the standard N-tupple (IP, Port,
Casenotation etc.)

HTTP Parser Indexes the client-side HTTP traffic {(examples to

follow)

Phone Number

Indexes every phone number seen in a session (e.q.
address book entries or signature block)
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Examples of “advanced” Plug-ins

. 4

f
Plug-in | DESCRIPTION

‘User Activity | Indexes the Webmail and Chat activity to include
username, buddylist, machine specific cookies etc.
(AppProc does the exploitation)

Document meta- Extracts embedded properties of Microsoft Office
data and Adobe PDF files, such as Author, Organization,
date created etc.
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Plug-ins

A single session may contain entries
meta-data tables

For example, if a single session had a user E-
mailing an attached word document the following
plug-ins would extract meta-data:

Full Log ...bare minimum meta-data like To/From IP
address, ports, casenotation, sigad etc.

E-mail ..any E-mail addresses seen on that page

Addresses (including inside the attached word file)

Extracted Files ...the filename and extension of the attachment

Document Meta- ...in addition to the filename and extension, any

data embedded properties of the word document like

Author, last author, organization, date created,
date last modified etc.
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Applds and Fingerprints

e X-KEYSCORE produces an application id
for each session processed

e Currently almost 1300 Appids in 28
categories

e An Appid is meant to identify a session
as a particular application

e Fingerprints are an extensible way of
tagging sessions

e Ex: A session Appid’d as mail/smtp
might also contain fingerprints for
encryption if used in the email
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Applds and Fingerprints |

Ex: E-Mails with encryption

Ce:
Subject: Launchpad: Canfirm your OpenPGP Key
Date: YWed, 31 Dec 2008 10:04.16 -0000

Versinn GnuPG vl 4 A (GNU/ ima
Application ApplD (+Fingemrints)

mailiwebmailfoutblaze mailiwebmail/outblaze has_fingerprint encryption/pgp encryption/pgp/message

spvtVP Zsl vpgo7 VdHF Uprgv0JpnjQlb7 3gWmhbOQUrZzy GdDRIZSCcF zJA7 OIL
3XyCrininiJ4/c98+khDazh1xY/S7 yNi38Wrlkd3GOz9DFF 11 Nu31 nwjh3+ncOpv
OlyztsQzLFB:8+gJrPymKkBizz7tWp2dxyfiv Ge AY NAQOohROB)qTgOUlgLRVE
eEFiviMOnBxBOSHIFra/ LpZlsTUF pBINAKgguk7 m8fJ0dMmU0IVEMeM1x8GuVWvE +
UkdbBwwZ1VpEVHCYyGuBux+V+KpSkQtDwdhlp12S72SUm1upnVB9lfenihWWyxZp
LaY3mXgNWhyhzF PFxkhUwegzd/xrClucfXGaeisSiz ZDIQOWxTSwe/ BwwG8Bynr
QEQVKY30wWWg+2pDTPrKg3uEqOwilJ Y7 KTPMH2gZL NABDuCJmSIRALZg9ETTgddh
xVOr9+2ZLty GDXQhLMyBEIYns4+iP1rd3E+TW7 JWUe/dPluy CADwOUPkiwuHcC+
StLAUQHMSERKB4aDNdiE QGIkEWjg2PviuMIBWo5]JBRF 0DSx8g5t1 ukgeCxrBxr
QdeTmOFTIA71G312Xa7 Zni0zyxiVWWZACAbhHLF +3baF D3Ib4/EFmRvPBdgybwUyHD
Z5EXyHDz14XIDyEe/faomEgAsUgP sBMZirtHHzpbaS3Lb G5 BSVIKAKUSIbENpKOgT
adlUAeQ116xLzgToVdhEkPSbxODWcZtHeTEL 1 nV+3pc2P58+QICDOETIDCA/)
dhG2brUwbxnybAp7iUSe1ALUIryoXKvtSe CXZHoo Y/pSQICIkaHCWptGDagKCxIt
KWW/ KEM +HK xhHy4V7Wh 137 CStzelLdaBBdU43Kh0Z
eBJ+y4JRTKKyXiXYS4Erxa/POF zuYV/QCJUDpgWFR22bxuydF hkosLWMBG +UBH W
UfgRx¢82s60DhBDVWWy08e LEAJES2TVRIgXOvAOZzTyBrP7 uZi/Q7ABFFGTQSN
=N4CJ
—--END PGP MESSAGE----

TOP SEC Thanks, 10291123


mailto:noreply@launchpad.net

TOP SECRET//COMINT//ORCON,REL TG USA, AUS, CAN, GBR and NZL//20291123

~Applds and Fingerprints |

Ex: Airline E-Tickets
Subject:  Airblue E-Ticket - JGDTGSWE

From: Airblue Reservations <website@airblue com>;
To:
Date: Nov 18, 2008 10:41:54 AM
airblue
Reservation No.
Application ApplD (+Fingerprints)
mailiwebmailiyahoo mailfiwebmailiyahoo has_fingerprint travelfairbiue
|Phone 1: AZ2749951 216876 5648 15E
hone 2:

| 216876 564871 ED 610 Peshawar Duba 29 NOV 08 12:00 O YAS0O 15.505.00 OK

DatefTime Method Location Descnption ||Amount
18-Nov-2008 Khalee) Express- Pew .
341 DM Travel Agency Muhammed Younas, Mam Branch Ticket Sale |[Rs 15,505.00
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Applds and Fingerprints |

LT

Ex: Extremist Forum Private Messages

& HTTP Header Information Content Type: HTTP/POST/Farm-Data
POST ~b/private. php?do=insertpm &pmid= HTTP/I 1
Accept: image/gif, image/x-xhitmap, image/jped, image/pjped. application/x-shaockwave-flash, applicationfvnd ms-excel,

applicationfvnd. ms-powerpoint, application/msword, **

Accept-Language: en-gh

Content-Type: application/x-www-form-urlencoded
UA-CPU: x86
Accept-Encoding: g¢zip, deflate
User-Anent Mnzillafd 0 feampatihle: MSIF 7 0 Windows NT 5 1 FDM)
Application AppID (+Fingerprints)
miilbwebmailvhulletinprivate_message.insent niailswebmailvbulletindrivate meéssaaeinsert has_fingerprint forum. extremist:al-faloja
recipients
bcerecipients
title
e 5 | publhia Lo gas 22009-07-05:3 gal sall 21430 a0 08 (i o) elinomdil hoicar-paaloall calpall 48 a8 &alill ilgs | pall
ol Al dilg ademal Cie el 7y A8l kel o ilamesall A Ol 4o ginrina, 4 40 a3 Aol ]l Buolill 2bene e
P
Mmessage

el gasall sl g Ll i Llelss o ol ll ssadl €3l 4 e w3 Loo s grana o A58 Colland o gmgll s ¢yl asitsl,
el saflan, At Sl @l Copn 6 Qe 41 i il 28505 00 e Canar Cilbgaal] 40K 2gilals o jae o |
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X-KEYSCORE Workflows

*X-KEYSCORE workflows are standing
gueries that run on set intervals during the
day (usually once a day)

After action reports can E-mail the results
of the workflow, parse out data to mailorder
to other databases and more

‘New GUI's Workflow Central makes it easy
to create and manage your workflows
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- XKS Workflows: Easy to Create!

VYKEYSCORE welcome: dtstua2 switch users
[ﬁl‘ Warkflow Central ‘1\ Search [], Results Statistics = Preferences & Help

L

Home 4K Admin & Users

Mavigation Menu

Welcome to the Befa release of the New XKEYSCORE Home

1) ] Explorer
ElHome Page!
@ (C] Admin ‘
@ (] Users If you have questions ar bug reparts please go to XKEYSCORE New GUI Farum
£ =3 Warkflavy Central Naws
[=] Reguest
All Work1lows
[=] My Workflawvws (U//FOUO) New XKEYSCORE GUI
B{3Search | (U//FOUQ) XKEYSCORE is wquing on a new GUI that has now reached an open Beta state.
2 &3 Cassic Follow the link below to try it out. Your account and preferences will automatically be
2 & MuttiSearch transfered when you log in. Please view these training videos to acclimate yourself with the
=P Addresses new |layout and features. Some features have not yet been completed but will still be available
Mac Aderess in the ariginal GUIL. Try the new XKEYSCORE GU] (Beta)!
=] Usernaine

5 {3 Classic A-M (Uf/FOUQ) If you find bugs please repart them ONLY in the XKEYSCORE Farums under the

[E] ASF and VwnV Metacia New GUI section, which can be found here. We will try to fix any bugs as quickly as possible,
=] Alert but when experiencing a problem revert back to the ariginal GUI until we can fix it.

(=] BlackBerry

=] CNE

= Call Logs
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XKS Workflows: Easy to Createl!

Navigation Menu

=& Workilow Central
Reguest
All Workflows

Navigation Menu
B —)'workilow Central
. [E)Reguest
|=) All Workilows
=] My Worktlowws

Warkflow Central Request Wizard

‘ My Warkflows

Help Actions

H ¢ FHFEEBFFEEEEEREBEEREEE

Query Type

http_parser
http_parser
http_parser
tech

http_parser
http_parser
http_parser
ful_log

user_activity

http_parser
login
tech
http_parser

TOP SECRET//COMINT//ORCO

Query Name
dailywlaniulllogdni2
Waz_MNWFP_Foriegn_Googlers
Zghedan_Googlers
Google_Earth_Queries
Kusla_lumpur_tech_tasking
Megaproxy
Waziristan_NAFP_Internet_searches
Waz_MWFP_Googlers_com_pk
Waz_MWFP_Googlers
Zahedan_megaproxy
Foreign_Peer_to_Peer_Chats

Guardster_1rom_Waz

_T_Bone_orange_oo_uk_password_

Daily_Arabic_trom_Waz

Daily _File_Sharing_Uploads_1from_Waz

daily_wlan_irom_moc

dailywlan_network_log

Last Modified

2008-12-0515:20:10
2008-12-01 15:39:11
2008-11-05 21:35:57
2008-12-01 15:39.37
2008-11-24 15:01:09
2008-11-2415:01:09
2008-11-2415:01:09
2008-12-01 15:38:48
2008-12-01 15:38:35
2008-11-05 21:13:06
2008-11-21 20:40: 41
2008-11-21 20:.02:40
2008-12-01 16:19:55
2008-12-02 16:56:26
2008-12-02 16:55:53
2008-12-16 15:10:50
2008-12-16 15:06: 22

,REL TO USA, AUS, CAN, GBR a d NZL//20291123

State

on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)
on (xks)

on (xks)
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Context-Aware Tagging

Provides for the ability to task and scan
for terms only when they appear inside
the body of documents like Microsoft
Office or Adobe PDFs

EX: We want to find technical
documents regarding WIMAX networks
but tasking the term "WIMAX' to
Cadence would flood PINWALE with
hits. What if we only look for the term
within documents?
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T 00 o - ®

DATETIME TELCH . TELCH
ID DATETIME END NAME TECH ¥AILUE EILENAME
NIB
2008-01-01 2008-01-01 . Ranchor
1 04:55:00 04:55:01 Wireless WIMAX Line
KHI.doc
2008-01-01 2008-01-01 i Ranchor
04:55:00  04:55:01 Satellite DYE Line
KHI.doc
NIB
2008-01-01 2008-01-01 mac Ranchor
04:55:00 04:55:01
KHI.doc
7 TRUC Maks
8 | BUC Frquancy
Q J LNB Typa Kn

L | LMRB Frequweog

L | D¥ B-RCS Modam type DVB STM 1000

DYV B-RCS Modam Sansl
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Context-Aware Tagging

subject: NFF-66024-GCC-KHI

E From:
To:

s C¢:

b Date: Tue Dec 30 10:57:48 GMT 2008

HTML | Plain Text | Attachment

—vent T MEL

email

Model: 4300

:m CIN WON: 6602q
| (S TE ASC:GCCKHI

symptom: 4100

Comments: no fault found phone is working properly kindly confirm the fault in detail when and in which condition it
creates problem related to mention symptom
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Context-Aware Scanning

*Tasking is so flexible that it can include
regular expressions (REGEXs) with few or
no anchor points

Ex: Can we find documents that have MAC
addresses in them?

*The following Regex looks for MAC
addresses:

«"(00]01]02|04]|08]10|3C|44):(?=[\d:1{0,1
2;[a-f])(I\da-f]1{2}):([\da-f]1{2}):([\da-
f1{2;):([\da-f]{2}):([\da-f]{2})"
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Context-Aware Scanning |

*Supports full foreign language tagging and
querying

*Ex look for common Arabic expressions in
E-mails coming from the Pakistan tribal
regions:

E ,
UIS Webmail Display -/ Windows Live’Mail

From:... t-@gmajl. com)

Me drum nisk Y ou may not know this sender Mark as safe Mark as unsafe
sent: Thu 1/01/09 12:07 PM

Active user

Gl g Al A g aed Ml
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- X-KEYSCORE SIGDEV

e X-KEYSCORE's full take database of meta-data and
content make it an powerful SIGDEV tool

e Many DNI applications don’t contain strong selectors
that allow traffic to be collected

e Web surfing
e Internet searching
e Anonymous file uploading/downloading

e The variety of applications processed and meta-data
available make X-KEYSCORE an ideal starting point for
DNI development
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- X-KEYSCORE SIGDEV

e Scenario 1: Persona Analysis
e Goal to identify the “user session”

e Help answer the question : What did my target do
while he was online?

e We may know from TRAFFICTHIEF, PINWALE or
MARINA that our target was online at a given time and
from a given IP address, so we can then search in X-
KEYSCORE for everything that happened “around” that
event.
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XKS SIGDEV: Persona Analysis

TS A ACTIVE USER ACTIVE_USER_IP ACTI]

20081229 0514067 || - 52100> 115 n———

20081229 0514067 ; Datetime =

2008-12-29 05:14:07

20081223 0514062
2008-12-29 05:14:07

20081229 0514072 1 3008-12-29 05:14:07

20081229 0514097 1 2008-12-23 03:14:07

50081220 0514107 | 2008-12-29 0511407
2008-12-29 05:14:07

20081228 0514102 1 5p9g_12_39 05:14:07
2008122% 0514102 { 2008-12-29 05:14:09

20081229 051411% ; 2008-12-29 05:14:09
2008-12-29 05:14:09
20081229 0514142 1, 0 e

20081229 0514157 1 2008-12-29 05:1 409

20081229 0514207 | 2008-12-29 05:14:09

2008-12-29 05:14:09
20081228 0514202 |
2008-12-29 05:14:10

20081225 0314212 § 3095.12.29 05:12:10

20081229 0514262 | 2008-12-29 05:14:10
2008-12-29 05:14:10
2008-12-29 051410
2008-12-29 05:14:10
2008-12-29 05:14:10
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PK

Search For Datetime End

username 2008-12-29 0514138
username 2008-12-29 051415
username 2008-12-29 051415
username 2008-12-29 051415
username 2008-12-29 05:14:18
userpame 2008-12-29 05:14:18
username 2008-12-29 05:1418
username 2008-12-29 05:14:21
username 2008-12-29 05:14:21
username 2008-12-29 05:14:21
username 2008-12-29 05:14:21
username 2008-12-29 0521421
username 2008-12-29 05:14:21
username 2008-12-29 05:14:21
username 2008-12-29 05:14:50
username 2008-12-29 05:14:50
username 2008-12-29 05:14:50
username 2008-12-29 0521450
username 2008-12-29 0511450
username 2008-12-29 05:14:50
username 2008-12-29 051450

Search Yalue

Jiivahoo
Javanoo
.@yahoo
I dvahoo
Javahoo
I@yahoo
I@yahoo
I@_yahoo
Javahco
Javanoo

I-:-i_:-_yahoo

I@yalmo
I@yalmo
I@yalmo
Bzvanco
J zvahoo
Javanoo
I--j:'_yahoo
I@yahoo
I@yahoo

Fm IF

To P

209.)]
209.)]

304.]

209.r
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XKS SIGDEV: Persona Analysis.

Coming soon: XKS PSC query builder/viewer

username

username

usernamMme

IO OrivAarTr

usernar
usernar
usernar
usernar
USernar
USernar
usernar
usernar
usernar
usernar

usernar

1 Oard Y arTr

2008-12-29 05:1:k18 I@yahoo
20:08-12-2% 05:1418

2002419 90

user_re

L

=Rnw Actions

Persona session collection for to_ip = 209.191.120.3(

Persona Sessiaon Collection

E

Justification:

Additional Justification:

Start Date & Time: 12/29/2008 05:09 ~ (MDY H:M)

Stop Date & Time: 124292008 0S:19 v

IP (Country Code): v

Also Query IP As: v| From o
v| To

X-Forwarded-For IP

XFF ar Client IP:

Extracted File

Add Search:
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XKS SIGDEV: Persona Analysis

s

XKEYSCORE Persona Session Collection

met
PSC
PSC

PSC
PSC

User List

hElE]User 1

@” User 1 w User 2 “ User 3 |

HTTP Activity Timeline

topnews ru
imgsmail.ru

drver ru

lnowoteka.ru

]0‘11|12|13|14|15|16|1‘7|18|19|20|21|22|23|24|25|26|27I28|29|30I31| ’
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XKS SIGDEV: Persona Analysis.

Coming soon: XKS PSC query builder/viewer

Username Summary

| Usernames
I+ mail /webmails gmail (1 Item)

2 mail/webmail/mailru (2 Items)

1= mail /webnmaail /mailru/post (1 Item)

I+ mail/webmail /frambler {2 Items)
13 mail/webmail/rambler /post {1 Item)

1= mail/webmail /yahoo (5 Items)

web Searches

Terms Search Engines

= (None) {1 Item)

nang

Traffic Summary

ApplD or Fingerprirt
1+ (] advertisement
5 (] hitp

B ] mail

= [ news

1+ 7] social

i CJunknowwn
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Domain Summary

Subgomains -

= adinterax.com (2 Items)
# adriver.ru {1 Item)

| akamai.net (1 Item)
bnS.ru (1 Item)

# city24.ru {1 Item)

# com.pk {1 Item)

= com.tr {1 Item)
facebook.com (2 Items)
i+l Fhedn.net {1 Item)
 gismeteo.ru {1 Item)

i+ google.com {1 Item)

#l haberler.com (3 Items)
imgsmail.ru {1 Item)

+ macromedia.com {3 Items)

H mail.ru (7 Items)
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NWFP Example

A —

Why is he
looking at
London in

oogle Earth?

PAKISTAN
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mailto:badguy@yahoo.com

Example:
queries co.

TOP SECRET//COMINT//ORCON,REL TC USA, AUS, CAN, GBR and NZL//20291123

XKS SIGDEV: HTTP Traffic
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Cancel l
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START TIME
20081119 0731412 20081119 0923412 0d 01:57.00
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XKS SIGDEV:

TS A

20081118 0742592
20081113 0742592
20081118 0743042
20081119 0743162
20081115 0743162
20081118 0743162

20081118 0743572
2008111% 0743572
20081118 0743572
20081119 0743572
20081115 0743582
20081118 0743582
20081119 0743582
20081115 0743582
20081118 0745112

STOP TIME

IISERTD PHONE USER A

UNK

‘emaillAddr>
=emailAddr>
-emallAddr>
“emaillAddr>
“emailAddr>

-emailAddr>
“emailAddr>

emalAddr>

‘emailAddr=
“emailAddr>
-emalAddr>
“emailAddr>
“emailAddr>
-emalAddr=

P ra

ACTIVITY

logged in (email)
logged in (email)
logged in (emaul)
logged in (email)

logged in (email)

logged in (email)
logged in (email)
logged in (email)
logged in (email)
logged in (email)
logged in (emaul)
logged in (email)
logged in (email)
logged in (emaul)

USER B

116
116
116
116
116

DURATION CALL DONE IP ADDRESS USERID

116
116
116
116
116
116
116
116
116

‘-nm-u-
|

PHONE MAC ADD
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XKS SIGDEV: HTTP Traffic

Now make that into a workflow

QUERY NAME: Waz NWFP Foriegn Googlers
current time: 2008-11-20 Q07:15:15 GMT
subwitted at: 2008-11-20 03:55:03 GMT
has 14 resulc (3)

18:584:20 : al gaida (en, en-GEB) (1)
07:36:48 : The al-Ikhlas netwark (cybertrans from Arahic) (1)

07:37:07 : (referer) the al-Ikhlas network (cyvkertrans from Arabic) (3)

08:03:17 : Forum bride/'Arus (cyhertrans from Arabic) (1)

08:05:51 : Farum lave/grawm (cybertrans from Arabic) (1)

08:06:52 : (referer) forum love/gram (cykertrans from Arakbic] (1)

15:01:00 : The hills jihadist without inflicting {(cybertrans from Arakic) (10)

15:14:13 : (referer) the hills jihadist without inflicting (cybertrans from Arahic) (6)
15:33:18 : Waziristan (cvkertrans frow Arakic) (1)

04:24:44 : Scandals (cyhercrans from Arakic) (2)

04:249:598 : (referer) scandals (eybertrans fromwm Arabhic) (1)

04:28:28 : News (cykertrans from Arakic) (1)
04:30:04 : Forum scil (cybertrans from Arabic) (1)
04:31:51 : (referer) farum sS0il (cybhertrans from Arabhic) (1)

dl "

\ Workflow Yalues ’ Workflow XML
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X-KEYSCORE SIGDEV

e EX: Targets pass links to videos, use XKS to
discover new targets who have viewed those
videos

In HB 00215-09, he promises that the newest video will be ready very soon, and then sends these two links:

http Mo [oad tof
http: i files tofgetf

Datetime: | 2Weeks * | Start: |2008-12-23 00:00 2 sStop: 2009-01-06 [( |23:539 =

W

HTTP Type:

Host: |www files.to

URL Path: |/get/
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http://www.fi
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X-KEYSCORE SIGDEV

TS A USERID PHONE {USER A ACTIVITY USER B
Dat8t20081231 2246062 -emaldddr>  logged n (emal) 59
20081231 2249497 FemalAddr> logged m (email) 59
20081231 2249492 FemalAddr> legged in (emal) 5%
20081231 2249497 FemallAddr> logged in (email) 59
20081231 22495272 CemalAddr> logged m (email) 5%
20081231 2249527 ~emallAddr> logged in (emal) 59
20081231 2249522 cemallAddr> logged m (email) 59
20081231 225018Z cemaldddr> logged n (emal) 5%
20081231 225021% “emallAddr> logged n (email) 59
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-KEYSCORE SIGDEV

How to find technical documents of interest

One Idea: Take advantage of the properties
exploited as meta-data by X-KEYSCORE like
the Author and Organization

Lets look for all documents where the
organization field is the company we’re
Interested In, ex: Warid Telecom
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Filename

PAR MPBH GUJ To troubleshaoot IPBH end for BSC23.doc
PAR MPBH GUJ To trouhleshaoot KIPBH end for BSC23.doc
wp for bbs troubleshooting 30-12-08.doc

wp for hbs troubleshooting 30-12-08.daoc

Flexo Signs.xls

Flexo Signs.xls

LOl Warid for 3443 and 33 Shorteodes.doe

LOl Warid for 3443 and 33 Shorteodes.doe

Sohail Malik.xls

Many of these files may have not been

Extension
tloc

tloc

tloc

tloc

xls

xls

tloc

tloc

uls

Author

Last Author
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F%rganizatinn
Warid Telecom {Pvt.) Ltdl.
Warid Telecom (Pvt.) Ltdl.
Warid Telecom {Pyvt.) Lidl.
Warid Telecom (Pvt.) Ltdl.
Warid Telecom {Pvt.) Liql.
Warid Telecom {Pvt.) Ltdl.
Warid Telecom {Pyvt.) Ltd.
Warid Telecom {Pavt.) Ltd.
Warid Telecom {Pavt.) Ltd.

selected, because either there was no strong
selector associated or the strong selector(s)

weren’t tasked for collection
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Questions?
@nsa

xkeyscore@nsa
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.. HTTP Activity

5

i = —
' GET MU&nrder= sorthothed qusharraﬂ kstart=3&3cone=urdus&link=nexXxclHTTP/1.1
! ”AccéEzT----- ————
' [Referer: jhttp: //sear
.Accept—Languagem

Accepr-Fnn
User-Agent] Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SVI) ]
il search.pnc.co,

Eankie! BEC-UID=bh479a5f4ad230a53063d513630203ach22684634ale0hl6dcds5f96efc054cf950Mazillas2fds2e0520%28ce
Cache-Control: max-stale=U
Connection: Keern-4]l1we

X-BlueCoat-Viaf 66808702E9498546 |

Host URL Path URL Args

search.bbc.co.uk Isearch | tab=urdu&ordetr=sortboth

Search Terms  Language Vi

musharraf an Mozillz/4 .0 (compatible, MSIE B.0, Windows NT 5.1, V1) ®  g5308702E9A938546

http: ffisearch .bbc.co.ukisearch?ab=urdu&order=sorthoth&g=musharraf&start=2&scope=urdu
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http://search
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Query Hierarchy

e

I-"‘_l‘.

Query

F6

HQS

Query

F6 Site 1

X-KEYSCORE Central

FORNSAT site

F6 Site 2

Query

SSO site
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