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What is X-KEYSCORE? 
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I What is X K E Y S C O R E ? ^ H 

A (DNI) S IGDEV Tool 

It gives you the ability to discover things 
that you otherwise wouldn't have seen 
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What makes XKS so good at SIGDEV? 

XKS gives analysts unique access to 
terabytes of content and meta-data 

Typically sites select and forward to 
PINWALE less than 5% of the DNI 
they're processing 

The rest of that data used to be dropped 
but is now being retained temporarily 
and made available to analysts through 
X-KEYSCORE 

As an example, at one our sites XKS 
sees more data per day than all of 
PINWALE 
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DNI Discovery O p t i o n s H 
mr 
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''Slowing down the Internet" 

XKS goal is to store the full-take 
content for 3-5 days, effectively 
"slowing down the Internet" so that 
analysts can go back and recover 
sessions that otherwise would have 
been dropped by the front end 

Meta-data is saved off longer, with the 
goal of 30 days retention 

A lot of analysis can be done through 
meta-data only (MARINA is meta-data 
only) 
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XKS Storage Times M h | ! 

Front end storage is limited by resources 
and policy restrictions and will vary by site 

At some sites, the amount of data we 
receive per day (20+ Terabytes) can only 
be stored for as little as 24 hours based 
on available resources 

Other sites have legal or policy 
restrictions that limit the amount of time 
we can store data (if we can at all) 

It's a rolling buffer where new data comes 
in and pushes the oldest data out 
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How can I "save off" XKS data? U M 

• Content that is "interesting" can be pulled 
out of X-KEYSCORE and pushed to Agility 
or PINWALE or any other database for 
longer retention 

• Workflows can be set up to automatically 
harvest content out of XKS before it ages 
off 

• The goal, however, is to use X-KEYSCORE 
to discover new things, that will end up on 
tasking for future collection 
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How do I access XKS data? MtU 

• It's important to know that XKS 
queries meta-data tables only 

• Results from the meta-data tables 
are then linked back to the original 
piece of content 

• Goal of the system is to extract a 
wide range of meta-data for users to 
query 
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What kind of meta-data is produced? 
• j Classic A-M 

J 3 ASF and WMV Metadata 

1=1 Alert 

E BlackBerry 

S CNE 

Call Logs 

DNI 

Cellular DNI 

I d Cisco Passwords 

IE| Document Metadata 

g l Document Tagging 

Email Addresses 

P I Extracted Files 

13 Full Log DNI 

13 HTTP Activity 

H I IRC Cafe Geolocation 

Logins and Passwords 

t 

Classic N-Z 

13 Network Logs 

J3 PDF Metadata 

2 PILBEAM 

¿=1 Phone Number Extractor 

RBGAN 

REGISTRY 

RTP 

Radius Logs 

R ealM edia M et adata 

SIP 

m TOR Log 

|B Tech Strings in Documents 

3=] User Activity 

WLAN 

g W e b Proxy 

Wireshark 
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Examples of "simple" Plug-ins 
¥ 
n 

Plug-in DESCRIPTION 

E-mail Addresses Indexes every E-mail address seen in a session by 
both username and domain 

Extracted Files Indexes every file seen in a session by both 
filename and extension 

Full Log Indexes every DNI session collected. Data is 
indexed by the standard N-tupple (IP, Port, 
Casenotation etc.) 

HTTP Parser Indexes the client-side HTTP traffic (examples to 
follow) 

Phone Number Indexes every phone number seen in a session (e.g. 
address book entries or signature block) 

NZL//20291123 
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Examples of "advanced" Plug-I 
¥ 
n 

Plug-in DESCRIPTION 

User Activity Indexes the Webmail and Chat activity to include 
username, buddylist, machine specific cookies etc. 
(AppProc does the exploitation) 

Document meta-
data 

Extracts embedded properties of Microsoft Office 
and Adobe PDF files, such as Author, Organization, 
date created etc. 

NZL//20291123 

ns 
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Plug-ins 

A single session may contain entries 
meta-data tables 
For example, if a single session had a user E-
mailing an attached word document the following 
plug-ins would extract meta-data: 

Full Log ...bare minimum meta-data like To/From IP 
address, ports, casenotation, sigad etc. 

E-mail 
Addresses 

...any E-mail addresses seen on that page 
(including inside the attached word file) 

Extracted Files ...the filename and extension of the attachment 

Document Meta-
data 

...in addition to the filename and extension, any 
embedded properties of the word document like 
Author, last author, organization, date created, 
date last modified etc. 

NZL//2Q291123 

TOP SECRET//COMINT//ORCON,REL TO USA, AUS, CAN, GBR arid NZL//20291123 



OjO";' Ä i iw ' / 
íi i i i i imiimiíi i i i i i i i i i i i i i i i ici iMii i i i i i i i i i i i i i i i i i 

lío D 

C2TT6Z0Z//1ZN Pue y g g 'nvD 'SflV 'VSfi O I 13y'lMOD"dO//lNIWOD//13idD3S d O l 

S ^ Ï S S 2 I 

S 1 N 3 N À O T J3 3 a a O D S À M ) - : I Ë/Uj 
E E f t Q j Q 

[ C T r l n i 
[El CZIÏ630Z//1ZN pue y g g '|\|VD 'SflV 'VSi l 0113id'NODyO//±NIWOD//±3yD3S d O l 

L • i • • r » : » i i u r r í l T m 



I o 
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Applds and Fingerprints 
• X-KEYSCORE produces ari application id 

for each session processed 
• Currently almost 1300 Appids in 28 

categories 
• An Appid is meant to identify a session 

as a particular application 
• Fingerprints are an extensible way of 

tagging sessions 
• Ex: A session Appid'd as mail/smtp 

might also contain fingerprints for 
encryption if used in the email 
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Applds and Fingerprints I 
Ex: E-Mails with encryption 

From: "Launchpad OpenPGP Key Confirmation" <noreply@launchpad.net> [Save Address] [Block Sender 

Co: 
Sub jec t : Launchpad; Confirm your OpenPGP Key 
Date: Wed . 31 Dec 2008 10:04:16 -0000 

BEGIN PGP MESSAGE 
VetaLouo: GnnPG v1 4 Fi £ßWlM innwi 

Application AppID (^Fingerprints) 

mai l/webmai l/out blaze rnail/webrnail/outblaze has_fingerprint encryption/pgp encryption/pgp/message 
spflvtVPZsH vp gS7Vd H F U p rgvOJ p rnj QI b73 gWmh b OUrZzy G dDRIa9 C cF zJA7 01L 
3XyCrlniniJ4/c98+khDazh1XY/S7yNi38Wrlkd3GOz9DFFI1Nu31nwjh3+ncOpv 
OlyztsQzLFBy8+qJrPvmKJ3fzz7tWp2djKyfiv1GoAYWAf/QOohROBjqTgOUIqLRVrE 
eEF i vrM 0 nBx€0SHIF ra7 LpZI sTU Fp B J WAk gg u k7 müfJO dM rn U0 V5M eM 1 x8 GuWv5+ 
Uk4bBwwZ1VpEVHCyGuv6ux+V+KpSkQtDwdhlp12SZ2SUrn1 upnVBSIfcnlhVWxZp 
La Y3 mXqNWh yh z F PFxk hUwq z d/rM x rCJu cfXG a eis S i zZDIQ O WxTSwe7 BwvG8 B vn r 
QEQVKY30vWg+2pDTPrKq3uEqOwi9JY7KTPMrt2gZLWABDuCJrn5IRALZqqETTg4dh 
xVOr9+2ZLtyGDXQhLMyBEIYns4+jiP1rd3E+TWJVUe/dPluyC4DwOUPklwuHcC+ 
StLAuQHMS6RkB4aDNdi6QG9kEWvjq2PvfuMIBWo5jJ8RFoDSx8q5t1ukgeCxr6xr 
Q4eTmOFTIA71G312Xa7ZniOzyxiWZ4CAbhHLF+3baFD3lb4/EFmRvPBdqy6wUyHD 
Z5 EXy HDz WXIDy E e/a o m E q AsUq P sSMZirH H z pb a S3Lb G5 B5 VKÀKU59 b E N pf/KÓ gT 
a3IUAeQH6xLzgTaVdfhEkPj5bxODrWcZtHeTEt1nV+3pc2P58+QICDOETiDCA/j 
dh G2b rU wbx n y6Ap7fU5 e 1ALU3 ry oXKvt9 e CXZH o o Y/ p9Q 103 ko H CWpt G D6g KC x It 
KW/K5M+HkxhHy4WWb137CStzeLda8BdU43Kh^^ 
e6 J +y4 J R1 KKyXiX Y94 E rx a/PO F z u Y V/Q C J U D p q WF R22 bXu y4 F h k o s LWM8 G +U B H Vt 
UfgRxq3asG0DhBDWy03eLEAdE92TVffJgXOvAOzTqBrP7uZi/Q7ABFFGTQ9n 
=N4CJ 
— E N D PGP M E S S A G E -
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Applds and Fingerprints I 
Ex: Airline E-Tickets 

Subject: 

From: 
To: 
Date: 

Airblue E-Ticket - JGDTGSWB 

Airblue Reservations <website@airblue.com>; 

Nov 13. 2003 10:41:54 A M 

airblue 
Reservation No. 

Application A p p I D ( + F i n g e r p r i n t s ) 

rn a i i /w e b rn a i I A/ a h o o mai l/web ma il/yahoo has_fingerpri nt travel/ai rbiue 

Phone I: 
Phone 2: 

AZ2749951 21 6876 5648 15E 

21 6876 5 6 4 8 / 1 ED 610 Peshawar Dubai 29 N O V 08 12:00 O Y A 9 0 0 15.505.00 OK 

Date/Time Method Location Description Amount 

IS-Nov-20 03 
3:41 P M 

Travel Agency 
Khaleej Express- Pew 
Muh anime d Younas, Mam Branch 

Ticket Sale Rs 15,505.00 
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Applds and Fingerprints I 
Ex: Extremist Forum Private Messages 
0 HTTP Header In format ion Content Type: HTTP/P OST/Form-Data 

POST /vb/private.php?do=insertpm &pmid= HTTP/1.1 

Accept: image/gif, image/x-x bitmap, image/jpeg, irnage/pjpeg, applicatiori/x-shockwave-flash, application/vnd.ms-excel, 
application/vnd.ms-powerpoint, application/msword, "7* 

Accept-Language: en-gb 
Coriterit-Type: application/K-vww-form-urlencoded 
UA-CPU j k86 

Ac cept-Eri coding: gzip, deflate 
User-Acieni: Mozilla/4.0 Compatible: MS1E 7.0; Windows NT 5.1: FDMl 

AppID C+Fingerprints) Application 

mf l i l .w^bmai l . ^h i i l l e t i i i . j î r i va te_message. ï i i se r t n i i i i l / w e f o m a i l ^ l v , i sJ i iK je r |> r in t f ^ rum.eKt remis t /a l - f i ï lo j , i 

recipients 
bccrecipients 

title 
l i i c j IJULLLO L ^ ^ 2 0 0 9 - 0 1 - 0 5 : - ! ^ 1 ^ 1 ^ . 1 4 3 0 ^ * 0 8 o ß V ^ *Lm^iLl c ^ b d j - o ^ U ^ t l «^JUÎ II -^L^Il ^-Jl 

j l . - . i l (y, JjljP --..xll C_JuCl io l i <'Yy-. ^ j l l c u l -i j ioJl ^a ûb r f i o î l A l l £ j L f l j t jilijJcLo iCÀ I m. .-,11 t i l l Û L l û L Ï I .-.q ^Jc 

Ij, 

message 

.-.oil ^J^aÎI pLJl ^ jLmîl I^jLcUj ^ I j a i l jJtoJl t i l lJ, Lclq ĴuuiLo j l C ¿Jûé ÇjJLuiî ^. ja j l l ^à cJjJäU^iSI ^ÜuIlüIj 

41*51j, ,1A=JI JJUj £ j \ j i \ « a j - i . ^ -^vim--, <J_>iiü j j l m--. ̂ n^ j j , ^ J S J V i t - c .-¿ i CiUÄIJI 4 .n"K ^ L u U ^ j i i I 
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X-KEYSCORE Workflows ^ ^ H 

•X-KEYSCORE workflows are standing 
queries that run on set intervals during the 
day (usually once a day) 

•After action reports can E-mail the results 
of the workflow, parse out data to mailorder 
to other databases and more 

•New GUI's Workflow Central makes it easy 
to create and manage your workflows 
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XKS Workflows: Easy to Create! I 

n e e 

V K E Y S C O RE We 1 co me : dtstu a 2 s w itch u se rs 

Home Admin ^ Users f j Workflow Central \ Search Q', Results H Statistics Preferences tt Help 

Navigation Menu 

E) Explorer 

| g | Home 

S! C j Admin 

a C j Users 

• £ 3 Workflow Central 

HEl Request 

All Workflows 

¡ 5 My Workflows 

• £ 3 Search 

O S ) Classic 

3 G ) Mult ¡Search 

[SI IP Addresses 

¡ 2 Mac Address 

¡ 2 Username 

3 £ 3 Classic A-M 

¡ 2 ASF and WMV Metada 

j - | 3 Alert 

¡1=1 BlackBerry 

E C N E 

¿1 Call Logs 

We l c ome to the Beta re lease of the New XKEYSCORE Home 
Page! 

If you have quest ions or bug reports p lease go to XKEYSCORE New GUI Forum 

N e w s 

( U / / F O U O ) N e w X K E Y S C O R E GUI 

(U//FOUO) XKEYSCORE is working on a new GUI tha t has now reached an open Beta state. 
Follow the link below to try it out, Your account and preferences will automatical ly be 
transferee! when you log in. P lease view these training videos to acclimate yourself with the 
new layout and features, Some features have not yet been completed but will still be avai lable 
in the original GUI, Try the new XKEYSCORE GUI (Beta)! 

(U//FOUO) If you find bugs p lease report thern O N L Y in the XKEYSCORE Forums under the 
New GUI section., which can be found here. We will try to fix any bugs as quickly as possible, 
but when experiencing a problem revert back to the original GUI until we can fix it. 
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XKS Workflows: Easy to Create! 
K 

Navigation Menu 

Q - S l Workflow Central 

Request 

All Workf lows 

Navigation Menu 

a Q|'Workflow Central 

: ¡ g Request 

¡ S All Workflows 

¡ g My Workflows 

Workflow Central Request Wizard 

My Workflows 

Help Ac t i ons 
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Query Type Query Name Last Modified State 

S daily wlanfulllogdni2 2003-12-0515:20:10 on (xks) 

s http_parser Waz_NWFP_Foriegnj3 o o g 1er s 2003-12-01 15:39:11 on (xks) 

s http_parser Zahedan_Googl e rs 2003-11-05 21:35:57 on (xks) 

s http_parser G o o g le_Eart h _Quer ¡es 2003-12-01 15:39:37 on (xks) 

s tech Kuala J u mpur J e c h J a s king 2003-11-2415:01:09 on (xks) 

s megaproxy 2003-11-2415:01:09 on (xks) 

s http_parser Waziristan J\f'A/F P Jnter n et _s e a rohes 2003-11-2415:01:09 on (xks) 

s http_parser Waz_NWFPj3 o o g 1er s _c o m_pk 2003-12-01 15:3S:4S on (xks) 

s http_parser Waz_NWFP_Go o g 1er s 2003-12-01 15:33:35 on (xks) 

s full Jog zahedan j n e g a p roxy 2003-11-05 21:13:06 on (xks) 

s userjaotivity Foreign_Peer_to_Peer _Chats 2003-11-21 20:40:41 on (xks) 

s http_parser G u a rdster_f rom _Waz 2003-11-21 20:02:40 on (xks) 

s login _T_Bone_or ange _oo _u k_pass w o rd_ 2003-12-01 16:19:55 on (xks) 

s tech Dail y _Ar a b ic_f rom _Waz 2003-12-0216:56:26 on (xks) 

s http_parser Dail y _F ile_Shar ing JU p loads_f rom _Waz 2003-12-0216:55:53 on (xks) 

s dai ly_w lan_f rom jnoc 2003-12-1615:10:50 on (xks) 

s dai ly w Ian j i e t w o r k Jog 2003-12-1615:06:22 on (xks) 
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Context-Aware Tagging 
Provides for the ability to task arid scan 
for terms only when they appear inside 
the body of documents like Microsoft 
Office or Adobe PDFs 
EX: We want to find technical 
documents regarding WIMAX networks 
but tasking the term XWIMAX' to 
Cadence would flood PINWALE with 
hits. What if we only look for the term 
within documents? 
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t ^ - 1=1 

7 
V . ' Ä 

1 m I R f T i > m u G Ì O " © H 5 * - - © 

« cc 
e v 

- ä 
s 

ID DATETI M E DATETI M E 
E N D 

TECH 
NAME TECH VALUE TECH 

FILENAME 

1 
2 0 0 8 - 0 1 - 0 1 2 0 0 8 - 0 1 - 0 1 

0 4 ¡ 5 5 ¡ 0 0 0 4 ¡ 5 5 ¡ 0 1 
wireless 

2 0 0 8 - 0 1 - 0 1 2 0 0 8 - 0 1 - 0 1 
0 4 : 5 5 : 0 0 0 4 : 5 5 : 0 1 

s a t e l l i t e 

2 0 0 8 - 0 1 - 0 1 2 0 0 8 - 0 1 - 0 1 
0 4 : 5 5 : 0 0 0 4 : 5 5 : 0 1 

mac 

WIMAX 

DVB 

•• 

7 BUC Make 

8 BUC Frequency 

9 LNB Type Ku 

L 
0 

LNB FreqißQty 

L 
L 

DVB-RCS Modani type DVB STM 1000 

" T i IdVB-RCS Modani Sedai M Ä C ^ ^ H I s 2iia.il 
2 I 1 1 
- 1 

NIB 
Ranchor 

Line 
KHI.doc 

B i b 

Ranchor 
Line 

K H I . d o c 

NIB 
Ranchor 

KHI.doc 
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Context-Aware Tagging 
Subject: 

E From: 
To: 

> Cc: 

NFF-66024-GCC-KHI 

b Date: Tue D e c 30 10:57:48 G M T 2008 

Event T 
HTML Plain Text At tachment 

I M E I : I 

email t 7f ,, £ 
— Model: 0300 

Fm City W0N:6óO24 

K L 0 STE ASC: G-cc-™1 

Symptom: 4 1 0 0 

Comments: no fault found phone is working properly kindl}? confirm the fault in detail when and in which condition it 
creates problem related to mention symptom 
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Context-Aware Scanning 

•Tasking is so flexible that it can include 
regular expressions (REGEXs) with few or 
no anchor points 

•Ex; Can we find documents that have MAC 
addresses in them? 

•The following Regex looks for MAC 
addresses: 

•"(00|01|02|04|08|10|3C|44):(?=[\d:]{0 / l 
2>[a-f])([\da-f]{2}):([\da-f]{2}):([\da-
f]{2}):([\da-f]{2}):([\da-f]{2})" 
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Context-Awa re Scanning I 

•Supports full foreign language tagging and 
querying 

•Ex look for common Arabic expressions in 
E-mails coming from the Pakistan tribal 
regions: 

E •I Active user: 
UIS Webmail Display m Windows Live Mail 

F r o m ^ ^ ^ ^ ^ l c o r n ) 

Medium risk You may not know this sender, Mark as safe [Mark as unsafe 
Sent: Thu 1/01/09 12:07 PM 

, "J, H 

ûis.jjj ¿à I j.ji ¡¿jjp- ! 
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w i ' ^ i i i ' i y i i f f l ' 
Q h T n y f l imi 
A h 4 . ^ ; 
J 1 I I U I H 1 1 . M I . B 8 1 

X-KEYSCORE SIGDEV 
T 

• X-KEYSCORE's full take database of meta-data and 
content make it an powerful SIGDEV tool 

• Many DNI applications don't contain strong selectors 
that allow traffic to be collected 

• Web surfing 

• Internet searching 

• Anonymous file uploading/downloading 

• The variety of applications processed and meta-data 
available make X-KEYSCORE an ideal starting point for 
DNI development 
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w i ' ^ i i i ' i y i i f f l ' 
Q h T n y f l imi 
A h 4 . ^ ; 
J 1 I I U I H 1 1 . M I . B 8 1 

T 
X-KEYSCORE SIGDEV 

• Scenario 1: Persona Analysis 

• Goal to identify the "user session 99 

• Help answer the question : What did my target do 
while he was online? 

• We may know from TRAFFICTHIEF, PINWALE or 
MARINA that our target was online at a given time and 
from a given IP address, so we can then search in X-
KEYSCORE for everything that happened "around" that 
event. 
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XKS SIGDEV: Persona Analysis! 
TSA ACTIVE_ USER ACTIVE_USER_IP ACT] 

20081229 0 5 1 4 0 6 Z ^ ^ ^ | < y a h o o > PK 

20081229 051406Z 

20081229 051406Z 

20081229 051407Z 

20081229 051409Z 

20081229 051410Z 

20081229 051410Z 

20081229 051410Z 

20081229 051411Z 

20081229 051414Z 

20081229 051415Z 

20081229 051420Z 

20081229 051420Z 

20081229 051421Z 

20081229 051426Z 

Dgrtetime ^ Search For Datetime End Search Value Fm IP To IP 

2008-12-29 05:14:07 username 2008-12 29 05:14:18 |ijgyahoo 

200? 12-29 05:14:07 username 2008-12-29 05:14:18 |@yahoo 

2008-12-29 05:14:07 username 2008-12-29 05:14:18 ^»gyahoo 

2008-12-29 05:14:07 username 2008-12-29 05:14:18 Ifoyahoo 209.| 

2008-12-29 05:14:07 username 2008-12-29 05:14:18 |igjyahoo 209.| 

2008-12-29 05:14:07 username 2008-12-29 05:14:18 |@yahoo 

2008 12-29 05:14:07 username 2008-12-29 0 5:14i 18 |@yahoo 

2008-12-29 05:14:09 username 2008-12-29 05:14:21 j g y a h o o 209.| 

2008-12-29 05:14:09 username 2008-12-29 05:14:21 |ij£>yahoo 209.|~ 

2008 12 29 05:14:09 username 2008-12-29 05:14:21 Iffiyahoo 

2008-12-29 05:14:09 username 2008-12-29 05:14:21 |@yaho<> 

2008-12-29 05:14:09 username 2008-12-29 05:14:21 

2008-12-29 05:14:09 username 2008-12-29 05:14:21 |@yahoo 

2008-12-29 05:14:09 username 2008-12-29 05:14:21 |@yahoo 

2008 12 29 05:14:10 username 2008-12-29 05:14:50 |igyahoo 1 

2008 12-29 05:14:10 username 2008-12-29 05:14:50 l iSyahoo 

2008 12 29 05:14:10 username 2008-12 29 05:14:50 l-xyahoo 

2008-12-29 05:14:10 username 2008-12-29 05:14:50 |:ayahoo 

2008-12-29 05:14:10 username 2008-12-29 05:14:50 I'-.Wahoo 

2008-12-29 05:14:10 username 2008-12-29 05:14:50 |@yahoo 

2008 12-29 05:14:10 username 2008-12-29 05:14i50 |@yahoo 
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XKS SIGDEV: Persona Analysis! 

Coming soon: XKS PSC query builder/viewer 
usemame 2008-12-2905:14:18 

us e mam e 2008-12-29 05:14:18 

tis e manie ?iins_'i?_-3Q 

. .o^r .^r Persona Session Col lect ion 

us e mar 

us e mar 

usernar 

us e mar 

usernar 

usernar 

usernar 

usernar 

usernar 

usernar 

usernar 

fcgyahoo 

S Row Actions 

user_re 

3< 

r»i 

• I C A r i t - t r 

XFF or Client IP: 

Add Search: 

Justification: 

Additional Justification: 

Start Date & Time: 

Stop Date & Time: 

IP (Country Code): 

Also Query IP As: 

Persona session collection for t o j p = 209,191.120.3( 
A 

0 From 

0 To 

• X-Forwarded-For IP 

• Extracted File 

12/29/2008 05:09 "V 

12/29/2008 
V.V • -vvV.VrVvVvW.'.v 

05:19 V 

(M/D/Y H:M) 

V 
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XKS SIGDEV: Persona Analysis 
r 

XKEYSCQRE Persona Session Collection 

User List 

©QjUserl 

0 Q User 3 

® i User 1 User 2 User 3 

mer - d 

PSC E PSC 
E 

PSC - E 
S 

PSC S Q User 2 

PSC a PSC \E 
E 

- H • i 

HTTP Activity Timeline 

«dt-iver.ru 
com.tr 

]top:news.ru 
irogsmail.ru 

¡novoteka.ru 
cit724.ru 

iacromedLa.com 

¿10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

& 
u 
g 
QJ 
E F 

Ihr |2hr |3hr |4hr 

3940 41 4243 

7hr 

44 4546 47 43 49 

Shr 

Browser List - 0 -

Browser 

Mozilla/4.0 (compatible; MSIE 6.0; W indows NT 5/ 41 

Mozilla/4.0 (compatible; MSIE 6.0; W indows NT 5/ 3 

contype 2 

M ozilla Compatible/2.0 (WinNT; I; NC02.0) 2 

User name Summary 

Usernames m. 

S mail/webmail/gmail (1 Item) 

• maïl/webmaïl/maïlru (2 Items) 

Referer Summary 

Referred Srtes 

S ad.yieldmanager.com (3 Items) 

El chat.yahoo.com (3 Items) 

Extracted Files p . Extracted Files 

Info File Marne ^ Info 

3 Unknown File Extention (1 Item) 

none 

S facebook.com (2 Items) Geographic IP Summary ^ 

0 foto.mail.ru (2 Items) 0 foto.mail.ru (2 Items) City Country Count 

0 haberler.com (3 Items) 0 From (2 Items) 

0 ¡mport.city24.ru (1 Item) 
KOHAT PK 265 

0 ¡mport.city24.ru (1 Item) 
xx 1663 xx 1663 

0 insider.msg.yahoo.com (4 Items) 
0 To (14 Items) 

0 mail.google.com (1 Item) 

0 To (14 Items) 

0 mail.google.com (1 Item) GENEVA CM 2 

0 mail.rambler.ru (7 Items) MOSCOW RU -100 

VEMI TP 
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XKS SIGDEV: Persona Analysis! 

Coming soon: XKS PSC query builder/viewer 

Usern am e Summary 

Usemsmes 

0 mail/web ma il/gm ail (1 Item) 

S mail/webmail/mailru (2 Items) 

Id mail/webmail/mailru/post (1 Item) 

@ mail/webmail/rambler (2 Items) 

0 mail/webmail/rambler/post (1 Item) 

Id mail/webmail/yahoo (5 Items) 

Web Searches a 

Terms ^ Search Engines 

3 (None) (1 Item) 

none 

Traffic Summary fZL Traffic Summary tzJ 

AppID or Fingerprint 

l±) CD advertisement 

s D http 
Q CD mail 

0 flU news 

i+l CD social 

i±) CD unknown 

C 

2 

6 

11 

2 

i : 

1 • 

Domain Summary 

Subdomai ns * 

0 adinteraK.com (2 Items) 

i±l adriver.ru (1 Item) 

L±l akamai.net (1 Item) 

0 bn5.ru (1 Item) 

i±l city24.ru (1 Item) 

l±J com.pk (1 Item) 

0 com.tr (1 Item) 

0 facebook.com (2 Items) 

l±J fbcdn.net (1 Item) 

0 gismeteo.ru (1 Item) 

i±l google.com (1 Item) 

L±J haberler.com (3 Items) 

0 imgsmail.ru (1 Item) 

i±l macromedia.com (3 Items) 

l±J mail.ru (7 Items) 

-0 i 
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New strong selector discovered: badguy@yahoo.com 

Analyst 

Why is he 
looking at 
London in 

oogle Earth? 

PAKISTAN 
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NWFP Example 
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mailto:badguy@yahoo.com


I X 

m 
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XKS SIGDEV: HTTP Traffic 
f 

Example: I 
queries co 
Pakistan 

Informatu 
Activity m 

Fm IP Fm Port To Port 

1233 

Raw Actions 
View Session 

I cjj] View Session (New Window) 

l — Show All Row Values 

Mark Metadata row as Important 

Font Google 
jreas of 

in HTTP 

r 

Host Query Marina For IP: 116.58.126.162 '1 » ! (X) 

W W W . g 4 Datetime: 2008-12-29 07:21:42 (+/-) 3 "̂ r hours 

Fm Country (IP) Fm 1 64. 

a i 

OK Cancel 
PK BAI 

1 

1 64. 

a i 

| J Un-Check where Fm IP Equals '116 

^ NKB Lookup 

: Query Marina 

istïin.WLL.PTCL 
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XKS SIGDEV: Persona Analysis! 
TS A 

20081119 074259Z 

20081119 074259Z 

20081119 074304Z 

20081119 07431ÓZ 

20081119 074316Z 

20081119 074316Z 

ITSERED PHONE USER A ACTIVITY U S E R B 

START TIME STOP TIME 

:emailAddr> logged in (email) 116 

< e rn ailA ddr > lo gg e d in (email) 116 

-emailAddr> logged in (email) 116 

< e m ailA ddr > lo gg e d in (email) 116 

< e rn ailA ddr > lo gg e d in (email) 116 

DURATION CALL DONE IP ADDRESS USERDD 

20031119 073141Z 2 0 0 8 1 1 1 9 092S41Z Od 01:57:00 U N K 

20081119 074357Z 

20081119 074357Z 

20081119 074357Z 

20081119 074357Z 

20081119 07435SZ 

20081119 074358Z 

20081119 074358Z 

20081119 074358Z 

20081119 074511Z 

- e rn ailA ddr > lo gg e d in (email) 116 

< e rn ailA ddr > lo gg e d in (email) 116 

:emailAddr> logged in (email) 116 

: e rn ailA ddr > lo gg e d in (email) 116 

< e rn ailA ddr > lo gg e d in (email) 116 

-emailAddr> logged in (email) 116 

< e rn ailA ddr> lo gg e d in (email) 116 

< e rn ailA ddr > lo gg e d in (email) 116 

-emailAddr> logged in (email) 116 

PHONE MAC ADD 
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TOP SECRET//COMINT//ORCON,RELTO 

XKS SIGDEV: 

Now make that 
X-KEYSCORE EMAILER 

QUERY NAME: ¥as_NCTFP_Foriegn_Googlers 

current time: 2008-11-20 0 7 : 1 5 : 1 5 GHT 

submitted at : 2008-11-20 0 3 : 5 5 : 0 3 GHT 

has 14 r e s u l t ( s ) 

SEARCHES 

t.ttjw. g o o g l e . com 

: al qaida (en, en-GB) (1) 

: The al-Ikhlas network (cybertrans from Arabic) (1) 

: (referer) the al-Ikhlas network (cybertrans from Arabic) (3) 

: For urn b r i d e / ' A r us (cyber trans from Arabic) (1) 

: Forum love/gram (cybertrans from Arabic) (1) 

: (referer) forum love/gram (cybertrans from Arabic) (1) 

: The h i l l s j i h a d i s t without i n f l i c t i n g (cybertrans from Arabic) (10) 

: (referer) the h i l l s j i h a d i s t without i n f l i c t i n g (cybertrans from Arabic) (6) 

: U a z i r i s t a n (cybertrans from Arabic) (1) 

: Scandals (cybertrans from x^rabic) (2) 

: (referer) scandals (cybertrans from Arabic) (1) 

: News (cybertrans from Arabic) (1) 

: For urn s o i l (cybertrans from Arabic) (1) 

: (referer) forum s o i l (cybertrans from Arabic) (1) 

1 8 : 5 4 : 2 0 

0 7 : 3 6 : 4 9 

0 7 : 3 7 : 0 7 

0 8 : 0 3 : 1 7 

0 8 : 0 5 : 5 1 

0 8 : 0 6 : 5 2 

1 5 : 0 1 : 0 0 

1 5 : 1 4 : 1 3 

1 5 : 3 3 : 1 9 

0 4 : 2 4 : 4 4 

0 4 : 2 4 : 5 9 

0 4 : 2 9 : 2 9 

0 4 : 3 0 : 0 4 

0 4 : 3 1 : 5 1 

di i u y 

Workflow Values Workflow XML 

USA, AUS, CAN, GBR and NZL//20291123 

HTTP Traffic 

into a workflow 
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X-KEYSCORE SIGDEV 
r 

• EX: Targets pass links to videos, use XKS to 
discover new targets who have viewed those 
videos 

In HB 00215-09, he promises that the newest video will be ready very soon, and then sends these two links: 

http //www.load.to^ 
http://www.fi I es.to/g et/ 

Datetirne: 2 Weeks V Start: 2008-12-23 00:00 
A 

V Stop: 2009-01-06 • 23:59 A 

V 

H T T P T y p e : 

Host: w w w f i l e s . t o 

U R L P a t h ; / g e t / 

TOP SECRET//COMINT//ORCO[\l,REL TO USA, AUS, CAN, GBR and NZL//20291123 

http://www.fi
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X-KEYSCORE SIGDEV 
'»Ir 
Wa 

TS A USERID PHONE USER A 
Datet 

ACTfVny USER B 

'20081231 224606Z 1 • 
1 H • • emailAddr> logged in (email) 59. 

20081231 22494 9Z k'emailAddr> logged in (email) 59. 

20081231 224949Z pemailAddr> logged in (email) 59. 

20081231 224949Z kemailAddr> logged in (email) 59. 

20081231 224952Z pemailAddr> logged in (email) 59. 

20081231 224952Z [=-emailAddr> logged in (email) 59. 

20081231 224952Z pemailAddr> logged in (email) 59. 

20081231 225018Z PemailAddr> logged in (email) 59. 

20081231 225021Z pemailAddr> logged in (email) 59. 
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-KEYSCORE SIGDEV 

How to find technical documents of interest 

One Idea: Take advantage of the properties 
exploited as meta-data by X-KEYSCORE like 
the Author and Organization 

Lets look for all documents where the 
organization field is the company we're 
interested in, ex: Warid Telecom 
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W ü ü i ' i w 
r l M ' K y j 

p Mo 
Y f W v ; • 
A h * ' ^ ; 

XSQBEl r • 
Filename Extension .Author Last Author 

r a 
Organization 

PAR_MPBIJ_GUJ_Totroubleshoot MPBH end for BSC23.doc doc Warid Telecom (Pvt.) Ltd. 

PAR_MPBM_GUJ_Totrouhleshoot fMlPBH end for BSC23.doc doc Warid Telecom {Pvt.) Ltd. 

wpfor bbs troubleshooting 30-12-08.doc doc Warid Telecom (Pvt.) Ltd. 

wpfor libs troubleshooting 30-12-08.doc doc Warid Telecom {Pvt.) Ltd. 

Flexo Signs.xls xls Warid Telecom {Pvt.) Ltd. 

Flexo Siyns.xls x ls Warid Telecom (Pvt.) Ltd. 

LOI Waritl for 3443 and 3444Shortcodes.doc doc Warid Telecom {Pvt.) Ltd. 

LOI Warid for 3443 and 3444Shortcodes.doc doc Warid Telecom {Pvt.) Ltd. 

So hail Malik.xls xls Warid Telecom {Pvt.) Ltd. 

Many of these files may have not been 
selected, because either there was no strong 
selector associated or the strong selector(s) 
weren't tasked for collection 
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Questions? 

@nsa 

xkeyscore@nsa 
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A M I M A I I 
fl'jli'jl 

•j 

HTTP Activity 
f 
[f ^ 

GET = 1 

A c c e p t ! 

R e f e r e r : f h t t p ^ / s e ^ 
A c c e p t - L ; 5 ? g u a g e ^ 
Ac C ep r . - F n r n r ì i r i r r ; j g j n . ri p f l a r.P 

Us e t : - A g e n t | M o z i l l a / 4 . Q ( c o m p a t i b l e ; HS I E 6 . Q ; W i n d o w s NT 5 . 1 ; S V I ) 

H o s t s ! s e a r c h , CO. u k l 
C o o k i e \ B B C - U I D = b 4 7 9 a 5 f 4 a d 2 3 0 a 5 3 0 6 3 d 5 1 3 6 3 0 2 0 3 a c b 2 2 5 s 4 6 3 4 a 0 e 0 b l 5 4 c 4 5 f 9 6 e f c 0 5 4 c £ 9 5 0 M o z i l l a % 2 f 4 % 2 e 0 % 2 0 % 2 9 c c 
C a c h e - i J o n ^ r o T ^ 
C o n n e c t i o n : K p p n - A l i v p p r i - A l 

. ^ 6 8 K - B l u e C o a t - V i a i 6 6 8 0 8 7 0 2 E 9 A 9 8 5 4 6 

Host 

search.bbc.co.uk 

URL Path URL Args 
m 

/search tab=urdu&order=sortbd^ 

Search Terms Language Via 

musharraf en Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1 ; SV1 ) 66808702E9A98546 

http://search .bbc .co ,uk/search?tab=urdu&order=sortboth&q=musharraf&start=2&scope=urdu 
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http://search
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T O P S : E C R E T / / C O M I N T / / O R C O N , R ì 1 T O U S A , A U S , C A N , G B R a n d 

Query Hierarchy 

I I 

Query 

X-KEYSCORE Central 

Query 

F6 HQS 

Query FORNSAT site SSO site 

F6 Site 1 F6 Site 2 

NZL//20291123 
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