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Overview 

(S//SI//RELTO USA, 
FVEY) OSN Selectors 
are usually invisible to 
the user and are only 
used internally. 
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(U)Fanbox FanBox 
ProMt -J! Email Inbox Fans Aicc-jrl Pifticy S»jnCtf OFanBox 

t farttoi UiumpBi 
(TS//SI//RELTO USA, FVEY) Here's what your 
identifiers will look like: 

. (Ts//si//REL TO USA. FVEY) Usemame: 
terrorbomber378691622 

. (TS//SI//REL TO USA, FVEY} Userld: 
217440283 

. (TS//SI//REL TO USA, FVEY) EMAIL : 
terrorbomber@fanbox.com (if it's 
available) 

. (TS//SI//REL TO USA, FVEY) EMAIL : 
terrorbomber18246@fanbox.com (if 
the above address is already taken) 

. (TS//SI//REL TO USA. FVEY) Note that if 
your sign up email address already 
exists as a Fanbox email address, 
Fanbox will simply append a few 
random digits to make it a unique 
Fanbox email address. 

CUCK M*R{ 
1: ipc«] 

A4*«ii Ho:* 1er Sown Ir w 

MyPKtos •aOf» I n 

(TS//SI//RELTO USA, FVEY) Suppose you 
sign up for Fanbox with the address 

terror.bomber@live.com, and you also 
sign up for Fanbox email. 
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What intelligence do OSN's 
provide to the IC? 

• (S//SI//REL TO USA, FVEY) Insight into the personal 
lives of targets MAY include: 
• (U) Communications 
• (U) Day to Day activities 
• (U) Contacts and social networks 
• (U) Photographs 
. (U) Videos 
• (U) Personnel information (e.g. Addresses, Phone, 

Email addresses) 
• (U) Location and Travel Information 
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(U) Popular Online Social Networks as of 2007 

be bo | facebook hi 5 | | orkut unidentified 

1 1 blogger | ] foto log livejournal | | skyblog 

| cyworld | friendster | myspace | studiverzeichnis 

jgZ \ 
tr 
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(U)Popular Online Social Networks as of October 2008 

Certra & Eastern Ejrooe 

Bebi 
Cloob(IR; 
Cy World (SKorea) 
Draugiemlv 
Facjbook 
Facas.nidilnpul3e.bg 
Ftlends:er 
G*01C (PL) 
Hi-5 
Hyves (ML) 
IPC Gallerie (Fl| 
lwiw.hu (HU) 
Lid« (CZ) 
Mixi 
Myspace 
Ndllog (SI) 
One.lt 
O'kul 
Rerlspot 
Styrock 
SlUdiYZ V' 
Toeitî P)-
V Kontakle 
Wretch (TW) 
Xiaonei > 

www.cxyweb.co uk/blcg 
revision 0.3<0ct 2DC8 w/w.oxywea.so.uk/DlQg 

The data shews the highest ranking sozial 
network for each country b/ tröffe, not by merr-
bers page views or any other method. 

Data wa* taken from Alexa.con on 15ti Oct 
2008 

Alexa (lata n n « irw users who i m tie Alexa 
toolbar as well a$ 'data obtained from other, 
diverse traffi; data sources' • Alexa.co-n 

Countries in gra> do not heve data a/aileb e and 
for a few countries it was difficjlt to identify local 
social network* and :h*r*for* were omittsd from 
the map. 

It's not perfect 301st ire know of aiy errors or 
suggestions, 
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BETA 
•i( I Rec ru i t i ng Grounds 

y . y /Gaming Network 

O FanBox 
imi m ys pa ce, com 

a place for friends 

NETLOG 

UNC LASSI FI ED//FOR OFFICIAL USE 
ONLY 

b u i i k t i f i Collective 
groups that work 1 
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myspace.com 
a place for fr iends 

(TS//SI//REL TO USA, FVEY) I 

Targets have been 
observed using more 
than 50+ OSNs as of 

» f r i e n d s t e r 

facebook NETLOG 
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(TS//SI//REL TO USA, FVEY) Types of OSN 
Activity 

(TS//SI//RELTO USA, FVEY) Type I: Operational Communication 

(TS//SI//RELTO USA, FVEY) Type II: Technological Operational Communication 

(TS//SI//RELTO USA, FVEY) Type: III: Extremist/ Propaganda OSN Users (Overt) 

(TS//SI//REL TO USA, FVEY) Type IV: Direct Non-operational OSN Users 

(TS//SI//RELTO USA, FVEY) Type V: Self-Provided Personal Data on OSN 

(TS//SI//RELTO USA, FVEY) Type VI: Close Associate Information or 
Communication ("The Super Sloth Method") 
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(TS//SI//REL TO USA, FVEY) Types of OSN 
Activity 

I II III IV V VI 
O S N A c t i v i t y T y p e s 

Volume 

Intel Value 
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(S//SI//REL TO USA, FVEY) 
OSN Selectors expand SIGDEV opportunities 

E-Mail 
Address 

Phone 
N umb e r 

Leverage initial selector seeds to build a better 
picture of the target's online persona and the 

selectors involved 
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E-Mail 
Address 

E-Mail OSN 
Selectol Address 

OSN 
Selector 

(TS//SI//REL TO USA, FVEY) TWO individuals communicating 
seamlessly through at least FOUR independent selectors 
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(TS//SI//REL TO USA, FVEY) 
User Activity Possible Queries 

User Activity 

Dateti me: 1 Day V Start: 2009-09-21 00:00 J*. 

V Stop: 2009-09-22 • 

Search For: username 

Search Value: 123^5678910 

Realm: facebook 

Dateti me: 1 Day V Start: 2009-09-21 • 00:00 A 
Stop: 2009-09-22 • 

Search For: username 

Search Va lue: MyJJsername 

Realm: netlog 
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(TS//SI//REL TO USA, FVEY) Pros and 
Cons of User Activity Queries 

Pros: 

Hard Selector query 

Easy to pull/automate 

Email Addresses in the Username can lead to new leads 

Cons: 

Only certain OSN's usernames that can be queried 

No content that doesn't have a selector associated with it 

No Web-Browsing 
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(TS//SI//REL TO USA, FVEY) 
HTTP Activity and IP Multisearch Queries 

Datet i me: 1 Day v Start: 2009-09-23 • 0 0 : 0 0 

Content Must Exist: • 

Snippet Must Exist: Q 

Max Fie suits for a 
Single DB: 

IP Address: 

0 F r o m 

IP Role: 0 T o 

0 X - F o r w a r d e d - F o r 

Search 
Forms 

Clear 

3 User Act iv i ty 
J Phone N u m b e r Ex t rac to r 

Emai l Addresses 
3 Ex t rac ted Fi les 
3 HTTP Act iv i ty 
3 Full Log 
3 Web Proxy 

HTTP Type; 

Host: 

URL Path: 

URL Args: 

Search Terms: 

Language: 

Active User: 

TD I Type: 

TDI: 

HTTP Activity Queries usually require some other piece of technical 
information to query while leveraging the OSN applDs to be legally 

compliant 

•IP Address 

•MAC Address 
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(TS//SI//REL TO USA, FVEY) 
Username Queries are preferable 

•Email address of the user often appears in the "Attribute Value" or other 
fields when looking at OSNs. 

J C J Search 

I S Searoh Wizard 

d U Classic 

bJ C j MultiSearch 

IP Addresses 
: - M a c Address 

z j Username 

D a t e t i m e : 

U s e r n a m e : 

Domain: 

1 Day Star t : 2009-09-23 0 0 : 0 0 
A 

V Stop: 2009-09-24 

Content Must Exist: • 

Snippet Must Exist: Q 

M^x Results for a 
Single DB: 

Search 
Forms 
Clear 

0 User Activity 
0 E m a i l A d d r e s s e s 
0 F u l l L o g 

Attr ibute Va lue 

username 

username 

username 

email _ad dress 

email _ad dress 

email address 
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(TS//SI//REL TO USA, FVEY) 
HTTP Activity Queries 
127.0.0.1 

From v 

To v 

From v 

From v 

HTTP Activity Queries usually require some other piece of technical 
information to query while leveraging the OSN applDs to be legally 

compliant 

•IP Address 

•MAC Address 

•Country of Origin 

IP Address: 

IP Address; 

Port; 

Port; 

Country; 

Country; 

City (IP); 

r iP Address Field Builderl 

«à HP Address Field Builderl 
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(TS//SI//REL TO USA, FVEY) 
Pros and Cons of HTTP Activity Queries 

Pros: 

OSNs that don't require login are seen 

Mobile and other technologies may be seen more easily 

Web forms, chat, etc. that may not be collected by normal dictionary selection 
can be seen and saved off 

Cons: 

Traffic Overload - Too many results (GET requests etc.) 

Proxies and network architecture can obfuscate the target's traffic 

Bad presentation - HTTP activity usually needs to be viewed as code 
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(S//SI//REL TO USA, FVEY) 
Xkeyscore Server Side Pulls 

Lat i tude (IP): 

Long i tude (IP): 

Long i tude (IP): 

Appl icat ion Type*: 

Appl icat ion Irifo* : Fa ce bo ok | Target 's Name 

Appl icat ion: |soclal/facebook| 

AppID (+Fingerprints)* ffulltextl: 

To g 

1 From S 
To 

^ fField Bui lder! 

Target1 s Twitter (slame* 

Appl icat ion Type*: 

Appl icat ion Info*: 

Appl icat ion: social/twitter 

AppID (+Fingerprints)* [fül ltest!: f F i e l d B u i l d e r ! 
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(TS//SI//REL TO USA, FVEY) 
Useful Applds 

Social/* = A great starting point, will show all social traffic on an IP, also an 
efficient way to see the types of OSN are being used in a geographic area, ISP, 
region, etc. 

Social/YourOSNHere = Great for IP level targeting etc. 

Social/Facebook/chat/to server = Possible to see the recepient of a 
target's chat and the message that was sent 

Social/Facebook/upioad/photo = AppID detects the photos being uploaded 
onto Facebook by your target 
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Questions or Comments? 

Contact Info 

(U//FOIJO) Online Social Nei works Working Group 

Main Page: "Go OSN» 
Oilier Pages: "Go Faccbook" "Go Twiltcr" "Go OSN_Tiger_Team 
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