


HTTP Activity is essentially all web-based
activity from a user’s internet browser (with

some exceptions)

It includes, web-surfing, Internet Searching
(like Google), Mapping Website (Google
Earth/Maps) eftc.
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= HTTP activity comes in two types:
cnn.com Server
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GET Ksearchitabh=urduscorder=sorthothsccoknusharrafkscarc=3&scone=urdusl ink=nexclHIIP/]1.1

Accept:
eferer:
Accept-Lanquage

Accept-Encrdjng: ogzin, deflare
User-Agent] Mozilla/sd4.0 (compatibhle; MSIE 6.0; Waindows NT 5.1; SVI)

Host:m searcn.nnc.co.1
Cookied BBC-UID=b479a5fdad230a53063d513630203ach226684634alelbltdcd4s5f90efclid4ctf950N0zilla%2f4%52el%20%28c«

Cache-Control: max-stale=L

Connection: Keen-
}X—BlueCnaE—via 668087 02E9498546

Host URL Path URL Args
search bbc .co.uk Isearch tab=urdu&order=sort
Search Terms  Language Via

musharraf en Mozillz/4 .0 (compatible, MSIE 6.0, Windows NT 5.1, V1) ®  g5308702E9A938546

http: fisearch bbc.co.ukfsearchab=urdu&order=sortboth&g=musharraf&start=2&scope=urdu
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m User Activity is best described as meta-
data from “communication based protocols”
ike Webmail, Chat, Web Forum, Voip etc.
In which we have protocol processing
capabillities like AppProc.

= |t's important to note that there are many
applications that fall within this definition in
which we do not currently have protocol
processing capabillities
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Most analysts will probably already be
familiar with “User Activity” from MARINA

Query Forn
Yachtshop/AppProc Yachtshop Status

Specify Date Range | bo F9)| <Select> ]
(YYYYMMDD [hhmmss]) Data availble back to 1 May 2008

Search for User Actwvity by...| Strang Selectors (Emeds, IDs, Coakies, Mail Tokens, Phane Numbers, AppProc IPs, AppPrac Macs) |v

that...| exactly match v
the value(s)...

? | DecodeQOrdain

if result limit 1s reached, retum... | newest data Iv |? (100,000 raw metadata result limit)

where value 1s... [] active user ?

[Jin user a oruser b column 2

filter by... [Agq Fiel.||cummim. Criteria
“Emrichment Options: €& All O None O Selected
Query Justification (optional): Recent Justificetions
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= While not an exact duplicate, MARINA and
XKS’s User Activity share a lot in common

m XKS runs the same software
(AppProc/\WebProc/StarProc) that is used
to break out meta-data for MARINA

= In some cases, it's actually the XKS at the
front-end site that is feeding the meta-data
to MARINA (the source will be ‘XKS')
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= Since applications like web-mail are web-
based, HTTP and User activity will contain
information about the same session.

= While HT TP contains information about all
web-based sessions, user activity contains
information on “user activity protocols” in
which we have identified and developed
exploitation capabilities

TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GBR, NZL



of all DNI sessions collected

Sessians from
IhALRY

Sessions
from web

based
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Webmail (client side)

Datetirme Case Notation

2009-06-17 12:02:27 IRS1014A

‘N Session A]“ Header (3) 7‘1 Meta (9) 7

From IP To IP From Port To Port Protoco Length
CH Iran) 69.J] Bl (— united States) 37171 80 TCP 1440

DNI PRESENTER

Enter text to search

TOP SECRET//COMINT//20320108

ID: sess oarig proc
Type: HTTP-GET | & Printer Friendly Versian

DNI Display | Raw Data | DNI Format |

| Services vl

Accept:
Accept-Language: fa

GET /mefmodulesfim/abContacts7mcrumb=RIIDbA%m & jsrand=98037807 & rand=2127033459 HTTP/1.0

Referer: http:ffus. me575 mail yahoo.com/me/showFolder; yle=X30DMTBucmhobGROBFITAzM50CDMwMT
AyNWRhYwNkZWxzNc2dz?mid=1 21857 AERkxEIAANvS16wUQ7h1ZadfY &fid=Inboxz&sort=date&o
rder=up &startMid=36 &filterBy=

z-requested-with:  XIMLHttpRequest
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/d.0 (compatible; MSTE 6.0; Windows NT 5.1; SV1; NET CLR 2.0.50727)
Host: us.mc575 mail yahoo.com
MG |ad9XvBOemj5Rr1
v=I
v=I

n=66k3ghéns55lf

I=ce70cc03_01sqqxfo ( Yahoo lagin id:

p=m2g2651013000000 ( Gender: male, Buth year: Pastal code:
r=hq

lg=en-US ( Language/content: English )
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Webmail (server side)

Datetime Case Natation From IP To IP From Po To Pori Pratoc Length
2009-06-16 18:23:5 TR1S021D000000C 69. United State« 91. 80 60318 tcp 178354

Sessian W Header (3) M Mete (5) Attachments (2)

DNl PRESENTER Enter textto search

TOP SECRET/COMINT.20320108

ID: sess arig proc
# Document Information Type: HTTP | ¢ Printer Friendly Version

| DNI Display I Raw Data | DNI Format

@ HTTP Header Informatian Cantent Type: HTTP/YahaooVWebmail
Services

UIS Web il Displav MAIL Active user. =

Ty, _ . « - ® |
erinal |5|)' Elv, AlL Unkno“.,n

Name Count

?;22’;) 4035 .

N Fwd: Fw: 2.0 (g2 (e lda |

&

Sent Q71 Tuesday, June 16, 2009 1:14 AM i

From
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of all DNI sessions collected

from

Sessions proto.
from web
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MSN Messenger

Datetime Case Notation From IP To IP From P To Pc Proto Length
2009-06-16 16:1 IRS10144 so (== Iran) 5. (— United St 51818 1863 TCP 137

Session Header (3) || Meta (7) |

¥aiieti - DNI_PRESENTER N | S B S | T BT | RTe s SRt T ODUONSS® | FSEerCI Content:
el TOP SECRET.COMINT/20320108 —
20090616 1617072 ayahoo comemsnpassport> logged in (im)

DNI Display | Raw Data | DNI Format |

MSN Messenger [v] Display Status Messages [ ] Show Messages Only [] Reverse
Message Display

| Messages ]

From To Message Size: & (¥

l@yshoo . com logging in

| Server Processing Time: 2 ms Data Load Time: 0 ms  Type: MSN Messenger

Project Manager:

Foge P (X .ZDNI PRESENTER

Version 1403
Build Date: Thu Feb 19 13:02:15 GMT 2009

TOP SECRET//COMINT,20320108
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mailto:l@yahoo.com

DNI sessions collected

from

Sessions broto
from web
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Skype sessions:

D atetime

2009-06-16 15:25:46

Case Notation

IRS1014B

Fraom IP To IP

Iran)

| (EA switzerland)

Session ' Header (3) H Meta (3) |

From Part To Port Protocol Length
13510 UDP 179

—

1dd1d

DNl PRESENTER

ililmﬁili Erter 1ext to search

@' TOP SECRET/COMINT /20320108
‘ ID: sess org proc
Tune SFFJ/Rinarv 1 /2 Printar Friendly Verginn
89 has leaker TP 10.0.0.3 c82814cf5805776<SkypeNode>

89 seen with machine ID c828 145805776 <SkypeNode> c82814cOH05776<SkypeNode>
“SkypeUser> seen with machine ID ¢ 16%95fc/feef1 99e<SkypeNode> c82814cf5805776<SkypeNode>—
SkypeUser> has buddy |-SkypeUser> c828 145805776 <SkypeNode=
89, chent to server 88 c82814c 5057 76<SkypeNode>
SkypeUser> logged in (im) 8% c82814cf5805776<SkypeNode>
SkypeUser> seen with machine ID ¢82814cf5H05776<SkypeNode> c82814cf5805776<SkypeNode> —
Project Manager

Page Publisher [
Versionn 1403
Build Date: Thu Feb 19 13:02:15 GMT 2009

(<Y SDNIPRESENTER

TOP SECRET/COMINT /y20320108

TOP SECRET//COMINT/REL TO USA, AUS, CAN, GBR, NZL



of all DNI sessions collected

from

Sessions broto
from web
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The typical way to search HT TP Activity is to start with
User Activity in MARINA.

For example, we’ll start with this 16 June activity

TS A USERID PHONE USER A ACTIVITY USER B

20090616 1428272
20090616 1439367
20090616 1441272
20090616 1444092

20090616 1444277 “SkypelUser> logged n (im) 89
20090616 1447157 =SkypelJser= logged mn (1m) 89
20090616 1447152 “hkypellser= logged i (im) 89
20090616 1447157 “SkypelUser> logged n (im) 89
20090616 1447152 =SkypelUser= logged n (im) 89
20090616 1447152 “Skypelset= logged i (im) &9
20090616 1447157 “SkypeUser> logged mn (im) 89
20090616 14471772 =Skypellser> logged n (1m) 89
20090616 1447172 “hkypellzer= loggedan (im) 89
20090616 14471827 “SkypeUser> logged in (im) 89

20090616 14495027

~blypellser=
“SkypelJser>
=SkypelUser=

~Slkypellsetr=

=SkypeUser>

logged in (im) 89
logged in (im) 89
logged in (im) 89.

logged in (im) €9

logged in (im) 89



= Ensure Activity on IP can be associated with
Target

Understand IP usage Dynamic/Static
Research |P using Foxtrail/NKB

Is it a Proxy, DVBLAN, Dial-Up, DSL, etc
Is it Client to Server or Server to Client

Still not sure”? User Activity pull for 5 minute
period on Foreign IP
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Let’'s take what we used |last week and do a Multi-Search to
discover any web activity around the time the account was active

[ &3 Search
= &4 Classic

= MuttiSearch
““IP Addresses
=IMac Address Datetime: | Custom v Start: |2009-06-16 [ 14:30 | Stop: |2009-06-16 3 16:30 | =
[&]Username

= &5 Classic A-M

Alert

[=] BlackBerry

ENHEL IP Address: |89
all Logs

[=] Categary DNI 71 Erom
[=) Cellular DNI
[E] Cisco Passwaords IP Role: [v| Ta

Elons v] X Forwarded-For
[E] Document Metadata

[E] Document Tagging

v| User Activity

= Email Add
EEne) Acaresses Phone Number Extractor
= Search Email Addresses

Full Log DN Forms E :

- N xtracted Files
_HTTP Activity HTTP Activity
=] IKE Parser | v| Full Log

_ IRC Cafe Geolocation Web Pro ey
- Logins and Passwaord:

[=] Microplugin Metadata
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Note the # of results for each search, compared
the 28 MARINA results which was for the same
|IP address and same time frame

‘ My Recent Results

Help Actions * View -

Cluery Name Query Type Status Actions Num Results  Num DBs
| 16 iune example user_activity finished 0 1 of 1
| 16 iune example full_log finished * I 3223 1 of 1
| 16 iune example hitp_parser finished * I 2626 1 of 1
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Of Interest we see visits to Web

It teln anlondon.com.

weh search: dranelection

JOoole Search =0 ! s
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Notice how all of the HTTP GET requests were going to the
same |P address even though they are for different web

servers....what’s going on here?

Host TolP
integratecdsearch twitter .com 3.
vy bbo.co.uk 38.
viewiw Newvyyorker.com 38.
newsimg.bbc.co.uk 33,
twitter com 38.
wwwy facebook.com 39.
static twitter.com 38.
stats.bbc.co.uk 38.
visualscience .external bbc.co.uk 39.
news bbc.co.uk 38.
profile.ak . facebook .com 38.

To Port
o098

als
808
glg
808
g0g
alg
808
glg
g0s
808

TOP SECRETHCOMINT//REL TO USA, AUS, CAN, GBR, NZL

Count -
439

126
a7
31
22
21
12
12
?’


http://www.bbo.co.uk
http://www.newyorker.com

Analysis of 27 May Internet session of PK
based target started in MARINA

TS A USERID PHONE USER A ACTIVITY  USER B
20050527 0521562 IR 2nei com<google> & logged in (email) 116

20090527 0521562 com<google>  logzed in (email) 116

20080527 0521562 com<google>  logged in (email) 116 -_
20090527 0521572 yahoo logged in (email) 116

20090527 0521552 logged in (email) 11¢|

20090527 0522367 ; J:yahoo> logged in (email) 116.

20090527 0522362 | logged in (emad) 116, -
20050527 0522367 =yahoo> & logged in (email) 116,

20090527 0522362 “yahoo> @ logged in (email) 116.

20090527 0522362 2yahoo> & logged in (emad) 116,
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The analyst then did an HTTP activity query to
find all web surfing from that IP address within
the same rough timeframe.

|=) ¢ Classic A-h

Alert

= BlackBerry

CNE
Call Logs
Category DN

=) Cellular DN

Cisco Passwards

DNS
= Document Metadata

Document Tagging

=| Email Addresses

=| Extracted Files

Full Log DN

HTTP Activity

=] IKE Parser

/=] IRC Cafe Geolocation
=| Lagins and Passwards
=] Microplugin Metadata

M Sl mi; B T

Search: HTTP Activity

Query Name:

Justificatign:

Datetirne:

IP Address:
IP Address:
Part:

Part:
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27_may_activity

PK IP address used by ct target
in paksitan

Custam Start; |2008-05-27 [

05:20 |J| stop: [2000-05-27 (4 06:00 |3 @

b 4 A 4




= HT TP meta-data indicated possible Maktoob
activity

Datetime HTTP T' Host URL Path
2009-05-27 05:22:39 get c{in.maktoolv.com newMaktoolxhomePageamages.logo.png

2009-05-2T 05:22:45 get cdn.maktoolh.com newhMaktoohhomePageimagesimgl.gif
2009-05-2T7 05:22:45 get cthi.maktoolr.com newbMaktoobhomePage amagesimygd gif
2009-05-27 05:22:38 get ciin.maktoolr.com localizationiimagesdocal toolharrit lctalngif
2009-05-27 05:22:45 get &din.maktoolr.com mnewhlaktoob.homePage images.lmg L. gif

2009-05-27 05:23:39 get cthhi.maktoolr.eom localizationimagesdocal toolbar:grd LCtab.gif

2009-05-27 05:22:38 get cdn.maktoolr.com Nocalizationimageslocal toolvarflagsrae.qif

FmC Fm City (IP) | TaC Ta City (IP) Fm IP TalP

PK  KARACHI us HErHDCH 115N

PK KARACHI US HERHDOCH 11%6. 93.

PK KARACHI US HERHDOH 93.

PK KARACHI US HERHDCH 116. 93.

PK KARACHI US HERHDOCH 116. 93.

PK KARACHI USs HERHDOH 116. 93.

PK KARACHI US HERHDCH 1186. 93.
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“m MARINA didn’t show any Maktoob User:

TS A

20050527 0521562
20080527 0221562
20090527 0521562
200%0527 0321572

20050527 0521582
20050527 0522362

20050527 0522362
20050527 0522362
20090527 0522362
20050527 0522362

USERTD PHONE USER A

ACTIVITY  TUSER B

--;@,gmajl.comdgoogleb J» loggedin (email) 1

B2gmail com<google>
Lcom<google>
Iiyahoofﬂ
ah

logzed in (email)

logged in (emal) 116 | &
logged in (email) 116 ||

logged in (emat) 116

logged in (email) 116]

logged in (emadl) 116 g
logged in (email) 116 g
logged in (email) 116 2

logged in (emal) 116
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XKS's User Activity also didn’t show any

Maktoob activity

Datetime End
2009-05-2T7 05:23:58

2009-05-27 05:23:58
2009-05-27 05:23:58
2009-035-27 05:23:58
2009-05-27 05:39:07

Sesarch Yalue

IR vahoo
_-ii!valwo
----ﬁi'yalwn
I oo
- oo

Resalm
yvahoo

yvahoo
yvahoo
yvahoo
yvahoo

Altribute Type
B_cookie

B_cookie
B_cookie
B_cookie

B_cookie

Attribute Value

Bsgamudi1issy
sgamuisiissy
Bsgamudi1issy
bsgamudiiissy

hsgamuds1issy

TOP SECRET/COMINTHREL TO USA, AUS, CAN, GBR, NZL

Activity

login_wel:mail
login_wel:mail
login_welrmail
login_wehmail

login_welxmail



Was it just a visit to the Maktoob home page or
was there an actual web-mail log-in?

In most cases “active user” and “previous user’
information from web-mail protocols comes
from the cookie field.

XKS HTTP Activity breaks out the entire cookie
field, even if protocol analysis doesn't know
what each part means

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL



“m Look at the full cell value:

Cookie
lang=ar; CAX={AE€HOE0cvUlAC S wi: RMFD=011M2BHIO104H1|01047Px: ¢=pk; _

I T T - S L
Row Actions
! s C=pk; __
=l View Session
I : Fe=pk; _
View Session (New Window

| = v ion { ! ) s e=pk;
| <~ Show AllRow Values be=pk:
] Mark Metadata row as Important s e=pk; _
! Send to Agility Realtime D1047TPx;

I {3 Execute Persona Analysis Query s e=pki _
! cell Actions e L
I 3 Filters po[oTPks
| = c=pk: _
I =1 Show Full Cell Value be=pk:
I < Check where Cookie Equals 'lang=ar; OaX=dEcHOE®.. s e=pks
! Un-Check where Cookie Equals lang=ar; OAX=dEcHOEo.. Re=pk; _
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By looking at the full cookie, the analyst noticed
what appeared to be the target's username

lang=ar; OAX={EcHIEocyulACSLw; BMFD=011MSBHIO10431 | 01047 Px; ¢=pk; _  httpoisrww.makt
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The content also shows the cookie value:

GET flocahzationf{sflocahzation utf-8 1s/2009/5/26/859%%891 HTTP/1.1

Accept: **

Referer: http /iweb 14 maktoob. com/mail2 newlogin/compese432 php inm=556830045
Accept-Language: en-us

Accept-Encoding gap, deflate

User-Agent: Mozllaid.0 (compatble, MSIE 6.0, Windows NT 5.1, SV1)
Host: cdn.maktoob. com

Connection Keep-Alve

Cookie lang=ar

OAX=dEcHOEocyulACSLw
RMED=011MSBN:1O1047%;tO10431[O1047Px
c=pk
__utma=206054159.4027773062198129700.1243400938.1243400938.1243401768.2
__utmb=206054159.1.10.1243401768
_utmz=206054159.1243400938 1. 1 utmcsr=(direct)jutmccn=(direct)|utmcmd=(none)
str_tab=sport,news,jokesNew, undefined
MKLLD-J " 1243402079 ||
TRMAM=01cen ]mq
wim_utf-
wim_ windows-1256=0
__utme=206054158

MEKTID=]DhdVmI8RRc4fWIF OAZScT81eTcscES7EyoMGIV1e A4sDAdWP MW QkOLKmS acjxNB MxIN.
logged=1
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= Why wasn't this activity in MARINA or XKS's
User Activity (both fed by AppProc)?

= Because Protocol Exploitation hadn't identified
this particular Maktoob service

= Since It hadn't been identified, AppProc could
not produce meta-data and DECODEORDAIN
was not producing permutations for strong
selection
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In this particular case, analysts from Protocol
Exploitation were able to determine that the
MKLLD= cookie was identifying the “previous
user” but not the “active user”
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Internet applications are dynamic, and protocol
analysts are not able to identify and build
capabilities to exploit every known application

It's important that target analysts use tools like
XKS to aggressively develop their target to
uncover applications that are previously
unidentified or are not currently being
processed properly

TOP SECRET//COMINT/HREL TO USA, AUS, CAN, GBR, NZL



The Multi-Search page gives you the abillity to search full log and
HT TP activity based on an |IP address at the same time

[ &3 Search
=& Classic
2 Ml Search Simply enter in an IP address, choose any or all
=]IP Addresses
E]Msc Address “roles” (ie. from/to/xff) and then choose what
[E)Username
565 Classic AM search forms you want.
Alert
[E] BlackBerry
E e IP Address:
[=] Call Lags
[E] Category DNI v| Fram
Cellular DN IP Rale: [¥] To
Cisco Passwords
Elons v| X-Farwarded-For
Document Metadata
[=) Document Tagging U;er ﬂCtiHitl':'
cerch || Ehone Kumier Etractor
[£)Etracted Fies Forms Extracted Files
| Full Log DN Clear| HTTP Activity
[=]HTTP Activity 'v! Full Log
[=] IKE Parser Weh Proxy

IRC Cafe Geolocation
Logins and Passwaord:
[= Microplugin Metadats
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If you discover examples that don’t seem to be
processing correctly, don’t hesitate to contact
the experts at traffichelp@nsa.ic.gov
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