


HTTP Activity is essentially all web-based
activity from a user’s internet browser (with
some exceptions)

It includes, web-surfing, Internet Searching
(like Google), Mapping Website (Google
Earth/Maps) etc.

Most of this data will not contain a strong
selector like E-mail address
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= HTTP activity comes in two types:
cnn.com Server
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How do you know which side you're looking at?

Client-to-Server requests are generally small in
size and are computers talking to other
computers

Server-to-Client responses larger and are what
web-pages look like at home

So if you're looking at something that looks like
a web-page its Server-to-Client
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Client-to-Server request:

|

TOP SECRETHCOMINT 20320108

|ID: sess arig proc
Type: HTTP-GET | i Printer Friendly Version

| DNI Display | Raw Data | DNI Format

‘ Services vI

User-Agent:

Referer

Accept
Accept-Encodmng;
Cookuie:

Accept-Language:
Accept-Charset:
Host:

Connechon:

GET fHezbollah-Terronsm-Judith-Palmer Hank/dp/1860648932 HTTP/1.1

Moxzllass 0 (Windows; U; Windows NT 5.1; en-US) AppleWebKnt/525.19 (KHTML, hke
(Gecko) Chromef1.0.154 48 Safar/525 19

http fiwww google. com.pkfsearch?hl=en& g=wretten books on hizbollah&btinG=Google
Search&meta=

text/sml apphcaton/ezml, apphcationsxhtml sl textrhtml =0 9 textiplan,q=0.8 ymagefpng, */*,q=0.5
gzip,deflate bzip2,sdch

ubid-man=185-5525816-8765531

apn-user-1id=P1YXY7QF1PUYQ5

en-US en

ISO-885%9-1,* utf-8

WWIW. AMAZON. € oM

Keep-Alve
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http://www

Server-to-Client Response:

& Document Information ype: HTTP | % Printar Friendly Version

DNI Display | Raw Data | DNI Format]
& HTTP Header Infoumation Content Type: HTTP/HTML
| Services v|
, N2 Barca reinstates N2 Isfahan to
] 6-point lead exhibit
over Real expressionist art
®

Home Page Latest News
Iran Kuwait government 'resigns' over economny '
Middle East Mon, 16 Mar 2009 19:07:16 GMT | |Ruwait governs
Iraq economy
Palestine The Kuwaiti government has submitted its | |Chidhood diet
Lebanon resignation to the county's emir amid a raw " orsk
Turk'ev g:..;seirsthe premier's handling of the econamic | |'US-Russian pa
Persian Gulf ' shield row’
Others “The resignation has been submitted formally and | Judges want M
UsS it's up to the amir (ruler) to decice," Reuters nfiscated
AsiafPacific quoted Nasser al-Duwailah, a pariamentarian, as tomscated
Africa saying on Monday. | |Leader pardon:
Lurope The resignaticn would turther delay the approval ot -.5 hillion dinars (USD §.11 P-MCientbook f
Americas billion) rescue package which is ta be injected to the Persian Gulf natior's —
Americas P g ] Lieb )
ScifTech economy to ease the impact of the global financial crisis. al;e frman eve:
M Th th t ted th t !

e government has not commented on the report. Itelligent peop.
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XKS HTTP Activity Meta-data differs
greatly depending on which side of traffic
we're collecting

In nearly all cases it's better to have client-
to-server traffic
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GET Ksearchitabh=urduscorder=sorthothsccoknusharrafkscarc=3&scone=urdusl ink=nexclHIIP/]1.1

Accept:
eferer:
Accept-Lanquage

Accept-Encrdjng: ogzin, deflare
User-Agent] Mozilla/sd4.0 (compatibhle; MSIE 6.0; Waindows NT 5.1; SVI)

Host:m searcn.nnc.co.1
Cookied BBC-UID=b479a5fdad230a53063d513630203ach226684634alelbltdcd4s5f90efclid4ctf950N0zilla%2f4%52el%20%28c«

Cache-Control: max-stale=L

Connection: Keen-
}X—BlueCnaE—via 668087 02E9498546

Host URL Path URL Args
search bbc .co.uk Isearch tab=urdu&order=sort
Search Terms  Language Via

musharraf en Mozillz/4 .0 (compatible, MSIE 6.0, Windows NT 5.1, V1) ®  g5308702E9A938546

http: fisearch bbc.co.ukfsearchab=urdu&order=sortboth&g=musharraf&start=2&scope=urdu
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Application Infa HTTP Type
Press TV - Kuwait government ‘resigns’ over econony response

ID: sess arin mioc
Ir. Document Infonnatlon Tvpe H'TP 1% =rinter Fienely “/ars en

CHI Cisplay | Ran —ata |1 DN I'cmla'.]
CIITTP lleader Information Corten: Type: [TTP!IITM_
| Services @
[ Barea reinstates i Isfahan to
[ ¢ point .ead exhibi:
cver Feal czpressieris: art

I | @
Home Latest News
Iran IKuawait govaninent '1'¢signs’ over ¢conoiny , _
Middle Zast Mer, 16 Mar 2209 ©907 6 CM/T | [Euwait veveme
Iraz econnmy
Palesnine The Kuwaiti govecrnment has submitted its | Childha:e e
Lelys cu resiyualinm T The counly's areie aninll a4 eow risk
Turk 2y over the premiecr's handling of the ecanamic LS
Persian Sulf rr<ic. chiald oo
Other: 'Tke resicnation has keen ;th'l'i.t:Qd farmaly and | [ndyes went N
Us t's ua ta tae emir {rLl2r) zo d=cide," Yeuze-s onSccated
AsaPacfe Juoted \assar al-Luwailah, a parliamentariar, as conpond
- saying on Monday |% |L2acer arcon:
Alr
Eurone The resignation would further d=lay tie appraval of 1.5 aillicn dirars (USD 5 11 | |Aneintbook r
Amencas lhon rescua pac<age which 1- to 2€ injezted to the Parsian Zult nation's ‘;|L beu .
Sevlech =scunJriy Liedse L= impact uf b= jlusdl rdndid s, - Iic enancve

ally

HL.!Th The y writmnenl lies o coomnrad el oo L= erp el “?.c [ T | ————
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Meta-data will also tell you which side of
traffic you're looking at

Client-to-server has two main types:

HTTP Type

Server-to-client has only one:

HTTP Type
response
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A '‘GET’ is you requesting data from the
server (most web surfing)

A 'POST is you sending data to the server
(i.e. signing in, filling out a form, uploading
a file etc.)
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Example: Lets look for all Arabic font Google

queries coming out of the tribal areas of
Pakistan

Information needed is contained in HTTP
Activity meta-data

Fm Couritry (IP)
PK

BAI

Query Marina for IP: 116.

Datetime: 2008-12-29 07:21:42 (+/)-) J hours

oKk |
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TS A USERID PHONE USER A ACTIVITY  USER B
20081119 0742597 ~emailAddr> logged in (email) 116. B
20081119 0742597 <emailAddr> logged in (email) 116. b
2008111% 0743042 “emailAddr> logged in (emad) 116. b
20081119 0743162 ~emailAddr> logged in (email) 116. B
2008111% 0743162 “emailAddr> logged in (email) 116, b
20081115 0743162 &
START TIME  STOP TIME DURATION CALL DONE IP ADDRESS USERID PHONE
20081119 073141Z 20081119 092841Z 04 01:57:.00 UNK
20081119 0743572 zemailAddr> logged in (emal) 116. b
2008111% 0743577 zemailAddr> logged in (email) 116. &
20081113 0743572 <emalAddr> logged in (emad) 116, 5
20081119 0743572 zemailAddr> logged in (emat) 116. B
2008111% 0743587 ~emailAddr> logged in (email) 116. &
20081118 0743582 “ematAddr> logged in (emad) 116, b
20081119 0743582 <emailAddr> logged in (emat) 116. B
2008111% 0743587 zemailAddr> logged in (email) 116. E
20081113 0745112 zemalAddr> logged in (emad) 116, .



Now make that into a workflow

QUERY NAME: Waz NUWFP Foriegn Googlers
2008-11-20 07:15:15 GMT
2008-11-20 03:55:03 GHMT

current time:
submitted at:

has 14 resulc (s)

(3)

(10)
(cybertrans from Arahic)

TOP SECRET//COMINT/REL TO USA, AUS, CAN, GBR, NZL

18:54:20 al gaida (en, en-GB) (1)
07:36:49 The al-Ikhlas network (cybertrans from Arahic) (1)
07:37:07 (referer) the al-Ikhlas network (cvykhertrans from Arakic)
08:03:17 Forum bride/'Arus (cyhertrans from Arabic) (1)
08:05:51 Farum lawve/gram (cybertrans from Arahic) (1)
08:06:52 (referer) forumw love/gram (cvkertrans frow Arakic) (1)
1§:01:00 The hills jihadist without inflicting (cybertrans from Arabkic)
15:14: 13 (referer) the hills jihadist without inflicting
15:33:18 Waziristan (cykertrans from Arabic) (1)
04:24:44 Scandals (cyhercrans from Arakic) (2)
04:294:59 (referer) scandals (cybertrans from Arahic) (1)
04:28:289 News (cykertrans from Arakic) (1)
04:30:04 Forum s0il (cyberctrans from Arabic) (1)
04:31:51 (referer) forum sail (cybertrans fram Arabic) (1)
dl "

Workflow Yalues | Workflow XML

(6]


http://www.google

= Many targets use Free File Sharing
Websites to pass messages.

= Example we may see a message like this

From: badguy@yahoo.com
To: someotherbadguy@yahoo.com
Hey dude check out this file:

http://www.sendspace.com/file/1gojft

m Lets use X-KEYSCORE to find who else
might have viewed that file
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mailto:badguy@yahoo.com
mailto:someotherbadguy@yahoo.com
http://www.seridspace.com/file/1gojft

= XKS breaks up URL'’s into their components:

http://www.google.com/searc

www.google.com is the ‘host’

aka everything between the http:// and the
first'éearch is the ‘url path’ everything after

www.blah.com and before the ?
hi=ar&lr=&qg=terrorlsmé&start=10&sa=N

is the ‘url argument’ aka everything after the ?

terrorism is the ‘search term’
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http://www.google.com
http://www.blah.com

EX: Targets pass links to videos, use XKS to discover
new targets who have viewed those videos

In HB 00215-09, he promises that the newest video will be ready very soon, and then sends these two links:

http Mo load tof
http: i files tofget

Datetime: | 2Weeks * | Start: |2008-12-23 00:00 2 sStop: 2009-01-06 A |23:59 2 @

W

HTTP Type:

Host: |www files.to

URL Path:
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http://www.load.to/
http://www.files.to/get/

TS A USERID PHONE {USER A ACTIVITY USER B

Z:::: 20061231 2246062 -emalfddr>  logged in (emal) 59
20061231 2249492 emalfiddr> logged in (emal) 5%
20061231 2249482 “emalfddr> logged i (emal) 5%
20051231 2249432 Zemalfddr> logged mn (emal) 59
20081231 2249522 “emalfddr> logged mn (emal) 5%
20081231 2249522 “emalfddr> logged in (email) 5%
20061231 2249522 “emalfddr> logged n (emal) 5%
20081231 225018Z “emalldddr> logged n (emal) 5%
20061231 2250212 “emaldddr> logged mn (emal) 5%

TOP SECRETH#COMINT/REL TO USA, AUS, CAN, GBR, NZL



TOP SECRET//COMINT/REL TO USA, AUS, CAN, GBR, NZL



TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GBR, NZL



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL



