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Agenda 

• Overview of how FFU's work and what the 
raw data looks like in XKS 

• Targets use of FFU's 

• How to exploit in XKS 
• HTTP Activity Search 
• (new) Web File Transfer Search 
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What is an FFU? 
• A free file uploader is a website that allocs 

you to upload a file and then hosts that file 
for others to download. 

• Think of the "dropbox" service that we have 
on NSAnet. 

• Since Free File Upoaders are web-based, 
the HTTP Activity plug-in will be the first 
place to look for activity 

• We'll also introduce the Web File Transfer 
plug-in 
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"Free" part of FFU 

| • Most FFU sites are free and don't require 
accounts, but only allow for basic service 

• For example, files might only stored for a 
short period of time 

I • Or the person who uploads it does not have 
a lot of access into who has downloaded 
their files and how many times 
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"Premium" accounts for FFU 

Some FFU sites allow for "premium" access, 
maybe just by registering or maybe by charging 
the user a fee 
Premium access might allow for more uploads per 
account, or files that can be stored longer 
Some premium accounts give the uploader 
"admin" insight into how many times a given file 
was downloaded (commonly referred to as a 
"counter"). 
Some premium account sites will even allow the 
uploader to see the IP address and datetimes 
associated with each download. 
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Example of "Premium" access 
For Zshare.com: 

M a x i m u m u p 1 o a d s i s e 5 0 0 M B . 

N o w u p t o 2 G B f o r P r e m i u m , u s e r s ! a n d 1 G B f o r r e g i s t e r e d u s e r s ! 
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Challenges with FFU 

• Almost no FFU activity contains strong 
selectors (Username or E-mail 
Addresses) making it difficult to identify 
our target's use of these services 

• In most cases we see a URL to the file 
that doesn't contain the original filename 
( e g : http://www.zshare.net/download/6365962739d34eba ) 
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HTTP Activity 
• HTTP activity comes in two types: 

FFU Servers 
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Client-to-Server request of the homepage 

GET/H1TÌV1.1 

User-Agent: Opera/9.22 (Windows NT 5.1; U; en) 

Host: www.zshare.net 

Accept: text/html, application/xrnl;q=Q.9, application/xhtml xml, image/png, image/jpeg, image/gif, image/x-xbitmap, 
*/*;q=0.1 

Accept ' 
Language: 

en-US,en;q=0.9 

Accept-Chars et: iso-8859-1, utf-8, utf-16, *;q=0.1 

Accept-Eneo ding: deflate, gzip, x-gzip, identity, *,q=Q 

Cache-Control: max-stale=0 

Connection: close 

X-BlueCoat-Via: 0A6F5353QF3F63EE 
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How FFU's work 
Server-to-client response of the homepage 

XK Seniori Viewer (§3T DNI Presenter - embedded 

Welcome to z SHARE 
With zSHARE you :ari upload files, images, videos, audio and flash for free. Simply use the upload form below ar.d start sharing! You can also 
use zSHARE as vour personal file s to rce backup your data and proteo: your fibs. First Time? Read cur FaC ! 

• Upload now 
• Login 
• Crea:e Pre e Account 
• Premium 
• FAO 

Upload a File, image, Video, Audio or Flash Unlimited Downloads 

Mixii:iux:i uyluid size 5011 MB. 
Now up ;o 2GE for Premium users! and 1GB for registered users! 

File: Browse... 

Description: 

Privacy. 0 Share your fie with tie world (Recommended) 
Jrorvour sves only (Private) *R<sist2redusejsoriv 

• Nudity (13+) 

0 1 nave read and agree to the TCS 

TOP SECRET//COMINT//RELTO USA, AUS, CAN, GBR, NZL 



TOP SECRET//COMINT//RELTO USA, AUS, CAN, GBR, NZL 

How FFU's work 
• Clierit-to-Server POST of the file 

POST /cgi-bin/ubr_upload.pl?upload_id=6963384d1 a981 de0b38312900b149ae9 
&multiple=0&is_private=0&is_eighteen=0&pass=&descr= HTTP/1.1 
User-Agent: Opera/9.22 (Windows NT 5.1 ; U; en) 
Host: dl081 zshare.net:3000 
Accept: text/html, application/xml;q=0.9, application/xhtml+xml, image/png, image/jpeg, 

image/gif, image/x-xbitmap, */*;q=0.1 
Accept-Language: en-US,en;q=0.9 Accept-Charset: iso-8859-1, utf-8, utf-16, *;q=0.1 
Accept-En coding: deflate, gzip, x-gzip, identity, *;q=0 
Expect: 100-continue 
Referer: http://www.zshare.net/ 
Cookie: Sid=65985202ca9ff4f0fd000e0e4a182d59 
Cookie2: $Version=1 Connection: Keep-Alive, TE TE: deflate, gzip, chunked, identity, 

trailers Content-Length: 17048 
Content-Type: multipart/form-data; boundary= 9yxPJQJxOm5CCaMbP4XHns 
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r 

[ • The POST contains the file, 
answers to the checkboxes 

GBR, NZL 

but also the 
on the homepage 

Description: 

Privacy: 0 Share your file with the world (Recommended) 
For vour eves onlv (Private-) "R*n5tj&red users oniv 

• Nudity (18+) 

0 1 have read and agree to the TOS 

Content-Disposition: form-data; name="descr" 

9yxPJQJxOm5CCaMbP4XHns 

Content-Disposition: form-data; name="is_private" 
0 

9yxPJQJxOm5CCaMbP4XHns 
Content-Disposition: form-data; name="TOS" 
1 

9yxPJQJxOm5CCaMbP4XHns 

Content-Disposition: form-data; name-'pass" 
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How FFU's work 
Client-to-Server checks of upload progress 

GET /ubempload/ubr_getjprc-gress.php?uploadJd=6963384dla981de0b38312900b!49ae9 &start_tirne=1249571828 
1 &total_upload_size=17048 &rnd_id=l 249568235728 K1TW1.1 ]J 

User-Agent: Opera/9.22 (Windows NT 5.1; U; en) 

Host: dl081.zshare.net: 3 000 

Accept: text/html, apphcation/xml;q=Q.9, application/xhtml m l , irnage/png, image/jpeg, lrnage/gif, image/x-xbitrnap, */*;q=Q.1 

Accept-Language: en-US,en;q=0.9 

Accept-Chars et: iso-8859-1, utf-8, utf-16, *;q=0.1 

Accept-Eneo ding: deflate, gap, x-gzip, identity, *;q=0 

Referer: http ://www. z share. net/ 

Cookie: sid=65985202ca9ff4f0fd0Q0e0e4al82d59 

utma=213908895.1732651668.1249568234.1249568234.1249568234.1 

utmb=213908895 

_u tmc=213908895 

utrnz=213908895.12495682 34.1.1. utrric cn=( dire ct) |utrnc sr=( dire ct) |utmcmd= (n on e) 

Cookie2: $V ersion=l 

Connection: Keep-Alive, TE 

TE: deflate, gzip, chunked, identity, trailers 
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Server-to-client response after successful uplo 

"With zSI-LAJlEyou can upload files, images, videos, audio and flash for free. Simply use the upload form below and start sharing! You 
can also use zSHAEJE as your personal file storage: backup your data and protect your files. First Time0 Read our FAQ! 

• Upload now 
• Login 
• Create I ree Account 
• Premium 
• FAX!) 

File Uploaded 

Tie file klii pics .zip was successfully uploaded! (4.04MB). You're now ready to share it with unlimited people or kesp it as a backup. 

Download Link 

http://v7ww.zihare.net/download/637199570b 174c9ff 

Lnk for fonim?" 

Direct Lnk: 

Delete Link: 

[I JRI = http//www 7sharp nfit/dnwnlnad/fî l <WR7nh174 

http ://WAW. z s h are. n et/d own I o a.d/6 3 7199570b174c9f/ 

http ://WAW. z s h are. n et/d e I ete. htm I ? 63 7199E7-7c8893b1 k 

E-mail M r This Tnfo 

To receive all the info on the file you uploaded, such as removal instructions and download link, enter your e-mail address on the 
field below: 

Your e-mail: 
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This one server to client session serves as proof of the 
of the upload and it connects the original filename to the URL 
that will be passed around in E-mail or forum posts 

File Uploaded 

T h e fili successfully uploaded! (4.04MB). You're now ready to share it with unlimited people or keep it as a backup. 

Download Link 

http ://www. ¿share, net/do wnlo ad/637199570b 174c9ff ) 
Link for forums: 

Direct Link: 

Delete Link: 

[URL=http://www. zshare.net /downlo ad/6 37199570b174 

http://yAwv.2s h are. net /down load/637199570b174c9f / 

ht tp: / /vww.zshare.net/delete.html763719957-7cS893b11 
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How FFU's work 
HTTP activity iri time order 

HTTP Type Host URL Path URL Args 

(jet 

; past 

* ijet 

1 flet 

* yet 

* flet 

• yet 

www.zshare.net 

C1I081 .zshare.net:3000 

<H081.z$lrare.net:3000 

«11081 .zs liar e.net:30 00 

«Il081.z$liare.iie1:3000 

ill081.zshare.net:3000 

<H081.z$liare.iiet:3000 

ft g i-bin/ubr _upload.pl 

Alberi i| )l oad.ii l>r .set j>r oyr ess. |>lip 

Ailierii|)loa(l/ul>r_liiik_ii|)l(>a(l.|)li|) 

,1iukx2.ph|) 

Aiberupl oad.ii l>rjjetj>roflr ess. |>lip 

Alberi i| )l oad.ii l>r j je t j>r o*jr ess. |>lip 

upload _id=6963384d1 a9Sl de0b383l 2900b149ae98multiple=08is j j r ivate=08is_eigl i teen=08pass=8descr= 

upl oad _i<l=6963384411̂ 981 deftb383129ftöb149ae9 

rnd_id=1245568215088 

upload _i<l=6 9 6 3 3 8 4<l 1 a 9 81 (Ie0b383129ÖÖI >149ae9ÄfJ(l=t a rmi m-zip&(les<r=Âmiilt i|)le=0£|>a$ j>r iuate=öi 

upload Jd=6963384d1a981 de0b38312900b149ae9Ä stait_t ime=12495718288tot a I _upload_size=17048&rnd _id=1 

upl oad Jd=6963384d1a981 deOI)383129Mb149ae9& startjt iniie=1249571828&tot a I _upload_size=17048&rnd _id=1 
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How does that activity look in XKS? 
Client to server request for the homepage 

C-ET / HTTP/".. I 

Us er-Agen:: Opera/9.22 (Windows NT5.1; 1"; en) 

Host www.zshare.net 

xAtC:ept: text/htnl, apple ation'xml; q=0.9, appkaionfehlml xml, image/prig, image.'jpeg, irr.age/gif, imags/x-xbitrnap, 
***;q=C. : * 

Ac^ept-
Language: 

en-L~S,en;q=0.9 

xAtC:ept-Chars st iso-8859-1, utf-8, utf-16, *;q=C. 1 

Ac z ept-Eiic o ckg deflate, g ip , y-gnp, idcnt.tj, *;c=0 

Ca;he-Control: max-s:ale=0 

Connec:ion: 

X-3lueCoat-Via: 

c'.ose 

0A6F53530F3F62EE 

HTTP activity meta-data: 
Application Info Datetime |_HTTP T' Host 
l i t t | ) : / / w w w . z s l i a r e . n e ü 2 0 0 9 - 0 8 - 0 6 1 5 : 1 6 : 1 3 g e t w w w . z s h a r e . n e t 

Application Type Application AppID (+Finger prints) 

f i l s t ra l i s íe r f í le t ra i is fer .w* S M
 

í*a f i l ^ t r i i i ì s f ^ r .we l ì / z ^h i ì r ^ 
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How does that activity look in XKS? 
Server-to-Client reauest of the homepage 

I» ».,',.' M mi iiai.Kih«« ....I...II..I «I I ft) UMI'KftUilvr unl«.i>JcJ ¡J 
Welcome to SHARK 
•̂ 'i' .'.'•VA:\ - I > r-̂x. ••!!;:•<. 9r<:IK>!il':i *»: '¿TIN'Y ->i: Ji ir*'*:»:! xih"- %ii:I < %i <'mti;I Y-:ii st »>•: 
ii< 'Ä%> yj. j i>*:n*l -I >V:t '••%! I in- v:ir -Is* \ yr-i |:i*:b: i j -I > ••• < •••• • K a: I :• j 

• UKIV.A: iiv— 
« L< 2Ji 
« C r:cr.: r.*s A:< xlI 
« Srsnuî  
• PAÇ? 

Upload n File, linnge, Video. Audio or t'lnsli Unlimited Downloads 

M/s r/ir '̂ 'AS'. ? r* : HI 

f-cii/U/l'l ""v »Mir'VM snCI'Ilfa RT£F\/RT'M"U*T<* 

Y\ 

I«s«.i )oc n 

?.TO:a.a <•> XIk-i: r:ir la as »i- Üi ••«•»'¿iK n:l ^ 
• K:i yj. j y > -iiiy ̂  -Kn/J « • % • k 

""̂ TH-W.I-ÏI. 
* '-X- I A:\ %ii:I M-I: i.; »i:'IX S 

H P activity meta-data: 
Application Info 
zSHARE - Free Image, Video, Audio, Flash and File Hosting 

HTTP Type 
response 

Application Type Application AppID ^Fingerprints) 

f i let ran sf er f i letr a ns f er /'weh iz share f i let ran sf e rìw el i /zs liar e 
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How does that activity look in XKS? 
V. Client-to-Server POST of file: 

PQST/cgi-bin/u br_u pload. pl?upload _id=6963384d 1 a981 de0b38312900bl 49ae9 
&mult iple=0&isjxivate=0&is_eighteen=0&pass=&descr= HTTP/1.1 
User-Agent: Opera/9.22 (Windows NT 5.1 ; U; en) 
Host: dl081.zshare.net:3000 
Accept: text/html, application/xml;q=0.9, application/xhtml+xml image/png, image/jpeg, 

image/gif, image/x-xbitmap, */*;q=0.1 
Accept-Language: en-US :en;q=0.9 Accept-Chars et: iso-8859-1, utf-8, utf-16. *;q=0.1 
Accept-En coding: deflate, gzip, x-gzip, identity, *;q=0 
Expect: 100-continue 
Referer: http://www.zshare.net/ 
Cookie: Sid=65985202ca9ff4fûfd00ûe0e4a182d59 
Cookie2: $Version=1 Connection: Keep-Alive, TE TE: deflate, gzip. chunked, identity, trailers 

Content-Length: 17048 
Content-Type: multipart/form-data: boundary= 9yxPJQJxOm5CCaMbP4XHns 

H P activity meta-data: 
HTTP T Host URL Path URL Args 
!><>st (11081 .zshare.net: 3000 /cgi-hiii:iihr_ii|>k>a<l.|>l Uploadjd=6963384d1a»81de0l>3im2»00l>149ae^^ 

Cookie Referer 
sicl=659S5?02ca9ff4fOf<IOOOet>e4ii132<l59 ht tp: / /www. zsliare.net/ 

Attachment Filename 
kl i i pics.zip 

Data Length Session Length Application Type Application AppID (+Fingerprints) 
17829 18345 f i letransfer f i 1 ©transfer/we 1 >/zsh a re Ajplo a i\ fì letr a nsfer /web Iz sitar e/up 1 oa« 1 co nip re ssio i rpk z i i > 
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How does that activity look in XKS? 
Client-to-Server checks up upload status 

"JET 'uberaoio adfabrjet_progre s £. php ̂ uplo ad_id=6 9 52 3 34c. a98 J de ¿lb 3 3 3129 OC b 149ae 9 &start_tùr.e= 12̂ -957 J223 
Stotel upload size-170^ &mc ic-12'9:>5y23b723 HAl ' / l . ! 
rjser-Ager.r Operai'?1.22 (Windows :\T 5 ".; U; ?ti) 
Host: dl081. -share .r.ct3000 
Accept: textrtitml, aopLcation/stri;q=€. 9, applbatioii*±trd vssA, image/png. Lttisge/jpeg, L-nage.'gif im^ge/x-Kfchnap, If^*:.q=C.l 
Auuepl-laufeuage. cn-~J3.cu.q-D. 9 
Accept Chare et ico 825? 1, utf 3, utf 15, 1 
Annftpt-̂ nnc.dirg' d=ìacfi. P7ip. 5*-P7ip. ide-riiy. *;-p0 
Rcicrcr htto://vm'w.zsharc.r.ct/ 
.7 o oki? 3:d-5j 9 3 52 0 2 z&M :01d0 X e 0 e-1 al 8 2 di 9 

utma=213502355.1732*551562.1249563234.124S563234.:245SS3234 I 
_utrnb=213903395 
_utm==213908395 
_uU ii£-2 '. 3 9C 8 8 95.124 95C823^. 1.1. xix ji e l I) |uUuu si -¿ i i cl l) |uUnumd-(:^.t) 

C coki; 2: S Versions I 
Z' onneefcon: K e ep - Alive, TE 
TE <1-! LN\R.. y/jp. I ii .t V t!il, ii 1-r il.il.y. I: ailtti > 

H P activity meta-data: 
HTTP T- Höst URL Path URL Args 

(jet (Il431.zsliar&.iiet:3000 ' i i l )erLi |) loai l ' i i l } r_setj)ro( jress.|>l i | } tiploaclJfl=i5Öi53384{ha981cle0b383129ÖÖI>14SiaeÖ 

Cookie Referer 

sid=«5S'85?i)'2caSff4föf<löööe0e4al32il59 l i t tp : iiw ww. z share.n et J 
Application AppID ^Fingerprints) 

f i letr a ns f er /'web iz share f i let ran sf -e rìw el i /zs liar e 
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How does that activity look in XKS? 
r . Server-to-Client successful upload 

Welcome to SITARE 
7»Jh iSIL'JC r< u ::it :ç I m J £J:î. ja?4ïî. •n i:< i. :>i U i La:h fx* fr?!. S ja: b u;: ja I :ù J : xtc h « v ojc '.tv. ":*< u 
< ?.k< u;s :vIlA?i>A;?c;r >:r; r»?J£J;r.x w ¿.vjr:p ?c u.' d.'/j ?jî : ç r y.:<r y y;r L*; ri"?: TLoe-% J : ir l'Avi 

» I «i=lr—1 ••:•.••• 
• I •••*'** 

» CrucsTr•*/.:< y.rr. 
• I r:riurrt 
• r-Q 

Flic UpUnidwJ 

-Le —cJ.lu|ûi>ojyv:.- tu.-C/̂..Cr «jJl C Ï '.: n/— ic/a'v ./ili.'j: i v/Jli.iiiiüc Jk̂ m̂ . ».ulo.Kua 

:« J*Vvv.i t»*a : AK-Ì'J 

.•II< :-*mi< 

>1 »:. .'H< 
l'îlîfc Liti 

|;.n - l:i•Y-'.v.v"-li I- -K-1 • • I?-
| l| /.V.V.-.X-. -hm A: f.'.iiI. -4 ÌK 

I âJ Ire > 
:•*»:: ut: %f *• i:'li : >:n i:li»: «•!».IK'-:-A:MI, <J:T s> i«innvul iixliiicliiiiit YR:I iIii..i4imiI link ir In i-iikì -AÌ,:J » •>• Üi 

li 1:1 i:'-:*.v 

VS-j •:-"*! 

HTTP activity meta-data 
Application Info HTTP Type 
zSHARE - Free Image, Video, Audio, Flash ami File Hosting response 

Application Type Application 

f i let r a 11 s fe r f i le t r a n s i e r /w e I» te s l i ar e. net -ì iploa* I r e s p o n s e 

ApplD (+Fingerprints) 

f i l e t r a n s f e r / w e l ï / z s h a r e j i e t ^ filetrmisfer.weh/uploiìil.'tlelete 
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Introducing the "Web File Transfer" search 

Web File Transfer plug-ins were built to 
harvest valuable pieces of information 
which are not pulled out by default in the 
HTTP activity search 
For example, in the server to client 
response we see the name of the file that 
was uploaded, the URL to be used to 
download the file and the delete key, all 
great pieces of information! 
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Web File Transfer search 
• For example: 

Welcome to "SHARE 
"With zSI-LAJIEyou can upload files, images, videos, audio and flash for free. Simply use the upload form below and start sharing! You 
can also use zSHAEJE as your personal file storage: backup your data and protect your files. First Time0 Read our ?AO! 

• Upload now 
• Login 
• Create I r e e Account 
• Premium 
• FAC) 

File Uploaded 

Tie file kid pics .zip was successfully uploaded! (4.04MB). You're now ready to share it with unlimited people or kesp it as a backup. 

Download Link 

http://v7ww.zshare.net/download/637199570b 174c9ff 

Lnk for fonim?' 

Direct Lnk: 

Delete Link: 

E-mail M r This Tnfo 

To receive all the info on the file you uploaded, such as removal instructions and download link, enter your e-mail address on the 
field below: 

Your e-mail: 

[I JRI =httpy/www 7sharfi nfit/rjnwnlnarJ/fi>ì7l RMh/flhl 7A 

http ://www. z s h are. n e Vd own I o a.d/6 3 ? 199570b174c9f/ 

http ://vwvw. z s h are. n et/d e I ete. htm I ? 63 7199E7-7c8893b11 
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Web File Transfer search 
• Web File Transfer plug-ins were built to 

extract fields like this 
File Uploaded 

The file jldu pits.zip was successfully uploaded! (4.04MB). You're now ready to share it with unlimited people or keep it as a backup. 

Download Link 

( http ://www.zshare.riet/downlo ad/6 3719 957 Ob 174 egg 

Link for forums: 

Direct Link: 

Delete Link: 

[URL=http://www. zshare.net/downlo ad/6 37199570b1 74 

http://vww.zshare.net/download/637199570b 174c9f/ 

( http : / /vww .zshQre.net/delete.htrnl7G3719957-7c8893b1 k j 
File URL Filename 

l i t t p : v w w w . z s h ar e J i e t o w i ì l oa i l /63719957t ì 1 >174c 9f k l i i p i c s . z i p 

Transfer Type Upload ID Delete ID Site Name 

upload 63719957 7c30ö3b1l>f04I70771clca3e7f(l75öa?G zsliare.net 
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Web File Transfer search 
Other examples: 

v Contents (1) 0 Expand all • Collapse al 

File name File type File size Attachments 

^ itrnl M-fP/hTNL 3072 0 

v Display Information: HTTP/HTML Send to Aq lit/ Realtime 

PRE MI UM-Down I ood s 
PREMIUM Zone 

The w o r l d ' s b igges t 
1-Cl ick Webhoster 

File MovieJL_I 

I hank you for your upload. henernbe' tn 
Kapidbhare is a l i e 

Your Dov/noad-Lnk #1: http://rapidsh 
Your Delete-Lin< #1: http://ra:iidsh 

1. Dowidoav Link. 

FAO Irnprin: 
Fcrqot Premium-password0 

WARNING OF PHISHING! 

Upload I Download link 

httt>://raf>:d:hare cztcÄtect265341? IS/ir.pe l̂ePlayer.ezs.htrnl 
MD:-: 1B2 AAD :ïF 2EBß£Ä912822 12?DAJ?CDD2EB 

CbuL iitit* lo d v valilo sid fiJf 

Sent! download Jink via e-mail 

7/e send you, arid ?<vo other recipient of your cnoice the download and deletion lirico cer e rail co that you can alwayc your data. 

Nane (iencen: 
(rriûx. choicctci3 long) 
2-rr.aJ acdrssi offrit recipient 
(rriûx. choicctci3 long) 
"-vu al acidi<«fx<l<:il;o-ik1 * w 
(tïisec cfcax&ct€is .ong) 

Z-tr.ad acdrsss of adcitond rccicî it: 
ijriax. uLojtultxs 1uj%i 
Short message :h? recipient: 
(triax. 1LUU lon£ 

er d down lo od link ] 

Litcnr.aticü 
Aboil .ib I Ttiic.s '.Cu s e I Inizili.I 
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Searching on FFU's in XKS 

When you see an FFU URL passed 
around, you can use the HTTP activity 
parser to see if anyone went to that URL. 
Use the HTTP activity search and simply 
copy and paste the URL into the "URL field 
builder" 
Make sure to add a valid foreign IP address 
or foreign country code to your search to 
make it USSID18 compliant!! 
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Searching on FFU's in XKS 

For example, if we see this URL passed 
around in traffic: http://www.zshare.net/download/6365962739d34eba 

Search: HTTP Activity 

Query Name: 

Justification: Re ce rit J u st if i cat i o n s 

Additional Justification; 

Miranda Number: 

Datetime: 

HTTP Type: 

Host: 

URL Path: 

1 Month v Start: 2009-07-12 • 00 

M 

URL Field Builder 

Enter a URL tha t will be automat i ca l ly pa r sed to popu late the host, 
path, and a rgument fields: 

http: / /www, zshare. ne t/download/6355962739d34eba 

Enter Cancel Enter Cancel 

rPopulate with URL Field Builder! 
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Searching on FFU's in XKS 

Make sure to and your search with a valid 
foreign target, like IP address or country or 
city code!! 

HTTP Type: 

Host: www.zshare.net 

URL Path: /d own I o ad/6 3 85 9 82 7 39 d3 4 e be. 

a 
[Populate with URL Field Builder! 

IP Address: 

Port: 

Port: 

Country: 

Country: 

IP Address: 203 From v 

To v 

From v 

To v 

riP Address Field Builder! 

flP Address Field Builder! 

SO Y From v 

V To v 
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Searching on FFU's in XKS 

It's also worth it to search the URL as the 
"referer" and again remember to add 
something "foreign" 

IP Address: 203. 

IP Address; 

Port; 

203. From v From v ùL [IP Address Field Builder! 

To riP Address Field Builder! 

From v 

Port; To v 

Country; SO V From v 

Country: M To v 
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Searching on FFU's in XKS 

To find all files being uploaded to FFU's 
from a given IP address/range or 
city/country code use the HTTP activity 
query 

HTTP Type: post V 

. A p p l i c a t i o n : filetransfer/web/zshare/upload 

Attachment Filename: ! 

Country: PK From v 
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Searching on FFU's in XKS 

If you want to try to find who uploaded the 
file that generated that URL, use the Web 
File Transfer Plug-in 

a £ 3 Classic N-Z 

U Network Logs 

¡JU PDF Metadata 

1 5 PI L BEAM 

I g PPF VoIP Metadata 

E l Passport 

i j g Phone Number Extractor 

U)RBGAN 

5 ) REGISTRY 

UlRTP 
E l Radius Logs 

5 1 SIP 

¡gSSL Parser 

1 5 TOR Log 

¡ y Tech Strings in Document: 

i Ir l User Activity 

Ewlan 
i ^ l Web File Transfer 

; - g ] W e b Proxy 
L i lr lVWeshark 

TOP SECRET//COMINT//RELTO USA, AUS, CAN, GBR, NZL 



• To find all file upload success web-pages, 
which have the filename and the FFU URL, 
use the Web File Transfer Search 

Transfer Type: upload 

Site Name: zsha.re.net 

IP Address: 119. A To v 

Country: PK V To v 
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Searching on FFU's in XKS 
To try to find the filename associated with a URL, enter in 
the URL into the "File URL" field, again remember to add 
something "foreign" 

rfebs - Advanced - Gho\v I XrAzn Ssarc i "idd: Cfea• Sea d* HefcarJ -ay. 3:arc " 

Scorch! web Flic Transfer 

Qnptry Nninp: 

Juslifiidliuu: 

¿dditono JuctrcDton; 

MirsrdA Nimhftr: 

F7U TJP.L uX I i i« prised L / CT 
target b̂isM L 3l b-Li" Ldl uns 

u a te ti me: [77/cnth r~ 'J zat. 200: 07 12 p O::OD $ Litop: :0D9 03 -1 • 23:5C w 

Fib U-.L: 'tic ;>M-Av. 20 - arc. net'sownl c 8dfl> 37199571b 

1 ilena ne: 

Fi ft ~ypft: 

Dy^uul un: 

Fi y Sî y: 

•"̂ Ärlirri-.-.: 

AdJrv»»; 

nrf: 

tort: 

r.m.irr^: 

| Frnri v | frr ¿dr.-ryy. Fir <i Ri.ilr.<v 

SI rtf. HE Fi*= ü fruii 

Frnri v] 

TD 

v Frri V 

Cm'/fri?: Ì.Jm.UJ I v | n ^ 

C .r «p.i; Ihurri * | 
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