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Overview of how FFU’s work and what the
raw data looks like in XKS

Targets use of FFU's

How to exploit in XKS
= HTTP Activity Search
= (new) Web File Transfer Search
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= A free file uploader is a website that allows
you to upload a file and then hosts that file
for others to download.

= Think of the “dropbox” service that we have
on NSAnet.

m Since Free File Upoaders are web-based,
the HTTP Activity plug-in will be the first
place to look for activity

m We'll also introduce the Web File Transfer
plug-in
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accounts, but only allow for basic service

For example, files might only stored for a
short period of time

a lot of access into who has downloaded
their files and how many times
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Some FFU sites allow for “premium” access,
maybe just by registering or maybe by charging
the user a fee

Premium access might allow for more uploads per
account, or files that can be stored longer

Some premium accounts give the uploader
“admin” insight into how many times a given file
was downloaded (commonly referred to as a
“‘counter”).

Some premium account sites will even allow the
uploader to see the |P address and datetimes
associated with each download.
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For Zshare.com:

M aximum upload size S00ME.

Now up to 2G

for Premium users! and 1GB for registered users!
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Almost no FFU activity contains strong
selectors (Username or E-mail
Addresses) making it difficult to identify
our target’s use of these services

In most cases we see a URL to the file
that doesn’t contain the original filename
(eg . http://www.zshare.net/download/6365962739d34eba )
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http://www.zshare.net/download/6365962739d34eba

= HTTP activity comes in two types:
FFU Servers
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Client-to-Server request of the homepage

GET { HTTP/1.1

User-Agent Operal9.22 (Windows NT 5.1; T, en)

Host www_zshare. net

Accept: text/html, application/zml,q=0.9, apphcaton/shtml zml, image/png, image/jpeg, image/af, image/z-xbitmap,
** q=0.1

Accept- en-US en;q=0.9

Language:

Accept-Charset:  150-8859-1, utf-8 utf-16, *,¢4=0.1
Accept-Encodmg deflate, gzip, x-gzip, 1dentity, * g=0
Cache-Control:  mazx-stale=0

Connection’ close

X-BlueCoat-Via. 0A6F53530F3F63EE
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http://www.zshare.net

Server-to-client response of the homepage

IMK Seccion Viewer [ DNI Presenter - embedded ‘

Welcome to ‘SHARE

With zSHARE you -an upload files, images. videos. audio and flash for free. S1mply use the uplozd form below ard start shanng! T ou can also
use zZSHARE 2as vour personal file storzae backup your dzata and proteo: your fil:s. First Time? Read cur FAC!

e Upload now

e Creae “ree Account
e Premumn

e FAQ

Upload a File, Image, Video, Audio or Flash Unlimited Downloads

Maxiraurn upluad size 50JMB.
Now up 0 2GE fo: Premum users! and IGB for registered use:s!

File: |[ Browse..

Descnption:

Frivauy. ® Share vour fle with tae werld (Recommended)
For vour 2ves only (Privats) «Rezisvreduses orlv

I Nudity (134

[VIT aave read and agree to the TCS
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m Client-to-Server POST of the file

POST /cgi-binfubr_upload.pl?upload id=6963384d1a981de0b38312900b149ae9

&multiple=0&is_private=0&is_eighteen=0&pass=&descr= HTTP/1.1

User-Agent: Opera/9.22 (Windows NT 5.1; U; en)

Host: dl081.zshare.net:3000

Accept: text/html, application/xml;q=0.9, application/xhtml+xml, image/png, image/jpeg,
iImage/gif, image/x-xbitmap, */*;q=0.1

Accept-Language: en-US,en;q=0.9 Accept-Charset: iso-8859-1, utf-8, utf-16, *;q=0.1

Accept-Encoding: deflate, gzip, x-gzip, identity, *;g=0

Expect:. 100-continue

Referer: http://www.zshare.net/

Cookie: sid=65985202ca9ff4f0fd000e0ed4a182d59

Cookie2: $Version=1 Connection: Keep-Alive, TE TE: deflate, gzip, chunked, identity,
trailers Content-Length: 17048

Content-Type: multipart/form-data; boundary=---------- OyxPJQJxOm5CCaMbP4XHns
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http://www.zshare.net/

'm The POST contains the file, but also the
answers to the checkboxes on the homepage

Descniption:

Pnvacy: () Share your file with the world (Recommended)
For vour eves onlv (Pnivate) *Rezmsered users ony

1 Nudity (18+)

[v|T have read and agree to the TOS

Content-Disposition: form-data; name="descr"

----------- -9yxPJQJXxOmS5CCaMbP4XHns
Content-Disposition: form-data; name="is_private"
0

----------- -9yxPJQJxOmM5CCaMbP4XHns
Content-Disposition: form-data; name="TOS"

1

----------- -9yxPJQJXxOmSCCaMbP4XHns
Content-Disposition: form-data; name-"pass”




Client-to-Server checks of upload progress

GET fuberuploadfubr get progress php?upload 1d=6963384d1a981de0b38312%900b14%ae9 &start hme=1249571828
| &rotal upload size=17048 &md 1d=1249568235728 HTTP/1. 1 |
1 —

User-Agent Operaf9.22 (Wmdows NT 5.1; U, en)
Host: dl081 zshare net: 3000
Accept text/html, applicationdxml;g=0.9, applicatonfzhtml ximl, image/png, image/peg, image/gif, image/x-gbitmap, **.q=0.1
Accept-Language: en-US.en;q=0.9
Accept-Charset:  150-8859-1, utf-8, utf-16, *;,¢=0.1
Accept-Encoding: deflate, gzip, x-gzip, 1dentity, *;q=0
Referer: http /fwww. zshare net/
Cookue: s1d=65985202ca%84f0fd000e0ed4a182d58
_ utma=213908895.1732651668.1249568234 1249568234 1249568234 1
_ utmb=213%0889%
__utmc=213905895
_utmz=213908895.1249568234.1. 1. utmcen=({direct)jutmesr=(direct)[utmcmd=(none)

Cookie2: $Version=1
Connection: Keep-Ahve, TE
TE deflate, gzip, chunked, identity, tralers
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Server-to-client response after successful uplo

With z§JARE you can upload files. images, videss, aucio and flash for free. Simply use the upload form below and start sharing! You
can also use zZSHARE as your personal file storage: backup your data and protect your files. First Time® Read our FAOI

Upload now

[ ]
e Logn

e Create Free Account
[ ]

[ ]

P-emiurr
FAQ

File Uploaded

Tae file ki pics.zip was successfully uploaded! 4.04NMB). You're now ready to share it with unimited people or kezp it as a backup.

Dewnload Link

http /iwww. zchare net/download/637199570b 17498

T.nk for fornme: [URI =http //www 7share net/dnwninad/R37199R70h174
Direct Link: http://waw.zshare net'download/637199570b174c9f/
Delete Link: http://waw.zshare netdelete htm|?637199€7-7c8893b 1k

E-mail Me This Tnfo

T> recewe all the info on the file you uploaded, such as remaval instructions and download link, enter your e-mail address on the
field below:

Your e-mail:
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http://v7ww.zihare.net/download/637199570b

This one server to client session serves as proof of the __._____
of the upload and it connects the original filename to the URL
that will be passed around in E-mail or forum posts

File Uploaded

The fil successfully uploaded! (4.04MB). Tou're now ready to share it with unlimited people or keep it as a backup
Download Link
http /fwww.zshare.net/download/6371%9570b174 CQHI
Link for forums: [URL=http://vwww. zshare.net/download/637199570h174
Direct Link: http:/fwww 2share net/download/637199570b1 /749K
Delete Link: http:/pwww.zshare net/delete html|?63719957-7c8893k 1k
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http://www
http://vww.zshare.net/delete.html763719957-7cS893b11

HTTP activity in time order

HTTP Type
(et

i post
b qjet
1 et
' (et
b et
v et

Host
www.zshar e.net

cl0d1 zshare net 3000

dl0g1.zslkarenet: 3000
(1081.zsharenet:3000

(1081.zsharenet: 3000
1081.zsharenet:3000

dl0g1.zsharearet:3000

URL Path URL Args

fegi-binubr_upload pl upload id=6963384d1a8981de0bw38312900k1 49aeS&multiple=08is_private=08is_eighteen=08pass=8descr=
ubernpload:ubr_set_progress.php upload_il=6963384112981dedh 3831290014949

aahernploadubr _link _upload.php rindd idd=12495682150388

Andex2.php upload_id=6963384412981 dedh383129001>1493e98&1_id=tarmim.zip &descr=8mtiple=02pass=&is_private=0~
aberupload:ubr _get progress.php upload id=6963384d12981de0h3dI12900h149ae98& sttt time=12435718288t0tal uploadl size=17048&md itl=
ubernpload:ubr_get_progress.php upload _ix=6963384d12981de0h38312900D149ae98 start_tine=12495718282t0tal_upload_size=17048&rn:d_idl=
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http://www.zshare.net

Client to server request for the homepage

CET /HTTP/ .1

User-Agen:: Operaf9.22 \Windows NT 5.1, T; en)

Host www.zchare net

Aczept: text/htnl, aspleation‘sml;q=0.3, zpphcazon/shiml xml, imagespng, imagejpeg, mrage/g, imzgz/x-sxb-tmar:,
*q=C."

Aczept-

[ anguage ea-US,en,q=0.9

Aczept-Charsst  150-8859-1, utf-8, uif-16, *.q=C.1
Aczept-Incocurg  deflate, gnip, x-gap, identty, *c=
Cache-Control:  max-s:ale=0

Connec:ion c.ose

X-3leCozt-Via: O0A6F53530F3F6ZEE

HTTP activity meta-data:

Bpplication Info Datetime | HTTP T Host

http: i www.zshare.net: 2009-08-06 151613 get www.zZshare.net

Applicetion Type  Application ApplD (+Fingerprints)
filetransfer filetransferiwe ¥z al filetransfer. webhzshare
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http://www.zshare.net
http://www.zshare.net

Server-to-Client request of the homepage

I- Vhun azse " - ML’OII'I\.‘.I.HIJ.‘I win e ahlaal

Welcame to “SIHARE

el zvma b sz 2l ol s s goe, acuie, bz s llsha s Haety s doefasel e ea ol € a0 §aee

a Uglu.d nu=

« Li2n

« {roys Toee oot
« Tremnnc

4 l'-.-':i:

Upload a File, linage, Video. Audio or Flash Unlimited Downloads

Plozeeceipaniess:
UKD P H B TR T SITE RD P RS T T4 RN /O PR PL RV PT

¥l
Tezcayun ]

Prase G Ehoew ane et mo st O 30K pzzeom el o

H P activity meta-data:

HTTP Type

Application Info
response

ZSHARE - Free Image, Vitle o, Awlio, Flash and File Hosting

Application Type Application ApplD (+Fingerprints)
filetranster filetransfer’'wehzshare filetransferswehizshare
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y
Client-to-Server POST of file:

POST Jcgi-binjubr_upload pl?upload_id=6963384d12981de0b38312900b149ae8

&multiple=08&is_private=0&is_eighteen=0&pass=&descr=HTTP/1.1

User-Agent: Operaf9.22 (Windows NT 5.1; U; en)

Host: di081.zshare.net:3000

Accept: text/html, application/xml ¢=0.9, application/xhtmi+xml image/png, image/|peg,
image/qif, image/x-xbitmap, */*;q=0.1

Accept-Language: en-US . en;q=0.9 Accept-Charset: iso0-8859-1, utf-8, utf-16, *;q=0.1

Accept-Encading. deflate, gzip, x-gzip, identity, *;¢=0

Expect: 100-cantinue

Referer: http.//www.zshare. net/

Coaakie: sid=65985202ca8ff4f0fd000e0ed42182d58

Caakie2: $Version=1 Cannection: Keep-Alive, TE TE: deflate. gzip. chunked, identity, trailers
Cantent-Length: 17048

Content-Type: multipart/form-data; boundary=-------—- 9yxP.JQ.IxOmSCCaMbP4XHns
HTTP T Host URL P=ath URL Args

post  dl081.zshare.net:3000  jegi-hinmhr_uplosl.pl  upload ixl=6963384d1a981de0x3BT12%900114%3e98

Cookie Referer Attachmert Filename
Sid=65985202ca9ff 4504|000 bedai32¢I59 http:'wiww.Zzshare.net! klii pies.zip
Data Length  Session Length Application Type  Applicstion ApplD (+Fingerprints)
11829 18348 filetransfer filetransferswelrzshareupload filetransfer'weh:zshare:upload compressionpkzij»
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http://www.zshare.net/
http://www

Client-to-Server checks up upload status

JET fuberaol>adfibr get pregress php?upload 13=6957334¢ .2981de b333 12900k 1492e9 &stast time=122957]1828
Wiotzl upload size—1/0/8 &me 11/ 9358245,28 HI'LF/1.1

[Jser- Agerr Cperai® .22 (Windaws T 5 ., 1J; 2n)
Host: d081. _share r.ct 3000
Accedt: texbhiml, aspleation’=l;q=C.3, applizaticnsxkiml 2nl, image;png, imzgesjpeg, image/gf. :mage/z-viwag, *¥* q=C. 1

Avveol-_aguage. en-J3.eu.q-J.3
licceot Charcet 150 &835% |, uff 3, utf 15, *,q—J.1
Accent-Snradirg  d=>lare. o7ip 2-o07ip. ideiny, *; =0
Ecterer htto: . zshare r.ctf
Zankiz 3:d—5.9852022a5841:01d00Ce0e1als2409
_utma=Z13808345 17326 51468.1249548234. 12455682347 245563234 |
__utm»=213%083%5

_ uim>=Z2138G8385
_ulie—2 . 33C8832. 1243568234 . 1. 1. aanen—. e |euesi — e ekavind—Ciore)
Cuokis2: SVeranrel
'L'o*necl:cn‘ Keep-Alive, TE
d=Tale. wap, i bed, f=nbily . 1 aldes
H™P activity meta-data:
HTTP T* Host URL Path URL Args

get diodi.zsharenet:3000 mberuploadmbr_set_progress.php  upload_jid=6963334d1a981dedh 38312900(11 49ae9

Cookie Referer

Applicati AppID (+Fingerprint
sid=65985202ca0H #011000e0e4a 182150  hittp:www.zsharenet! ppication PpID (+Fingerprints)

filetransfer’'webh’zshare filetransfer’weh/;zshare
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Server-to-Client successful upload

Welcome to “STTARFE.

Todh LTLLT mu e gl I Sles, mrges, mdecs, sude sadsahSa e Smibruse cevrlalranbes iy he 2oans Tcu
enckewse b aswor sus ndldle maame s mpew drha cn pryech e yir e Fiw Thoe Leal tw "ol

a | -uen

o JrexeTree fievm
» Jremum

aT.%

File Uplonded

AT P Y § FETH PP TRIONSET YRR DU ST N any . 2 s ws=eadz ozhaz s wdh cdlide Jpesaens wze. . alabua

I CARIITORED R0 P O I PELI

RTERCT, 7] |:,|'! o N el g Lol IRED A%227 |22
b TR TAY] I'I] P MR L L A R R P R ST T I 1
lepe Znz
Z 22 he The Ires
f | 1 - it natinns sl dinadusl link o2 e ezee =i 23 1]

HTTP activity meta-data

Application Info HTTP Type
ZSHARE - Free Image, Vitdeo, Awlio, Flash andi File Hosting response

Application Type Application
filetransfer filetransferswehszshare.netdiploadd response

ApplD (+Fingerprints)
filetransfer:web:zshare.netuploadiresponse filetransfer:webideletelink filetransfer. webhaupload:lelete
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Web File Transfer plug-ins were built to
harvest valuable pieces of information
which are not pulled out by default in the
HTTP activity search

For example, in the server to client
response we see the name of the file that
was uploaded, the URL to be used to
download the file and the delete key, all
great pieces of information!
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= For example:
Welcome to “‘SHARE

With zSJARE you can upload files. images, videss, aucio and flash for free. Simply use the upload form below and start sharing! You
can also use zZSHARE as your personal file storage: backup your data and protect your files. First Time? Read our FAOI

e Upload now

Login
Create Free Account

Premiurmr
FAQ

File Uploaded

Tae file khi pics.zip was successfully uploaded! 4. 04NMB). You're now ready to share it with unimited people or kezp it as a backup.

Dewnload Link

http /fwww. zchare net/download/637199570b 17498

T.nk for fornme: [LIRI =http f/wavw 7share nednwninand/R371990 /b1 74
Direct Link: http://waw.2share net'download/637199570b174c9f/
Delete Link: http:/iwaw.zshare netidelete htm|?637199E7-7c8893b 1k

E-mail Me This Tnfo

T> recewe all the info on the file you uploaded, such as remaoval instructions and dewnlaad link, enter your e-mail address on the
field below:

Your e-mail:
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http://v7ww.zshare.net/download/637199570b

= Web File Transfer plug-ins were built to

extract fields like this
File Uploaded

The filefflclu pics.zip svas successhully uploaded! (4.04MB). You're now ready to share it with unlimited people or keep it as a backup.

Download Link
lhttp:.fa‘www.zshare.netfdownload&‘63’? 159570b174c98
Lk for forums: [URL=http:/Aww zshare.nel/download/637199570b174
Direct Link: htip:/fnwe zshare net/download/637199570b1 7491
Delete Link: http:./Awww.zshare net/delete html?63719957-7c8893h1k
File URL Filename
Ittp:owowrw. Zsharenet/dowmload 637199510yl 49 khi pics.zip
Transfer Type Upload D Delete ID Site Name
upoad 63719957 Tedd9ihibfo4dT07I1deale0756a26  zshare.net
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http://www.zshare.riet/downlo
http://www
http://vww.zshare.net/download/637199570b
http://vww.zshQre.net/delete.htrnl7G3719957-7c8893b1

Other examples:

< Contents (1) [# Expand all [ Collapse al
File name File type File size Attachments
=) atml H™TP/FTNL 3072 0
< Display Information: HTTP/4TML Send 10 Aglity Feeltime
ek Webhoar:
S WARNING QF PHISHING!

Flle Maovle | _t - .
Upload | Download link
lhank you for your upload. kemembe- t
Rapidshare is a “ile
1. Jiownloar Lk, Clicl ‘sere s dowidaad Gle
Your Dawn oa'd-Lnk #1: http: raj!dsh hrtp:rirap-dshare conrfles26534 17 1€:rpega-lePlayer.exz. 2o’
Your Delete-Lin< #1:  http:/fradidsh MD*: IR2AATIFIRRREAG18582 127D AF " DD2ER

Send download link via e-mail

Ve sead you, and 7aw 2ther recipient of yeur eacice the Jewnlozd and delzton lrls cer e mail s¢ that vou can alway: cesess vour dara

Jame (sencer::
(raoot ez chascclera ong)

=-mal acdrase ¢f fret reccien::
(rame ez chascclcra Jong)

~-1al acd ofzdcioizl - m
(ray ez chasecters .ong)

=-tral acdras: ¢f edeibonzl ~eeiziont:
g e chaeclers luig)

Short me:szge *a th2 r2cipient:
(st 1ILUU characsete long’

erd downlood link

Latormaucn

Abuwl e |Tcm.s a”use |Immn.l
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http://rapidsh

When you see an FFU URL passed
around, you can use the HT TP activity
parser to see If anyone went to that URL.

Use the HT TP activity search and simply

copy and paste the URL into the "URL field
builder”

Make sure to add a valid foreign |P address

or foreign country code to your search to
make it USSID18 compliant!!
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For example, if we see this URL passed

around in traffic:

Search: HTTP Activity

Query Name:

Justificatian:

Additional Justification:

Miranda Number:

Datetime:

HTTP Type:

Host:

URL Path:

1 Manth

Start;

2009-07-12 [

v

http://www.zshare.net/download/6365962739d34eba

Recent Justifications

-1
oC

URL Field Builder

Enter a URL that will be autematically parsed ta populate the hast,
path, and argument fields:

http. f fwww.zshare. netjdownload/6365962 739d34eha

|

|' Enter | | Cancel

[Populate with URL Field Builder]
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http://www.zshare.net/download/6365962739d34eba

Make sure to and vour search with a valid

Viake sure to anay

foreign target, like IP address or country or

city codel!

HTTP Type:
Host:

URL Path:

IP Address:

IP Address:
Fort:

Fort:

country:

Country:

wwaw.zshare.net

fdownload/6365962739d34eha

[Populate with URL Field Builder]

203

From +«

To v

From +

To v

SO
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From v

To W

[1P Address Field Builder]

[1P Address Field Builder]


http://www.zshare.net

It's also worth it to search the URL as the
“referer” and again remember to add

something “foreign”

IP Address:
IP Address:
Part:

Part:

Country;

Country:

TOP SECRET/HCOMINT/REL TO USA, AUS, CAN, GBR, NZL

203.

From v

From v

20

From .«

#: []p Address Field Builder]

[1P Address Field Builder]




To find all files being uploaded to FFU'’s
from a given |P address/range or
city/country code use the HTTP activity

q u e ry HTTP Type: post v

Attachment Filename: |

Application: filetransfer fwebf2sharefupload

Country: |PK From v
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If you want to try to find who uploaded the
file that generated that URL, use the Web
File Transfer Plug-in

= & Classic N-Z
Network Logs
=] PDF Metadata
PILBEAM
PPF YolP Metadata
[=]Passport
(=] Phone Numker Extractor
RBGAN
REGISTRY
RTP
[= Radius Logs
SIP
SSL Parser
TOR Log
Tech Strings in Document:
=] User Activity
=] VWLAN
= Web File Transter
E)vveh Proxy
- ElWireshark
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To find all file upload success web-pages,
which have the filename and the FFU URL,
use the Web File Transfer Search

Transfer Type: |upload

Site Name: [zshare.net J

IP Address: (119, * Ta v

Country; |PK vi|(Ta W
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To try to find the filename associated with a URL, enter In
the URL into the “File URL" field, again remember to add
something “foreign”

Fels - Advanceld "eau=e - Zhow | lede=n S=arc Tidde: Clka  Sea‘d- Velues hekal _as: Suarc-

Scarch: vicb Flle Transter

Query Name:
p.—.
Juslifivatiun: terget Qe Llesli caluns
Additona Justi-caton:
Mir=rda Miimher: |
Latetime: |Ilcnth ' Yzat 200207 12| |02:0) || utop: 201908 1| 23sc 0

Fil2 U-L!  1-8C 2w 207 81C. 102 0NNl c8dA 3719957 Zb]

lilenane: ]
Fie ype: ]
Dus L
ddres [Fram v}| b 10 £ res Fie d Biilens
2ddtuss: | b (E Audycess Fie d Buiy
rArt: Fin |
e IT: |
IFirm
NLATy: Jdesbari [~
C ¥up: N T I
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