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How does HTTP work?
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TOD.CECRETHAROAMINTA20320108

ID: sess onn nroc
Type HTTR-GET % Prider Frendly Version

DNI Display | Raw Data 1 ONI Format

| Services vl

GET fHeshollah-Terrarism-udith-Palmer -Fank/dn/ 186 06489%2 HT TP 1

User-Agent Meznlia/o 0 (Windews; U; Windews NI 5 1; =n-US) Apple WebKut/225. 19 [KHIML, like
Gecko) Chromes1.0 154 48 Sarand525.19

Referer Litp fhverw gaogle. com pkisearch?hl=en&g=wretten books on luzhollah&btnG=CGoagle
Search&matz=

Acrept 1=xtfsral apphaatorfeml apphrahoniszhtml senl texthiml,q=0 9 text/plam;q=D & imageipng, ** q=0 9

Accept-Encodmg: gzip,deflate baps,sdech

Cookue: uh:d-man=185-5525816-8765531

apa-user =P IYXY?CFIPUYQS
Accept-T.anguage en-US en
Accept Charset: ISQO-2859 1,*uf B
Host RAFW. AIL 2201, C oM

Coumeclion Keep-Ahve






ID' seaa_arig_prac
HDocument Information “ype: HTTS Pntar Fnendly Yareion

DNI Dlsplay | Raw Jata | DI Fene

Bonus question: Why are the
images in this web-page missing?

@& HTTP Heade: Infoimation

Survicus

Barca reinstates Islzhar, to

5-pomt lzad

over Real exprzssionist arl
Hotne Page Latest News .
Iran Kuwait goveriument 'r'e¢signs' over ¢conomy .
Middle East Men. 16 Mar 2009 19:07 16 GIMT F:M
Iraq economy
Palestine The Kuwaiti qounmment ha< suhmitted It lmﬂ]dhﬁdﬂ diet
Lebanon rusiynatiun tu the cuunty’s amir amid a ruw rak

th ler's handli fth i

Turicey :\;elr e premler's handling of the ecanamic E]'US-Rusman 4
Persiar. Gulf risis. e
=0 shield row o
Others "TFe resignasion lhas keen submitted fannally and Jgggges want M
0s it's up to the a2mir {ruler) to decice,' Reuters = S cated
AssalPacdic quoted Hasser al-Duwailah, 3 pariamentarian, as SO CHNC
Afica saying on Manday. |@Wleader pardons
Europe The resignaticn would turther delay the appraval ot -.5 bilian dinars (USD 5.11 |@:]Anceent book i
Amencas bilhon) rescus package vrhich 1s t3 be injected to the Persian Gull natior's Lisk ne
SciTech econamy to 2ase the impac: of the jlobal financial crisis | SEREMOen evet

alls

Hlealth The gavemment has not commented an the report. [ Tarpllaont oe.






OFT Fasearch®rah=urdusarder=sorrharhs

Fnusharrafscarr=3&8core=urduslink=rexcJHTTP/]. ]

Refarer:
Accept-L
Ancanr-Fnn
Useyr-Agen
Hus

Cookia

http: //3earch.bhc. co.uk/search2cab=urdusorder=3sorTrothsq=masharrafsscart=2&3cope=urdu

DONC-UID-b479a5f4ac230a5306045136G10203ach226046G3da0aCbhlGdecdnifoGatec0Sdef9n0Morillat2fdizans20820cc
Cacne-Con

“Cnnnectlon: Keaen-L°q
X-BlueCoat—Via{ 66808702E9498546 !

Host URL Path URL Args

search.bbc.couk | fsearch tab=urdu&order=sorthoth&g=musharraf&start=38scope=urduilink=next
—

0 search Terms | Language | Browser ..

R N ENRS

I musharrat 1 e | Mozilaid.0 (compatible; MSIE 6.0, Windows NT 5.1; S¥1) I ees0e702E0a 88545

Referer

hitp: ffsearch bbc .co ukisearchab=urdu&order=sorthoth&¢=musharrat& stant=2&scope=urdu

Cooxie

BBC-UID=h479a514ac230a53063d%13630203ach22584534a0e0b164c45196efc054c°950Mozilla% 2743 2e0%209%28com



http://search.bbc.co

Application Infa HTTP Type
Press TV - Kuwalt governiment 'resigns' over econony response

1D 5¢42_xip_pioc
6 Q& annent nie manaln Type HTTP ¢ “rints¢ Francly W44 €

1112 I heades Infonnetian

€ 9int enhiL
4502 Coprigrenz ol
1
Lateyt Newrs
Knwail govermned "1esigas' over ¢conom
2addie Zxt Mre, 16 Ma 2W9 907 15 CUT Boweat vrveem
Irsa gecatcw
T__“__I‘.’_E._“.i The Kuwa t1 qevcenment kas cubmated e Clall 1o o
Telow via mnalwi Lo [liw s onmil w's soie acatisl a e nsk
Tork ~ :'::Il;:hc premice's handling a? the ecanamic CTI P
FPersian alf chusld 1oy
Crhearz 'Tra 1asimnatian hzs koo s bt ad tzemaly and
Te t's uz ts ty emrir{n.lery a deccle !
AeaPacke “Lataed Vages -ivn'aah 3 palarantaiuy, ac

s=yiv] an Mondav
Enrcne The iesignatian wadd furthe: delay t1= appe=val =f 1.5 =ilxen derars (USD S LL
2l en 1gscua Fac 2aqe whizh iz to 3¢ ima=ved 1a 1ha Paar Zdlr natov's
Sefleach =utiny Loesdse i i pacl ol i Jusal T anadg wise. e

e alih




HTTP Type

response
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GET /home html

Host: sample.website.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT §.1; en-US; rv:1.9.0.10) Gecko/2009042316 (USG-
25) Firefox/3.0.10

Accept: image/png,imagef*;q=0.8.*/*;q=0.5
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip.deflate

Accept-Charset 1SO-8859-1,utf-8:¢=0.7,*,q=0.7
Keep-Alive: 300

Connection: keep-alive



| GET fn¢ frac dole sfar b Zentacts fracnsab=3CDb3%m & jeranc=48037807 & -and=2 127033459 ETTP/1.0

Accept %

Accept-Lemguage fa
|Etfl:‘!l:r ltp ffus me 575 mnal yat.oo commfmefshowFolde:, 9le—X36DMTBucmhob GROBFY”AMI3ODNM v M

AYMVRhYwhk ZWxNeZdzimud=1_21857_AEBRIEIAAN3:6wTQIIZ 247Y &fd=Inbox&.son=date&o
up &sotare G 26 &nlterEe—

-reguestec-wich:  JQMLITHpRequest
| Accept-Encoding: gap. deflats
e ————eme A e T 6.0, Windows T 5. V1, .MLET CLR 2 0.50727)

IHoss: us me575 mwail yahes. com ‘

d—Iv! «%a 1 nrhinndew sz B CVVRe21 UK ZTwrvrva K Srsx GO XV Y alhF95dL: 75CCx 1 eD i TeadS vy

Bonus question: What would the impact of
this be in how you formulate your
X-KEYSCORE queries using the Host
field?



http://www.yahoo.com

GET /home.html l

Host: sample.website.com

User-Agent: Mozilla/5.0 (Windows; U: Windows NT 5.1; en-US; 1v:1.9.0.10) Gecko/2009042316 (USG-
25) Firefox/3.0.10

Accept: image/png.image/*;.q=0.8.*/*:.q=0.5
Accept-Language: en-us.en;g=0.5
Accept-Encoding: gzip.deflate

Accept-Charset: ISO-8859-1,utf-8,9=0.7,*;0=0.7
Keep-Alive: 300

Connection: keep-alive


http://sample.website.com/home.html

GET /example.php?region=iraq

Host: sample.website.com

User-Agent: Mozilla/5.0 (Windows; U: Windows NT 5.1; en-US; rv:1.9.0.10) Gecko/2009042316 (USG-
25) Firefox/3.0.10

Accept: image/png.image/*;.q=0.8.*/*:.q=0.5
Accept-Language: en-us.en;g=0.5
Accept-Encoding: gzip.deflate

Accept-Charset: ISO-8859-1,utf-8,9=0.7,*;0=0.7
Keep-Alive: 300

Connection: keep-alive



URL Args

tab=urdu&arder=sortb oth& g=musharraf&start=38scope=urduBlink=next

Referer: http: //sz2erch.bbc.co. uk/searchzrak=urduscrder=sorthothsy=nuskerrefsstart=2¢scopa=uriy
hccept—L&nguage: ay -us

Aaccept-Encoding: yzip, deflarte . ) .
User-Agent: Mozilla/4.0 (compatihle; XM BOnUS queStlon- Any |dea What the
Host: search.bdbe.:ic.uk

Cookie: BBC-UID=b479aSfdad?30a53063d51] information that is being passed in the

Cache-Control: max-stale=0

. ] 520%28c¢
URL Argument in this example are for?

Connection: Keep-ilive

{-BlueCpat-Via: 63£087C2ECASE54%




GET /home.html

Host: samele.website.com
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.10) Gecko/2qb90423'16 {(USG-

25) Firefox/3.0.10

Accept: image/png,image/*;q=0.8.*/.q=0.5
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip.deflate

Accept-Charset: 1SO-8859-1,utf-8:q=0.7,*;¢=0.7
Keep-Alive: 300

Connection: keep-alive
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MouTa/s. 0 (SymbeantO5/9.2, U, Senes60/3 1 I ok:aE63-1/100 21.110, Proble/MIDP-2 0 Conbigural

hke Cecko) Salan114

Nokiald72/5.0706.4.0.1 52nes60/2.8 Profle/MIL'P 0 Configuraton/CLDC-1.1

1Phone Mai (SH11)



GET /home.html|
Host: sample. website.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.10) Gecko/2009042316 {(USG-
25) Firefox/3.0.10

Accept: image/png.image/*;q=0.8.*/*.q=0.5
Accept-Language: en-us,en;q=05
Accept-Encoding: gzip.deflate
Accept-Charset: 1SO-8859-1,utf-8:q=0.7,*;¢=0.7
Keep-Alive: 300

Connection: keep-alive
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http://www.hotmail.com

RN A —"



http://www.hotmail.com
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http://www.hotmail.com
mailto:me@hotmail.com



http://www.hotmail.com
mailto:me@hotmail.com




Dyramic Page -- H.ghes1 Fasasisle Classificatian is
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Curment Conditions
DAILY s
infommzation
..Ahe bas! minula ymri spvnd today
Sansen
3 Oct 20C3 NS Dty ‘ool o Kaows' Bast dovwe
1(UIIFOUQ) NSAG Hosts the CENTCOM
- Senlor Enlisted Leader
\Xv"“’ﬁﬂ:I@ (U//FQUO) On 9 September 2009, NSA/C SS
) i —— Grarga (NSAG) had the privilege af hosting a

Cammand Seniar Enlisted Leader for Uaited
Statas Central Command iCEMTCOM).

dii-l from Cammand Sergeant Majar (C=M

(U/FOUO) P turad: 134 Ceogra CSV I wet: onas Commard
Sergeant rajar Commane Senvor £nfisted Leader jor urired
Staroe Contran Cornrsna

Kult Ad (u/fFoun) This was cso [l first visit zc NSAG The first stap during his
Nufivsion Acs wisit was with 1TD at the helpdesk SGM nf [TD, provided the ~SM ar

avenies or cur maintenanze operaticns and communcations b, CSH I
told the ITD pevsannel, “yau reep daing what you da, my corrms rur 1thraugh

, here....and 1 need my comms * Top A0 News
Weight Wacties @ ’ (U) Securng the




liHona

DAILY T s

fqarnn
tho boeinun ity vou  tpond today
w
AN
Fast tevss »
[LAFDUO) NSAG Faste thes CENTCCM [

Benlol Enlistad Leacier

A Bu/Fou0) un Y seplember AUy, NSA/LLSS

. manciz {(NSal) had tha pwileca of hasting a E:f:::n
mlsll it Culninaine 9erymant Majur (CAM) tat!
cnmmand Seniar Enlisted L2ader for Urirad tss A Ny

Ctates Cantral Cerrmand (CCNTCOM].

.waﬂ-f.w.:: nrmmana

Cormand c Enlstea L for Leveeo
States Central Carmnans
Multision Ld- (U /MQUO) This was C':N-fr::t vsit to NCAG The fret siop during his
wsit was with ITD a7 tre 22odestk. SGMJJll o 170, vrouviced the CSN en
Te-hronay —xar ovorsngw 21 ou” maintonznce opa:aliarz 4c commumnzalone hub. CE!‘V.._I
R (LI At LS told tre 1TD persannd, “yCu keep dcing what you da, nty camms run thrauch
Weight YWAleA s & are | need my conms Tap AD HEWs:
| Y ,

tJ1 Secunmi the






Document Information

NNI Dlsplay  Raw Data | DI Farnat

@& HTTP Heade: Infoimation

Survicus @

Notice that all of the images are missing.
They are all separate server-to-client
responses and therefore completely separate
‘sessions” in X-KEYSCORE or PINWALE

Hotne Page
Iran

Middle East
Iraq
Palestine
Lebanon
Turicey
Persiar. Gulf
Others

AsiafPacdic

[ Barca reinstates 1szhat, to
5-pomt lzad exhibil
over Reul

expaEssionist arl

Kuwait goveriument 'r'e¢signs' over ¢conomy
Men, 16 Mar 2009 190716 GNT

The Kuwaiti qounmment has suhmitted It
rusiynatiun tu the cuunty’s amir amid a raw
over the premler's handling of the ecanamic
erlsis,

"TFe resignation has keen submitted fannally and
it's up to the 2inir {ruler) ta decice,"' Reuters
quated Nasser al-Duwailah, 3 pariamentarian, as

saying on Monday.
The resignaticn would turther gelay the approval ot .5 billion dinars (USD 5.11
bilhon) rescus package vrhich 1s t3 be injected to the Persian Gull natior's
economy to 2ase the impac: of the Jlobal financial crisis

The govemment has not commented on the report.

1 ©

Lates Nesvs

-

B lKuwait governr
economy
lc}uldhaad chet
rak
ﬁE.l 1)S-Russian va
shield tow’ 1«
Jgges want M

confiscared
|@W[eader pardons
|B:] Anesent book

£ |[inbemmn evee
ally

FE: ]I’qmll-annr nes



home.wWww.nsa,


http://www.nsa
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GET /current jpg
Host. wk-admiral208.corp.nsa.ic.gov

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.10) Gecko/2008042316 (USG-
25) Firefox/3.0.10

Accept: image/png,imagef*;q=0.8.*/*;q=0.5
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip.deflate

Accept-Charset: 1SO-8859-1,utf-8;=0.7,*,q=0.7
Keep-Alive; 300

Connection: keep-alive

Referer: http://home www.nsa/

If-Modified-Since: Thu, 08 Oct 2009 19.31:56 GMT
If-None-Match: "d945-16c1-842db643"
Cache-Control: max-age=0

If we only saw this one GET request and not
the other 33 required to build the NSA Today
home page, would we be able to determine

what the user was actually doing?
|


http://homeAvww.nsa/

(http://wk-admiral208.corp.nsa.ic.qov/current.jpg)


http://wk-admiral2Q8.corp.nsa.ic.gov/current.jpg

http://home.www.nsa/


http://home.www.nsa/









http://home.www.nsa/

http://home.www.nsa


http://home.www.nsa
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v—l1
ebj0d 1000p838t'c { Yahoo login 1d

ig=er-US { Lanmuage’/content: English )
nt=us { Coumbtry: United States )




v—=1
n—~ledq16n653ae:
|—=ti0d 1060338t { Yahaao laowm 14d:

p=r2krrsyt 12000000 ( Gender: female, Birth vear: 1954, Postal code

ig=er-US { Lanmuage/content: English )
nt=us { Coumtry: United States )
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Swardii: l

The relloning oockies are stered an vour zowguter

Clen-

weche heme
T | Zbbluz? 0 gp. prej nsaic.gr
2 Zbains€ r.nsa
T | icalendws.ops 2.ma
T | centeriohn has. do.nse
D Jesrede nsa

_ [ cybaibrans-sacura eitc. nsa.x.gov

IL»

<re reedin
Content: ;¢ techio samctnd:
Host: <rc techic sacctad>
Fath: <ro ocetio saectads
€end Far: <rc ceckie seactads
E-pues: <11 rabinmamrlals

“[_ ; ] [_ T— L]




Main Tabs Cortent  Apghcations Secnty  Advanzed

Histoly
|v] Kecpamy history far at least 0 ‘L“ days

Rernemaer what 1 2n-er in forme and the seardh tar

Rermemaer what 1'va downloac ac

Cookies

ficceak ceokies frem skes

[v] gcept third-aarty cookies

Ke=p util: [they expre <how Coolizs ..

Frivalalhata

(] &leaz s clear my p-rate data wihen - close Firef ox

|| &gk m=before dex ng private c2a
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GET /search?hl=fr&q=iran&Ir= HTTP/1.1

Host: www.goagle.com

Accept: image/qgif. image/x-xbitmap, image/jpeg, image/pjpegq. application/x-shockwave-flash,
application/vnd.ms-powerpoint, application/vnd. ms-excel, application/msword, */*

Cookie: PREF=ID=74f6d7addf51ccd4:U=ccbee9eetbba7dde: TB=2:TM=1255354439:L M=125543326
4.5= M1idRfO20hI81maNID=27=cMFLkpovJCIWIOFC5E3Pu2C6-8 nsMS2zztfvOewS-
QYDPWUzadAscyoglQRGNSkDZsi2jL65 fIM-R4HgovMBEaG6bfiTXn8TH3Ukm-

X5hp45rLAb Y3rNZ42HGIzyne

Accept-Encoding: gzip. deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
Connection. Keep-Alive

Cache-Control: no-cache


http://www.google.com

http:/mww youtube com/results?search _query=iran&search type=&aq=0


http://www.youtube.com/results?search_query=iran&search_type=&aq=o







GET /search?g=xkeyscore&btnG=Google

Host: googled.q.nsa
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; 1v:1.9.0.10) Gecko/2009042316
(USG-25) Firefox/3.0.10

Accept: text/html.application/xhtmI+xml.application/xml;q=0.9,*/";q=0.8
Accept-Language: en-us,en:q=05

Accept-Encoding: gzip.deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;4=0.7

Keep-Alive: 300

Connection: keep-alive



GET /redmine
Host: xkeyscore.r1.r.nsa

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; 1v:1.9.0.10) Gecko/2009042316
(USG-25) Firefox/3.0.10

Accept: text/html,application/xhtmI+xml,application/xml;q=0.9,*/":q=0.8
Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip.deflate

Accept-Charset: ISO-8859-1,utf-8;,q=0.7,*;¢4=0.7

Keep-Alive: 300

Connection: keep-alive

Cookie: session_id=ffd87ac8682e8fa8f42 1b4ffdfO9693ae

Referer: http:./igoogled.q.nsa/search?q=xkeyscore&binG=Google+Search
S ————

First, we can determine the full URL l | Y | hitp:/ixkeyscore.rl.r.nsafredmine/
by adding the GET line to the host:



http://google4.q.nsa/search?q=xkeyscore&btnG=Google+Search
http://xkeyscore.rl.r.nsa/redrnine/

Referer: http://google4.q.nsa/search?q=xkeyscore&btnG=Google+Search


http://google4.q.nsa/search?q=xkeyscore&btnG=Google+Search










What will happen if we
only have collection on
this link?



W YL pul stines.cond Aawrcuasiadan_status.itad

Referer
hiprsiwww.go egle.conuss



http://www.gcoyle.cwii/s%5e

GET /lawscaspian_status html HTTP/1.1

Accept: "/

Host: wwaw.parslimes.con

Refe-er: http:./Avnv.google.com/search?hi=fa

Accept-Language: fa

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; NET CLR 2.0.50727; InfoPath 2)
Cache-Control: max-stale=0

Connection close

X-BlueCoat-Via: 0A5F53530F3F63EE

Can we guess what happened here?


http://www.pars1imes.corn

TOD.CECRETHAROAMINTA20320108

ID: sess onn nroc
Type HTTR-GET % Prider Frendly Version

DNI Display | Raw Data 1 ONI Format

| Services vl

GET fHezhollah-Terrarism- udith-Palmer -Fank /dn/ 1860648972 TIT TP 1

User-Agent Meznlia/o 0 (Windews; U; Windews NI 5 1; =n-US) Apple WebKat/225. 19 [KHIML, like
Gecko) Chromes 1.0 154 48 Saranié525.19

Referer Litp fhwenw gaogle. com plisearch?hl=en & gq=wretten books on luzbollah&binG=Coagle
Search&matz=

Acrept 1=xtfsmal apphaatorfeml apphrahoniszhtml senl texthiml,q=0 9 textiplam;q=D & imageipng, ¥* q=0 9

Accept-Encodmg: gzip,deflate baps,sdech

Coakue: ub:d-man=185-5525816-8765531

apa-user =P IYXY?CFIPUYQS
Accept-T.anguage en-US en
Accept Charset: ISQO-2859 1,*uf B
Host: RAFW. AILAZOL. C oM

Correclion Keep-Ahve



CAN, NZL

CAN, NZL


















| Lacation | Add Analyst mipait |
1P Range @ (T5//SI//REL TO USA, FVEY)
Lat/Lonc {precision) (i) |(ncne found) (TS//SI//REL TO USA, FVEY)
City liJ[ZAHEDAM EL—=5——[(TS//SI//REL TO USA, FVEY)
country lWJ|IR ([RAN) 91 (TS//SI//REL TO USA, FVEY)
| Provider [Add Analyst gt |
¥ |IP Owner 1) |RAYAMNE FARAZ IRANSHAHR COMPANY , INTERNET SERVICE PROVIDER 82 (U//FOUO)
® | Autonamous System Roite Prefix (1) |-.|J.I],fl? 50 (UF/FOUD)
Autonamous System Numbsr 12880 nc (UW/FOUO)
@
Autonamous System Nare (@) |pci-4s pDCl Autonomous System (u//FOVD)
I Deviee Ackd Analyst lopie |
| ']'FQDN lil|¢nena found)
® [ Domain O 70 (U//FOUOD)
I Service PROXY (U//FOUD)
2 [Sarvica | TRANSPAP™NTPROXYV (Z/FOUON







IGET:‘H'ITP:‘I.O

lUser--}'\,gent: Moallar.0 (cempatible; MSIE 6.0, Windows 21T 5.1; SV1)
IHost: wwWw.ebay. cor
IPapma no-cache

I'\ha: 1 0 < jonootnet com (souwd/3 0. STABLE10]
IX-mem'ded-Forf _ l

B Cache-Contral trax-age=22920U

IConne ction keeg-alve




X-Forwarded-For:

X-Forwarded-For:

X-Forwarded-For:

X-Forwarded-For:

X-Forwarded-For:

X-Forwarded-For: 192.168.1.10, 10.0.0.22,

X-Forwarded-For;

X-Foerwarded-For: 127.0.0.1,

X-Forwarded-For: |google.com.



User-Agent Moalla/4 U (compatible; MSTE 6 0; Windows NT 5 1; SV/1)

Hest: www.cbay. com

o

HX-Forwardei-For: 217.218.95.135
Cache-Control:  max-age=259200

Connection: keep-zlive


http://www.ebay.com

1.0 tehran-proxy-srv: 3128 (squd/2. 5. STARLET)









Specify Date Range (200810260° 00
(VYYYMMDD [hhmmss]):

Search for Use: Actraly by, .
that.
the valoe(s)

O

to

2009° 0260200

" «Seech
Nata svemlahle hack 1a | Dee MM

Slrung Seleclors (Emads. IDs, Cookes. Mail Tukens, P1ane Nurnbess, AppPioc|Ps, AppPioc Macs) v

exacthy match v

5178 Records

1-500

CecodseCrdain




TOP SECRET//COMINT//ORCON/REL TO USA, AUS, CAN, GBR, NZL

TOP SECRET//COMINT//ORCON/REL TO USA, AUS, CAN, GBR, NZL









32) 0%

(=] 008LE=22 (1) 3%
=] 018a727¢ (1) 3%
5] 0932e333 (1) 3%
] 0aeat=dd (1)3%
&= 0ba2b331 (1) 3%
I=] 0ced?243 (1) 3%

13312737 (1) 3%
(=]135¢8423 (1) 3%
=]19429343 (1) 3%
=] 19ddatta (1) 3%
E1a1?71=21 (1) 3%
=] 1dd33435 (1) 3%
=] 11661¢ca8 (1) 3%
[=]2018c731(1) 3%
I=] 21910310 (1) 3%
[ 225e2¢eih (1) 3%
) 23e57323 (1) 3%

220152241 (1) 3%
(=] 2d504te* (1) 3%
= 218bad2” (1) 3%
5] 31654393 (1) 3%
&) 3307155 (1) 3%
[&]3c785351 (1) 3%
(=) 45340=18 (1) 3%
=) 5470codc (1) 3%
= r3148224 (1) 3%
(E]y4t19:5ad (1) 3%
9b339232 (1) 3%

ani1nh~4 (1) 3%
=) ac062=31 (1) 3%






TOP SECRET/ICOMINT//ORCON/REL TO USA, AUS, CAN, GBR, NZL

TOP SECRET//ICOMINT//IORCON/REL TO USA, AUS, CAN, GBR, NZL









HTP Ty

Host:

*% Farviardad Fn-:

sesr=h Terr Sroxry Hash (HHFP):

H 1
Languz3e coozlie:

Browse”.

Attacl ment Filaname: |

Sarvar  ynA; |

Chara:zer Enozding Gao In‘g [fullraxt]:

CunlaHl Sb=ct

Misc In“o [fulltavtl:

Ccrient Stap

_inks o7 Irteres=:

ontant Tozal



IP Address | | Fiom VH
IP Address | ﬂl
Port [ ] Fiom V]|
Port: ] -H
Country j
Country | | B
City (1) | From v
City {IP) ] |

S1GaAD

Casenotatiari

Session D {UUID)

Application Typa:

Applecaton Infa:

Applicaton:

ApplD
t+Fingerornts) [fulltext):

Data Length:

Session Length:

DVBS MAC:

DVesS FIO:

SMAC.:

DMAC:
]






Custom v  stert: |2009-1026|(3 [09:30 %] stop: |

1P Addrass:

1P Addrass:







www.website.com


http://www.website.com

CET famefrac dilesfacchoZentact: fracremb=XTDbA%r & jerané=5%8037807 & -and=2127033459 ETTPJ1.0

Accepr

Accept-Lenguage

Referer 11tp Sfus me 575 mnal yahoo commefshowFolde:, glo—X30DMTBucmhobGROBEY”AMSODNM viM™
AyMWRhYwhkZWxNec2dztmud=1_21857_ABRKxEIAANS:6wTQIIZ 247y &fd=Inbox& sor=date&o
réar—up &startNad—36 &alterEy—

¥-requestec-wich: I NMLITtpRaquest

Accept-Lrecoding  gagp. deflats

MMZE 6.0, Windows MIT 5.1, $V1, .MCT CLR 2 0.50727)
|y

o8l

d=IvE XIFuaTnr CVVR e UK ZTwrvrya KSrpanGIRXV Y alhF95dLs 75CCx 1 eDicTeadS wn
ad¥XvBOemyoRr1

1

n=6Ekighfas 3315

I=cc70cc03_01s5392/c { Yahoo login

p=m2g26%2313000000 ( Gender: male. Birth year: 1980, Postal code:]
1—hq



http://www.yahoo.com




www.website.com

www.anotherwebsite.com


http://www.website.com
http://www.anotherwebsite.com

Host

wehsite.com




forumi shoewthreatl.php t=131485


http://forum

forum showthread.php t=131485

Host forum

{shuowlhread. php




¥ A EEE———
Host _ [Fopulate with UL Field Suilder]

URL Field Builder

Enter a URL that wall be automatically parsed to pepulate the bhost,
path, and argument fields:

| | Cancel




URL Field Buidder

Enter a URL that will be automatically parsed to populate the host,
path, and argument fields:

http:/ffarum showthreac.php?t=131485

[ J l Carcel

Hast: farum

Jshowthread php




