Bank of England

[GCO Name(s) JGCHQ Top level Aim with Customer [EANK MISSION
Lonlribule to Bank decision-making on issues affecting UK economic stability. Il'o support UK economic stability.

Top (five) Objectives in 08-09

1. Continue provision of intelligence relating to risks to UK economic stability

Bank Current Headline |ssues GCHQ Areas of Impact
lobal credit crunch, Risks of major operational disruption to the UK's Provision of EPR to support Bank decisions on UK economic stability, particularly regarding economic policy &
inancial markets (or foreign financial infrastructure on which it relies, such jdevelopments in G10 countries. EPR on electronic attack to help Bank assess risk to UK financial infrastructure.
s Euroclear, Clearstream, SWIFT), China & SWFs Good line of STRAP 3 reporting in Autumn 08.

GCHQ Products and Services

——
1. EPR
ISECONDHES
Posts Feo ple (names) IGCHQ Ledds(s) ajor issues and targets for 08-09 JAPR done Frafﬁc light |

ervyn King IDi



!Sir John Gieve DHINT/GCO
Cashier fAndrew Bailey DHINT/GCO
STRAPSO

Stuart Allen DHINT/GCO

| ]







Cabinet Office & Number 10

[GCO Name(s) lGCHQ Top level Aim with Customer JCABINET OFFICE MISSION

To make Government work better b
Cabinet Office is assured of GCHQ's effective governance and financial management andE) supporting the Prime Minister, (ii

recognises our role as a critical member of the White hall policy-making community; The Jsupporting the Cabinet and (iii
PM recognises and values GCHQ's contribution to the UK's National Security trengthening the civil service

Top Objectives in 08-09

1. Agreement and successful implementation of an IA governance regime that recognises CESG's role as National Authority and puts IA where it needs to be on the
Government agenda

I2. Our (still fragile) representation at Cabinet Office-led foreign policy meetings is strengthened and success maintained through the turn over of Heads of
intelligence

3. GCHQ responds more consistently and coherently to Cabinet Office demands for technical expertise on issues relating to interception, IA and the Internet

4. As aresult of the Constitutional Reform Bill, GCHQ is aligned constitutionally with SIS and BSS and suffers no impact to its operations.

5. In support of Cabinet Office and as lead Agency, GCHQ drives forward the UK's response to CNCI

6. Bring influence to bear on HMG and international (in particular EU) legislation, policies and strategies and to ensure continuing GCHQ operations, outcomes and
dded value

7. Director GCHQ hosts a visit by the PM to Cheltenham

Cabinet Office Current Headline Issues LCHQ Areas of Engagement
ervice transformation (eGovenment etc); Data handling review; Problems Jin helping to inform and shape Government Policy - As a key contributor to the JIC and
acing the SCOPE programme; Review of the JIC R&P process; intelligence assessment process - As a partner in determining the future for Agency or IA
Constitutional Reform overnance, funding and oversight - In helping to deliver Government's response to

crises - In ensuring that GCHQ interests/equities are acknowledged in the drafting, or
pplication, of UK and EU legislation - As a partner in progressing the future of SCOPE




and its associated programmies - In énsuring ISR act as aninformed champion of Agency
interests in dealings with HMT - in ensuring the Cabinet Office finance team to represent

ccurately Agency interests through the Parliamentary estimate and vote and through
HMT's in-year management processes

[ GCHQ Preducts and Services 1
1. EFR 2. Tip-offs 3.Palicy input 4. Technical support 5. In year perfermance reporting
[EECONDEES
[Assesament Stafis); (ISRG, PREVENT), [CSIA]
GCNA Lapds(s] . Jhajor rasues and 1arg B8 rafhe ght
|[Gordon Brown Direclor T
Fu Jeremy Haywood Directar
§PS for foreign affairs  [Tom Fleteher iGCO
APS for foreign affairs [Nick Catsaras (GE
IFS lor hormie affairs
land justice lsiman KinE
S for PREVENT. CT,
CLG, BERR and
conormic INot eleared
ISPAD [Matt Cavanagh | ?
SPAD [Michael Jacobs ?
SPAD Justin Forsyth ?
SPAD Stuart Waod ?
|Chief operaling officer |Erie Hepburn {GCO)
STRAPSO ti leader |John Graves {GCO)
1S0S |Ed Milliband Director




IHa of the Home Civil

Simon McDonald

Service Gus O'Donnell Director
IPM's National Security

Advisor [Robert Hannigan Director
IPM's Foreign Policy

Advisor

DI on behalf of DGO

economic & european

PM's international,
Lolicy aavisor

Jon Cunliffe

lead of intelligence
ssessment and
hairman of the JIC

Alex Allen

DI

IDirector, Central
Intelligence
IAssessment

Tim Dowse

DI

irector, Security and
Intelligence

|Chris Wright

prIAJ

|Head of the Propriety
& ethics team

Sue Grey

DB

Wirector Pay

|Chris Johnson

DB

egal advisors and
CoCAD

IHd of CSIA

|Roger Styles

irector General,
ODSec

IMarg_;aret Aldred

DI

d, transformational

overnment and
Cabinet Office

anagement

Alexis Cleveland

Director

Partiamentary Counsel
Office

IDirector, SCOPE

|Michael Taylor




Namels

Davelop thair angagemant with thea PREVENT (specifically the intelliganca) community and promcta
[ |A for Local Govarnmant 3uilding Rasiliant Communitias

Top (five) Objectives in 08-09
12 1ri1 21 &¥é @naa from CoMmunities Senior Lagderghip (o I'armioes. TG ) willy SECHET I'Ri VENT (121 — 2: Davalai miir lindergtanding of low [ntodl jonce lits in thain
ay ta day { I, B} 3: Develop mochanism far dalivary of IA tor Loeal Govarnmant (JJJ .
Current Headline Issuas CHQ Araas of Impact _
H: Communitias survey of 15.000 to 20,000 2: Ralavance of traditional Sigint §1: Bulk ramaval of extremist material from intarnet 2: Co-ardinatien and cooperation over PREVENT community
3: Political crisis betwaan rela as Senior Reperting(?} Departmant fer ctivitias 3: contributing panty to PREVENT 4. Home Secratary's Waakly Sacurify Meating
ISECRET PREVENT and Communitias’ “soft government” pretila  4: Intarnat
GCHQ Praducts and Services
S e " i . S N Y T
t*EPR 2:Tip-offs 3: non-rasidant GCQ servica 4 SIT connaciivity 5' |A consultation 6 PREVENT actlvily planning input
IBECONDEE
namas) __— lmajor issues and targets for I dona m: light
aars DI lszuuas: Political shift away from PELU engagement with SECRET PREVENT Targets: 1:
Improve engagament from Communities Senior Leadership (Se8, PermSec, DG, D) with
seCRET PREVENT (D). I 2:1A education




Peter Housden

ISusan Scholefield

PDavid Willlams

Jonathan Freeman

STRAPSO

lJenan Hasan

Ipir, DI

IDI,H/Int CT

IPREVENT Co-
ordinator

IPREVENT Co-
ordinator

IPREVENT Co-
ordinator

co

co

co

CO, CAM, CESG
Strat

CO, CAM, CESG
Strat

Issues: Political shift away from PEU engagement with SECRET PREVENT Targets: 1:
Improve engagement from Communities Senior Leadership (SoS, PermSec, DG, D) with
[SECRET PREVENT (DI, I 2: A education

Issues: Tension between role as Senior Responsible Officer for SECRET PREVENT and
political directlon from SoS for moderation of PEU engagement with SECRET PREVENT.
argets: 1: Improve engaaement from Communities Senlor Leadership with SECRET

PREVENT (DI, ﬁ) 2: 1A education

Issues: Political shift away from PEU engagement with SECRET PREVENT Targets: 1:
Improve engagement from Communities Senior Leadership (SoS, PermSec, DG, D) with
ISECRET PREVENT (DI, I 2: A education

education

ssues: None Targets: IA education
ssues: None Target: |IA education

|ssues: None Targets: IA education

|ssues: separate bullding to dellvery staff. Targets: |A partnership

|ssues: separate building to delivery staff. Targets: |A partnership

|ssues: Lack of exposure to intelliaence and im%oerience In the usage of it. Target: Focused,
[ [ N

Issues: Very busy. Delegated most of his engagement with agencies. Targets: IA education




Children, Schools & Families (DCSF)

GCO Name(s) J5CHQ Top level Aim with Customer IMISSION
D

Maintain conduit through to Ed Balls

To make England the best place in the world fo
hildren and young people to grow up

]

: Promotion and delivery of 1A service (1

Top (five) Objectives in 08-09

)

2: Ensure appropriate participation in PREVENT community  3: Ensure delivery of reporting service on radicalisation (1

Current Headline Issues

LCHQ Areas of Impact

rone - mostly satisfied by JTAC and Assessment Staff assessment pieces

GCHQ Products and Services

1:EPR 2:non-resident ad-hoec GCO service

ISECONDEE}

Ed Balls

David Bell
[ JHermione Gough

Major issues and targets for 08-09

JAPR done

Traffic light




RESTRICTED

DECC nex B2 ta DIR/3264/1506/3/1, 2 July 08

m with Ludlonier

Nork with DECC io influance UK energy policy and prevent damaging climats change.
Nork with BECC to enshle them to manage businets information rixk effectivealy and help them asaist 1their
:on stitusn cies/cornunities

6 enswe the supply and efficient use of clean, axfe and compeltitively priced energy and manage|
2nerqgy liabilities snd tackle the twin — globksl - challenges of enargy security and climate chan

B
Tap Objactivas in 0808

e — B ———————————
q4 Develop nolationship with Ebcml-, of Slajés officé by prowding ragular briefinga 61 how inleliigéneé is influencirg UK anergy policy. I(HI.TP-I'“ 2. Suppont I]-ECG‘"imugh period of turmoil during establishment and building fmove. {OHINT)  Work]
ith DECC to develop plans for provislon of secure IT' in 3.5 Whiteliall Place to meet reader requirements ([TSD). 4. Support DECC's cbjectives: in meshing climate change and energy secuity policy (OP1.TSI).

A: Davelop sernios relstionships in order to develap 3 clear view af future reguirements Arom, and relatianships with, DECC

BERR Current Hesdline Misuas
R

) N *ravision of timely intelligence o suppornt DECC objectives on: the intentiont of Rusais ax 30 energy supplier. Reactions of energy producers fo the Londen
m"?‘{"‘“‘ ‘o promaots invesiment. trans F’F"CY and QPI{!. campetitive "“lte'i. :nergy Meeiing and substequent pmcees_ Adtitudes of key countries to climate change and the INFECE process. How the econemic situalion g afiecting
Avoiding dangeraus ctimata change by achieving international consensus on emislons by des o investment in energy and renewable technologies. lnan; negatiating positions in the IAEA pracess. Provision of IT suppert and experstise an
targets through the UNFCCC proceaa. encaurdging tha dévélopment of renew able

ntraducing secure IT to Whitehall Place.
energy tachnologies and giving oil producers 3 stake in renewable snergy by

encouraging thédm to inveal petrodollars. In renéwshle lechnélogies. A Carstomer Engagament
1A: Daweloping proper informatian riak posture for BECC and all ite subordinaste
departmonts. agencics, bodies

GCHAO Producis and Services

[T PR Z.Te-ofls 3 Poliy Input

.
LS

BECONDEES

IPnsls Fengla {namas) I..CHQ Leads(x] 'lhlnl |z uas Snd targets inrlll-a-(lu Iraffic light
SaS

DirectorDi [Davelop relatvanship, providing intelligence support to key events and demoattrating how Sigint makes 3 diferance o the work of
Ed Miliband. PPS Rary |rBennell he international energy and elimate change tasms.

PUS BERR  [Maira Wallace Dirsctor




Climate IDrector/D} Develop relationship, providing intelligance support to key events and demonstrating how Sigint makes a difference to the work of
Change the international energy and climate change teams.
Minister lloan Ruddock
Energy Director/DI/DDI|Develop relationship, providing intelligence support to key avents and demonstrating how Sigint makes a difference to the work of
Minister . i the intarnational energy and climate change teams.
Mike O'Brian
DG HINT.
Intemational
Energy &
Climate
Charmge  IGraham White _
Energy team HINT/DHINTAA]
Llohn Neve T. Develop relationship, providing intelligence and working with the anergy team to develop UK energy policy.
Climate team HINT/DHINTAA
Chris Dodwell T. Develop relationship, providing intelligence and working with the climate team to support UK objectives.
Climate team HINT/DHINTAR
LJan Thompson T. Develop relationship, providing intelligence and working with the climatae team to support UK objectives.
ClO (A Discussion to davelop understanding of LA service and relationships needed
SIRO (A Discussion to davelop understanding of 1A service and relationships needed
DSO A
|Accredifor A
(TSO {A But please don't view the [TSP as our main contact)




“EEE Namais] with Customar

Top (five} Objectives in 08-09

[: Apply pressure tao Climate direciorate to have their seniors DV clearad 2: Maintain gervica level - monitor DEFRA staff movamants and ensura effective handovers for
IGCHQ reprazentatives ( 3: 1A promotion and dalivery (|
Currant Haadline Issuas HQ Areas of Impact

[1: Climata change PSA 2: Commeon Agricultural Poliey 3: CHRN contingancy 1: Support an DEFRA’s work with Intarnational Whaling Gammission asp since FGO stopped warking this topie.
work under PREPARE 4. lack of cleared saniors in climate diractorate 5:Carbon JlAnything of significant impact under SAXLINGHAM?] 2: Insight on Climate negotiations
rading 6: low JIC griority of majority of interests

EEHE Produets and gawicas

1:EPR {maslly 5-Eyas raissug] 2: nan-resident GCO servica 3' engagamant an eross govemmant climala changa work

EEECONDEES

5(%) -—Hajor issuas and targats for 08-09 APR dona = Mraffie light
DI i

Paopha {namaz)
asS Milary Hann




{Chief Val)

DS Marineg &
DS Enviconmant
Protaclion

DG Foad and

NG

D Whaling

igal Gibbens

Rodney Andarson

ichasl Anderson

Andy Lebracht

ichard Cowan
enry Darwant

hris Dodwasl|

tlan Thampson
Toriy Mixor:

Travor Parlect

ew incumbeant not DY'd. Intarnal candidate brought in very quiatly at a lowar grade than
ravious incumbent but same pay

ssues: Lowimpact of intelligence Targets: Meonitor and Maintain

ssiies! Nol cleared Targels: encourage to be vetted

ssues: Low frequency of intelligence Targets: Manitar and Maintain- Respond to ad hac
pnimal disease pandamics

ssues: None Targets: fullest possible suppaort for the UK delegation at IWC
ssues: Mot clearad Targeis: encourage to ba vetted

ssies! 1: Jan Thompsan is 4 more informed reader and preferable contaél Targets: General
fpducation on intelligence

ssues: None Targets: Monitor & Maintain

ssues: Nane Targats: fullest possible support for the UK delagation at [WC




DfID

ECO Name(s) ECHQ Top level Aim with Customer DfID MISSION

‘ lKey player in HMG foreign agenda. Maintain good relationships and good interactions, providing all |Leading the British Government's fight against world
easible yet proportional support, intelligence, IA, training and education. overty

Top (five) Objectives in 08-09

1: Identify/Create desk level linkages across all areas of concern for DfID by end 08 (GCO + D/Hints and IPTs) 2: Develop relationships with country Directors, DG Country Projects and PermSec

(GCO+ H/Ints and DI) 3: Streamline reporting provision and cement feedback processes by _Sept 08 ‘GCO + D/Hintsz 4: Promote the early delivery of country strategies to intelligence services by
fend 08 (GCO + H/Ints) 5: Ensure delivery of IA awareness to all DfID colleagues by mid 09

DfID Current Headline Issues IGCHQ Areas of Impact

Conflict prevention PSA (Africa and Pakistan focus), Climate Change, [Afghanistan/Pakistan Political and security reporting. Support to BDC. Iraqg/Iran Political and security reporting.
Corruption and good governance (Iraq, Afghanistan, SSA, Pk), Humanitarian Zimbabwe electoral process, UN reporting.
crisis in Burma

GCHQ Products and Services

1. Summary EPR 2. SIS/GCHQ joint reports 3. Senior verbal briefings 4. Active GCO service 5. Training + education at the desk and as courses (ie Users of Sigint) 6. IA

ISECONDEES







ECGD

'éco Name(s) IGCHQ Top level Aim with Customer ECGD MISSION
To support UK investment overseas by providin
IContinue to contribute to ECGD decision-making on financial and political risk. JGovernment-backed underwriting service. 1

Top (five) Objectives in 08-09

1. Continue provision of intelligence relating to risks to UK investment overseas

ECGD Current Headline Issues

CHQ Areas of Impact

lobal credit crunch & how thyis will affect projects overseas. Advance of [JProvision of EPR to support ECGD decisions on credit risk in key markets.
\warning of countries in financial trouble is crucial.

GCHQ Products and Services

1. EPR 2. Provision of off-site storage for back-up SIT disk.

ISECONDE

=S

Major issues and targets for 08-09

IAPR done

Traffic light




efence) lGordon Welsh IDHINT/GCO

Mining) JRoger Gotts IDHINT/GCO
ead of J

re,
Telecoms,
Transporl)

Anthony Faulkner JDHINT/GCO

|







RESTRICTED
FCO

antinue to build relatianship Into a true partners underatanding of. and support for.
GCHQ's aperational requirements: eflective uge of inteliigence by FCO: collaberatien which makes
passihle an Inereasingly active contributian by GCHQ (hath Slgint and A} in helping FCO achleva

ts deslred eutcemes).

nnex B1 to DIR/3264/1506/3/1, 2 July 08

attar Warld, Better Britain (A flexible Glebal Netwerk serving the
hele of the Britlah Goavernment Egssentlal services that suppert the
3ritlsh ecanomy, suppert British natlanals shread, suppart managad
nigratian te Britaln. Fallcy Geals 1¢ ceunter terrorlsm, weapans
srollteration and thelr causes: prevent and rescive canfller: pramote a
aw carhan, high growth, glohal economy; develop effective
nternatianal Institutlons, ahave all the LM and EU)

Yop (five) Objectlves In

1 Ensure that GGHQ and FGO watraniry and submisslon pracedufes are fit o1 purpese alven Increased somplexity and need tor pace In our work. (Il . 11fints. Privabe Oflea. S0 FCHT 2. 280t 1 te
Mevelopment af future 1T systems te allew FCO to make mest effective use of Intelllgence 3. Maximlge Sigints contributien 16 the achlevement af FCO's deslrad eutcomes (Reutlnely invnted te all appropriate pelicy
weetings: timely aceess ta polley papars: Identify passlble effests apportunities: x GS| cannactivity) 4. Achleve batter Integration of Slgintand IA services to FCO S Graater level of rautine cantact hetwean GCHQ

and FCO senlors, and map membem of FCO SLF 1o thelr SIA Interasts.

FCO Current. Headline lesues HQ Areas of Impact
Vary with world evenis, but currently Include:) Zimbabwe, Alghanistan, iraq. Iran, Faklstan, [Previsiaon af timely preduets, services and advice to Inform and Influence FCO Palley fermulation and Implementatien.
csova, ChinaTiket. Dellvering the new strategle framework with eansequent srganisatianal JA awareness and FCO's ahllity 16 detend Its network. Future IT. Imprave FCO's appreciatian of, and abllity ta make
nd ressurce adjustments. Dellvery of Fireerest 3rd Generatlan (F3G). Future handling of sttective use of. Intelligence.
ntelligence through IT. {Flus cencentration en pecple, money management. Improving
ulldIngs, cammunicatlon, warking practices)

GCHQ Producta and Servicea

1. EFR 2. Tlp-offs 3. Tallared witten and face to tace Briefings & Polley Input & GCOS In FCQ and theatre. 5. Technlzal support 6. 1A serviees, advice and suppart

Gl

{PS DG Pailleal). luTD)

ajor Issuas and targats for 09-10 Traffic light

Rl-lota successful  Viglt ta Cheltenham by mid 2600

_ Peter Rickens
fiaestar of State Eill Rammell
fwister of State ord Mallach-Brawn

|ptintater of Stata Earaline Flint

Promote benefits of intelllgence, enable dellvery, establlsh Jalnt brefing sesslans with §18, arrange vislt te HQ in
Pramote henefits af Intelllgence. enable delivery, estahllsh Jaint briefing sesslans with SIS
Promote banefits of intelllgence, enable dellvery, establlsh Jalnt briefing sesslons with SIS, arrange visalt 10 8 in 2009

DI, HINTS, GCO FCO
P, HINTS, GCO FCO

o, . <o Fco




PE/PS to Ministars

lllian Meron

Watthew Gould, Davld
MacFariand. Stephen

JMarior Lealle

JVark L yall Grant

Bimon Fraser

Chéef informabon
ficer

ffony Mather

fghanistan/Paristan  Kherard Cewper-Celes

or Internsatonsl

nwhar Chaudhury

leun Manley

Adam Waod

[Tim Hitehens

Dy Gfabst and Jeborah Bronneart
conomic lssuas Vicky Bawman
Dw Asig Paciie s»can Wighiman
i Overseas
Iremmﬂes Calin Raberts
0¥ Amancas Iahn Rankin
D RuSSCAD Viehael Davenpart
0w MENA Iahn Jenkins
rg)m tnrarmstional
acunly J*aul Johnaton
Di Sowuen Asia and L
fghanistan dam Thomeon
lLegsf Adviser Nanlel Bethlehem
Dv Secunty and
states P.ndrew Noble
Head WLD
yacant

HAA Moscaw

UKDEL NATO

‘ran Co-~oranalor Antony Phillipson
HAMA Kabw |"Aark Sedwill
A Bepng iillam Ehrman

hinne Pringle
Christopher Prentice

Jahn Jenkins
Rabert Brinkley
3man Gass
lahn Sawers

‘lickey, Catherlne Broocker

>, I cco Feo

Y r Private Offica/COS, GCO FCO

NG ops. DI
o]

H/Int

3G 1A and T, DIA, GCO FCO

GCOFCO
HINT ?

EI. Hints

Hint

Him

Himt

LA

DA

Head Ops
Policy, DI,
Hint

Hims

3, Hint, GCO Afghanistan
3, Hint

3, Hint

3, Hint, GCO Irag

GCo FCa

2. GCO FCO

3, Hint, GCO Alkene
Hint

3, Hint, GCO NY

hramo(e benefits of intelligence, enabie dellvery, establlsh jalnt briefing sesslans with SIS, arrange vislt 10 ¥

Malntaln relstlonship with Matthew. Cantinue ta Imprave access andi visibllity In Private Offices. Balter
pceeas to Ministerlal-level mestings organised by Private Offices

Bulid relationship hefwean Marlol and BG CFs. Establlsh regular catch-up sesslans Monthly?), use Palmer
St for hetter effect. More cantact with DI
Walntaln relatlonship with reguiar senlor cantact L ack for appartunities for *Active Diplamacy”

AMn canfldence by fallowing his diary and briefing at key times

Rulld level of 1A advice and support; active Invalvement In FCO High classifization T systéms and next
peneration secure telephony

J3ulid relatienship, establish tlaw of Intelligence {read folder) - Inltlal focus on Paklstan

3ultd retationship (vas I & cco Fcoy

Walntaln strong relationship. Monlter intelligence serviee {ane of few actlve senlorugers of Fortress)
B3ulid strang relatlenship. Arrange vislt to HQ at.early stage

3ulld new relatianship. Dellver visk to HQ and to Ay Nik for next visitta Cyprus

B3ulid strang relatlanship with successor
100d relationship already In place due ta previaus past -malntaln.

Calln Is new - Bulld relatianship
3ulld relatianship

Walntaln

Walntaln

JFoslitive abaul Inteliigence. Bulld relationshlp

HMA lslamabad designste - Generally suppartive 6f submlsslons but could be more so. Maintaln and, |f
posslble, strengthen relationshlp -

Malntsln already strong relatianship

Walntaln
Jlscussion with GCG FCO stait and vshied HO in March 63

Jarlef betare taking up Past{Oclober)

3rlef hefare taking up past {July?)

farrange briefing when haek In WK

Stuart Eldan

Himt. GCQ Mons

a |n 2004




FSA

lECO Name(s) IGCHQ Top level Aim with Customer

[FSA MISSION

hreatens UK interests

o0 provide value from FSA-funded post in serious crime team providing intelligence on serious
nstances of fraud, insider dealing and market manipulation or distortion which involves or

Top (five) Objectives in 08-09

1. Continue bringing new incumbent of above post up to speed 2. Maintain productivity on FSA-tasked insider dealing operation and COLP-tasked boiler.room operations 3. Get Philip
Robinson (Director. Financial Crime) down to Cheltenham (Visits office).

FSA Current Headline Issues

CHQ Areas of Impact

vereign Wealth I-=unds, global financial instability, terrorist financing,
Russian, Chinese and Lithuanian attempts to penetrate the UK
anking/financial markets

Provision of timely EPR fo inform FSA requlation of UK financial sector. Advice on use of intercept in “fit and
proper” decisions and IaE implications. Sigint leads on an insider dealing operation have given a much greater
nderstanding of the issues, directly influenced the direction of the investigation and led to further FSA
ollaboration with SOCA. GCHQ reporting on boiler rooms has led to some very tangible outcomes including the
ddition of companies to the list of unauthorised firms on FSA's website on the basis of only one consumer
omplaint of they have corroborating information from Sigint and (through COLP) the disruption of those involved
n boiler room fraud, including a number of arrests and the seizure of criminal assets.

GCHQ Products and Services

1. EPR 2. Support on laE issues.

ISECONDI$=S




3

People (names) Q Major issues and targets for 08-09
Hector Sants

R done %rafﬁc light

Philip Robinson isit to Cheltenham




Health
m Name(s) lﬁm with Gustomer m

| Ensure better health and well-being, better care anc
better value for all.

Monitor for Ad Hoc requirements and ensure timely service as required

Top (five) Objectives in 08-09

1: Promotion and delivery of 1A service (I I)  2: Monitor for Ad Hoc requirements and ensure timely service as required

Current Headline Issues IGCHQ Areas of Impact
None

GCHQ Products and Services

TEPR 2 non-resdent ad-hoc GGO service

ISECONDEI

JAPR done Frafﬁ ¢ light

R —————
Major issues and targets for 08-09

lsosls Feople 1 EC HQ Ledds(s

one
one

one




Chief
Scientist

rofessor David Harper

enny Beavan

INone

IGCO




Ministry of Justice

| E— N
GCO Name(s) CHQ Top level Aim with Customer MISSION
P
trengthen democracy, rights and responsibilities;
Deliver fair and simple routes to civil and family justice;
protect the public and reduce reoffending; ensure a
more effective, transparent and responsive crimina
ork closely with them on political and legal initiatives to ensure viability of GCHQ's mission ustice system for victims and the public
Top (five) Objectives in 08-09
1: Promotion and delivery of IA service (I ) 2: Assess requirement for non-residential GCO service (I
Current Headline Issues IGCHQ Areas of Impact
1: Intercept as evidence 2: 3rd Party [None- GCHQ is impacted by Justice
GCHQ Products and Services
mone




ISECONDE4

[Posts

F’eople (names)

[GCHQ Ledds(s)

'Major Issues and targets for 08-09

JAPR done

ﬂrraﬁ‘lc light




Transport (TranSec)

1GCO Name(s) IGCHQ Top level Aim with Customer

lﬁISSION

Maintain Sigint service

hich balances the needs of the economy, th

ransport that works for everyone. A transport syste
nvironment and society

Top (five) Objectives in 08-09

1: Promotion and delivery of IA service ( D 2: Monitor for Ad Hoc requirements and ensure timely service as required 3: Maintain EPR service from ITT

Current Headline Issues

LCHQ Areas of Impact

1: Airport Security 2: 1-‘hreats, terrorist or otherwise, to transport
infrastructures around the world  3: International security situations 4:
Indications that preventative measures taken deter attacks

GCHQ Products and Services

e —— B— —
1:EPR on Terrorist groups, targets, methods 2:non-resident GCO service 3: Targeted briefings
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