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EFF is a member-supported, nonprofit public interest organization devoted to maintaining the
traditional balance that copyright law strikes between the interests of copyright owners and the
interests of the public. Founded in 1990, EFF represents thousands of dues-paying members,
including consumers, hobbyists, computer programmers, entrepreneurs, students, teachers, and
researchers, who are united in their reliance on a balanced copyright system that ensures
adequate protection for copyright owners while facilitating innovation and access to information
in the digital age.

2. Proposed Class Addressed
Proposed Class 21: Vehicle Software —Diagnosis, Repair, or Modification

This proposed class would allow circumvention of TPMs protecting computer programs,
[including programs that modify the code or data stored in such a vehicle and including
compilations of data used in controlling or analyzing the functioning of such a vehicle,] that
control the functioning of a motorized land vehicle, including personal automobiles, commercial
motor vehicles, and agricultural machinery, for purposes of lawful diagnosis and repair, or
aftermarket personalization, modification, or other improvement. Under the exemption as
proposed, circumvention would be allowed when undertaken by or on behalf of the lawful owner
of the vehicle [or computer to which the computer program or data compilation relates].!

In addition to computer programs actually embedded or designed to be embedded in a motorized
land vehicle, the exemption as proposed and briefed by EFF includes computer programs

! Brackets denote edits proposed by EFF. EFF’s comments with respect to Proposed Class 22 are incorporated by
reference.
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designed to modify the memory of embedded hardware and compilations of data relating to parts
specifications or diagnostic codes.

This comment uses the terms “vehicle firmware” or “vehicle software” interchangeably to refer
to all the works falling within the proposed class. This comment also refers to diagnosis, repair,
and modification collectively as “tinkering.”

3. Overview

Opponents cannot establish that the proposed uses are infringing. Instead, Opponents argue that a
variety of “non-copyright risks” will occur if the proposed exemption is granted. These “risks”
include increased competition and third-party software development, both results that are favored
by copyright law. Opponents also speculate about an unlikely array of harms that have no
relevance to this rulemaking because, as “non-copyright risks,” they fall within the purview of
other laws and regulatory schemes. Opponents have not undermined, much less rebutted
Proponents’ showing that an exemption is warranted.

Indeed, the factual record in support of the proposed exemption has only grown since our initial
filing in November. It is clear that Section 1201 adversely affects not only individual tinkerers,
but also independent repair shops and aftermarket companies. Manufacturers openly discuss
relying on Section 1201 to handicap competition in the aftermarket, in part by restricting access
to the non-copyrightable, functional aspects of vehicle software.” But analyzing such elements is
not an infringement of copyright. Vehicle manufacturers’ aggressive view of the DMCA,
combined with their trend towards locking down vehicle software, casts a legal cloud over tens
of billions of dollars of the aftermarket economy” and chills innovation.* Manufacturers describe
a world in which competition, innovation, and vehicle-related services touching on vehicle
software occur only to the extent they authorize it. This is exactly the sort of anticompetitive
overreach that courts have warned about in the context of Section 1201° and that this rulemaking
should help prevent.

* In the matter of Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control
Technologies Under 17 U.S.C. 1201 Docket No. 2014-07, Comment of Eaton Corporation (“Eaton Comment”), 2
(“Permitting the copying of ServiceRanger software, or development of a substitute based on the decompiling of
Eaton Software or ServiceRanger software, deprives Eaton of the sale of ServiceRanger software”); Comment of
Association of Global Automakers (“Global Automakers Comment”), 7 (The proposed exemption would “disrupt”
the repair market “by allowing new entrants at little to no cost.”); Comment of John Deere (“John Deere
Comment”), 4 (“beneficiaries of the proposed exemption will not be individual vehicle owners who allegedly want
to repair, redesign or tinker with vehicle software, but rather third-party software developers or competing vehicle
manufacturers”).

? Appendix A, Statement of David Thawley (“Thawley Statement”) at 92.

* Appendix C, Statement of Thejo Kote (“Kote Statement™) at 2.

> Chamberlain Grp., Inc. v. Skylink Technologies, Inc., 381 F.3d 1178, 1193 (Fed. Cir. 2004) (rejecting plaintiff’s
theory “that Congress empowered manufacturers to prohibit consumers from using embedded software products in
conjunction with competing products” and explaining that such a rule would upset consumer expectations and “grant
manufacturers broad exemptions from both the antitrust laws and the doctrine of copyright misuse.”); Lexmark Int'l,
Inc. v. Static Control Components, Inc., 387 F.3d 522, 552 (6th Cir. 2004) (Merritt, C.J., concurring) (“If we were to
adopt Lexmark's reading of the statute, manufacturers could potentially create monopolies for replacement parts
simply by using similar, but more creative, lock-out codes. Automobile manufacturers, for example, could control
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Vehicle owners have a legitimate interest in modification, which is part of a vast universe of
noninfringing conduct that has long been a part of vehicle enthusiasm. EFF has identified a wide
range of such activities, such as ecomodding for better mileage, performance tuning for off-road
racing, implementing new features, protecting privacy and safety,” and simply learning how
vehicles work. Opponents attempt to distract from the real risks of a lingering legal cloud over
these activities with speculative claims that some people might not know how to safely modify
vehicles or that some people might break non-copyright laws in the course of modifying
vehicles. People who don’t know how to modify cars and criminals are not waiting to see the
result of this rulemaking; people with a particular interest in vehicle software, who care about
obeying the law, are.

Manufacturers also claim that the adverse effects identified by proponents are negated by the
“Memorandum of Understanding” (“MoU”) by which they reached a détente with the
Automotive Aftermarket Industry Association (“AAIA”) and the Coalition for Auto Repair
Equality (“CARE”).” This limited arrangement does not speak to most of the adverse effects
identified in EFF’s comments (it does not speak to any of the harms discussed above), and the
evidence shows that the adverse effects allegedly addressed by the MoU remain prevalent:
independent mechanics lack necessary information and tools and are forced to subcontract
computer work to dealers, while individuals do not have the opportunity to effectuate their own
repairs when dealerships fail them or they need to be self-reliant. The MoU does say that
manufacturers agree to sell certain proprietary tools and information to independent repair
facilities, but it contains enough limitations that it cannot be expected to eliminate the adverse
effects identified by proponents. This limited arrangement by which manufacturers agree to sell
certain products to independent mechanics does not address the adverse effects of 1201 on
vehicle repair and diagnosis, let alone modification.

Proponents have demonstrated that noninfringing uses of vehicle software are adversely affected
by the prohibition on circumvention. The Librarian should act to protect innovation, competition,
public safety, and user choice by granting the proposed exemption.

4. Technological Protection Measures and Methods of Circumvention

Proponents’ descriptions of the technologies that restrict access to vehicle software and the
methods of circumventing them do not appear to be in dispute. Nor do Opponents dispute that

the entire market of replacement parts for their vehicles by including lock-out chips. Congress did not intend to
allow the DMCA to be used offensively in this manner . . . ”); see 387 F.3d at 553 (Feikins, J., concurring in part
and dissenting in part) (“[M]y colleagues and I agree on a number of points regarding this case . . . We agree that the
Digital Millennium Copyright Act (DMCA) was not intended by Congress to be used to create a monopoly in the
secondary markets for parts or components of products that consumers have already purchased.”).

% Just after the initial round of comments were filed, Senator Markey produced a report describing vehicle security
vulnerabilities and criticizing auto manufacturers for the manner in which they collect and store private information
about drivers. Staff of Senator Edward J. Markey, Tracking and Hacking: Security & Privacy Gaps Put American
Drivers at Risk 1 (February 2015) (“Markey Report™) available at
http://www.markey.senate.gov/imo/media/doc/2015-02-06 MarkeyReport-
Tracking_Hacking_CarSecurity%202.pdf. All websites last visited May 1, 2015.

7 Auto Alliance Comments, Exhibit A (“MoU” and “R2R Agreement”).
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they consider these technologies to be technological protection measures for the purposes of
Section 1201. Tinkerers therefore need the legal clarity of an exemption affirming their right to
circumvent these measures.

5. Asserted Noninfringing Uses

In their oppositions, vehicle manufacturers claim that Section 1201 gives them the power to
forbid an alarming range of conduct relating to the repair, diagnosis, and modification of
vehicles. Their reach far exceeds the grasp of copyright law.

As EFF explained, vehicle owners, independent mechanics, and third-party innovators use and
are entitled to use vehicle software in a variety of noninfringing ways relating to the proposed
class. Among the many activities reflected in the record are:

* diagnosis, repair, and modification that requires access to vehicle software, such as
diagnosis of software problems, software modification to disable sensors in the course of
identifying a fault,® safety-critical repairs involving locks’ and headlights,'® and
modification to improve safety,'' privacy, functionality, or otherwise personalize the
owner’s vehicle;'?

* customization services for vehicle owners, leading to, for example, improved fuel
. . . 13 .
efficiency and reduced environmental impact, ~ or performance adjustments for off-road
racing;'* and

* reverse engineering and analysis to develop new products for repair, diagnosis, and
modification,"” such as scan tools that compete with those of the manufacturer,'® custom
dash computers'” and apps,'® and tools to reprogram an ECU to accept an aftermarket

19
part.

¥ {Fixit, Short Comment Regarding a Proposed Exemption under 17 U.S.C. 1201, Proposed Class 21 (February 6,
2015) (discussing attempt to repair vehicle used for agriculture).

? ConsumerAffairs, Top 113 Complaints and Reviews about Saab, comment of H. B. of Moorpark, CA on Jan. 19,
2014, http://www.consumeraffairs.com/automotive/saab.html.

' Appendix B, message of Schurkey Swanke (Message #5).

' Appendix B, message of Ben Ostrowsky (Message #12).

"2 In the matter of Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control
Technologies Under 17 U.S.C. 1201 Docket No. 2014-07, Comment of the Electronic Frontier Foundation, 2-3, 6-7,
16-22 (February 6, 2015) (“EFF Comment”) available at http://copyright.gov/1201/2015/comments-
020615/InitialComments longform EFF Class21.pdf.

" Thawley Statement at {1, 7, 8.

'* See generally Thawley Statement; EFF Comment, Appendix A, Statement of David Blundell (“Blundell
Statement”).

" Blundell Statement at 9 5, 8; EFF Comment, Appendix B, Statement of Charlie Miller

at § 7 (“Miller Statement”).

' Ross-Tech, Ross-Tech: FAQ Page I, http://www.ross-tech.com/vag-com/faq_1.html.

"7 Appendix B, message of John Paul Turner (Message #1).

'8 Appendix B, message of Rick Keeney (Message #3).

¥ Appendix B, message of Alexander Neary (Message #6); see ProCharger, ProCharger Self-contained
Superchargers and Intercooled Supercharging Systems, https://www.procharger.com/.
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The activities contemplated by the proposed class are noninfringing. To the extent they implicate
rightsholders’ exclusive rights at all, they are fair uses and valid exercises of owners’ rights
under Section 117.

A. The Proposed Class Pertains to Fair Use Activities

1. Purpose and Character of the Use

Fair use favors transformative works, those that take existing works and use them for a new and
different purpose.” “If the secondary use adds value to the original—if [the original work] is
used as raw material, transformed in the creation of new information, new aesthetics, new
insights and understandings—this is the very type of activity that the fair use doctrine intends to
protect for the enrichment of society.””!

Here, the record is replete with transformative uses of vehicle software that add value and new
functionality to such works and build upon those works to create new tools to benefit the public.
Among the transformative uses identified in the record are: implementing entirely new features
using empty memory on a vehicle ECU, developing new aftermarket products that interoperate
with vehicle software, investigating vehicle software functionality in the course of diagnosis and
repair, modifying software to alter its functionality for a range of purposes sometimes contrary to
the manufacturer’s purpose (e.g. privacy protection), and the gamut of repair, diagnosis, and
modification activities.

Opponent John Deere describes specific examples of proposed uses of vehicle software that
appeared in EFF’s comments that “reverse the purposes for which it was intended.”** It identifies
modifications of vehicle software to “modify their engine controllers,” “rac[e] on private
courses,” “make sure the lights turn on when the windshield wipers activate,” “or to cap the
speed when they lend the car to their teenage children.”*® These are just some examples of the
many ways that tinkerers’ activities advance a new purpose distinct from that of the original

work.

Opponents attempt to distinguish the Sega and Connectix decisions, but both are plainly
applicable here. The Sega court explained (and the Connectix court reiterated) that copying
software is “as a matter of law, a fair use of the copyrighted work if such disassembly provides
the only means of access to those elements of the code that are not protected by copyright and
the copier has a legitimate reason for seeking such access.”**

Proponents have identified a wide variety of legitimate reasons and the record demonstrates that
circumvention is the only means of accessing the non-copyrightable elements of vehicle
software. A large swath of these activities relate directly to generating new works based on non-

2 See Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569, 579, 114 S. Ct. 1164, 1171, 127 L. Ed. 2d 500 (1994).

*! Cariou v. Prince, 714 F.3d 694, 706 (2d Cir.) cert. denied, 134 S. Ct. 618 (2013) (substitution in original), quoting
Castle Rock Entm't, Inc. v. Carol Pub. Grp., Inc., 150 F.3d 132, 142 (2d Cir. 1998).

22 John Deere Comments at 7.

B1d. até.

2 Sega Enterprises Ltd. v. Accolade, Inc., 977 F.2d 1510, 1518 (9th Cir. 1992), as amended (Jan. 6, 1993).

Page 5 of 21



copyrightable elements of vehicle software, including third-party tools and educational materials
like the Car Hacker’s Handbook.* Other uses, such as modification in the course of diagnosis or
repair, involve intermediate use of the work to accomplish the goal of diagnosis or repair, while
still other uses rely upon analyzing the work to create a new functional module that can co-exist
with some or all of the code present on an ECU to enhance vehicle functionality. These are all
transformative uses.

Opponents’ observation that tinkerers often publish their factual discoveries and modifications
does not help their case. Those publications represent yet another form of additional expression
that is distinct from and additional to locked-down vehicle software.

Finally, Oracle v. Google does not undermine the fair use status of the activities falling within
the proposed class. As Auto Alliance mentions, that case primarily related to whether certain
works of code are copyrightable at all, and remanded rather than deciding the fair use issue.*® It
cites Sega and Connectix with approval (as it must, when applying Ninth Circuit law) and cannot
narrow their holdings. Even the most narrow view of those cases pertains to a wide swath of the
activities within the proposed class, and all have the transformative purpose that weighs in favor
of fair use, as discussed above.

In sum, the activities falling within the proposed class represent a range of socially beneficial,
transformative uses that “lie at the heart of the fair use doctrine’s guarantee of breathing

space,”” militating strongly in favor of a fair use finding.

2. The Nature of the Copyrighted Work Is Functional

Opponent John Deere admits that “vehicle software is to some degree functional in nature.”*®

The record is replete with examples of the functional nature of vehicle software. It is described
as controlling engines, locks, and braking, among other functions. Opponents worry about the
information contained in vehicle software falling into the hands of competitors and third party
software developers.”” And they warn repeatedly of the functional consequences of tinkering
with the software.

Notably few are references to specific expressive elements of vehicle software. John Deere cites
several allegedly expressive elements, namely the “operator-adjustable engine exhaust sound” of
the 2013 Audi A7 and unspecified other settings present in the Lexus RC350. A review of the
RC350 brochure cited by John Deere contains no functions more expressive than adjusting the
volume of a warning chime, which seems to be similar to choosing from pre-determined exhaust
sounds. Finally, John Deere asserts that “[s]Jome agricultural vehicles support the use of various
creative software tools with imaginative interfaces or user-configurable interfaces.” A display is

2 Craig Smith, Car Hackers’ Handbook, http://opengarages.org/handbook/2014 car_hackers_handbook compresse
d .pdf.

% Oracle Am., Inc. v. Google Inc., 750 F.3d 1339, 1348 (Fed. Cir. 2014) (remanding to the district court for further
consideration of Google’s fair use argument).

27 Campbell, 510 U.S. at 579; Sony Computer Entm't, Inc. v. Connectix Corp., 203 F.3d 596, 602-03 (9th Cir. 2000).
*% John Deere Comments at 7; see Global Automakers Comments at 5 (“automotive software has practical uses.”).

** John Deere Comments at 4.
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perhaps more expressive than most vehicle software, since it is designed to be perceived. But it
can hardly be characterized as anything but highly functional, displaying facts about the
vehicle’s performance in a conventional manner. The record indicates that this is the apex of
vehicle software expressiveness, reportedly present only in “some agricultural vehicles.””" In
light of these few, unpersuasive examples, the record is clear that the works in the proposed class
are overwhelmingly functional.

While code may include copyrighted expression, the ideas and functional aspects of code are not
entitled to copyright protection.’’ Similarly, “the scene a faire doctrine denies protection to
program elements that are dictated by external factors such as ‘the mechanical specifications of
the computer on which a particular program is intended to run’ or ‘widely accepted programming
practices within the computer industry.””** Opponents have not provided evidence to rebut the
observation that their code is highly functional. To the contrary, they have argued that it operates
under significant functional constraints as part of a highly interconnected mechanical system
subject to additional regulatory constraints as a result of “governmental rules and safety
standards,””® further reinforcing the conclusion that this factor weighs heavily in favor of fair
use.

Finally, John Deere argues that vehicle TPMs for in-vehicle entertainment systems restrict access
to music and video. This is irrelevant to the question of whether the proposed uses are
noninfringing, since the proposed class of works is defined in terms of literary works and data
compilations and purposes unrelated to consumptive media copying. The possibility of this form
of infringement is, frankly, remote. It is so remote that music and video content associations did
not choose to oppose the proposed class.

Simply put, if the vehicle software weren’t functional, tinkerers wouldn’t need to access it. This
factor weighs in favor of fair use.

3. The Amount and Substantiality of the Use is Appropriate

Opponents claim that taking all or the “heart” of a work cannot be fair use or necessarily weighs
against fair use.

Not so. The question is whether the amount taken is proportionate to the legitimate purpose of
the user. Contrary to Opponents’ assertions, transformative fair uses often involve copying the
“heart” or even the entirety of an original work when necessary for the intended use.*

%% John Deere Comments at 8.

! Connectix Corp., 203 F.3d at 602; Sega, 977 F.2d at 1524.

32 Softel, Inc. v. Dragon Med. & Scientific Commc'ns, Inc., 118 F.3d 955, 963 (2d Cir. 1997), quoting Computer
Assocs. Int’l, Inc. v. Altai, Inc., 982 F.2d 693, 709-10 (2d Cir. 1992).

33 John Deere Comment at 8, 14-15.

* See Campbell, 510 U.S. at 588 (1993); Authors Guild, Inc. v. HathiTrust, 755 F.3d 87, 98 (2d Cir. 2014); Perfect
10, Inc. v. Amazon.com, Inc., 508 F.3d 1146, 1165 (9th Cir. 2007) (stating “[t]he fact that Google incorporates the
entire Perfect 10 image into the search engine results does not diminish the transformative nature of Google's use . . .
even making an exact copy of a work may be transformative so long as the copy serves a different function than the
original work.”) (citations omitted); Bill Graham Archives v. Dorling Kindersley Ltd., 448 F.3d 605, 613 (2d
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As EFF explained, tinkerers have a legitimate interest and need in copying the entirety of the
code in order to analyze its non-copyrightable elements. Similarly, a tinkerer seeking to use a
modified version of vehicle software in their own vehicle to achieve different functionality will
typically be entitled to leave in place existing elements not affected by the modification that are
simply used for their intended purpose.®® After all, Opponents have emphasized the functional
constraints on vehicle code imposed by external factors such as interconnection with other
vehicle systems and the need for regulatory compliance.

This factor supports a finding of fair use.
4. There is No Negative Effect on the Market Cognizable by Copyright Law

Opponents broadly speculate that granting the exemption might create inadvertent risks to safety,
security, their reputations, and regulatory compliance,’® but these are not the types of harms that
copyright law is intended to address:

The fourth factor is aimed at the copier who attempts to usurp the demand for
the original work. The copyright laws are intended to prevent copiers from
taking the owner's intellectual property, and are not aimed at recompensing
damages which may flow indirectly from copying.’’

Auto Alliance admits that “proponents are correct that ‘manufacturers have not put firmware
restrictions on vehicles in order to protect a market for copies of their firmware.””* Opponents
rely instead on speculative “harms” that have no bearing on the fourth fair use factor. Since
Opponents cannot establish any cognizable harm, this factor weighs strongly in favor of fair use.

Cir. 2006); Nunez v. Caribbean Int’l News Corp., 235 F.3d 18, 24 (1st Cir. 2000) (stating that the inquiry as to the
amount and substantiality of the portion of the underlying work used "must be . . . flexible . . . rather than a simple
determination of the percentage used," and finding that, even where the newspaper copied an entire photograph, a
finding of fair use was appropriate.); see also Kelly v. Arriba Soft Corp., 336 F.3d 811, 821 (9th Cir. 2002); Mattel,
Inc. v. Walking Mountain Prod., 353 F.3d 792, 803 n.8 (9th Cir. 2003) (“We have, however, held that entire
verbatim reproductions are justifiable where the purpose of the work differs from the original.”).

* See Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control
Technologies, 75 Fed. Reg. 43825, 43830 (July 27, 2010) (“Where the alleged infringement consists of the making
of an unauthorized derivative work, and the only modifications are so de minimis, the fact that iPhone users are
using almost the entire iPhone firmware for the purpose for which it was provided to them by Apple undermines the
significance of this factor.”). In this scenario, pre-existing code performs its original purpose in the context of the
user’s overall transformative use.

36 See, e.g., General Motor Comment at 13.

37 Consumers Union of the United States, Inc. v. General Signal Corp., 724 F.2d 1044, 1050 (2d Cir. 1983)
(citations omitted); see also Lexmark, 387 F.3d at 545 (“Lexmark’s market for its toner cartridges . . . may well be
diminished by [defendant’s] SMARTEK chip [which contained Lexmark’s copyrighted software], but that is not the
sort of market or value that copyright law protects.”); Connectix, 203 F.3d at 607 (“Sony understandably seeks
control over the market for devices that play games Sony produces or licenses. The copyright law, however, does
not confer such a monopoly.”).

¥ Auto Alliance Comment at 7.
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B. Section 117 Authorizes the Conduct at [ssue

When people purchase their vehicles, they are entitled to access, copy, and modify vehicle
firmware under Section 117 of the Copyright Act. Section 117(a) provides it is not an
infringement for the owner of a copy of a computer program to make or authorize the making of
another copy or adaption of the program when 1) the new copy or adaptation is made as an
essential step in the utilization of the computer program in conjunction with a machine, or 2) the
new copy or adaptation is created exclusively for archival purposes.

Opponents make several arguments why Section 117(a) should not apply to vehicle firmware,
but none are successful.

1. Under Vernor and Krause, Car Owners Are Clear Owners of Most Copies of
Computer Programs in Vehicles

Opponents note, correctly, that Section 117(a) only applies when the “owner” of a copy of a
computer program makes or authorizes the making of another copy or adaptation of that
program. Contrary to Opponents’ assertions, however, the evidence suggests that vehicle owners
are the “owners” of most, if not all, of the firmware in their vehicles.

The holding of Vernor is that “a software user is a licensee rather than a owner of a copy here the
copyright owner (1) specifies that the user is granted a license; (2) significantly restricts the
user’s ability to transfer the software; and (3) imposes notable use restrictions upon the user.”

Auto Alliance and General Motors note that EFF submitted evidence of a handful of end user
license agreements concerning certain media and telematics ECUs in vehicles. They claim that
this amounts to a broad concession that vehicle owners do not own the ECU firmware in their
vehicles.*

Opponents misconstrue EFF’s point. The licenses EFF cited are narrow agreements that cover
particular ECUs within particular cars. However, other ECUs are transferred without explicit
licensing terms. EFF Comment 13-14. These agreements do not apply to all vehicles, let alone all
ECUs in all vehicles. And these agreements do not all meet the “licensee” standard in Vernor:
they do not all characterize themselves as a grant of a license, nor do they all restrict the user’s
ability to transfer the software to others.

Importantly, no opponent of an exemption for Proposed Class 21 provided any evidence of
additional, restrictive end user licenses that might cover other ECUs or vehicles.* Vehicle
manufacturers are in the best position to produce such evidence, so their inability to do so is
telling.

* Vernor v. Autodesk, Inc., 621 F.3d 1102, 1111 (9th Cir. 2010). Auto Alliance points out that EFF incorrectly
stated the holding of Vernor in its opening comments. Auto Alliance Comment 4. We regret the mistake.

40 Auto Alliance Comment 4; General Motors Comment 11-12.

1 John Deere provides evidence that some Mercedes-Benz vehicles include open-source software. John Deere
Comments at 5. Such licenses obviously do not restrict access to the software so licensed at issue, being designed to
enhance access and reuse.
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What is more, the analysis does not necessarily depend on Vernor. There is a circuit split on the
question of ownership, as the Second Circuit offered a very different analysis in Krause v.
Titleserv.” Auto Alliance tries to factually distinguish Krause,” but the court’s conclusion in
that case remains applicable: formal title in a program copy is not required for § 117(a)’s
affirmative defense. The relevant question is whether a party “exercises sufficient incidents of
ownership over a copy of that program to be considered the owner[.]”**

When a person buys a vehicle, they pay substantial consideration for the vehicle and all of its
systems. The purchaser gains possession of the vehicle and the ECUs within it. The copies of the
ECU firmware inside the vehicle are for the sole benefit of the vehicle owner. The purchaser
may dispose of the vehicle along with the ECUs inside whenever the purchaser wishes. Vehicle
manufacturers generally do not retain the right to repossess vehicle ECUs from their purchasers.
Aside from a small number of narrow end user license agreements pertaining to media and
telematics systems, there is no evidence in the record that manufacturers restrict the vehicle
owner’s ability to transfer the firmware or impose notable restrictions upon the user of the
firmware.

Thus, under both Krause and Vernor, the owner of a vehicle is generally the owner of the copy
of ECU firmware within the vehicle.

2. Section 117(a)(1) Authorizes Users to Copy Vehicle Software for Use With
Tinkering Tools

Section 117(a)(1) grants the owner of a copy of a computer program the right to make a copy or
adapt a copy of that program where “such a new copy or adaptation is created as an essential step
in the utilization of the computer program in conjunction with a machine, and [] is used in no
other manner.”

As explained in EFF’s opening comment, making copies of vehicle firmware is an essential step
in the process of reflashing or otherwise modifying an ECU. In order to understand the
functionality of the code, one must make a copy of the firmware to use it in conjunction with a
machine such as a commercial reflash tool or general-purpose computer on which the code will
be analyzed.* This use is consistent with the intent that 117(a)(1) should authorize “the right to
add features to the program that were not present at the time of rightful acquisition.”*®

Auto Alliance’s claim that Section 117(a)(1) does not authorize the use of the computer program
in conjunction with “an entirely distinct and separate ‘machine’” finds no support in either case
law or the statutory text.*’ In fact, the text of Section 117(a)(1) says the new copy or adaptation
must be created as an essential step in the utilization of the computer program in conjunction

42402 F.3d 119 (2d. Cir. 2005).

43 Auto Alliance Comment at 5.

* Krause, 402 F.3d at 124.

*> EFF Comment at 15.

* Final Report of the National Commission on New Technological Uses of Copyrighted Works (“CONTU Report™)
at 13 (1978) (emphasis added); Krause, 402 F.3d at 128.

47 Auto Alliance Comment at 6.
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with “a machine” — there is no requirement that the machine must be the original machine on
which the computer program resided.*®

Auto Alliance further notes that Section 117’s legislative history says the statutory rights can
“only be exercised so long as they did not harm the interests of the copyright proprietor.”* Yet
Opponents do not identify any interests of the copyright proprietor that are harmed by the
application of Section 117(a)(1) in this context.

General Motors, for its part, suggests that “various safety, security and regulatory issues” result
in the software not being “helpful or worth using.””” To the contrary, the modifications make the
software helpful or worth using because they make it possible to understand the functionality of
the code and make appropriate adjustments to ECUs.

3. Section 117(a)(2) Authorizes Users to Copy Vehicle Software for Archival
Purposes

Section 117(a)(2) grants the owner of a copy of a computer program the right to copy or adapt a
copy of the program “for archival purposes only,” and requires that “all archival copies are
destroyed in the event that continued possession of the computer program should cease to be
rightful. ”

EFF has explained that Section 117(a)(2) makes it possible to make archival copies of vehicle
firmware so that skilled experts can modify the programs on behalf of hobbyists who do not have
the expertise to customize their ECUs themselves. Section 117(a)(2) also permits the creation of
backup copies to serve as a reference when modifications will be made, and to ensure that an
ECU can be restored to its original state if necessary.’'

Auto Alliance argues that Section 117(a)(2) applies only to copies made to “guard against
destruction or damage by mechanical or electrical failure,” and that an experimental firmware
modification that goes awry does not qualify.”

As an initial matter, a firmware modification that fails due to experimentation may result in
“destruction or damage by mechanical or electrical failure.” A backup copy created to protect
against that possibility is an archival copy even according to Auto Alliance’s position.

More importantly, however, Section 117(a)(2) is not confined to copies made to “guard against
destruction or damage by mechanical or electrical failure.” According to the National
Commission on New Technological Uses of Copyrighted Works report that led to the drafting of
Section 117:

* See Krause, 402 F.3d at 125-26 (concluding that adaptation of a copy of a software program so that it can function
on a new computer system is an “essential step”).

* Auto Alliance Comment at 7.

*% General Motors Comment at 12.

>l EFF Comment at 15-16.

32 Auto Alliance Comment at 7 (citing Atari, Inc. v. JS & A Group, Inc., 597 F. Supp. 5, 9 (N.D. I1l. 1983)).
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One who rightfully possesses a copy of a program . . . should be provided with a
legal right to copy it to that extent which will permit its use by that possessor.
This would include the right to load it into a computer and to prepare archival
copies of it to guard against destruction or damage by mechanical failure.>

Indeed, the owner of a program has the right to make an archival copy “in order to guard against
all types of risks, including physical and human mishap as well as mechanical and electrical
failure.”* And as Krause noted, “it seems anomalous for a user whose degree of ownership of a
copy is so complete that he may lawfully use it and keep it forever . . . to be nonetheless
unauthorized to fix it when it develops a bug, or to make an archival copy as backup security.”>

6. Asserted Adverse Effects

A. Prohibition of Circumvention Harms End-User and Third Party Innovation

As EFF explained, the wealth of innovation that has traditionally characterized the vehicle
aftermarket is threatened by the trend toward locking down vehicle software. The prohibition on
circumvention imposes legal risk on implementing desired features and even on learning non-
copyrightable information about how a system works as a step towards developing a non-
infringing product or service.

Among the businesses and open source projects impacted are:

* Thousands of Americans who make their living at companies engaged in reverse-
engineering or relying on tools that can only be created through reverse-engineering,®
representing at least $21 billion annually;’’

* Derive Systems, a company that reprograms vehicle computers to improve fuel efficiency
and decrease emissions. This company has made over one million modifications and
attracted positive attention from the Department of Energy. They provide customization
servsiges to clients, including police and military organizations, that manufacturers do
not.

* Businesses creating or relying upon tools for diagnosis and repair, where market
competition is stifled by the prohibition on circumvention. For instance, Ross-Tech is a
company that makes automobile diagnostics and is frequently asked whether their tool
can reprogram vehicle ECUs. The answer: “No, we have investigated flashing, but found
that there are several different methods of encryption for various VW/Audi vehicles, as
well as delicate licensing issues to overcome. Therefore, we do not intend to pursue
flashing any further at this time. You cannot alter boost, timing, fueling, rev limiter, or

> At 13 (emphasis added).

>* Vault Corp. v. V. Quaid Software Ltd., 847 F.2d 255, 267 (5th Cir. 1988) (emphasis in original).
> Krause, 402 F.3d at 123.

°® Blundell Statement at 8.

° Thawley Statement at 2.

*® Thawley Statement at 1.
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speed limiter with VCDS. You should contact a chiptuner if you wish to have those
parameters altered.””

* ECU readers and reflash tools that provide low-cost yet capable alternatives to official
tools, which either must limit themselves to ECUs without technological restrictions or
face the legal cloud of Section 1201. One example is Tactrix and the associated software
ROM Raider.

* People making new devices to make your car more useful, like GetAround, a company
that enables person-to-person vehicle lending with software modifications to implement
new features, such as unlocking a car’s door from a smartphone application, as well as
security enhancements such as GPS tracking, tamper protection, starter disable and
encrypted data exchange.®® Another example is Automatic, a tool that customers plug into
their cars and use with a custom app on their smartphones to read data about their driving
out of vehicle networks, to improve fuel efficiency, and to help with repairs;®'

*  Open source projects like OpenECU for understanding vehicle software;

* Knowledgeable individuals seeking to make their cars more useful to them by creating
custom dash computers,” vehicle computer apps,” and tools to reprogram an ECU to
accept an aftermarket part.®*

* Individuals who engage in elaborate workarounds because their needs or preferences are
not suited to the one-size-fits-all configuration provided in vehicle software;*’

*  Other such projects described by proponents.

The record shows that there is no practical alternative to circumvention. Opponents take the view
that only “authorized” parties can inspect most vehicle software, and certainly have not proposed
any means by which innovation could proceed without their permission. To the contrary, Ford
has sued an aftermarket diagnostic company for circumventing an access control on a
compilation of diagnostic and repair information that is likely not copyrightable at all.°® Even if
the lawsuit is dismissed on the merits, it will have inflicted significant financial harm on
defendant Autel.

%% Ross-Tech, supra.

% Getaround, Getaround — Peer-to-peer car sharing and local car rental, www.getaround.com.

6l Keto Statement at q1.

6 Appendix B, message of John Paul Turner (Message #1).

% Appendix B, message of Rick Keeney (Message #3).

% Appendix B, message of Alexander Neary (Message #6); see ProCharger, supra.

6% Kristopher Marciniak, Rallynotes, Evap Mystery Hour (October 21, 2013), http:/rallynotes.com/2013/10/evap-
mystery-hour/ (“It’s entirely possible through NO ACTUAL FAULT that you could get a EVAP failure code.
Basically because you ‘are weird” and didn’t drive to work today and park the car in your driveway overnight five
times this week.”); see Appendix B, messages of Arthur L. Brown, Sr. (Message #11), and Ben Ostrowsky (Message
#12).

6 See Complaint, Ford Motor Co. v. Autel Inc., No. 14-13760 (E.D. Mich. filed Sept. 29, 2014), available at
https://www.eff.org/files/2015/01/05/ford_v_autel complaint.pdf.
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In the face of such opposition, innovators like Automatic CEO Thejo Kote are understandably
concerned:

Because of the legal uncertainty surrounding access to vehicle computers, we do
not implement all of the features our customers would like. These include
regularly requested features like the ability to unlock the car doors from a
smartphone, and a “health check” of the car to detect issues. There are many
more features we could implement if we could be certain no manufacturer could
sue us simply for looking at vehicle code in order to understand it better or for
reprogramming ECUs.%’

Because of the adverse effects of prohibition on noninfringing uses, the exemption is essential to
protect innovation and advance the very purpose of copyright law.

B. Prohibition of Circumvention Harms Public Safety and Privacy

As discussed in EFF’s opening comments, end users cannot protect their interests against the
original manufacturer if they are locked out of the computers running their vehicles. They cannot
protect their privacy from invasive collection, and they cannot protect themselves if they do not
like a potentially dangerous feature like GM’s ability to remotely cripple vehicles.®®
Circumvention is necessary to audit and control the functioning of vehicle software, and the
prohibition on circumvention has had the unintended consequence of dramatically increasing the
power of manufacturers over their customers’ use of equipment they have purchased.” Vehicle
owners are entitled to take noninfringing measures to protect themselves.

Moreover, it is a truism in the software industry that “given enough eyeballs, all bugs are
shallow,””’ meaning that software is improved when many people are able to inspect it. John
Deere provides a long list of defects in vehicle software that was deployed by manufacturers.”'
Such defects will be detected and addressed more quickly when more individuals work with
vehicle software.

Indeed, the need to do so is more clear than ever. Remote car systems have been in the news
quite recently for embarrassing oversights that would allow a hacker to stand in the shoes of the
manufacturer. In at least one case, the prohibition on circumvention forces users to choose
between a feature they want (remote ignition) and vulnerability to theft, because the means to
more securely implement the feature are locked down by access controls.”” And just after the

%7 Thejo Statement at 92.

% GM Comments at 5 n.11.

% See ConsumerA ffairs, Top 211 Complaints and Reviews about Dodge Ram, http://www.consumeraffairs.com/auto
motive/dodge ram.html, Comments of donna [sic] of Cat Spring, TX on March 2, 2015 and Cynthia of Boone, NC
on Feb. 19, 2015 (describing a manufacturer’s programming decision that shuts down vehicles in certain
circumstances, potentially creating issues for vehicles engaged in emergency relief).

70 Raymond, Eric S., The Cathedral and the Bazaar, 30 (1999).

! John Deere Comment at 16-17.

2 U.S. Pat. App. No. 12/791,247 (When forced to work without full access to vehicle software, “conventional
aftermarket remote starter immobilizer bypass kits can be exploited by thieves to easily circumvent the OEM
security system. By having to physically place the immobilizer bypass transponder near immobilizer's transceiver,
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initial round of comments were filed, Senator Markey produced a report describing more vehicle
security vulnerabilities and criticizing auto manufacturers for the manner in which they collect
and store private information about drivers.”

Similarly, a prohibition on circumvention drives up the costs of repair, reduces the number of
people capable of performing the repairs, and increases the distance drivers must travel to reach a
repairperson. When vehicles are in poor repair, public safety is at risk.

Manufacturers nonetheless claim that purchasers of used cars will fear that sellers have
maliciously or incompetently modified the vehicle. Purchasers of used cars currently use a
variety of tactics to protect themselves, such as having a vehicle analyzed by a trusted mechanic.
If such mechanics are unable to access vehicle software to the same degree as a potential
wrongdoer, they will be unable to ascertain the state of the software and protect drivers from
harms of the type manufacturers allege. Once again, the burden of Section 1201 falls on those
who seek to abide by the law.

Opponents also argue that vehicle owners will cause safety issues through tinkering because
“individual vehicle owners do not have the technical resources to provide safe, reliable and
lawful software.”’* Yet there are many examples of ingenious vehicle modders described in the
record. And such individuals, acting on behalf of a vehicle owner, can bring those benefits to
people who would not be able to accomplish the task on their own.” Furthermore, distributors of
tools that reprogram vehicle computers are clear that their products are not for novices and
describe numerous safety measures that are followed by responsible modders.”®

C. Prohibition of Circumvention Harms Competition in the Vehicle Repair and
Diagnostic Markets

As noted in our Opening Comments, there are at least two ways that the prohibition on
circumvention adversely impacts repair and diagnosis. First, prohibition adversely affects
legitimate diagnosis and repair is by preventing the development of third-party diagnosis and
repair tools that require access to vehicle software in order to extract non-copyrightable
information and make other noninfringing uses. As EFF pointed out,”’ the creation of these tools
often requires access to vehicle software for legitimate reverse-engineering even when the use of
the tools does not. Due to the barriers to competition imposed by Section 1201, these tools are
very expensive.”® Some mechanics are unable to afford them, while others must service a smaller

typically located on the steering column of the vehicle, a thief simply can locate the transponder beneath the
vehicle's dashboard and use it to engage the vehicle.”).

> Markey Report.

7 John Deere Comment at 3.

73 See EFF Comments at 15, 24-25.

® RomRaider, RomRaider — Open Source ECU Tools | Documentation / RomRaider FAQ, 1.1, 1.12,
http://www.romraider.com/Documentation/RomRaiderFAQ.

" Miller Statement at 97, Blundell Statement at 99 5, 8.

"8 Appendix B, messages of John Paul Turner (Message #1), Kyle Gluck (Message #4), and Ryan Archer
(Message #14).
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number of makes of car.”” Even independent mechanics who do pay for these tools are regularly
forced to send customers to the dealers because they are unable to do the repairs themselves. ™
Ryan Archer of Archer’s Action Auto Service Center explains:

Even after paying [licensing] fees, our technicians are always running into
issues. It usually takes multiple attempts and sometimes doesn’t even work at
all. We often end up having to take/tow cars to the local dealer and essentially
sublet the computer work.

My understanding is that they are required by law to make this software
publicly available. However, their prohibitive fees and lack of a streamlined
process makes the re-flashing process an absolute nightmare.®'

Second, prohibition adversely impacts the many types of repair and diagnosis that require access
to and modification of vehicle software. This is also reflected in Mr. Archer’s experience:

We are running into an increasing amount of issues regarding vehicle on-board
computers, modules, and software. Some vehicle problems are fixed by
reprogramming computer modules, some problems that are fixed by replacing a
part (sensor, switch, etc.) require a reprogram or re-flash. **

iFixit also described the need to tinker with vehicle software to deactivate certain sensors in the
course of diagnosing a problem.® Opponents claim that even accessing and modifying parameter
values (as opposed to code) is a violation of their rights under Section 1201 if done without
“authorization.” For example, Auto Alliance says that circumvention is necessary to change the
odometer value.* There are, however, cases in which that value must be changed for legitimate
purposes, such as configuring a new ECU installed in a vehicle so that the odometer value in the
memory matches the mileage of the vehicle.*” The very law cited by Auto Alliance for the
proposition that odometer tampering is illegal expressly allows service, repair, and
replacement.*

D. Prohibition of Circumvention Harms the Environment

Ecomodders can be talented individuals or innovative companies like Derive Systems, which
reduces its clients’ emissions by 8 to 12 percent.”’

" Appendix B, message of Kyle Gluck (Message #4).
80
1d.
81 Appendix B, message of Ryan Archer (Message #14).
82
1d.
%3 iFixit, Short Comment Regarding a Proposed Exemption under 17 U.S.C. 1201, Proposed Class 21 (February 6,
2015) (discussing attempt to repair vehicle used for agriculture).
 Auto Alliance Comment at 18.
% Ross-Tech, supra.
%49 U.S.C. 32704,
%7 Thawley Statement at 2.
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The environment is also served when vehicles are kept in good repair. As discussed above,
prohibition of circumvention drives up the costs of repair, reduces the number of people capable
of performing the repairs, and increases the distance drivers must travel to reach a repairperson.
Opponents have insisted that drivers would modify their cars in ways that violate emissions laws;
if that were so, drivers would be even more likely simply to neglect emissions-related repairs
when their repair budget is stretched thin by higher prices. Such neglect wouldn’t even be a
violation of the anti-tampering laws cited by Opponents, though there might be lesser penalties
for being out of compliance with applicable emissions standards.

E. There Are No Readily Available Alternatives to Circumvention

Manufacturers claim that the adverse effects of the prohibition are negated by the “Memorandum
of Understanding” compromise they reached with AAIA and CARE. This limited arrangement is
not designed to address most of the harms identified in EFF’s comments (for instance, those
relating to innovation, competition, and modification), and the evidence shows that the repair and
diagnosis problems allegedly addressed by the MoU are still significant today: independent
mechanics lack access to necessary information and tools and forced to subcontract computer
work to dealers, while individuals do not have the opportunity to effectuate their own repairs
when dealerships fail them. The MoU does say that, in theory, manufacturers agree to sell certain
tools and information to independent repair facilities, but it contains significant limitations that
help explain why the problems identified by EFF continue to adversely affect drivers and
mechanics. The MoU excludes roughly half of motorized land vehicles now operating in the
United States. The vast majority of such vehicles are automobiles that predate model year
2002,* but motorcycles, heavy vehicles (including many trucks), and RVs are also excluded
from the deal.* That date falls affer the three-year period covered by this rulemaking. And some
of the terms of the agreement only kick in for Model Year 2018 and later, * meaning that very
few vehicle owners could possibly benefit from those terms within the period covered by this
rulemaking. Further, manufacturers have until January 2, 2019 to fully implement those terms
before Right to Repair advocates AAIA and CARE are released of their obligation not to lobby
for state legislation on the right to repair.”’ Finally, the agreement has been criticized by AAA
for excluding telematics and other systems, which limits independents’ opportunities for
diagnosis and “will block car owners from receiving critical data about their car’s
performance.”” The MoU’s limited arrangement by which manufacturers agree to sell their

%¥R2R Agreement Section 2(a) & (b);

United States Dept. of Transportation, National Transportation Statistics, Table 1-36: Average Age of Automobiles
and Trucks in Operation in the United States, http://www.rita.dot.gov/bts/sites/rita.dot.gov.bts/files/publications/nati
onal_transportation_statistics/html/table 01 26.html. The most recent data show 11.4 years as the average age of a
vehicle in 2013 and increasing over time. The average passenger car today would date to 2003 or earlier, meaning
that close to half of vehicles would predate Model Year 2002.

% R2R Agreement Section 1, definition of “Motor vehicle.”

% MoU at R2R Agreement Section 2(a).

I MoU at 12.

%2 Clifford Atiyeh, Automakers Agree to Fix Your Car Anywhere in “Right to Repair” Pledge, (Jan. 29, 2014),
http://blog.caranddriver.com/automakers-agree-to-fix-your-car-anywhere-in-right-to-repair-pledge/  (“When you
look at where telematics is going, you can start to diagnose problems before they occur,” [AAA] said. “That’s really
the future of repair.”).
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products to independent mechanics does not address the adverse effects of Section 1201.

It is not surprising, then, that vehicle owners and mechanics continue to report widespread
obstacles to vehicle repair based on a lack of access to information and necessary tools, as
discussed above.

Auto Alliance claims that purchasing the right to perform ‘“authorized” circumvention is an
alternative to circumvention that militates against an exemption. This is absurd. Competition
cannot exist when it is predicated on obtaining permission. By definition, copyright law
encourages fair use and other noninfringing uses without the rightsholder’s authorization. And
here, the record shows that manufacturers are quite hostile to the idea of widespread access to
vehicle software and several of the adverse effects are direct results of manufacturers’ decisions
(for example, regarding privacy or vehicle shutdown).

Finally, Opponents suggest that in some cases a brand new computer can be used to replace a
defective or outdated ECU, in lieu of accessing the software to effectuate a repair.”” However,
adding ECU replacement to every activity that required software modification would be a
dramatic waste of resources and impose economic and supply barriers to the legitimate tinkering
activities identified in the record. In addition, many ECUs reside deep within a vehicle such that
physically replacing them is impractical.

F. Opponents Rely on Harm Allegations that Have No Basis in Copyright Law or in
Fact

1. Competition and Innovation are Goals of Copyright Law, Not Harms

Opponents identify third-party software development and reduced barriers to competition as
“harms” that could flow from the proposed exemption.”* To the contrary, as discussed above,
these are beneficial effects of granting the exemption favored under the law. “[A]n attempt to
monopolize the market by making it impossible for others to compete runs counter to the
statutory purpose of promoting creative expression and cannot constitute a strong equitable basis
for resisting the invocation of the fair use doctrine.””

2. The DMCA Is Not an Appropriate Tool to Prohibit Conduct Unrelated to
Copyright Infringement

Congress granted the Librarian power to grant exemptions in this rulemaking, and commanded
that such exemptions ‘“shall” issue when “the Librarian has determined, pursuant to the
rulemaking conducted under subparagraph (C), that noninfringing uses by persons who are users
of a copyrighted work are, or are likely to be, adversely affected.””® This standard wisely does

% John Deere Comment at 11.

% Global Automakers Comment at 7; John Deere Comment at 4.

% Sega, 977 F.2d at 1523-24.

% 17 USC 1201(a)(1)(D). The Committee on Commerce for the House of Representatives made clear in its report
that the rulemaking process should conform exactly to the statutory requirements, and “[n]Jo additional definitions,
limitations, defenses, or other provisions shall be added.” H. R. Rep. No. 105-551, pt. 2, at 37 (105th Cong., 2d
Sess.) (1998).
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not permit the Librarian to sustain the prohibition on circumvention based on harms unrelated to
copyright infringement. Such harms are better regulated by laws designed for those purposes,
rather than being swept up in the blanket prohibition provided by Section 1201.

Opponents also assert that individuals are likely to engage in various forms of harmful conduct if
the proposed exemption is granted: fraud, malicious hacking, violation of emissions laws,
negligence, and so on. These alleged harms are all addressed by specially tailored bodies of law
in a nuanced way that cannot be replicated by Section 1201’s prohibition on circumvention.
Regulatory deference in this context suggests that the Librarian should remove the prohibition on
circumvention so that people can engage in otherwise lawful conduct. This also reduces the
chance of good-faith actors being ensnared by 1201 despite complying with domain-specific
regulations.

The enormous aftermarket relating to off-road racing offers a good example. Vehicles used in
off-road racing are not subject to the same regulatory constraints as those that operate on public
roads. Yet many racers rely on stock vehicles designed to conform to those more stringent
regulatory requirements. A wide range of lawful activity in this arena requires access to vehicle
software and modifications that alter the vehicle’s behavior in ways that the manufacturer does
not necessarily support or foresee. In this context, the legal cloud of Section 1201 threatens to
erase the nuance of domain-specific regulations and prohibit a range of conduct that is both
noninfringing, as discussed above, and consistent with applicable law.

The same is true for the other innovations and forms of tinkering identified in the record.
Opponents broadly speculate about possible modifications that would be unlawful, but provide
very limited evidence of conduct that has occurred in the real world that they claim is an
example of conduct that might be boosted by the proposed exemption yet prohibited by non-
copyright laws. Auto Alliance describes a tool called DVDBypass as an ECU modification that
allows a video monitor to be used in spite of manufacturer lockout technology.”” The federal law
that this modification is said to violate does not apply to ordinary cars, only very large vehicles,
large vans and buses, and vehicles transporting hazardous materials.”® Similarly, Opponents
discuss two laws related to “tampering,” neither of which apply as broadly as Opponents suggest.
The first is limited to certain vehicle systems, to certain actors, and includes safe harbors for non-
harmful conduct designed to promote repair, diagnosis, and improvement.” The second not only
includes a variety of limitations, but applies only to vehicle importers and sellers, excluding
ordinary used car sales.'” Finally, the laws identified by Opponents do not create a private right
of action whereby manufacturers may choose who will be subject to enforcement. Rather,
agency discretion provides another mechanism to ensure that these laws are enforced in the
public interest and not purely to boost manufacturers’ business models. Opponents’ own

°7 Auto Alliance Comment at 17.

8 49 CFR 393.1, 390.5. While some opponents claim that it will be difficult for the EPA to pursue violators of this
regulation who are not manufacturers, the only evidence of the record is to the contrary: an enforcement action
against a “defeat device” described by John Deere Comment at 20 & 21 n.71.

%42 U.S.C. § 7522(a)(3) (2012).

1949 USC 30112 (2012).
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examples demonstrate that the nuance of laws tailored to address specific issues such as vehicle
safety do not have the sweeping breadth of a prohibition on circumvention.

7. Statutory Factors

A. The Availability for Use of Copyrighted Works

The availability of copyrighted works will be improved by the proposed exemption. As described
above, additional copyrighted works will be made available that rely on the non-copyrightable
information made accessible via the proposed exemption. Craig Smith, author of the 20/4 Car
Hacker’s Handbook, reported that the Handbook was downloaded 300,000 times in the first two
weeks it was available.'”' The creation of innovative software described above, which depends
on access to non-copyrightable information in vehicle software, will also benefit from the
exemption.

The creation of these new works militates in favor of the exemption, and no opponent makes the
usual claim with respect to this factor that they will diminish their production of vehicle software
as a result of the proposed exemption being granted.

Manufacturers argue that their works are already “available for use” because drivers can operate
the vehicles that the works control and interact with the software in the limited ways it is
designed to support. But this does not make vehicle software available for “use” in the copyright
sense of conduct that implicates the rights enumerated in Section 106. Without access to vehicle
software, it is not available to be copied and modified in the noninfringing ways covered by the
proposed class. This factor weighs in favor of the exemption.

B. The Availability for Use of Works for Nonprofit Archival, Preservation, and
Educational Purposes

Manufacturers have not addressed EFF’s evidence regarding this factor. And the evidence in
favor of the exemption only continues to mount. One well-spoken member of the public
describes how vehicle tinkering promotes self-sufficiency as well as interest and competence in
engineering.'”> One modification website reminds readers in its safety tips to “Always keep a
back-up copy of your original ROM in a safe place.”'”” In its comments on Proposed Class 22,
General Motors acknowledges that “hackers as well as more benign car enthusiasts and
hobbyists share modifications online and this online dialogue will only increase if an exemption
is granted.”'** This factor also favors the exemption.

""" EFF Comment, Appendix C: Statement of Craig Smith at § 3 (“Smith Statement”).

192 Appendix B, message of Robert Booth (Message #2).
103 RomRaider, supra, at 1.12.
1 GM Comments at 9 (emphasis added).
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C. The Impact That the Prohibition on the Circumvention of Technological Measures
Applied to Copyrighted Works Has on Criticism, Comment, News Reporting,
Teaching, Scholarship, or Research

As discussed in EFF’s opening comments, the prohibition on circumvention curtails speech in all
of the categories identified in the third statutory factor. Independent tinkerers are a crucial source
of information on vehicle software functionality, providing, for instance, the most detailed
accounts of vehicle access controls and software functionality in the record. The activities within
the proposed class enhance public access to knowledge about how vehicle software functions —
and how it malfunctions, enabling timely news reporting on issues that affect driver safety.'®

D. The Effect of Circumvention of Technological Measures on the Market for or
Value of Copyrighted Works

As discussed in EFF’s opening comments, and above, the relevant markets will not suffer any
harm cognizable under copyright law. Meanwhile, the legal cloud over access to vehicle
software unnecessarily deters the creation of third-party software, suppressing its value and
eliminating market opportunities.

Copyrighted works are more valuable to the public when it is possible to build on them through
fair use and other noninfringing uses. The Librarian should eliminate the legal cloud over
noninfringing uses of vehicle software relating to diagnosis, repair, and modification.

E. Other Factors That May Be Appropriate for the Librarian to Consider in
Evaluating the Proposed Exemption

Manufacturers again assert that speculative, non-copyright harms might occur if the proposed
exemption is granted. These arguments are dealt with above in the discussion of adverse effects.

8. Documentary Evidence

Attached.

1% Markey Report at 3.
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Appendix A

Statement of David Thawley
CEO of Derive Systems

May 1, 2015

1. I am David Thawley, CEO of Derive Systems. My company is in the business of
reprogramming vehicle ECUs to improve fuel efficiency and other aftermarket customizations.
We are able to access and modify ECU software in ways that commercially available tools from
Original Equipment Manufacturers (OEMs) can’t.

2. We are one part of a vehicle performance aftermarket that accounts for about $35 billion
dollars annually in the United States alone. We estimate that 60-70% of this market is dependent
on customers and mechanics being able to tune vehicles. Without ECU calibration businesses
like ours, manufacturers of exhaust systems, supercharger kits, cold air intakes, larger
wheels/tires, etc., would disappear. Powertrain systems are very advanced and even small
modifications now require access to and modification of ECU software. Also, without this
ability, people modifying vehicles (e.g., replacing a physical component with an aftermarket
part) would not be able to meet emissions standards or adjust the calibration for regulatory
compliance testing.

3. OEMs have been making it progressively more difficult to gain access to the ECUs.
Much like many OEMs are moving to proprietary tools to do something as simple as removing a
bolt, they are providing similar challenges (RSA encryption, etc.) in allowing access to ECUs. If
we can’t access the ECU, we don’t have a business, and neither do the other aftermarket players
I referred to.

4. The OEMs argue in their oppositions to the proposed exemption that ECU modification
is a safety issue, but that is misguided. We have completed over 1,300,000 ECU modifications
without a single known accident or fatality.

5. We reprogram the vehicle's powertrain module. We have never reprogrammed any of the
vehicle's safety modules such as the ABS or airbag modules. Even though these modules all run
on the same CAN bus, we have never affected any of the other modules with our products.

6. We leave all of the original calibration error control & safety features intact such as
knock sensors and throttle angle error checking. This built-in error control prevents the vehicle
from going wide open throttle on the new Drive-By-Wire throttle control etc, if something goes
wrong in the ECU.

7. Derive’s fleet software has saved customers' fleets on average 8 to 12% in fuel
consumption and lowered emissions by a corresponding amount. Between Dish Network and
Sears alone over 13,000 vehicles have been calibrated in this way (http://derivesystems.com/sct-
fleet-solutions-helps-dish-network-save/) Various studies show police fleets idle anywhere
between 5 and 8 hours per day, Derive Efficiency lowers idle fuel consumption for police fleets



by 30% without adding any extra weight or impacting any other important performance
parameters required to execute their critical mission.

8. Our process and technology have been validated by independent government facilities,
proving out both fuel savings and emissions reduction. We regularly work with various
governmental organizations (military, FBI, Police, etc) in order to provide solutions that OEMs
can’t support.

9. Our speed limiter, torque reduction, and shift point technology allow vehicle owners
(families and fleet owners) to ensure safe operation of their vehicles.

10.  In the performance context, our services are used by hundreds of professional car and
truck racers in the United States and worldwide. The average improvement to a stock gas vehicle
is around 20rwhp / 30ft-lbs torque. On a diesel vehicle the gains are around 90rwhp / 140ft-1bs
torque. The ability to access and modify ECU software is also essential to add custom parts to a
vehicle as discussed above.

1. When a manufacturer creates an updated version of software for an ECU, any previous
customization changes are overwritten during the installation process of the new software. In
other words, the customization does not introduce any challenges to updating the ECU.
Furthermore, manufacturers do not update software frequently, only in response to occasional
specific issues. It is not part of a typical maintenance checkup at a dealership.



Appendix B

Responses from Individuals About the
Adverse Effects of the Prohibition on Circumvention

Below are stories that individuals shared with EFF to respond to Opponents’ comments. These
individuals describe the effects of the prohibition on circumvention and the barriers it imposes on
legitimate repair, modification, innovation, competition, and learning.

Message #1

From: John Paul Turner
Re: CarProject

Hello,

Currently this would be helpful for my because I am attempting to make my own car
radio/computer(in dash replacement with screen) and currently its very difficult to find a chip
that can read/talk to the newer cars because manufactures have locked it down. If I built my own
car computer for older cars I can have it alert me to bad conditions such as my car has started to
burn more fuel or one the sensors is throwing odd responses occasional that are not picked up or
ignored by the car computer. I can also display the cars error codes without having to purchase
and expensive $500 scanner for simple codes or $5000+ scanner for the complex codes.

Newer cars do not allow someone to do this, I can't get a custom built computer to read or
display codes without manufacture supplied passwords to access the codes. I can't query the
sensors and see if they are functional correctly and I can't have my computer alert me to
dangerous engine conditions that might destroy my car and the car computer ignores. While I
would love for my custom car computer to do Navigation, Radio, and Car Diagnostics its
currently not possible on newer cars.

John Paul Turner
Message #2

From: Robert Booth
Re: Car Repair

To whom it may concern:

Growing up in the Motor City and learning from an early age to be self sufficient it was a basic
skill that everyone had to have to fix our cars and trucks. Everyone I grew up with had at least



one parent that worked for the big three. This was our life and our schools had eduction tracks
focused on learning this trade.

I've moved on to working with computer systems and took many of the skills I learned early on
to become an expert in my current field. My two boys are also working in the computer field but
learned the basic skills necessary to work on their vehicles. It wasn't only a father son bonding
moment but also gave them the understanding how many systems work together to make the
vehicle run. This understanding and how to diagnose and fix these issues were key in their basic
understanding of many things outside of automobiles. I feel this knowledge was the main
ingredient to their current success.

It's not about saving money, which is a great thing as well, but it's about the understanding and
control someone has of their basic transportation needs. Since these systems have been locked
down so tight I've encouraged my boys to purchase older vehicles so they can stay self sufficient.
This in turn is a bad idea but is one we are driven to my the automotive companies. This hurts
our environment and our economy and is driven by a controlling enterprise who doesn't
understand the technology they provide.

Will I ever take my grand-kids to the Henry Fort museum to learn about innovation? Or will the
next trip I take their be telling my grandkids that this is what happens when an organization is
scared and doesn't want to change with the times.

Locking down the systems in vehicles is a horrible idea and is based on a lack of understanding
of the technology advancements that have occurred.

-Robert Booth
Round Rock, Texas

Message #3

From: Rick Keeney
Re: DMCA & Vehicles

I purchased a 2014 Chevrolet Corvette from General Motors because amongst other reasons, GM
indicated they would open the in-car computer touch screen to third party app development. But
they changed their mind and never opened the promised store. They discontinued their open
developer program, and now only work with developers by "invitation".

Now if I want to make apps for GM cars, I would need to jailbreak my vehicle (as it is
intentionally locked down to only run apps signed by GM). I would also need to help any
potential customers jailbreak their vehicles if they would like to purchase or use my app. I fear
to jailbreak my vehicle or help my potential customers do so due to concerns about prosecution
under DMCA. The DMCA is definitely chilling and restraining trade in 3rd party in-car apps.



Here, as in many cases, the fear of DMCA prosecution is being used to protect technological
measures put in place not to prevent copying of anything, but primarily to intentionally restrain
trade. GM has no fear I will copy their firmware and dilute their market for copies. That would
be ridiculous - each car that coulod possibly run their software already comes with a copy. They
just want to keep control of the secondary market for apps for the vehicles they made (notice I
did not say "their vehicles" as they no longer own them after they sell them).

One of the ways to fix the DMCA would be to strengthen our laws to make intentional restraint
of trade by technological means just as illegal as restraining trade by contractual means. Simply
prevent companies from attempting to leverage the DMCA into restraining trade by making it
100% clear that technological restraint of trade is illegal. GM should be required to allow app
developers to access the keys to run apps on the computer in people's cars.

Back in the day, when Microsoft attempted to lock down people's computers and browsers to
maintain their market share, there was an uprising and legal action taken. But because Apple has
been so successful doing it and people love Apple's walled garden, now everyone is doing it
(even Microsoft on their Windows 8 store apps and phone apps).

- Rick Keeney
Message #4

From: Kyle Gluck
Re: Car Repair

I work at an independent repair shop that pays for very expensive factory scan tools and
subscriptions. We have, however, had to send Dodges and Chevrolets to the dealership despite
having the factory scan tools.
When I do work on my own outside of work I'm usually SOL when it comes to diagnosing or
repairing computer systems even though I am a Ford and ASE certified tech, because I can't
afford the manufacturer tools.

Very frustrating.

- Kyle Gluck, Independent Mechanic



Message #5

From: Schurkey Swanke
Re: On-board computer frustration

I resent being locked-out of the on-board computer system. My 2003 Trailblazer headlights
don't work properly, and GM refuses to fix them. I had to re-wire the headlights with relays to
partially-solve this problem which would be more-properly dealt with by a quick re-
programming of the body control computer.

Going even further to eliminate access to the computer system is exactly the wrong thing to do.
Government should require OPEN-SOURCE computer code for vehicles.

Thank you for opposing inherently-evil marketing propaganda.

Schurkey Swanke
Grand Forks, ND

Message #6

From: Alexander Neary
Re: DMCA for Autos

Hi,
I saw your request for more stories about people being locked out of their cars computers.

I'm not a major modifier, but when I bought my 2011 Dodge Charger I had wanted to put a
supercharger in it, a modification many sports cars have. I was prevented from doing this
because you cannot add a supercharger to a modern car without knowing the computer codes,
which I was locked out of. MOPAR, the official Dodge supplier, does not even sell a
supercharger for that car. It's been years, but finally someone 'hacked' the Dodge Charger
computer, so I can now buy a supercharger, but I do not know the the quality of the part, since,
because it took so long to hack, the aftermarket company, Procharger HO, now considers their
information proprietary. I also have to pay an unusual amount for the product, since it took so
much effort for the aftermarket company to get into the code, and that is priced into the part.

Thanks for fighting for the right for people to be able to work on their cars and buy reasonably
priced parts from vendors other than MOPAR.

-Alex



Message #7

From: Rick Downer
Re: My auto computer story.

I drive a 2001 Saturn LW300, "W" for Wagon. A few years ago the body computer failed. That's
the computer that controls the instrument panel, turns on the dome light when you open the door,
etc. It's separate from the engine computer. The dealer wanted roughly $500 to replace it. The
Parts Department wanted roughly $250 for a new one. I did some research and determined that I
could easily replace it myself, so I bought one from the dealer's Parts Department and installed it
myself. It didn't work. The dealer failed to tell me that it needed to be programmed for my car by
connecting it to a special device only they had, which would connect to the factory over the
internet and get the specific programming for my specific car, with its unique mix of features and
options. Because Heaven Forbid the computer be programmed to react to a switch my car doesn't
have to try and open a sunroof my car doesn't have. They would gladly do this for me, for
approx. $250. So in the end I spent as much to install it myself as I would have spent to have
them install it.

To add insult to injury, as I said my car is a wagon. The original computer was programmed to
treat the tailgate like a S5th door. When I stopped the car and put it in park all the doors would
unlock and stay unlocked. I would return to the car hours later and just open the tailgate without
a key. They programmed the replacement computer like it's for a sedan. It treats the tailgate like
a trunk. When I stop and put the car in park all the doors unlock as before, but now the tailgate
times out and if I go back 15 minutes later it's locked. Drives me nuts. And of course there's no
way for me to re-program the computer to fix this, because "secrets".

Thank you for listening to my little rant.

Message #8

From: Sam Flake
Re: Tinkering as a selling point

Dear EFF,

I 'am a DIY driveway mechanic who does almost all of the work on my car as well as some work
on friends' cars. I love to know how my car works and to be able to diagnose and fix problems
with the car. One of the things that has put me off of buying a new or late-model car is the issue
of diagnosing and repairing electronic and software defects. I do not feel comfortable driving a
car with propriety software, nor do I trust that extensive closed-source electronic systems reduce
maintenance costs. Given the automotive industry's recent problems with corner-cutting on
safety, why should I not expect the same from their software? Open-source software would
foster a community of safe software among automotive enthusiasts, who love to tinker and
optimize and find problems. It would also allow me to continue a hobby I love and to save



money by doing my own repairs. I would be the first to buy a car that boasted open-source
software and electronic controls that can be easily diagnosed; until then, closed-source software
is a huge source of distrust for me.

Sincerely,

Sam Flake
Reno, NV

Message #9

From: Hermina Munstera
Re: Went to buy another clicker key 450 dollars and 2 wasted weekends

I bought a Used Scion TC that came with 1 key with lock and unlock buttons, and 1 key without.
So I went to the Auburn,CA Toyota dealership to have another key made. The key was 230 , the
installation was another 50 I waited 4 hours and finally went to ask what was taking so long.
They said that in order to get the new key to work they needed to re-establish the Engine Control
Unit from scratch. After another hour they gave the keys, and nothing worked correctly, no lock
no unlock, the power windows etc etc I called the California Bureau of Automotive repair and
complained The dealership called and asked me to return that weekend to "give them another
chance"

After another 4 hours, at this Auburn, CA Toyota I was given the car back again and the new key
still did not work correctly, the power windows from the driver side did not control the passenger
side, like when I took the car in.

I then took the car to the Roseville dealership paid another 180 to key everything done correctly
in 1 hour.

If the DMCA did not prevent it I could have DONE THIS ALL MYSELF INSTEAD I
WASTED 2 SATURDAYS and was out over 450 because the DMCA prevented me from doing
my own work.

I write code for cars, I know how to program and ECU, My work has the tools but it is not
LEGAL for me work on any car ECU that has been "sold" to anyone.

THANK YOU GOVERNMENT FOR PROTECTING THE AUTOMAKER OLIGARCHY.
AND CREATING AN ARTIFICIAL MONOPOLY



Message #10

From: Madeline Ferwerda
Re: Desire to understand my Honda Insight

I'd love to preserve the ability of third party manufacturers to interface with my car's computers.
There was once a manufacturer's update for my 2004 Honda Insight, and afterwards I felt that it
was harder to attain the high gas mileage it had gotten before. I'd love to have a cheap way to
check exactly what happened in such situations, and there is no way that the car manufacturers
are going to offer that.

There's also the issue of abandonware. My car might last for half a century or more--it has no
steel to rust. I want to be able to adapt it to live in the 2050s, without having to hunt down the
descendents of Honda.

-Madeline Bernard

Message #11

From: Arthur L. Brown., Sr.
Re: EFF

Sirs, I live in a bed room community of Anchorage Alaska, (Peters Creek) 18 miles from my
home to the first hiway on ramp to the city. the Ford dealership is an additional 5 miles. My
mechanic is just over a mile from my home has been our family mechanic over 20 years and has
worked on 3 generations of this family.the avalabilty of the code is vital to the proper
maintanence and operations in the year round climate and habitat of my driving area some where
in the vicinity of 400-500 miles from Seward to Fairbanks and about the same from Homer AK
to Chitina AK,from Sea level to 2100+ feet, temperatures from +100 degrees F.SUMMER, to -
50 degrees F. WINTER, Salt water to clear mountain air. Mine is NOT a one size fits all or
EVEN some conditions. also my load conditions change, a family consisting of three adults an
two teens, or a hunt / fish party of two or three adults 200-300lbs of gear and returning with
6001bs of fish( yes 63 reds from a dipping trip) or 800lbs of moose or a couple of bears( black
bears in spring MUST SALVAGE EDIBLE MEAT).

In short my mechanic and I have to adjust for season and conditions / loads for all our
vehicles. Thanks, Arthur L. Brown Sr.



Message #12

From: Ben Ostrowsky
Re: Prius music systems are distractingly hard to use

I own a Prius and I've got a music collection on a 128GB USB stick. However, because the
entertainment system is proprietary, nobody has been able to design one that's easy to use while
driving. The folders are rarely in the correct order unless you use an obscure incantation of code
to copy the files to the USB stick, and there's no way to show only music in a particular genre. If
amateur coders were able to tinker with a Prius, I'd have a system that would be less distracting.

Ben Ostrowsky
Monroe, LA

Message #13

From: Matt Cottini
Re: DMCA Info

Hi,

I have a 2007 Camry that had a complete brake failure while driving. No injuries or damage. Had
to go to the dealer to read the codes and tell me what was wrong. Two other repair shops, one a
chain store the other a single proprietor, could not help. I was out of warranty and spent $200 just
for Toyota to tell me what the problem was. Then $1800 to replace a part.

Hope this helps.

Thank you,

Matt Cottini

Message #14

From: Ryan Archer
Re: Regarding Vehicle On-Board Computer issues

My family runs an auto repair shop in Myrtle Beach, SC. We are running into an increasing
amount of issues regarding vehicle on-board computers, modules, and software. Some vehicle
problems are fixed by reprogramming computer modules, some problems that are fixed by
replacing a part (sensor, switch, etc.) require a reprogram or re-flash.

We have fairly current J2534-compatible equipment for software re-flashing.



Mostly all manufacturers require paying a licensing fee of $25-$75 to access online software
updates which are limited to a 24-48 hour period. Even after paying these fees, our technicians
are always running into issues. It usually takes multiple attempts and sometimes doesn't even
work at all. We often end up having to take/tow cars to the local dealer and essentially

sublet the computer work.

My understanding is that they are required by law to make this software publicly available.
However, their prohibitive fees and lack of a streamlined process makes the re-flashing process
an absolute nightmare. It seems very clear that they are trying to prevent independent shops
from performing these necessary repairs.

As vehicles become increasingly computerized, these issues are a major cause of concern for the
future of my business and the free market as a whole. I would strongly advocate for a
standardized process across all manufacturers for software reprogramming and re-flashing,
similar to the OBD-I and —II protocols for vehicle diagnostics. While I don't necessarily think
consumers should have unfettered access to an open-source code, I believe independents should
have the ability to become certified to have reasonable access to crucial software in order to keep
our customers vehicles on the road and running safely.

Feel free to contact me with any further questions.
Thanks.
-Ryan

Ryan Archer
Archer's Action Auto Service Center



Appendix C

Statement of Thejo Kote,
CEO of Automatic Labs

May 1, 2015

1. I am Thejo Kote, CEO of Automatic Labs. We make a product called Automatic for
interfacing with vehicle ECUs that is sold in major retailers like Best Buy, Apple.com, Amazon
and Target. Our product can link up with a customer’s smartphone using an app we have created.
This enables a number of useful applications and services like emergency crash response,
personalized feedback about driving behavior to improve fuel efficiency, check engine light
diagnostics, automatic expense reimbursement and many others. We are just one part of a market
for vehicle interface devices with millions of customers.

2. Because of the legal uncertainty surrounding access to vehicle computers, we do not
implement all of the features our customers would like. These include regularly requested
features like the ability to unlock the car doors from a smartphone, and a “health check” of the
car to detect issues. There are many more features we could implement if we could be certain no
manufacturer could sue us simply for looking at vehicle code in order to understand it better or
for reprogramming ECUs.



Appendix D

The undersigned indicated support for EFF's requests by signing on to the following petition text:

I support EFF's petitions for vehicle repair and research exemptions to the Digital Millennium
Copyright Act's anti-circumvention provision. Nobody should need to hire a copyright lawyer

before fixing their car.

1. Jim Price, United States 44. Kyle Vogt, United States

2. Joshua Johnson, United States 45. Andrew Dignan, United States

3. Hans Erian, United States 46. Britt Ashton Kinslow, United States
4. Marilyn Wenzel, United States 47. Garret Moniz, United States

5. K A Haugen, United States 48. Amogh Karney, United States

6. Charles Blake, United States 49. Lynden Clarke, United States

7. Hunter Pendleton, United States 50. joe gillaspy, United States

8. Bob Bever, United States 51. Geoffrey Rogers , United States
9. Jason Hutchinson, United States 52. Kerry Wenninger, United States
10. Roger Cates, United States 53. Jera Batten, United States

11. Brandon isralsky, United States 54. Dylan Hart, United States

12. William Christiansson, United States 55. Ace Taylor, United States

13. Adam Fernandez, United States 56. Bryce Christopher, United States
14. Tan Donnelly, United States 57. Benjamin Lawver, United States
15. Benjamin Lyke, United States 58. Lee McGeough, United Kingdom
16. Tom Brown, Canada 59. Steven B, United States

17. Sean Ainsworth, United States 60. Roy Meza, United States

18. Tyler Martin, United States 61. david wood, United States

19. Brett Hicks, United States 62. William Wingfield, United States
20. Gib Peters, United States 63. Joseph Kirschbaum, United States
21. Derek K., United States 64. Ivan Caceres, United States

22. connor baughman, United States 65. Rogelio Dominguez, Mexico

23. Dan Taylor, United States 66. Jose Jacobo, United States

24. Matt Prawdzik, Canada 67. Robert Kurtz, United States

25. Russell Riall, United States 68. Joel Kepchar, United States

26. James Frederick, United States 69. Roger Freeman, United States
27. Otieno Stanford-Asiyo, United States 70. Jacob Tanner, United States

28. Greg Thorne, United States 71. Roger Pava, United States

29. Robert Brock, United States 72. Jamie Davidson, United Kingdom
30. JJ Robinson, United States 73. chris litt, United States

31. Patrick Chalkley, Australia 74. Colton Prevost, Canada

32. Hadrian Gable, United States 75. Richard Valdez, United States
33. Gabe Chai, United States 76. Edouard Michel, United States
34. Jason Deck, United States 77. Mark Fowkes, United States

35. james wagner, United States 78. dillon gere, United States

36. Lakin Jones , United States 79. Deborah Lee, United States

37. Scott Sul , United States 80. Allen Anderson, United States
38. Will Mason Moses, United States 81. eason avant, United States

39. Matthew Bauer, United States 82. Rafi Baum, United States

40. Mike Fritz, United States 83. alex ross, United States

41. Brandon Wright, United States 84. Mateusz Szwajka, United States
42. Michael Smit, United States 85. Ryan L, United States

43. Brian Bailey, United States 86. bobby johnson, United States



87.
88.
89.
90.
91.
92.
93.
94.
95.
96.
97.
98.
99.

Ryan Thornton , United States
Robert Vitalis, Jr., United States
Brittany Stafford, United States
David Batten, United States

Anonymous Anonymous, United States

Bradley Tighe, United States
Dean Luga, Albania

Tyler Robertson, United States
Matthew Ellis, Canada

Alan Weisgerber, United States
Nicholas Ehlers, United States
Adrian Lam, United States
vince geisler, Canada

100. ryan moody, United States

101. Chris Tracy, United States

102. Adam Jackson, United Kingdom
103. Justin Bail, United States

104. Rohit Kapur, United States

105. Ryan Ondriezek, United States
106. Hugh North, United States

107. Tayfun Yavas, Turkey

108. Dillon Livingston, United States
109. Josey Baumberger, United States
110. Chris Platika, United States

111. Steven Massie, United States
112. Isaac Selling, United States

113. Andrew Schwartz, United States
114. Kiran Reddy, United States

115. Nathan Sankowski, United States
116. d thomas, United States

117. Andrew Velis, United States

118. Kevin Dunn, United States

119. Aaron Clawson92109, United States
120. Dionicio Armijo, United States
121. Kevin Albertson, United States
122. Heather Spaulding, United States
123. kade bohlen, United States

124. Matt Brooks, United States

125. Rory Regeon, United States

126. Jon Molnar, United States

127. James Vastbinder, United States
128. Erik Jones, United States

129. Zac Evenson, United States

130. Dillon Sparkman, United States
131. Nelson Exum, United States

132. Seth Padowitz, United States
133. Jonathan Navarro, United States
134. samuel stanton, United States
135. CJ Guttormsson, United States

136.
137.
138.
139.
140.
141
142.
143.
144.
145.
146.
147.
148.
149.
150.
151.
152.
153.
154.
155.
156.
157.
158.
159.
160.
161.
162.
163.
164.
165.
166.
167.
168.
169.
170.
171.
172.
173.
174.
175
176.
177.

Nick Mattern, United States
Raymond Muehlman, United States
Steven Carney, United States

Nikki Schwarz, United States
Daniel Wilson, United States

. Rasheed Vitalis, United States

Jordan Terpstra, United States
Andrew McCullough, United States
David Gonzalez, United States
ed Krause, Germany

Tate Steinberg, United States
Nick Dorgan, United States
Jonniy Webster, United States
Juan Morales, United States
Nathan Terpstra, United States
sarah hammond, United States
Calob Humble, United States
Cory Keene, United States
Don Ford, United States
Donald Goins, United States
zack youngren, United States
Scott neidich, United States
Jeshua Bosaw, United States
Kyle Styron, United States
Justin T, United States

Jason Scott, United States
Jonathan Tirador, United States
Bryce Tucker, United States
John Kriter, United States
daniel balan, United States
Cordel Gunderson, United States
Jake Ottaviano, United States
Edgar Ramirez, United States
Justin Wrockloff, United States
Bryan Weigelt, United States
Stephen Schlie, United States
Don Hagen, Canada

Jaymes Winger, United States
Derek McDowell, United States

. Jay Wyman, United States

alex danaci, United States
Lexy Taylor, United States

178. jonathan cupit, United States

179.
180.
181.
182.
183.
184.

Isaac Oxendale , United States
Dan Sandberg , United States
Judson Meherg, United States
Hugo Royer, Canada

Auggie Turchiano, United States
eric arnell, United States



185.
186.
187.
188.
189.
190.
191.
192.
193.
194.
195.
196.
197.
198.
199.
200.
201.
202.
203.
204.
205.
206.
207.
208.
209.
210.
211.
212.
213.
214.
215.
216.
217.
218.
219.
220.
221.
222.
223.
224.
225.
226.
227.
228.
229.
230.
231.
232.
233.

Dylan Ensor, United States
Sami Parsegov, United States
Ilya Rogers, United States

Cary Memmen, United States
Gabriel Bourdages, Canada
Erick Prins, United States
Xavier Flores, United States
Brandon Jarvinen, United States

Michael Alpert-Appell, United States

Bryan Ospina, United States
a m, United States

Ted Rinehart, United States
Will Maddrey, United States
Andy Stewart, United States

Kathryn Christensen, United States

Ryan Handley, United States
Samuel Wallace, United States
Mark Bohnhoff, United States
Tim Stoddard, United States
Dylan Cyr, United States

Ian Shatanoff, United States
Joel Vilches, United States

Rob Ferguson, United States
Brennan Custard, United States
Jordan McEwan, Canada

Lewis Grubb, United States
Zachary Hoobler, United States
Evan Romo, United States
Nouman syed, United States
Donnie Murdock, United States
brian g, United States

Kyle Hauptner, United States
Michael Dorrian, United States
James Engelhardt, United States
Alexander Brown, United States
Egan Rowe, United States
Pranil Parmar, Canada

Keith Thomas, United States
Tammy Weeks, United States
Robert Kluttz, United States
Steven Strauss, United States
Michael Ta, United States
Korina Palomino, United States
Jett Hudjik, Canada

Pat Kays, United States

Pawan Deshpande, United States
Edgar Ramirez, United States
Nicholas Earwood, United States
daniel polanco, United States

234.
235.
236.
237.
238.
239.
240.
241.
242.
243.
. james shin, United States
245.
246.
247.
248.
249.
250.
251.
252.
253.
254.
255.
256.
257.
258.
259.
260.
261.
262.
263.
264.
265.
266.
267.
268.
269.
270.
271.
272.
273.
274.
275.
276.
277.
278.
279.
280.
281.
282.

244

Paul Luhman, United States
Daniel Heppner, United States
Luke Fredrickson, United States
Walter Degnan, United States
Frank Sacco, United States
Durham Travis, United States
Brian Recchia, United States
Matthew DePaepe, United States
Fabio Miranda, Switzerland
Trevor Weber, United States

Richard Kazumura , United States
Antonio Fiol-Mahon, United States
Vien Nguyen, United States

John Harris, United States
swagbrah x, Azerbaijan

Hannah Galloway , United States
Allen Schreiber, United States
Nicholas Richardson, United States
John Underwood, United States
John Pirie, United Kingdom
Zackary Gibbons, United States
Jonathan Gilbert, United States
Arthur Johnson, United States
James Dale, United States

Robert Penn, United States

Bruce Bartolf, United States

Ben DeYoung, United States
Nicholas Aranda, United States
Nick Guertin, United States
Brandy Stein, United States
Michael Gismondi, United States
Austin Hill , United States

Umair Khan , United States

Davis Hough, United States

Tyler Armour, United States
James Whitney, United States
davis campbell, United States
john lort, Denmark

amy gates, United States

Jay Kahn, United States

Rick Elnor, Canada

Craig Whitaker, United States
Dalton Smith, United States

Chris Mongeon, United States
Andrew Richardson, United States
olli ford, United Kingdom
Michael Moore, United States
Seth Fulton, United States



283. Mark Schoch, United States

284. Miguel Parramon, Spain

285. Sean Gartland, United States
286. Thomas Persson, United States
287. Christopher Cole, United States
288. Alex Hanson, United States

289. Nicholas Hernandez, United States
290. Matthew Colley, United States
291. Jason He, Canada

292. Christopher Wagner, United States
293. lejf rossi, United States

294. Jon Sertack, United States

295. Seth naumburg, United States
296. Robert Poth, United States

297. Michael Quimby, United States
298. Kuba Ober, United States

299. Kameron H., United States

300. Seth Cohen, United States

301. Billy Brouse, United States

302. Michael McVerry, United States
303. Michael Beck, United States
304. Adam Clapsaddle, United States
305. Bill Strait, United States

306. Aaron Watkinson, United States
307. ryan o'rourke, United States

308. Joseph Aubrey, United States
309. Joe Cabral, Canada

310. James Reid, United States

311. Leo Stout, Italy

312. Michael Williams, United States
313. robert grosso, United States

314. Brandon Adams, United States
315. Kary Mihailides, United States
316. cameron glidewell, United States
317. Curtis mccorkle, United States
318. Seth Burgett, United States

319. Eik Hvattum Regeberg, Norway
320. Brandon Frateschi, United States
321. Andrew Burnett, United States
322. jay dahl, United States

323. Zach Campbell, United States
324. Collin Williams, United States
325. Sara Rosensteel, United States
326. Gautam Narula, United States
327. Gavin Mahon, United States
328. Nicholas Sielicki, United States
329. Ren Bisonn, Canada

330. Morgan Sheeran, United States
331. Michael Wenrich Jr, United States

332.
333.
334.
335.
336.
337.
338.
339.
340.
341.
342.
343.
344.
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James Murray, United States
Andrew Koch, United States
William Lewis, United States
Jonathan Lee, United States
Dylan Wyatt, Canada

Kevin Fanning, United States
Kent Ballard, United States

Ed Tice, United States

James Beckman, United States
Jake G, Canada

Patrick Gilmore, United States
dominick cannalonga, United States
David Kerstetter, United States
Mark Frischknecht, United States
Robin Martin, United States
Earl Jarrett, United States

mike henson, United States
James Steelman, United States
Donald Swiatek, United States
Thomas Medland, United States
Conor Curtis, United States
george stokes, United States
James Childress, United States
John Snyder, United States
william mclendon, United States
Paul Bailey, United States
Daniel Edwards, United States
D Sion, United States

Donald Winder, United States
John Faria, United States

Carl Ballard, United States

John Bryant, United States
Steve Rounds, United States
Angel Rivera, United States

Jim Holkeboer, United States
Garen Lott, United States
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Albert LeBlanc, United States
Doug Drennan, United States
gayle Debrosky , United States
Dustin Stish, United States

John Albers, United States
Gregory Kelderman, United States
darren mcgill, United States

CALVIN HENDERSON, United States

Jason George, United States
James Fuller, United States
Billy Stephens, United States
Joey Deemer, United States
Jeremy Barrette, United States
JoAnna Wood, United States
Alex Nielsen, United States
Matthew Boyce, United States
Cameron Close, United States
Carl Brien, United States
Mark Kaufman, United States
Aaron Staker, United States
Steven Ball, United States
Michael Nee, United States
John Haynes, Australia

Jim Hall, United States

chris carpenter, United States
Andrew Nelson, United States
Greg Green, United States
Devin Schoenfeld, United States
Daniel Thomas, United States
David Brown, United States
Tim Donaworth, United States
enadi pasholli, United States
Christian Miller, United States
Aaron Burton, United States
amy dean, United States

Israel Martinez, United States
Jonni-Lynn Malley, United States
deryck jackson, United States
Mike Hemmelder, United States
David Woychik, United States
David Scifres, United States
Daniel Gee, United States
Matt Zywina, United States
raleigh davis, United States
Brian P, United States

Robert Holt, United States
Vickey Jeffers, United States
Tyler Jandrey, United States
Jane Doe, United States



6456. Tom Sumner, United States
6457. Carlos Martinez, United States
6458. Noah Janssen, United States
6459. Jennifer Sapp, United States
6460. Mike Aleman, United States
6461. Amy Ahlin, United States

6462. Terry Pendergrass, United States
6463. Arthur Fehrenbach, United States
6464. Jon Aprile, United States

6465. Dale Lepp, United States

6466. Rafael Gonzalez, VE

6467. Stephen De Franco, United States
6468. Anthony Lepp, United States
6469. Larry Rowland, United States
6470. George Daswani, United States
6471. Rene Avila, United States

6472. Sylvia Davis, United States
6473. Courtney McCunney, United States
6474. Roy Dodd, United States

6475. Jeremy Blanchard, Canada

6476. Telal Al-Rifai, United States
6477. William Brackin, United States
6478. Hector Diaz, United States

6479. Mrs. Gwyn Condon, United States
6480. Bruce Wakefield, United States
6481. Thomas Waters, United States
6482. Bruce Tilley, United States

6483. marina Fisher, United States
6484. ashton carington, United States
6485. Paul Basques, United States
6486. Justin Olmstead, Canada

6487. Peter Dwyer, United States

6488. Julie Barrette, United States
6489. Domenic Panizzon, Canada
6490. Richard Dalton , United States
6491. Steve Melnick, United States
6492. Matthew Neleigh, United States
6493. Chuck Solie, United States

6494. Sara Rook, United States

6495. Brian Chewning, United States
6496. David baker, United States

6497. Billy Summers, United States
6498. Steven Smith, United States
6499. Robert Guilford, United States
6500. Paul Muller, United States

6501. Kortlyn Cunningham, United States
6502. savreen singh, United States
6503. Don selstrom, United States
6504. Noel Newberg, United States
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Paul Branch , United States
Dennis H, United States
JAMES Villegas, United States
Keith Johnson, United States
David Tyree, United States
Joanne Davis, United States
John Morales, United States
Hari G, United States

William Loring, United States
Belinda Coleman, United States
Ben Estabrook, United States
Michael Wiener, United States
John Sullivan, United States
Russell Coleman, United States
Alex Perez, United States

John Gannon, United States
Charles Baker, United States
John Adducci, United States
Anthony Smith, United States
Lee Ladisky, United States
corey ellis, United States
Spencer Barr, Canada

E paul Yager, United States

lee karkruff, United States

Tim Simpson, United States
mark lewis, United States

Ted Brown, United States
joseph penta, United States
Clarence Pruitt Jr, United States
Craig Milburn, United States
Kevin Clarke, United States
Christian Briseno, United States
Sarah Dengler, United States
Ed Luszcz, United States

Fred Granlund, United States
Ryan Mosel, United States

Joe Burd, United States

John Forbes, United States
Christopher Roberts, United States
Natalie Gilliam, United States
Angel Santiago, United States
Dave Janssen, United States
Matthew Verish, United States
Derrick Edwards, United States
Daymond Williams, United States
Matthew Frayer, United States
matt wright, United States
Wallace Allison, United States
Walter Johnston, United States
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6564.
6565.
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6567.
6568.
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6570.
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6573.

Jere Walkow, United States
John Grant, United States
Garry Heidorn, United States
Matt Steiner, United States
Edwin Rivera, PR

Ivan Kim, United States

devyn villeneuve, United States
Mark Taurone, United States
Phil Hadley, United States
Deane A. Schneider, United States
Bev Beaton, United States
Linda Mouchyn , United States
Travis Williams, United States
Tyler Henson , United States
Alex Lynn, Australia

John Traenkner, United States
Jacob Lawler, United States
Mark Bahrenfuss, United States
a n, United States

John Elder, United States

6574. john siefermann, United States
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gary robey , United States
Kyle Jackson, United States
Scott High, United States
Eileen Velez, United States
Wayne Putman, United States
Blake Hennessy, United States
Bruce Reed, United States
Ted C Duran, United States
lucas maia, United States

Rob Mckell, United States
Sandra Pegues, United States
Jesse Stewart, United States
Steven Lewis, United States
Richard Ruisard , United States
Ezra Dweck, United States
Jon Kolman, United States
Matthew Fein , United States
thomas hayes, United States
Evan Elisio, Canada

Michael Burr, United States
Robert Marsh, United States
Ross Cosby, United States
Greg Carcaci, United States
Paul Michaelis, United States
Michael Grace, United States
mike dohman, United States
David Partain, United States
Bruce McDermott, United States

6603.
6604.
6605.
6606.
6607.
6608.
6609.
6610.
6611.
6612.
6613.
6614.
6615.

Rebecca O'Connell, United States
Jamie Nichols, United States
Gary Grigsby, United States
Darrell Brewton, United States
Kevin Burke, United States
Julio Noguez, United States
Connie Good, United States
Brian Tucker, United States
Kris Campbell, United States
William Johnson, United States
Ishmael Harrigan, United States
Macon Norris, United States
John Cabhill, United States

6616. jason reeve, United States

6617.
6618.
6619.
6620.
6621.
6622.
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6624.
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6626.
6627.
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Shawn James Sr., United States
Bruce Gowens, United States
Spencer Worthington, United States
Caleb Neames, United States
Christopher Coyle, United States
Lewis Locke, United States
Rodrigo Ferreira, United States
Daniel Coronel, United States
Patrick Thorntrick, United States
Brian Lausch, United States
Robert Pettis, United States
Jeffrey Gee, United States

Adam Bean, United States
Russell Spear, United States
Daniel Bryan, United States
Richard Stone, United States
Barbara Leventon, United States
Steven Samera, United States
creedence shaw, United States
Robert Minnella, United States
John Rios, United States

Derek Engelken, United States
dillan owen, United States
Clinton Sherman, United States
stan law, Canada

Peter Cardeccia, United States
Rachel Coburn, United States
Brandon Lunsford, United States
Ben Wiedner, United States
Gary Chong, United States
Michael Tandy, Australia

Tyler Ochs, United States

Gary Chong, United States
Nicolas Barry-Hallee, Canada
Michael Hamlin, United States
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Matthew Hartlieb, United States

6653. jesse bowman, United States
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Steven culler, United States
Alex Theodore, United States
Kim Taylor, United States
Herbie Walker, United States
Justin Smith, United States
David ben Arieh, United States
Chris Kaufmann, United States
Mohammed bilal, India

Doug Hewitt, United States
John Lacson, United States
Drew Miller, United States
Adam Whittier, United States
Samuel Smith, United States
John Pugh, United States

Chris Barbieri, United States
Amanda Langston, United States
Wiliam Dooley, United States
pang yang, United States

Olan Rom, United States

Ed Kertz, United States

Jason Caballero, United States
William Edwards, United States
Adam Roster , United States
matthew kantelis, United States
miles cato, United States

Rem Tiangco, Philippines
michael trivette, United States
Kyle La Perle, United States
Grant Scott , United States
Otto Utt, United States

6684. jonathan marvin, United States
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6686.

Nathanael Burton, United States
kyle wilson, United States

6687. justin Searle , United States
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6691.
6692.
6693.
6694.
6695.
6696.
6697.
6698.
6699.
6700.

Aaron Taylor, United States
Philip Shelton, United States
Ray Barrera, United States
Garry Lawrence, United States
Hassan Wedderburn, United States
Sohaib Moinuddin, United States
David Page, United States

Ben Zabback, United States

carl gillilam, United States
Rayyan Hussain, United States
Humza Shah, United States
adam dweck, United States
Thomas Callahan, United States
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Victor Khaze, United States
Gary Sterling, United States
David Dillard, United States

jill Smith, United States
Michael Holberton, PE
Dominick Alegria, United States
David Haberman, United States
Sean Brann, United States

Matt Arevalo, United States
Greg Biggers, United States
Brenden Wiley, United States
David Paul, United States

evan bisson, United States
David Bersick, United States
James Vaughn, United States
Samuel Horrell, United States
Jacob Anderson, United States
Emily Ploesser, United States
Peter de Selding, United States
Russell Vance®, United States
Robert Chrysler, United States
Karl Hayes, United States
William Phillips, United States
PN Collins, United States

Ian Angelo King, Philippines
Aaron Miller, United States
William McDowell, United States
Adam Rodnitzky, United States
Kirk pettersen, United States
Martin Greenaway, United Kingdom
Brandon Nelson, United States
Sohejl Rafati, Germany

William Smith, United States
Florian Schulze, Germany
Doug Crawford, United States
Niall Carroll, United States

Paul Gadsden, United States
Michael Tumillo, United States
Bobbie Russell , United States
corey biller, United States
Edmond Schwab, United States
Fei Yuan, United States
Carl-Edward Endicott, United States
T G Jordan, United States
nicholas timmenga, Canada
Aaron Padilla, United States
Christopher Noone, United States
Mchael James, United States
Rick Butler, United States
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Blake Barrett, United States
Larry Hill, United States
James Hill, United States
Stephen Jones, United States
Mitchell Royse, United States
andrej Skarstan, Norway
Chris Dundov, Australia

Alex Santeliz, United States
John Latham, United States
Ryan Schultz, Austria

Peter White, United States
Veda Thomas , United States
Tony Collins, United States
michael traylor, United States
Robert Ruggles, United States
John Hamilton, United States
Eberhard Bruner, United States

6767. jay sennesael, Canada
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Ethan Chaffin, United States
Alma Zuniga, Ireland

Vu Dang, United States

Richard Smith, United States
John Levengood, United States
Steve Sparks, United States
Gregers Rygg, Norway

Anthony Short, United States
Victoria Capon, United States
TOYA Clay, United States

Ray Morrison, United States
Nixxon Louisin, Brazil

Judy Christofferson, United States
Patrick Schweitzer, United States
Michael Virgilio, United States
Tom B, United States

Sara Bell, United States

Daniel Francis, United States
Barry Woolfson, United States
Yann Germain-Tardieu, United States
Robert Exelby, United States
Emily Leopold, United States
Mike Wheeler, United States
Francis Homen-Leo, United States
Jon Poole, United States

Jeff Endrulat, United States
JOHN SCHEID, United States
Aaron Weissman, United States
Joshua Wilke, United States
Cameron Hemenway, United States
Thomas Smith, United States

6799. jacob hughes, United States
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Jennifer Jackson, KR

M. Lynch, United States

James Hoyt, United States
Sarah Harmer, Australia

Dennis Stevens, United States
Shane Hendry, United States
Matthew Furlani, United States
Josh Geiberras, Australia
Donna Roberts, United States
Vicki Elliott, United States
Robert Boileau, United States
Jonathan Owens, United States
Larry Hearold, United States
Linda Jackson, United States
Dan Ransom , United States
doug ouellette, United States
Chris Bonilla, United States
Rebecca Jackson , United States
Scott McKee, United States
Mike Faryniak, United States
Clayton Oliver, United States
Josh Ortgies, United States
Brian Fowler, United States

phil baldi, United States

Tony Lopez , United States
Steven Kiel, United States

Shiv Sikand, United States
lachlan mackie, New Zealand
lars bang, Norway

Robert Seabock, United States
Pete Ferrante, United States
Edward Max, United States
Chad Whittington, United States
Andrew Lisenby, United States
Tommy Alexander, United States
John Green, United States
Donald Yongue, United States
Carlos encarnacion, United States
David Mandy, United States
Chris Losh , United States
Andrew Wilson, United States
Bryce Proseus, United States
Kros Andrews, United States
Izaiah Alexander, United States
Cheryl J Rutledge, United States
Daniel Rowland, United States
James Langridge, United States
Mike Tomaka, United States
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6888.

Kin Brokaw, United States
Dennis Rymon, United States
Matthew Davenport, United States
Matthew Becker, United States
Debra Giovenco, United States
Steven Musgrove, United States
David Van't Hof, United States
Peter Jones, Australia

Mark Koenig , United States
Brian O'Hagan, United States
James Francis, United States
Ric Reichelt, United States
Buck Cooper, United States
Barry Green, United States
Joyce Hanni, United States

Dart Fox, United States

Dale Beach, United States
Rafael Gutiérrez, United States
Stephen Starke, United States
Adam Mankowski, United States
Bennie Vega, United States
Craig Marscin, United States
brian burk, United States
Dwayne DelLaere, United States
Linda Homen, United States
Frank Leo, United States

Missy Ellgen, United States
Don Fick, United States

Cody Mosteller, United States
ron kaledas, United States
tremayne robinson, United States
manley haver, United States
Steve Moore, United States
Jeremiah Jorstad, United States
Sergio Ramos, United States
Stephen Pica, United States
Gregory Francom, United States
Kirt Senser, United States
Daniel Michalak, United States
Kyle Steere, United States
Jonathan Greeley, United States

6889. jim kelley, United States
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6891.
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6893.
6894.
6895.
6896.

Dean Johnson, United States
Bryan Ricciardo, United States
Allen Chen, United States

Lou Bustamante, United States
maria thompson, United States
Nicholas Busby, United States
Larry Davis, United States
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Jorge Perez, United States

John Wolfe, United States
William Brees, United States
Leonard Quam, United States
Shaun Miller, United States
matt fuehrer, United States
dakota berger, United States
Aaron Crombie, United States
Sanjay Aiyagari , United States
John Jost, United States

C Campbell, United States

Joey Barboza, United States
Andrew Deyo, United States
John Nelson, United States
Keith Henderson, United States
michael kordic, United States
David Chadderton, United States
david teegarden, United States
William Sossamon, United States
Peter Kissa, United States
David Moore, United States
Ryan DeMougin, United States
Christopher Dye, United States
Willard Jackson, United States
ricky mcmasters, United States
Keegan Mobley, United States
Scott Derrick, United States
Stephen Slipoy, United States
Lewis Moulton, United States
Ruslan Khinotskiy , United States
scott steeves, United States
david mallon, United States
Johnny Turner, United States
DAVID DUENAS, United States
Deb Dueno, United States
Daniel Weigle, United States
Bruce theodore, Canada
andrew goode, United States
Joey Baughman, United States
Ori Rawlings, United States
James Holton, United States
Bryce Krueger, United States
Mike Elston, United States
Jeannette Astacio, United States
Alejandro Mora, United States
Kyle Doughty, United States
Bob Wasikowski, United States
Ludwig Balek, United States
Daniel Taylor, United States



6946. jack lem, United States
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6958.

Wayne Forrester, Australia
Jason Holmgaard, United States
william pelis, United States
Sheila Clark, United States
Andrew Howe, United States
Keith Hailey, United States
Donna Holbrook, United States
Timothy Luczak, United States
Rob Pollio, United States

Jason Philippe, United States
matthew standley, United States
Joe Stammeyer, United States

6959. justin kamas, United States
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6994.

Damien Reiri, United States
Blair Carmichael, United States
Craig Zingerline, United States
charles harper, United States
Ronald DeBlois, United States
David Escobar, United States
Yoshi Kobayashi, United States
Joel Penialo, United States

Carl Rodeheaver, United States
Ryan Massie, United States
Brian Wilson, United States
Robet Metler, United States
Bryce Ballard, United States
Tori Dockery, United States
Phillip Schmidt, United States
Neal Obel, United States

Joseph Bulmer, United States
Kate Wiegartz, United States
Dominick Tocci, United States
David Sunderland, United States
Christopher Smith, United States
Douglas Bradshaw, United States
James Halcrow, Canada
George Davis, United States
William Cutler, Canada

Mike Brown, United States
Daniel Hooghkirk, United States
Adam Cox, United States
Thomas Keays, United States
Travis Conoyer, United States
Charles Bobo, United States
Andrew Thompson, United States
Ioan Luncan, RO

Michael Greig, United States
Mark Straight, United States
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7007.
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7011.
7012.
7013.
7014.
7015.
7016.
7017.

Robert Lacy, United States
Luisa Latoff, United States
Clint Latoff, United States

Scott Bollinger, United States
Hal Wine, United States

Tom Latoff, United States
michael morabito, United States
Zenon Wijtyk, United States
Jerry Perez, United States

Kevin Smith, United States
dwight jamison, United States
Remington Lee, Canada

Mike Hefner, United States
Artur Dujs , United Kingdom
Lynn Adcock, United States
Richard Magargle, United States
victor fagundo, United States
Claiborne Smisson, United States
Israel Fuentes, United States
Jakob Frickelton, United Kingdom
Uwe Ross, United States

James Newton, United States
george boutsikos, United States

7018. jason giannetti, United States
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7032.
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7042.

Mac Hawes, United States

Josh Whitford, United States
Daniel Greenhill, United States
Nathan Boyer, United States
Kayle Castleton, United States
Dax Brown, United States

Neal Landsburgh, United States
Kathy Peterson, United States
John Roberson, United States
Christie Vezzola, United States
David Dobrowski, United States
Mark Oskin, United States
Michael Artman, United States
corey szalkowski, United States
Adam Allen, United States
Anthony Waters, United States
Manuel Gordian , United States
Eddy Bullock, United States
Reg Edmonds, United States
John Cowan, United States
Michael Doggett, United States
Christopher Mercer, United States
RL White, United States
Stephen George, United States

7043. jeff bjorkman, United States
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Brian White, United States
Scott Bedard, Canada

Todd Prentice, United States
Justin Schick, United States
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