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Tor is an Implementation of 2" generation onion routing
Originally sponsored by the US Naval Research Laboratory
Later became an Electronic Frontier Foundation project
Helps to prevent network traffic analysis & surveillance
Open network with over 2000 nodes

Anonymity tool

Uses multiple layers of encryption

Multi-hop proxy
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General Tor research

HOMING TROLL

Hidden Services
Helped with a few deanonymisation techniques
Worked with JTRIG & MCR (Maths & Crypt research)

Provided support to OP SUPERIORITY
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* The Good

* The Bad

bYYRCTBPasIRESEerrmeust ApIREIAING



UK TOP SECRET STRAP1 COMINT

bYYRCHBPSBERPrraush APETIIATNG



UK TOP SECRET STRAP1 COMINT

Hides the |IP address of a web service
Protects content providers by anonymously hosting content
Publication of undesirable content

Both client and server are anonymous to an observer and to each other

Normal Tor Hidden Services
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What's this .onion business?

Example onion domain

DNS?

nEsrcimIsv-Iimrans
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The actual Hidden Service (HS)

User

Hidden Service Directory (HSDir)

Introduction Point (IPT)

Rendezvous Point (RP)
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nEsrCimIsYoimrans



UK TOP SECRET STRAP1 COMINT

PYYRCHBPSBERPrraush APETIIAING



UK TOP SECRET STRAP1 COMINT

byhRCY & ger R ¥ [T




UK TOP SECRET STRAP1 COMINT







e ____o¢o _____& & & & ¢

K TOP SECRET STRAP1 COMINT



UK TOP SECRET STRAP1 COMINT

Questions?
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