
Office of the Director of National Intelligence 
Washington, DC 20511 

Mr. Andrew Crocker 
Electronic Frontier Foundation 
815 Eddy Street 
San Francisco, CA 94109 

Reference: DF-2014-00200 

Dear Mr. Crocker: 

This letter responds to your letter dated 6 May 2014 (Enclosure I), pursuant to the Freedom of 
Infonnation Act (FOIA), seeking "all records, emails and communications related to the development 
or implementation of the 'Vulnerabilities Equity Process ' and all records, emails and communications 
related to or reflecting the 'principles ' that guide the agency 'decision-making process for vulnerability 
disclosure in the process described in the White House blog post. '". 

The ODNI has located documents responsive to that request, as subsequently modified by the 
court's order of 21 October 2014. Enclosed are three docwnents that are being released in segregable 
form with deletions made pursuant to FOIA exemptions (b)(l), (b)(3), (b)(5) and (b)(6) (Enclosure 2). In 
addition, three other responsive documents have been denied in their entirety pursuant to FOIA 
exemptions (b)(l), (b)(3), and (b)(5). 

Exemption (b )( l) protects classified information under Executive Order 13526, Section 1.4( c ). 
Exemption (b)(3) applies to information exempt from disclosure by statute. The relevant withholding 
statute is the National Security Act of 1947, as amended, 50 U.S.C. § 3024(i)(l), which protects 
information pertaining to intelligence sources and methods. Exemption (b)(5) protects privileged 
interagency or Intra-Agency information. Exemption (b )( 6) applies to records which, if released, would 
constitute a clearly unwarranted invasion of the personal privacy of individuals. 

At this time, your FOIA request remains open, and the ODNI will continue to process your request 
and provide a further response on or about 15 January 2015. 

Sincerely, 

Director, Infonnation Management Division 

Enclosures 
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.:A. ELECTIONiC FRONTIER fOUllDATIH 
~ ......---~hm •lllt ... ~· 

' ~ ..: . . :: 

Pamela N, Pbil)jps. ~ . ' . 
. NatioDaI sccuri1y'Agency . :. : 

Chief. FOU\/PA.·Offioe·(DJP4) .. 
9800 Savage Road StE 6248 · 
Ft. George O. Meade, MD 20755-6248 

BY fAaJMILE: (443}47.9~3612· . 
' • • A 

'Jcooiftr L. HadSon · · . · · 

.. , . 

. Di~or, Jntonnad~ Mwgemc.it Division 
. Office of die Director-of Na~~ Intelligence 
Wuhington,D.C. 20511 · · · · 

BY FACSIMILE: (703) 874..,10 . 

RE: Ereeclom ·or lnforoiation Act Reqpcst 
· ~Stfor.~·~'oces•iog · · 

~Ms. Phlllips.an4 MS. liudsOn: 

May 6, 2014 

.. , :-.. ·· 

.· : . • 

This letter constitutes an ~ted request ·under the Fi:eedom of Jnfonnati~n. A~t ("FOIA"). S 
U.S.C. § SS2 • .and is .. submitted·to ~.~,ii9JUl1 Security Agcncy_r,NSA") and the· Office of the 
Director of'Nationai' mtclliacnce ("ODNi'~ on ~ o.f the· Electronic 'Frontier:Foundation 
("EFF'). ~ makes this teq~st ·es part of its Ti~ Project. which works to obtain 

. government rec'ords and.~ tho~ re~ds widely available 'to ~ ~blic. . . . 

on April 12, 2014~. B~inberg ·Ncwi published a story alleging that the NSA had knowledge of 
·the Internet security flaw knovin 11$ Heartblec4; and that the Agency bad secretly exploited the 
vulnerability foz: intelligence gatbcrina· plirposes _for at least two ye~.•· the ODl'lI quickly 
refuted this story. It dXJ>~ that in r:esporise to recommendations by the White House Review 
Oroup, the executive· bDnch. bad "review'cd . lta" _policies: in . dwl. iuu "and . reinvigorated an 
inte.r.sency ~: for deciding .when to share vulnerabilities .. This process is called the 
Vulnerabilitie1 'P..Qintiea· ProC:es,;.·02 A. subsequent blog :pOst .,Y .the ·Whlte. House Cybersecurity 
Coordinator: explained_ .tbai . ~ government, including ~ NSA, ha.cl "established priliciples to 
. . . . . . . . .. .. . . . . . 

l Michael.Riley, NsA Said ro bploil He;,~ble~d iJugfor lntelllge""far YeaTs, :Ql~mberg 
(Apr; 11, 2014). .· · . .. . --: · . . ". · . . . . . . . · 
http://www.bloomberg.eoiD/newSnO 14·04- l linsa:.said-to.:have-used-heartb1Ccd.:.btig~ing-

. eomum.ers.:~. . · -. . . · · · .. · . .. . · · · · 
2 O.tiNI. Sra16,,,.ni Mi Bloom!Jerg N~11tory that NSA mew about. tire "Htartbleed bug" flaw 

· and r~gultll'/y ~ed tt ro' gOlher. criti,a/ Intelligence (Apr . . 11, 2014), · 
bttp:/lic:onlhSecord.tumbJr.comlpost/82416436703/.statemcnt--on-bloomberg-ru:ws-story-that­
nsa-bew. · 

-1 
815 EddyShat•S•li~.CA OISA , · ' · . · . . ::::: 

____ v_ ... _ ... _u_1s_~_. 8:9 _ _3n_ .. :._ .. ,.._-. :~_u_.15_.'.43-6S_.ss~~~Nc~111LA~'~~s~~:;.!.!;,~~:_· _'111f_.·: ·_''-~---~~_· uo_~~-ff-.o-ra _ __:_ _ _ ~::§ 
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. .. . ,,· 

. guide ~CllCy decision-tmklilg . . . . a di~cipliil~d. rigorous and hich-level decision-making 
process foi vulnerability disclosure."' .Accordingly, EFF herd>y requests the.following l":COrds: 

. . 
. . . 

·All records, .emails. and .CQ~cations relalc(i to the develcipmcnt o.r iinplcin.cntation 'of the 
' '· ·' ' .· . .. . . ' . .. . 

''Vulnerabilifiet· Eq(iliy Pr~eu"' .and all rccordS; emails and ·CommWllcations related to· or 
·reflecting the .. ~pdneiples"· that g\lidc the agency '•deeisio11-:maklng process for vulnuabllity · 
disctosm" bi the Pn>cess·'de$Crlbed in dic·Wbir.e HoUSe- blog prist: · 

· . 
.R.equ"t for ~xpecl.lted Pr~siug 

For the reasons discussed below, . a "C'ornpeJ.li~g · need" exi~s fo~ . the s:ccords ·B°'1Pt in this 
request. :And:· as !lucb, ·m is' . entitled to ... 'expedited. pi-ocessing - under s u.s.c. 
§ SS2(a)(6)(E)(v)(µ) ._.a.ac( 32 . C.F .R. ·§ 299.S(f)(2) (N'SA FOIA regu(Jllions) and 32 C.F.R. § 
1700.12 (ODNI FOIA tegulations). . . . 

. • ' .. . .. 
•• • "I 

E.xDedJliuiProcwml under 32 CF.R. § 299.5(/}{21alld32 C.F .R. § 17()().12 . ' 

EFF .is entitled t.D expedi~ processing t?eca\lK· ~ request pcrtaius to· infoi:znatio~ ~ut which 
~ b Gn '\ttgeiicy to infoin) ~.Public '11®.ut ·1'0.'4Ctual or aJlcgeq federal gOVCOU'.J;lent activity.'' 
IDd ~ ~uest ~· "D:µlde by a ·~n primarily engagcd'in ~8· inforinatlon:" ·32 C.F.R 
§. l 700.12(c)(~) sn alia_ 32 C.FJ( f 299.S(t)(2): 1\o info~tion. wc ·r~ucst easily sa.tisfies this 
stan«Wd. .. . . . . 

.. . . . 
.. . , :, .. . 

First, the records souiht by aw; request undeniably concern a "federal government activity." Id. 
The rccx>rds reqQCsted here c:Onccm ~ aetiVity of several agencies of the Execmive Branch and 
reflect. on the f~ go~cnt·s dccision~making processes. · · 
. . .. . . . ; .' . . .. . ', . : ; ".-. ·: . • . ~.. . I:: _'' . . .·· : . ' ' . . . ". . , '", ·... .. : . 

Second, there is an °urgcncy to .infO?m the p~lic" abciut the federal govenuncnt activity. Id. As 
· ibc conflict·~ .the· lUoouibe'rg Nows s~ and the ~~ .by_the govcnmicnt indicate, 

there. Js an ongoing ~te about whether and uo4c:r ·~ ~~ the govmunent should 
ch~ Dot to. disclose comp\itCr wlncrabilitios it is aware of. In particular, the Review Group on 
Intelligence and c.oznm'&mic:ations 'rcchno~ogie.s appoint.ed by President Obama to assess the 
NSA •s aciivitie.s released a report in DeCembcf 2()13 addrcssini this issue, 4 and ~bate continues · 
within tbc government and in tbe·p~.5 .. . .: . . . · · .· '. 

• ' ' , • • •• • • ' :: I ' • ' .. . .. 
3 . Mic~elD.mel, ~y~uri*Y- Coordinator, Heilrtbleed: Un~r~t~,,g:WM~ We Disclose 
Cy~ Vubrerabllities~ Whikl.-Howc {Apr. 28; 2014), ·· · · . : · . . .. · · 

. '1tq>:/lwww. whitchO~aovl\ll~Ol:4/04f28'11e&rtbl~-widerstanding-w~-we-disclose,.cybcr. 
· Vu1nerabmties. · · · · · · . · · · 
'See ~~t' s Review Olp. on 1.ntelliguicc and Commc 'ns Tech., Lllurty and Sscuriry in a 
Chmtgtng Wo11d31(Dec. 12, 2013), http:liw-ww.wfiitehousc.gov/sites/defaulfitilqt.doca.12013~ 
12--12_rg_fuW_repor:t.pd(. · '- : · . . ·. '.'. . · . . · · .. . . · ·, · · ' . 
s &,, e.g., David E. $~er, WldteHous1 Deralls·Thin/dng on Cybersecurity Fl.aws: N.Y. Times 

· (Apr. 28, 2014), hup:{~.ny.times.coJD/2014/04/'29./lis(whit~hquse-detaib-thinking-on­
~ty-gaps:html! J~ Go41sriiilh, Thoughts on White Ho fl!e Statement.on Qlber 

. .. . 2 

815 Eddy Street • San FrancisCo. CA 94109 USA . 
vD.;c,i ~1415 43S. R3'3 &x ~i •t~ 438 9993 · . ·tW~·UNIWJff .orf mnall lafarQlatienwsff .~ri . 
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... 
. ' . . . 

. .' . ' . ' . 
.; ' 

· 1n·1wo i:eccnt FOIA -~ brought. by EFF,. the court found~ ~oests Wammted expedited 
trca~t where ~ is considering legislatio~ .. and the records may enable the public to 
par!icipate ·meaningfully in the debate .over Sucli pending legislation." EFF v. ODNI, 542 F. 
Supp. :2d llll, . 1~87 (N.D. C~.t. 200$)(citing EFFv. ODNl,2001 U.S. Diat. LEXIS·$958S (Nov; 
27, 2bQ7)). Even thouglffhc.C9micoulcfnot.''pred,ict the tiniina of.~e·oftbc legislation .. the 
court ~ ~ted 'pioc~b;i8. holding "that delayed disclosure of the reqilcstod .matc1ials 
may cause h:reperablc· hattn:ta .. a. vested constitutional in~t in:' 'the -wlinhibited, robu.st, and 
wi~ dcbafo abo~·'mitten of. public importance ·that secures QD . informed citizenry.,,, Id. 

. (citing New YOl'i timi!iCo. ~· ·swlivan, 376 U.S. 254~· 210· (1964)). Similarly, there is an urgency 
to inform the public about the information M s~k here. 

Fmthu, as expl.$incd below in· 5uppoit . ~f oUr ·request for "news. mcclia .. treatment, EFF is 
"primarily engaged Ui 'djSsCminatirig. i.Dfonitation ... under 32 C.F ~· §299.S(f)(2). and 32 C.F .R § 
1100.12(cX2). -- .. . ·. . ... 

.·· . . ·· .• 

ThC:i:eforc, this request nicets thC ·standard for expcdit.ed proc~ sCt forth in 32. C.F.R. § 
299~S(f)(2) .imd ~2 C.F.R. § .. fl00.12. . · . . 

. ' 

Request for Nm Media Ji'ee Stat.ai· · · · : . 

. EFF asks ~-it t10t -~ ~«t. ~arch o~· rev~e~ fees for tm~ icquest b~usc EPF··qwWfies as a 
.. rcp~tati-ve t>f ~ .ne~. i,nedia pursuant to the FOIA and: 32 CJi'.R. § 286.28{c)(7) and 32 
C.F .R. § l 700.2(h)( 4): ·:in-_ req~ting ·this classificatio~ We . note "~ the DepaitDtent of · 
Homeland Security, ("D.HS'1) .and. NSA,· among ~ ag~. have · recognized that EFF 
qualifies aS a "news n'iedi~' requester, ~ upon. the publication activities set forth below (see 
DHS stipulation and NSA letter, attached hereto). We further note that.the U.S. ·CQurt o.f Appeals 
for·· the t>.C. -Circuit bas stressed tJi&t "different agencies {must not]. adopt. ·incomistent 
intciprctaqOl1$ of the. ,EOIA." . .Al-Fayed.v: CM. -~54 F.3d 300, 307 (D.C. Cir. 2oon~ qqot:ji:ia·Pub. 

- ·.C/ttzen Health.Rese~c~ Grouj;~."FD.4,.104 F.2d 't280, 1281 (D~t. Cir.1983). . . ... · . . 

EFF ~ a nan-profit publiC Uitctest' ~-tion that worb "'~ · Pr~tect aDd. Cnhance our ~ civil 
, liberties · in th'e digital )gc.~'~·One of EFF's. primaey . objectives is ''to educate the press, 
policymakcn'aDd the gcnet1i ptiblic abo~ online ci.vil liberties."7 To accomplish this goal, EFP 
routinely ad sy~cally disScmiDates. information in several ways. 

· Vul11erabtlitlu, i..~are (Apr. is, .2CH4).; httj>:/~.Jawfarebloa.coml20141o4tthougbts-on· 
· Y4iite·ho~~~ent~Q-cybcr~Wlncrahilitics' (n0tlng eo~ict bet\veen White House report aPd 
policy amiouaced.ill:bl01n>ost}; ~ulilQ'l San~hu. 'The NSA 's Heart!Jkedpr_oblem ·1s the problem · 
~hlhe~,~. (Aj,r;·12,:~ot4), · . . . '. .. . . . . 
bttp://wwt/l.1bquarcli,.n.~m/,commcntisftcca014/.apr/12/thc-nsas-beartbleed-problcm-is-tbo-
problmn·wibthe·ma. · . . · · 
8 Guidestar Nonprofit Report. Eicctronic Frontier Foundation, 
~s=.tiwww.guidestar.org/ora~~~04-309l 43 l/clcctroni~~fror;rtier-foundation.&spx · · 
~-visited August 22~ 2013).:.. . . ·. . . . " · . . . 

Id. . ' · .: 
, ' ; .... '~ ' " 3 

815 ~Street · San f ta111:lsco, CA . 94109 IJSA . . 
Vlilci •1415 ~3UW · flt: ~u1s· 436193 ws1i •uff.arr 
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·.···· · . . . 

First,"EFF maintains a·freQ.ueJilly"visited web site, http://~.eff.org, which received 1,314,234 
unique visi~rs in July 20i.3 :...,...;. an average of 1,116 per boUt .. The web site reports ~e latest 
deVelopments and. ccintafus in-depth information about a vanety of civil liberties and intellectual 
property issues. · 

. . . . . 
EFF lw regu)arly published an online newsletter, the EFfector, since 1990 .. The EFFector 
mently bas m~ than 2~5;000 SUbsCribets. A c0mplete alcbive of p~ EFFcctors is available 
at http://wwW.eff.ori/effectOr/;· :· · · · ·· · ·. · · ' 

. ~ . . . 
. , ' · 

Furthermore, EFF· pubijshes. a Qlog. that highlights the. latest news from ~ound the Internet. 
. oecpLink,s {http:/JwWW.cfforg/decplinks.I) iepprts and .analyzes. oowsworthy developments in · 
technology. DecpLinks had 116,494 unique visitors in July 2013. EFF also maintains a 
presence 011 the sOciill media networks T:wittU (more th.an 140,000 followers}. Faccbook (more 
_than 67,000 followers). and Google ~l.us.(more than 2,000,000 followers) . . . 

. . . . . . .. ·:: . . .·. ':. 

In addition to ·~rtmg· hi~tech deveiopments, EFF .staff members h&~c presen~ ~h ~d 
in-depth analysis· on 't.ccbilolQgy issu~ jo no feYier th8n foey white papers published since 2003 . 
These papers,. available a~ httP://www.cft:orglwpl, provide mron.nwoo. and commentary On such 

· diverse issues as electronic votiiig, free spcec~.privacy and iiitcllectllai property. 

EFF has 8Iso publislicd several books to educ&te the public about technology and civil liberties 
issues. Everybody's (}ui<k to the I111ernet (MIT Press 1994), first published cleCtronically as The 
Big Dummy. 's Gulde: ~o · f~ Internet in 1993, was: translat~ intq scvew:· tanguages, and is st.ill 

. sold by Po.well's Boo~ {http://~.powells.com). · EFF also p~ed Prorecting Yourself 
Otillne.' The Defiriime .Resource ·o;, Safe'ty, : Freedom & frlvacy in Cyb~rspace (HarperEdge 
1998), a "comprehezisive ~dC to self-prot~ctfon in the clectroPfc .frontier," -which can be 
j>Urcbased via AnUizoaconi (http://Ww\.v.amazon.com). Finally, Cracking . DFS: Secrets of 
Encryption Research, Wiretap Polltics & Chip Design (O'Reilly 1998) revealed te<:bnical details 
on cnClyption security to tho public. The ~k .is available onlinc at http://c~m~.org/cracking 

. . -dcs.htm ~ for sale at Ama,zon.com.. -.. :. : · · · · · 

.· ~ucst for aPublie ID•cst·.Fee Waiver . . . .. . . 

EfF is eoti1lcd tO a waiVet of dupllcation fees because ~los~e of the req~ted information is 
in the. public: intetest withln the meaning of s· U.S.C. § S52(a)(4)(a)(iii) .and 32 C.F.R. § 
216.28(dX1) and 32 C!.R. § 1700.6(b)(2): .~~,determine whether a ~quest meets this standard. 
the agency determines whether ·.'(d]iscfosilre' .of the requested Uiformation -. . . ~ ~ likely to 
contribu,te sigoifican~y .to . public, .un4c~a of the operations ·.Pf , aCtivitics of' the 
.govemmcnt, 32 C.F.R. :§ 286;28(d)(l}; 32 C.F.R. § l700.6(b)(2) .~· and whether sucii disclosure 
.. is not primarily ·i~ the coinmacial interest of the . Rqtiestcr." Id. This" request sail.sties these 
criteria · .< '. , : :· • · · • ... ,· ··• · : · 

Firs~~ ~rds .. rcq~ed-~ created by f~eral agencies and therefore necessarily implicar.e 
. ''the operations or activities of'' the gov~puµcnt.'" 32 C.P.R, § l86.28(d)(l); 32 C.F.R. § 
l 700.6(b)(2). . . 

. ·. .. · .. . ·4. 

815"Eddy:Street ·San Francisco. CA 94109 USA . 
vqhJ +14l5 ~36 H33. -/.ft\".+! 415"43,9993 · web wwvuff.orf · .. emall in(am,i~lion@Gff.org 
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Second, disclosure of the requested infonna~on Will contribute to a public und~ of 
government operations or ac;tivjties. /d.:..: EFF ~ requested infonnation_ that \Vill .shed. light on 
the government' a ~sion:.making process 'With ·regard to . compUt:cr· vulnerabilities.· EFF will 

· niake. the in(onnadon. it obtains::under the FOIA available_ tQ th~ public ond the media through its 
web site · and i;wwslettcr, Which highlight dcvclopmcD;ts coricemin& privacy and civil ll"belties 

· issues,· and/or other channels discus5ed more fulfy above. . . . . 

Finally, since only limited information has :be~ made available regarding this decision-making 
process, the disclosure will "contribute sianificantly" to the intl>lic's knowledge and 
understanding of th~~ actiVities. Id. DisCloSUl.'O of the requested infQ~on wilJ. hCtp inform the 
public a~ut tfu, critCri~ ''1scd by the ' govcrmncnt in d~jd.ing ~fher "to discloso vUlncrabilities 

. and~ wisd~.of.~se .~ti~ties. . .. . . 

Furthenn:~, a fc:c waiver is appropriar.c here bc<;ause EFF h8s DO· corrinlCrcial interest ·in the 
di.scloaW"C 1)f thc requested ~rds. 32 C.F.R. § 286.28(d)(l); U C.F.R. § 1700.6(b)(2). EFF is a 
50l(c)(3) nonprofit organimion Md will derive no commercial benefit from the information at 
issue here. 

\• · . 

Thank .Yau for your ~deration of this req~t. If you have any ques~c;>ns or c:oncems. please 
. do 11:ot hcsi.T.atc. to contact.~. at ( 4 fS) 436--9333 x139 or andrew@cff.org. ·As FOIA provides, 1 
. will ~cipate a determination on this request for expcditfld pioccmng withhi 10 calendar days. 

. . . . , : . :· · ·: 

I ccrtjfy that,. to the best of my knowledge.~ "belief, all i~on:natjou within this request is true 
and com:ct. . . ' ... . . . . ' . . . . . . 

... 

··. 

Enclosure 

. . 

• ' I • ' • • 

' . . 
s 

· ./s/ Andrew Croclc.er 
1 

Andrew Crocker, f.sq. . 
Leg~ F ciJoW. . · 

. .. 

i 
I 
i 

815 Eddy Streat· San F~cisca, CA 9410! USA 
~«~11 +1.4lH3U333 .Fit.•141SA369993 . ~~:,,ww.afterg 

i 

.cmaa fnfar~aliQf111o~,orf , .. . ,. 
I 

---------------------------~~U~NC~LA~S~S~IF~IE~D:!.._.:__~~~~'~~~ 
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(b)(1), (b)(5)(b)(1), (b)(5)

Doc 009 
Release in Part 
(b)(1 )(b)(6) 

SECRET//20330207 

NSPD-54/HSPD-23 Paragraph (49) Plan Working Group 

CNCI Connect the Centers Team Meeting 

Topics for Disucssion 

Meeting Agenda 

28 July 2008, 1500-1600 
CIA OHB Room 6033 

Para (49) Plan Discussion (Outline of Plan): 

• 

• 

CL BY : _ ,(b)(S) 

CL REA~( c} , (g ) 
DECL ON: 20330207 
ORV FROM : MIS S-06 

j(b )(1 ) 

jNon-responsive I 



SECRET//2-0330207 

Non- S~CRET//20330207 

Questions to be discussed: 
l(b)(3) 

a. Who gives and gets the info? 
b. Why do those parties need the info? 
c. Under what restrictions is the info shared? 

2. What information does the Offense needs from the Defense? 
3. What information does the Defense needs from the Offense? 
4. What type of information is to be shared? 
5. What type of information is beneficial to each community? 

3ECRET//20338207 



Next Steps: 

3ECREP//2033020 7 

gECREP//20330207 

sgcRET//20330207 



DOC 209 
Release in Part (b)(3) 

The United States has the right to take measures it deems necessary to protect 
national security interests and to prevent disclosure of classified and sensitive 
information. 

Counterintelligence is one of several instruments of national power that can 
enact these necessary measures, but its effectiveness depends . .. on 
coordination with other elements of government and with the private sector. 

This is even more important for cybersecurity activities, which can take many 
forms: defense (CND), offense (CNA), investigation (CNI), as well as 
counterintelligence (Cl). These activities are all linked and properly coordinated 
can enable each other and close gaps an enemy might otherwise exploit. 

Proper coordination should begin with a firm understanding of the "equities" 
involved and agreements on where equities lie for cybersecurity activities and 
stakeholders. By equities, we mean understood or claimed mission areas that, if 
rights and roles were not clarified, could result in uncoordinated or counter­
productive actions. 

The Vulnerabilities Equities Process Working Group (VEPWG) has asked for 
drafting of scenarios (vignettes) that illustrate issues to be handled by a USG­
wide vulnerabilities equities process. ONCIX has been tasked to provide 
examples of Cl equities via one or more vignettes as well. 
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(b)(1), (b)(3), (b)
(5)

Release in Part (b)(1 )(b)(3)(b)(5) 
DOC 211 

I 01' '11 t 'RLT t O\llN I /IJUH >HN 

First, some definitions for those not familiar with the counterintelligence mission: 

Counterintelligence: Information gathered and activities conducted to identify, 
deceive, exploit, disrupt, or protect against espionage, other intelligence activities, 
sabotage, or assassinations conducted for or on behalf of foreign powers, foreign 
organizations or persons, or their agents, or international terrorist organizations or 
activities. 

It Jt' \LC 10 I t ·o'd p, I ?..~ >I OR'• 
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l(b )(1 )(b )(3 )(b )(5) 
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