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(U) Change Register

Date Made By
Change No. Change mm/dd/yy (initials)
1 Numerous administrative changes were made to clarify 02/24/12 SLS
certain guidance, correct some errors in dates, revise the
proposed exemption categories, and correct typos.
2 Entry 24 was amended to account for two specific exceptions. 4/13/12 SLS
3 Entry 3 was amended to bring it in line with previous 4/25/12 SLS

guidance regarding intercept or reference to specific intercept
ofibelligerent or non-belligerent communications through 31
December 1946
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{U) Classification Guide for SIGINT Material Dating Prior to 1 January 1968
{U) PUBLICATION DATE:

{U) OFFICE OF ORIGIN: SID

Wiieloyee =0 | 502
(uy pHONE: [ Gz

(U ORIGINAL CLASSIFICATION AUTHORITY
SIGINT Dircetor.

{U) This classification guide deseribes the SIGINT material that is dated from 16 August
1945 — 31 Deeember 1967 and warrants protection for more than 50 years. It supersedes
all prior guidance relating to material originating during this timeframe. This guidanee
pertains to NSAJCSS as well as to its predecessor organizations.

Deseriplion of Inlormation Classilicalion/Markines Keason Declass Kemarks

1. (U All sources- aod methods- CONFIDENTIALYREL 1 SN *I5 years { UAFOUC) Uhis ineludes
relared metadata added o USA FVEY ata minimurm S0X3 froom dare informarion such as SHGINT
SIGINT produet repoces by SX6 of addresses (SIGADS),
NEALSS orincluded in material Producer Desigoator

NEACSS metrie s repus

Dhgraphs { PO s}, Case
Motations ({CASNg), RASIY
Maoual desigoators, inrereept
desigoators, SR1s, Crypt
Svstem Titdes, lotellipeoee
Source lodicators {151s),
Time of lotereept {101),
Communications Lanes

{ foreigo FROM O eotities),
Message Tebex oumbiers
assigned by foweign target,
oucnber of messages collected
foor a specific target, oumber
of messages decoypred foca
spocafic targer, ele.

{U} Exceptions: Foc the
period of the Vieroam
conflict {through 31
Drecernber 19673 - all
maadara for otherwise
releasable repons in which
the targeted cotity was a
pactic pant in the Vienam
conflict i UNCLASSIFIELD.

{UAFOUMDN The
e thodologics used by
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NSA/CSS to log, track,
account for, and analyze
collection prior to 1968 are
still used today. Revealing
this “who,” “when,” “where,”
and “how” could provide an
adversary with a great deal of
insight into NSA’s targets,
collection sites, and other
collection- and analysis-
related information that is
still being used today.

(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

(S//NF) Information revealing
the fact of NSA/CSS targeting,
collecting, or processing the
communications of these
specific foreign
countries/international
organizations:

- Algeria after 31 Dec 1946

- Belgium after 31 Dec 1946

- France after 31 Dec 1946

- Germany (i.e., West Germany)
after 31 Dec 1946

- Netherlands after 31 Dec 1946

- Norway after 31 Dec 1946

- Saudi Arabia after 31 Dec
1946

- Sweden after 31 Dec 1946

- Tunisia after 31 Dec 1946

- Turkey after 31 Dec 1946

- Taiwan (Formosa) after
31 Dec 1949

- Italy after 31 Dec 1947
- Jordan after 31 Dec 1947

- Denmark after 31 Dec 1953

- South Korea after 31 Dec
1953

- Japan after 31 Dec 1954

- Austria after 31 Dec 1955

- Israel for any timeframe (see

SECRET//REL TO USA,
FVEY at a minimum

75X1
75X3
75X6

*75 years
from either
the date of
material or
the end of
the
particular
partnership,
whichever
is longer

(U) The fact of NSA/CSS
targeting, collecting, or
processing against any nation
not listed as classified
through 1967 is
UNCLASSIFIED.

(U) Revealing these specific
targets will enable
adversaries to deduce the
strength and range of
NSA/CSS’s capabilities at
that time. When there is
direct link between the
communications systems used
then and those used today,
the targets can adopt blanket
denial practices not currently
used because they simply do
not appreciate how well their
signals are currently being
exploited by NSA/CSS. In
addition, certain historical
targets are also (and were in
the timeframe covered by this
guide) SIGINT partners, and
revealing that NSA/CSS
targeted nations that are
current partners could have
an immediate negative effect
on those relationships.

(U) The fact that NSA/CSS
processed intercepted Isracli
communications during the
USS Liberty incident (24
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remark for specific exception)
- Pakistan for any timeframe
- Singapore for any timeframe

- all international organizations

May — 8 June 1967) is
UNCLASSIFIED.

(U) Serious or exceptionally
grave damage to national
security can be expected if
this material were to be
declassified, depending on
the particular information
being revealed.

3. (S//NF) Information revealing SECRET//NOFORN 75X1 *75 years (S//NF) Second Party
the fact of NSA/CSS targeting, 75X3 from either | partnerships are among
collecting, or processing the 75X6 the date of | NSA/CSS’s strongest, oldest,
communications of a Second 75X9 material or | and most important.

Party country the end of | Revealing the fact that

the NSA/CSS targeted their

partnership, | communications at any time

whichever | would most likely have

is longer serious implications for, and
could cause irreparable
damage to, the partnerships.
(U) Serious damage to
national security can be
expected if this material were
to be declassified.

4. (U) The identities of specific SECRET//REL TO USA, 75X1 *75 years (U//FOUO) NSA/CSS’s
NSA/CSS Third Party SIGINT | FVEY at a minimum 75X3 from either | Third Party partners provide
partners 75X6 the date of | NSA with unique and

material or | valuable insights on

the end of | counterterrorism, combating
the proliferation, and regional
particular stability issues. They also
partnership, | often provide NSA/CSS
whichever | information about each other.
is longer Although they may suspect

they were targets prior to
1968, their level of
cooperation with NSA is
expected to diminish if it
became a known fact.
Conversely, if information
that NSA/CSS has relating to
these countries that is outside
the scope of the partnerships
were to be released, the
countries could gain insight
into NSA’s other SIGINT
capabilities, and could also
become aware of information
that NSA/CSS has not been
sharing. The future of
NSA/CSS’s Third Party
SIGINT foreign partnerships
would be at stake.
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(U) Serious or exceptionally
grave damage to national
security can be expected if
this material were to be
declassified, depending on
the particular information
being revealed.

(U) The fact that NSA/CSS CONFIDENTIAL//REL TO 75X1 *75 years (U//FOUO) NSA/CSS’s
shared particular SIGINT USA, FVEY at a minimum 75X3 from either | Second Party partnerships are
material with a specific Second 75X6 the date of | extraordinarily close, and in
Party partner, when the partner 75X9 material or | some cases it is impossible to
is identifiable the end of | tell where one partner’s work
the ends and another’s starts. In

particular many cases, for a variety of
partnership, | reasons originating within the
whichever | respective partner’s

is longer government, Second Party
partners insist that their
involvement in specific
projects or operations must
not be released. The
UKUSA agreement, signed in
1946, mandates that the
Second Parties respect each
others’ preferences in these
cases.

(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

(U) The fact that NSA/CSS SECRET//REL TO USA, 75X1 *75 years (U//FOUO) NSA/CSS’s

shared particular SIGINT FVEY at a minimum 75X3 from either | Third Party partners provide

material with a specific Third 75X6 the date of | NSA with unique and

Party partner, when the partner material or | valuable insights on

is identifiable the end of | counterterrorism, combating
the proliferation, and regional

particular stability issues. If it were
partnership, | revealed that NSA/CSS
whichever | shared particular information
is longer with specific Third Party
partners (essentially revealing
the countries with which it
had Third Party SIGINT
partnerships prior to 1968),
the future of its Third Party
SIGINT foreign partnerships
would be at stake.

(U) Serious or exceptionally
grave damage to national
security can be expected if

TOP SECR T//SI/TK/NOFORN
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this material were to be
declassified, depending on
the particular information
being revealed.

(U) Information revealing
NSA/CSS targeting, collecting,
or processing diplomatic or
leadership communications of a
specific foreign
country/countries, international
organization, group of
individuals, or individual (post
31 December 1946)

SECRET//REL TO USA,
FVEY at a minimum

50X1
50X3
50X7

*75 years
from date
of material

(U) Exceptions:

- (U) diplomatic/leadership
communications collected
during and related to the
Cuban Missile Crisis (1
January 1959-31 December
1963) are UNCLASSIFIED

- (U) North Vietnamese,
Laotian, or Cambodian
diplomatic/leadership
communications related to
the Vietnam conflict and
collected between 1 January
1960 and 31 December 1975
are UNCLASSIFIED

(U//FOUO) Indicating whose
diplomatic/leadership
communications NSA/CSS
targeted, collected, and/or
processed prior to 1968
would cause diplomatic
challenges for the U.S., and
could also enable a targeted
country that is still using
similar communications
systems to change their
systems, thereby denying
NSA/CSS valuable
intelligence.

(U) Serious or exceptionally
grave damage to national
security can be expected if
this material were to be
declassified, depending on
the particular information
being revealed.

(U//FOUO) Information
revealing NSA/CSS targeting,
collecting, or processing of
specific international
commercial (ILC)
communications (post 31
December 1946)

SECRET//REL TO USA,
FVEY at a minimum

50X1
50X3

*75 years
from date
of material

(U//FOUO) Indicating whose
ILC communications
NSA/CSS targeted, collected,
and/or processed prior to
1968 could also enable a
target that is still using
similar communications
systems to change its
systems, thereby denying
NSA/CSS valuable
intelligence.
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(U) Serious or exceptionally
grave damage to national
security can be expected if
this material were to be
declassified, depending on
the particular information
being revealed.

9.

(U) Information that contains or
reveals foreign SIGINT partner
equities

CONFIDENTIAL//REL TO
USA, FVEY at a minimum

75X1
75X3
75X6
75X9

*75 years
from either
the date of
material or
the end of
the
particular
partnership,
whichever
is longer

(U//FOUO) This includes the
basic “fact of” specific Third
Party partnerships, names of
personnel associated with
partner organizations (Second
or Third Party), indications of
projects that were worked
with specific foreign partners
(Second or Third Party),
collection locations in partner
nations (Second or Third
Party), etc.

(U//FOUO) NSA/CSS’s
foreign partners provide NSA
with unique and valuable
insights on a wide variety of
issues that are critical to U.S.
national security (e.g.,
counterterrorism, combating
proliferation, and regional
stability). It is a given that
they need to protect their
equities as vehemently as
NSA/CSS protects its own.

If NSA/CSS were to release
information that revealed the
equities of its foreign partners
(Second as well as Third
Parties), the future of its
SIGINT foreign partnerships
would be at stake.

(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

10. (U//FOUO) Information

revealing specific overseas
collection and High-Frequency
Direction Finding (HFDF)
locations that remain open
today

CONFIDENTIAL//REL TO
USA, FVEY at a minimum

75X1
75X3
75X6

*75 years
from either
the date of
material or
closure of
site,
whichever
is longer

(U//FOUO) Revealing
specific overseas collection
and HFDF locations could
adversely affect Third Party
SIGINT partnerships and
reveal NSA/CSS’s HFDF
capability strengths and
weaknesses. Such revelations

TOP SECR T//SI/TK/NOFORN
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would identify NSA/CSS’s
Third Party partners and
enable its adversaries to
develop countermeasures
against its strengths and
exploit its weaknesses.

(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

11. (S//SI//REL TO USA, FVEY) SECRET//SI//REL TO USA, 75X1 *75 years (S//SI//REL TO USA,
The fact that NSA/CSS FVEY 75X3 fromeither | FVEY) Revealing the fact
conducted/conducts covert 75X6 the date of | that NSA/CSS conducted
SIGINT operations at 75X7 material or | covert SIGINT operations
unspecified officially flagged end of from officially flagged U.S.
U.S. facilities abroad overall facilities abroad would impair
activity, the effectiveness of
whichever | intelligence methods
is longer currently in use; would reveal
information that would cause
serious harm to relations
between the United States
and a foreign government, or
to ongoing diplomatic
activities of the United
States; and could impair the
ability to provide protection
services to those U.S.
Government officials
authorized protection (e.g.,
President, Vice President).
12. (S//REL TO USA, FVEY) The | TOP SECRET//SI//REL TO 75X1 *75 years (S//SI//REL TO USA,
association of a specific USA, FVEY 75X3 from either | FVEY) Revealing that
location with an SCS site, the 75X6 the date of | NSA/CSS conducted covert
existence of which is releasable 75X7 material or | SIGINT operations from
to Second Party partners end of specific officially flagged
overall U.S. facilities abroad would
activity, impair the effectiveness of
whichever | intelligence methods
is longer currently in use; would reveal

information that would cause
serious harm to relations
between the U.S. and a
foreign government, or to
ongoing diplomatic activities
of the U.S.; and could impair
the ability to provide
protection services to those
U.S. Government officials
authorized protection (e.g.,
President, Vice President).
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(U) Exceptionally grave
damage to national security
can be expected if this
material were to be
declassified.

13.

(S//REL TO USA, FVEY) The
association of a specific
location with an SCS site that is
NOFORN

TOP SECRET//SI//NOFORN

75X1
75X3
75X6
75X7

*75 years
from either
the date of
material or
end of
overall
activity,
whichever
is longer

(S//SI//REL TO USA,
FVEY) Revealing that
NSA/CSS conducted covert
SIGINT operations from
specific officially flagged
U.S. facilities abroad would
immediately impair the
effectiveness of intelligence
methods currently in use;
would reveal information that
would cause serious harm to
relations between the United
States and a foreign
government, or to ongoing
diplomatic activities of the
United States; and could
impair the ability to provide
protection services to those
U.S. Government officials
authorized protection (e.g.,
President, Vice President).

(U) Exceptionally grave
damage to national security
can be expected if this
material were to be
declassified.

14.

(U) Information revealing
specific sources and methods
used by NSA/CSS to target,
collect, and/or process SIGINT
and that are currently used
today

CONFIDENTIAL//REL TO
USA, FVEY at a minimum

50X1
50X3
50X6

*75 years
from date
of material

(U//FOUO) NSA/CSS uses
the same sources and
methods to obtain SIGINT
today as it did prior to 1968.
Revealing the specific
sources and methods used by
NSA/CSS to target, collect,
and/or process SIGINT
would enable targets to adopt
blanket denial practices not
used today because they
simply do not appreciate how
well their signals are
currently being exploited by
NSA/CSS.

(U) See Entry 31 for
additional information.

15.

(TS//SI//REL TO USA, FVEY)
Information revealing the fact
of, as well as details relating to,
NSA/CSS conducting covert

TOP SECRET//SI//NOFORN

50X1
50X3
50X6

*75 years
from date
of material

(TS//SI//REL TO USA,
FVEY) NSA/CSS’s covert
SIGINT activities, such as
SIGINT enabling and the use

TOP SECR T//SI/TK/NOFORN
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SIGINT activities, including of particular cover

material dealing with SIGINT mechanisms, are much the

enabling; cover plans, same today as they were prior

programs, and mechanisms; to 1968. Revealing the

and/or clandestine SIGINT specific covert activities
would nullify the particular
programs where they are
successfully used today.
Targets would adopt blanket

denial practices not used
today because they simply do
not appreciate how
NSA/CSS’s covert activities
support SIGINT successes.

(U) Exceptionally grave
damage to national security
can be expected if this
material were to be
declassified.

. (U) TICOM documents dated CONFIDENTIAL//REL TO 50X1 *75 years (U) TICOM documents
prior to 31 December 1967 USA, FVEY at a minimum 50X3 from date should only be released if
where the acquired document 50X6 of material | they would have been
was originally created by the 50X9 released by the U.S. or
U.S. or a Second Party partner Second Party directly.
and was in the possession of an
"enemy" organization. (U) TICOM documents that

may be declassified and
released include acquired
code books and the
description of applications of
techniques to cryptographic
systems.

(U//FOUO) TICOM was a
joint Five Eyes effort.
NSA/CSS’s Second Party
partnerships are
extraordinarily close, and in
some cases it is impossible to
tell where one partner’s work
ends and another’s starts. In
many cases, for a variety of
reasons originating within the
respective partner’s
government, Second Party
partners insist that their
involvement in specific
projects or operations must
not be released. The
UKUSA agreement mandates
that the Second Parties
respect each others’
preferences in these cases.

TOP SECR T//SI/TK/NOFORN
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(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

17. (U) TICOM interrogation CONFIDENTIAL//REL TO 50X1 *75 years (U) TICOM documents
reports USA, FVEY, at a minimum 50X3 from date should only be released if
50X6 of material | they would have been
50X9 released by the U.S. or
Second Party directly.

(U) In some cases, TICOM
interrogation reports remain
not releasable due to BRUSA
agreements to protect
personal information whose
release could reasonably be
expected to constitute an
unwarranted invasion of
personal privacy of a living
person.

(U//FOUO) TICOM was a
joint Five Eyes effort.
NSA/CSS’s Second Party
partnerships are
extraordinarily close, and in
some cases it is impossible to
tell where one partner’s work
ends and another’s starts. In
many cases, for a variety of
reasons originating within the
respective partner’s
government, Second Party
partners insist that their
involvement in specific
projects or operations must
not be released. The
UKUSA agreement mandates
that the Second Parties
respect each others’
preferences in these cases.

(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

18. (U) ELINT material related to S//REL TO USA, FVEY ata 50X1 *75 years (U//FOUO) Many of the
radar/weapons systems that are | minimum 50X3 from date collection and exploitation
still used today of material | methods used prior to 1968

continue to be employed in
the Intelligence Community.

TOP SECR T//SI/TK/NOFORN




TOP SECRET//SI/TK//NOFORN

Declassifying ELINT
material that is 50 years old
(and older) would enable
adversaries, who do not
appreciate how well their
signals are currently being
exploited by NSA, to
ascertain those collection and
analysis techniques and
subsequently adopt denial
practices that could preclude
further intelligence
exploitation. Such denial
would hamper intelligence of
the modification of old
systems as well as the newest
ones.

(U) Serious or exceptionally
grave damage to national
security can be expected if
this material were to be
declassified, depending on
the particular information

being revealed.

19. (U//FOUO) A single ELNOT or | CONFIDENTIAL//REL TO 50X1 *75 years (U//FOUO) This category
list of ELNOTS or designators USA, FVEY at a minimum 50X3 from date includes information equating
that equate to specific radars, of material | a specific ELNOT with a
including those from weapons specific radar nickname, such
systems, or similar non- as a NATO nickname, or a
communications signal devices radar model number.
weapons system when
associated with amplifying data (U//FOUO) A single ELNOT
that identifies the emitter radar, or list of ELNOTSs or
weapon system, country of designators, e.g., B329A,
origin, or ELINT signal 12227, T6090, 123MZ, when
acquisition method. used without amplifying data

that identifies the emitter
radar, weapon system, or
country of origin, or ELINT
signal acquisition method is
UNCLASSIFIED

(C//REL TO USA, FVEY)
Examples:

- the fact that P307Z and
P334A emanate from the
Crotale surface-to-air missile
is classified
CONFIDENTIAL//REL TO
USA, AUS, CAN, GBR,
NZL

- the fact that A427B
emanates from SLOT BACK
radar is

TOP SECR T//SI/TK/NOFORN
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CONFIDENTIALYREL 1O
USA AUS, CAN, GBR,
MNLL

{UAFOUC) Many of the
collection and exploitation
mcthods nsed poor w
contnue o be cooployed
tday. Deelassifying ELINT
matenal thar s 50 wears old
{and oldecy would coable
adversarics, whi do oot
approciate bow well their
sigoals are curreotly beng
cxploied by NS A
aseerain those colleetion and
analysis wehoigues and
subsequently adopt deowl
practices thar could preclude
further inwelligeoes
cxploiation. Sweb deoial
would barrper intelhpeoce of
the modificarion of old
systerns as well as the oewest
DL,

{U) Various levels of barm w
pariooal seeuricy can be
expected of this matenial were
o b declassified, depending
oo the particular infocmarion

beiog revealed.

200 {UAFOU) FISIN T -relared SECRETYREL 10y USA, S0X1 *IS years (L) Exceprions:
matenal {ic., infbrmanon FWVEY at a minimum S0X3 from date = Refer to the following
related o collection, of material | lofocmation Manoapement
prowessing, and analysis of lostruetions { 161s) Toc
telemerry and beacons, zuidanes oo specific
command wplinks, video data UNCLASSIFIED F1SINT -
lioks, trackiog, and related wnformanion:
arming/fusing/eommand signals - BEFSMAC 11
as well as repoiog based oo
said data types)

- Soviet Deep Space
Telemerry Collection 1M1

{UAFOUO FISIN activity
began in 1956, and amounts
o informanon that weapoos
designers wse w venofy
WOADHID Systen pedbomanes
capabilities. The exact

I'OP SECRET/SITRKANOFORN
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collection and exploitation
methods used from that time
are still being used
successfully today.

(U//FOUO) Declassification
of FISINT-related material
that is 50 years old and older
would show NSA/CSS’s
ability to fully exploit the
data, even with the lack of an
identification key and poor
signal quality, and likely lead
to widespread data denial
practices among target
countries who do not
currently appreciate how well
their signals are currently
being exploited by NSA.
This would deprive the U. S.
of vital knowledge of foreign
weapons and space systems,
which in turn would
ultimately lead to policy
decisions being made on
faulty/incomplete data and to
increased loss of life and
mission failure during future
military operation.

(U) Serious or exceptionally
grave damage to national
security can be expected if
this material were to be
declassified, depending on
the particular information
being revealed.

21.

(U//FOUO) SIGINT material
pertaining to counterespionage
efforts that reveal NSA/CSS
knowledge, exploitation, and
analysis of adversaries’

tradecraft that is still being used

today

TOP SECRET//SI//NOFORN

50X1
50X3
50X6

*75 years
from date
of material

(C//REL TO USA, FVEY)
Foreign intelligence services’
tradecraft is unique to the
individual service.
Declassifying information
indicating that NSA/CSS has
successfully exploited their
activities, or that it
understands their
methodologies, would enable
the adversaries to refine or
alter their practices to the
point where it might be
denied the information/access
entirely (an example would
be cover names of agents of
an adversary’s intelligence
service). Adversaries’

TOP SECR T//SI/TK/NOFORN
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underlying radecait
{including communications
methods and paneros, and all
aspreets of recruitment aod
handhog of ageors) peoceally
rermains the same over timd,
and must be prowected in
order o maintain NSALCSS s
abality o cxploar it 1o
addition, sueh marenial may
reveal the wdenrities of a
person, o the coopemtion of
a stll-liviog person, who was
the source of informarion for
cvideoee thar was compiled
against spes who were lawer
arrested, causing thar
pecson’s hife to be io
Jeopardy.

{U) Exceptivoally grave
damage t natooal seeurity
can be expected i this
matenal were w be
declassified.
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declassified, depending oo
the particular information
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25 {U) S1GINT senalized Produer | CONFIDENTIALYSIYREL 10 | S0X1 *TI5 years [(CAREL 10 USA, IFVEY)
Keports that coniin onptefogic | USA FVEY ata minimum SOX3 from dare Releasing decoyprs allows the
FRfernation SX6 of material | racger w deduee the strength

and range of NSANCSS
capabilitics at thar time.
When there is diceet link
berween the coyprobogics
used theo and those wsed
rnday. a straighforward
inweprlation woulkd allow the
tarpet who builds aond uses
tRelige naes fogios
determine the minimur
strength wequired o defeat
NSANCSSs diagnosis and
caploiation wday . They can
theo build and dephy
stronger bgics or desizo and
deploy logwes using different
crypto-priociples thao those
used previously. When
commercially available ogies
were used, the moret can buy
stronger bogics or purchase
from a differenr supplicr,
again with streogrh aod
crypro desizo priociples w
defear NSAACSS
caploiarion. When
WSAMCSS releases a seleered
tarpet s doecoypts, it bas
already seen substantive
changes iothat rargpet™s wse of
cryptozraphy.
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{L" Warious levels of barm w
pational seeurity can be

cxpected o this marerial were
to b declassified, depeoding
oo the pacticular informarion

being revealed.
26 (U SIGINT serialized Produer | CONFIDENTIALYSL/REL 10 | S0X1 *T5 years {SUYSIVREL T USA,
Kepracts consistiog of or USA FVEY ata minimum S0X3 from date FVEY) SIGINT serialuaed

conaining decrypts for the S0X6 of marterial

. . produer epons foc the Sevier
Servier Blowe or Peoph™s

. Bioc or People’s Republic of
Republic of China for the ac O Popics ROpublic 4

period 1 Januacy 1951 throwsh China eonsisting of or

11 December 1967 conaining decrypts for the
peod 16 Angruse 1945
through 31 December 1950
are UNCLASSIFIED, as long
as all relevant sources- and
methods-related metadata bas
beeo redacwed.

{ UAFOUON Relevant
sources- and methods-relared
meradara includes prost-
BRUSA svstem ntles, which
did oot exist wonil 1946 and
composed a combinanon of
foour o more letters andfor
ournbers. 1o addition, it
icludes case ootations,
RASIN Maoual desigoarors,
and intereept desigoators,
which are oot strictly
cryptanalytic, bur have
relevanee tw coyptaoalyric
COLITH: S

{L" loformation revealing
NSACSS racpeting,
collecting, or processing of
diplomatic or kadership
communications of a specific
foreign countoy/eountoics,
intemational organicarion,
group of individuals, or
individual - [or any
limeleame - remain
classificd, excepl for those
decrypred using rechnigues
declassified o the versions of
bilirary Crvpranalsties 1 and
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released by NSA, that were
collected during and related
to the Cuban Missile Crisis (1
January 1959-31 December
1963), and North
Vietnamese, Laotian, or
Cambodian
diplomatic/leadership
communications collected
prior to 31 December 1975,
which are UNCLASSIFIED.

(C//REL TO USA, FVEY)
Releasing decrypts allows the
target to deduce the strength
and range of NSA/CSS’s
capabilities at that time.
When there is direct link
between the cryptologics
used then and those used
today, a straightforward
interpolation would allow the
target who builds and uses
indigenous logics to
determine the minimum
strength required to defeat
NSA/CSS’s diagnosis and
exploitation today. They can
then build and deploy
stronger logics or design and
deploy logics using different
crypto-principles than those
used previously. When
commercially available logics
were used, the target can buy
stronger logics or purchase
from a different supplier,
again with strength and
crypto design principles to
defeat NSA/CSS’s
exploitation.

(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

27. (U) SIGINT serialized Product | CONFIDENTIAL//SI//REL TO | 50X1 *75 years (S//SI//REL TO USA,
Reports consisting of or USA, FVEY at a minimum 50X3 from date FVEY) SIGINT serialized
containing decrypts for North 50X6 of material | ,roduct reports for North
Korea for the period 1 July Korea consisting of or
1951 through 31 December .

1967 containing decrypts for the

period 16 August 1945
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through 30 June 1451 are
UNCLASSIFIED, as long as
all celevant metadara,
including sources- and

o thod s -related informatkon,
has beeno redacted.

{UAEFOU Relevao
sources aod mehods-related
metadata iocludes post-
BRUSA svatem titfes, which
i oot exist wonl 1946 and
compnse a combination of
four o more letters andfor
ournbers. 1o addition, it
include s case ootations,
RASIN Maoual desigoarocs,
and intereept designarors,
which ace oot strictly
crypanalytic, bu bave
relevanee w coypranalyie
COuiles.

(LY ANl cepocrs by Kooea-
based field woits based oo the
exploitanon of manual codes
and eiphers, provided they
make oo Conneeiioo W
coerypled communiearins,
dunng and relawd wthe
Karean War, 25 June 1950 —
31 December 1953 are
UNCLASSIFIEL.

{L" loformation revealing
NSASCSS rarpeting,
collecting, o processing of
diplomatic or kadership
communications of a specific
foreign countoy/eountnes,
intemational organizarion,
group of individuals, or
individual - Lor any
Limelcame - remain
classificd, excepl for those
decrypred using rechnigues
declassified i the versions of
bilitary Crypranalybies 1 aod

Jaod officially
released by NSA, that were
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collected during and related
to the Cuban Missile Crisis (1
January 1959-31 December
1963), and North
Vietnamese, Laotian, or
Cambodian
diplomatic/leadership
communications collected
prior to 31 December 1975,
which are UNCLASSIFIED.

(C//REL TO USA, FVEY)
Releasing decrypts allows the
target to deduce the strength
and range of NSA/CSS’s
capabilities at that time.
When there is direct link
between the cryptologics
used then and those used
today, a straightforward
interpolation would allow the
target who builds and uses
indigenous logics to
determine the minimum
strength required to defeat
NSA/CSS’s diagnosis and
exploitation today. They can
then build and deploy
stronger logics or design and
deploy logics using different
crypto-principles than those
used previously. When
commercially available logics
were used, the target can buy
stronger logics or purchase
from a different supplier,
again with strength and
crypto design principles to
defeat NSA/CSS’s
exploitation.

(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

28. (U) SIGINT serialized Product | CONFIDENTIAL//SI//REL TO | 50X1 *75 years (U) Information revealing
Reports consisting of or USA, FVEY at a minimum 50X3 from date NSA/CSS targeting,
containing decrypts for any 50X6 of material | collecting, or processing of
other target (i.e., not Soviet diplomatic or leadership
Bloc or People’s Republic of communications of a specific
China from 1 Jan 1951-31 Dec foreign country/countries,
1967, not North Korea from 1 international organization,
July 1951-31 Dec 1967) for the group of individuals, or
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target’s decrypts, it has
already seen substantive
changes in that target’s use of

cryptography.

(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

29.

(U) Alphabet Generators:
Documents that demonstrate or
include the application of any
cryptanalytic technique relating
to Alphabet Generator systems
that became operational after
15 August 1945

CONFIDENTIAL//SI//REL TO
USA, FVEY at a minimum

50X1
50X3
50X6

*75 years
from date
of material

(U) A document that
demonstrates or includes the
application of any
cryptanalytic technique to an
electromechanical cipher
system that is an alphabet
generator is
UNCLASSIFIED only if the
system is UNCLASSIFIED in
accordance with the WWII
Guidance.

(U) This guidance pertains to

documents relating to:

e  Wired wheels (such as
ENIGMA),

e Telephone selectors
(such as PURPLE, RED,
JADE, and CORAL),
and

Hagelin alphabet generators.

(C//REL TO USA, FVEY) In
this time frame, commercial
companies and nation states
developed and deployed
cryptographies which have
many features still in use in
cryptosystems NSA/CSS
exploits today. Documents
that detail the application of
cryptanalytic techniques to
these earlier systems will
reveal capabilities still in use
today against operational
target cipher systems.

(U) Various levels of harm to
national security can be
expected if this material were
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to be declassified, depending
oo the particular information
being revealed.

30. (U Cryprosysterns Other Than

Alphabet (lenerators:
Docurnents that dermonsioe or
include the application of a
cryptanalytic wechnique o any
cipher system other than an

alphabet gencerator

CONFIDENTIALYSLE/REL 1O
USA FVEY ara mmimum

50X1
S0X3
S0X6

*75 years
from date
of material

(U This gusdance includes
docurnents celating w any
clecrromechanical systems
that are kev generators,
include Hagehn key
generators and TUNNY.

{U) Exceplion: When a
document only contains
specific previously
declassified wehnigues
applied 1o a fow-grade or
medinm-grade cryptographic
system, the document wall be
UNCLASSIFIED unless it
deals with the apphcation of
depth reading or depth-
reading wehnigques.
Previously declassified
techmiques are those
declassfied i the versions of
Military Cryptanalyiies 1 and
1L, written by |

officially
released by NSA

{U) Cryptanalytic worksheets

rermann classified if they:

— are for key generators,
andfor

— indicate depth or depth-
reading wehmgues (e,
have different cipher
texts associated with the
sarme key)

— areassoviated with a
specific operational
target

{CoREL TO USA FYEY)
Lo this tirme frame,
commercial companies and
nation states developed and
deployed eryptographics
which have many features
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still in use in cryptosystems
NSA/CSS exploits today.
Documents that detail the
application of cryptanalytic
techniques to these earlier
systems will reveal
capabilities still in use today
against operational target
cipher systems.

(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

31. (TS//SV/REL TO USA, FVEY) | TOP SECRET//SI//REL TO 75X1 *75 years (U) Such documents may also
Commercial Cryptanalytic USA, FVEY 75X3 from either | be compartmented.
Relationships: Documents that 75X6 the date of
contain information that implies 75X9 material or | (TS//SI//REL TO USA,
that commercial companies end of the FVEY) Exposure of any
cooperate with NSA/CSS or relation- company’s commercial
Second Party partners to render ship, cryptanalytic relationship
their products exploitable from whichever | with NSA/CSS, even for a
a cryptanalytic standpoint is longer company no longer in

existence, will damage
NSA/CSS’s credibility with
current companies who are
approached for assistance.
Exposure of even decades-
old commercial cryptanalytic
relationships may cause
significant harm to the
company’s reputation and
financial status.

(U) Exceptionally grave
damage to national security
can be expected if this
material were to be
declassified.

32. (C//REL TO USA, FVEY) CONFIDENTIAL//SI//REL TO | 50X1 *75 years
Commercial Information USA, FVEY at a minimum 50X3 from date ]()C//REL 10 USA, FVEY)

. isclosing details of
50X6 of material

Security Devices: Documents
containing details of
commercially available
cryptographic algorithms,
information security devices, or
systems that identify an actual
vulnerability not currently
publicly known, or details
relating to NSA/CSS
exploitation of a publicly
known vulnerability

vulnerabilities or NSA/CSS’s
methods of choice for
exploitation will allow
commercial companies to fix
those weaknesses in existing
systems and avoid
implementing them in future
systems. Frequently,
commercial companies make
the same or similar mistakes
through several generations
of their products.
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(U) Information Security
Devices provided to other
countries by the U.S.
Government are considered
Commercial Information
Security Devices.

(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

33. (U) Indigenous Information CONFIDENTIAL//SI//REL TO | 50X1 *75 years (C//REL TO USA, FVEY)
Security Devices: Documents USA, FVEY at a minimum 50X3 from date For indigenous security
containing details of indigenous 50X6 of material | devices or systems, any
cryptographic algorithms, documents revealing
information security devices or NSA/CSS’s knowledge of the
systems cryptography of those devices

will risk its ability to
diagnose and exploit these
devices, and in some cases,
knowledge it received from
sensitive HUMINT sources.
(U) Various levels of harm to
national security can be
expected if this material were
to be declassified, depending
on the particular information
being revealed.

34. (U/FOUO) Signal designators | CONFIDENTIAL//SI//REL TO | 50X1 *75 years (U//FOUO) Examples of
when combined with any details | USA, FVEY at a minimum 50X3 from date signal designators include
that would reveal a target . 50X6 of material | pAs7V Manual designators
user/country or when associated and TEXSIGs.

with cryptanalytically relevant
information, such as UKUSA
nicknames, coverterms, or any
targeting, collection, or
exploitation details

(U//FOUO) Signal
designators with no
indication of target user or
country are
UNCLASSIFIED.

(U) This information is
directly linked to NSA/CSS
sources and methods for
collection and processing.
The Second Party standards
and notation developed under
UKUSA are still in use today.

(U) Various levels of harm to
national security can be

expected if this material were
to be declassified, depending
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oo the purticular informarion
being revealed.

(L These organizations may
b US. companics, spocific
uoits withio a LS.
govemment ageocy, US.
natioal labomionies, or LS.
academic instiuions.

{SYREL TP USA, EVEY)
Revealing the organizations
that faciheared ofose access
operations woulkd bave a bigh
probatulity of causing barm
W curmenl opreraions in whiih
those orzanizations connue
o bave a cole or bad a wle io
the past {even if the
orEoeation is oow defuner).

{L Seoous damage w
pational seeurity can be
cxpected o this marerial were
tor b declagsificd.

IS (UAFOUY Doeurments dared CONFIDENTIALYSIAREL 10y | 50X1 *¥75 years
after December 31, 1956 that USA FVEY ata minimum S0X3 from date
demonsioane or include the S0X6 of marerial
applicarion of a signals analytie
techoigue w any digital or
digitized system

36 (SYRELTOUSA FVEY) SECRET/ REL T USA, S0X1 *I5 years
loformation ideotifying specific | FVEY S0X3 from date
OCPA DA HO0 S 00 ZOVEmment of material
ageocies that facilitared
NSANCSS ofose aocess
OPHCCALIOS

37 ASYRELTOUSA FVEY)The | SECRETY REL TOUSA, S0%3 *75 years
face thar NSAACSS has FVEY from date
suceessfully conduered and has of marterial

an organization devored w
close pocess OPLRNONS

{SVREL T USA, FVEY)
The exact collecnon and
caploiarion methods wsed
prior to 1968 arc still beiog
wsed successinlly roday.
Dieclassifying ofose access
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mateoal thar s 50 wears old
{and older) wall coabbe tarpers
to adopt blanket demal
practices oot wsed wday
because they simply do oot
appreciate bow well their
sigoals are curreotly being
caploied by NSACSS.

{U} Seaous damage o
pational seeurity can be
cxpected i this marerial were
tor b declagsified.

TOPSECR T/ IVTK/NOFORN
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magnetometers,
accelerometers, and
commercial microphones.
This includes information
dealing with receivers and the
use of radar systems against
mechanical or
electromechanical office
equipment, as well as
tools/techniques no longer
being used (such as
magnetometers,
accelerometers, audio signals,
power and/or signal line
clamps) and that have little
chance of future use.

(S//REL TO USA, FVEY)
Indications that NSA has
knowledge of specific and/or
unusual parameters, or of
NSA’s capabilities, could
provide information that
could be used to understand
and counter the collection
capability.

(U) Serious or exceptionally
grave damage to national
security can be expected if
this material were to be
declassified, depending on
the particular information
being revealed.

39. (S/REL TO USA, FVEY)

Information describing
concealment /camouflage
techniques for sensors/systems
used in NSA/CSS close access
operations

SECRET//SI// REL TO USA,
FVEY at a minimum

50X3
50X6

*75 years
from date
of material

(U) While removal of such
sensors/systems is desired
once a facility is no longer of
interest, is not always
feasible. Inadvertent
discovery of such
systems/sensors could
jeopardize future operations
and/or raise questions about
or point to NSA’s
involvement.

(U) Serious or exceptionally
grave damage to national
security can be expected if
this material were to be
declassified, depending on
the particular information
being revealed.

40. (S/REL TO USA, FVEY)

Information that identifics a

TOP SECRET//SI// REL TO
USA, FVEY at a minimum

50X3
50X6

*75 years
from date

(S//REL TO USA, FVEY)
Covert or clandestine

TOP SECR T//SI/TK/NOFORN
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specific target, contains details
or parameters relating to
specific targets, and/or contains
details that could possibly
identify a covert or clandestine
listening post used by
NSA/CSS

of material

Listening Posts (LPs) are
physical locations that are
close to the target facility and
serve as a collection point for
the signals of interest.
Identification of a LP could
result in the identification of
information such as the
identities of cooperating
parties/people. Exposure of
such information could
adversely impact current and
future operations by revealing
information about partner
relationships.

(U) Exceptionally grave
damage to national security
can be expected if this
material were to be
declassified.

41.

(S//SI//REL TO USA, FVEY)
Details, including the “fact of,”
regarding NSA/CSS collection
capability against Short
Duration Signals (SDS)

SECRET//SI//REL TO USA,
FVEY

50X3
50X6

*75 years
from date
of material

(S//SI//REL TO USA,
FVEY) The methods used to
exploit SDS signals and radio
fingerprinting are basically
the same today as they have
been during the period of
interest. Specific details
regarding how NSA/CSS
exploits such signals, as well
as the physical locations
where it may access them,
would provide adversaries
information they need to deny
them to NSA/CSS. Targets of
interest could develop
countermeasures that would
render NSA/CSS’s current
capability to collect SDS
ineffective.

(U) Serious damage to
national security can be
expected if this material were
to be declassified.

42. (U/FOUOQ) Details regarding

NSA/CSS ability to perform
radio fingerprinting

SECRET//SI//REL TO USA,
FVEY

50X3
50X6

*75 years
from date
of material

(S//REL TO USA, FVEY)
The methods used to perform
radio fingerprinting are
basically the same today as
they have been during the
period of interest. Specific
details regarding how
NSA/CSS exploits such
signals, as well as the
physical locations where it

TOP SECR T//SI/TK/NOFORN
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may access them, would
provide adversarics
information they oeed w deoy
them o MSANCSS.

Excepuon:

The fact of, and details
regardiog, US. and South
Victoarmese use of tad
fingerpoonng dunog the
Wiernam Confiier {1 Jaouary
19640-31 Dhecernber 1975, as
outhoed 1o the Victoam 15
LUNCLASSIFIEL.

{U) Seoous damage o
pational security can be
expected i this marcrial were
o b declassified.
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ASYSIREL IO USA, FVEY)

loformarion regarding
NSALSS ability to collect and
proeess Lo mational
Commercial {1LCY, noo-Seeond
Pacry poveroment agencics,

OO0 =0V CIOMCHL OrEAnlzations,
and proprictary

communicarions in the mdio
fregueney spoetrum via
FORNSAT o Terrestrial means

SECRET/SI/REL

SX3
SX6

*¥T5 years
froron date
of maternial

{SHSI/REL 1O USA,
FVEY) Fundarmenral tacgers
have oot chaonped over tome
and they cootinue w use the
same basic method of
communication. 11 the facr
that NS A rarpered these
conines 15 weheased, the
commercial providers,
FOVETIDCNL, 0=
govemment, and propoetary
corities can icplement
countermeasures thar woulkd
degrade NSA/CSS s abuhiry w
collecr and poocess these
COMMILOICATKIS .

{L" Seoous damage o
patiooal seeuricy can be
expected of this matenial were
tor b declassificd.

*75 years [vom dale ol nulerial o evenl, as indicaled: {UY This iodicates thar the information is
clagsificd for *75 years from date a document s ereated o uonl the eod of the specified event.

ACRONYMS/DEFINITIONS:

Acouslic — {UY Signals melawed o the production and raosmission of sound. Sound is oot resricted w audio raoge
signals

Alphabel Generalor - (U A cipber machine thar geoemes a mulopliciy of cipher alphabes fom the interaction of

twer 00 o components. Compare o key generator, below.

BRUSA - {U) The 1946 agreement, oow koown as UKUSA_ 1o Appendix B {of the 26 February 1946 vemsion) the
section on standacdization deseabes the functional system o be wsed for the oomenclatuce of foreign eoyptographic

systerns. Uhis common system of nomeoelature is oow called UKUSA spsrem titfes.

Close Access - {(SYREL TOUSA FVEY)Y Refers to the targeting, eollection, and/or processing of unioteotonal
croapations from information proeessing cquipment, as well a5 a progrm w develop special unigue seosors and sysems
to collect uninrentivnal {compromising) emanations and/or signals from information processiog cqupment o exploi
TEMPEST vuloerabahrics. Keywords thar could wentify ofase access equiries ine lude (but are oot limited w)

TOP SECRET/SITK/NOFORN
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transducer, radiation, conductance, BOOKLET, magnetic probe, acoustic probe, magnetometer, accelerometer,
microphone, transmitted over copper wire, emanations, and unintentional emanations.

Cryptologie Information - (U) Information that describes the target’s use of cryptographic techniques and processes or
of cryptographic systems, equipment, and software and their functions and capabilities, and all cryptographic material.

Cryptanalytie Worksheets - (U) Any records that show methods of analysis of encrypted and/or enciphered
information/data. This includes reports, working aids and papers, instructions, informal technical notes, manuals,
technical exchange letters, handbooks, listings, collateral documents, procedure files, evaluation plans, specific
documentation or records portraying steps, processes, tables, devices, and/or others means employed in cryptanalysis of
target communications.

Depth - (U) Texts are said to be in a depth relationship when the texts were produced by encrypting two or more
different sequences of plain text with the same sequence of key. Related terms include depth reading/stripping, flush
depth, near depth, offset depth, partial depth, and slid depth.

Depth Reading/Stripping - (U) Recovery of plain text and key from messages in depth.
Eleetromagnetie - (U) Signals that are produced as a result of the use of electrical power

Emanations - (U) Unintentional signals, that, if intercepted and analyzed could disclose the information transmitted,
received, handled, or otherwise processed by information systems equipment. These signals may be acoustic,
electromagnetic, or optical in nature

Generie - (U) Describes emanations and sensors in broad general categories e.g. magnetic, acoustic, power line/signal
line conductance, electric field emissions or other naturally occurring phenomena. Sensors are transducers which
convert physical or electromechanical signals into an electrical signal which can be collected and analyzed.

Indigenous Algorithm, Deviee, Logie, or System - (U//FOUO) Non-commercial cryptographic information security
system, device or component developed by a SIGINT target for their use. /ndigenous will include target modifications
to commercial products and algorithms. If a target-developed version of a commercially available product is
cryptographically indistinguishable from the commercial product, it will be considered commercial.

Key Generator - (U) A cipher machine that generates key from the interaction of two or more components. Compare to
alphabet generator, above.

Listening Post - (U) Physical locations that are close to the target facility and serves as a collection point for the signals
of interest

Low-Grade - (U) Pertaining to a cryptosystem which offers only slight resistance to cryptanalysis; for example:
(1) Playfair ciphers,
(2) Single transposition,
(3) Unenciphered one-part codes

Medium-Grade - (U) Pertaining to a cryptosystem which offers considerable resistance to cryptanalysis; for example:
(1) Strip ciphers,
(2) Double transposition,
(3) Unenciphered two-part codes

RASIN - (U) Radio SIgnal Notation (RASIN) — A notation assigned permanently and jointly by DIRNSA and second
Party headquarters to a signal after basic signal characteristics have been verified by NSA/CSS or Second Party signals
analysts

Soviet Bloe — (U) Cold War adversaries (Soviet Bloc) up to and including 1950:
Albania, Bulgaria, Czechoslovakia (after February 1948), East Germany (though the German Democratic Republic was
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only established on October 1949, any prior German activities in the Soviet Zone should be considered as East German
and within this definition), Hungary, Poland, Romania, USSR, Yugoslavia

System Title - (U//FOUQO) Cryptographic system titles are short identification labels used to create a logical reference
mechanism for all cryptographic systems and which identifies the users. Cryptographic system titles are assigned on the
basis of cryptography, target country, and entity.

TEXSIG - (U//FOUO) Technical EXtracts of SIGnals (TEXSIG) — A unique designator assigned to a new signal by
a SIGINT field element (USSS or Second Party) or to a signal under analysis or cryptanalytic development by the
headquarters of NSA/CSS and Second Parties (jointly assigned)

TICOM - (U) Target Intelligence Committee (TICOM) - TICOM was formed in London in October 1944 as a joint

U.S./UK activity to interrogate captured enemy COMINT personnel and to acquire enemy COMINT records and
equipment.
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