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- Cindy Cohn <C|ndy@eff org> . o ~ March 10, 2014 8:35 AM
. To:"Berman, Marcia (CIV)" <Marcia. Berman@ustJ gov>
’ Cc'“Guhgan Jim (CIV)" <James. Gilligan@usdoj.gov>, "wuebe@paobell net"
<wiebe @pacbell.net>, Stephanie Shattuck <steph@eff.org>, "Thomas E. Moore |l
(tmoore@moorelawteam com)" <tmoore @moorelawteam.com>, "Patton, Rodney (CIV)“
<Rodney. Patton@usdol gov>, "Dearinger, Bryan (CIV)" <Bryan Dearlnger@ustJ gov>, "llann M.
Maazel" <imaazel@ecbalaw.com> :
Re: Preservation of Eviderice in Jewel v. NSA and First Unitarian Church v. NSA
Secunty & Slgned (cmdy@eff org)

: Dear. Marcy, : : i_ _' -

[am sorry that we d1d not hear from you after my message on Saturday asking for further
' clarification about how the government plans to ensure that it-does not spoliate evidence.
Unless we hear from you by noon California time today that the government does not
intend to destroy evidence that may be likely to lead to the discovery of admissible evidence
under the claims raised in J ewel and Flrst Un1tar1an cases, we intend to’ seek a TRO from
Judge Wh1te R o

: Please call or emall me 1f you 'd hke to d1scuss this further My cellphone is 415-307- 2148.« :
We have no desire to elevate this into an emergency matter before the court but believe we
__have no ch01ce based upon the government s actions and statements so far.

o 'Clndy

A-'ar 8, 2014 at 11 43 AM Cmdy Cg ' %ciﬁd.'wz'_i.:-eff.ot<>~> 'wrote:j-"
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€ prote_ctive order mention the "President's
elllance Program SO your reference g that program is confusing. The claims arise
om the ‘actual activity of bulk collection a™ state ongoing ¢laims regardless of the legal
or executive authorrty under Whlch the govermdgent claims it conducts that activity at any
Pomt in trme . : ' : N
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Cindy Cohn <Cmdy@eff org> - o : March 8, 2014 11:43 AM
- To:"Berman; Marcia (CIV)" <Marcia. Berman@ustJ gov>

Ce: "Gilligan, Jim (CIV)" <James.Gilligan@usdoj.gov>, "wiebe @pacbell.net" <W|ebe@pacb
Stephanie Shattuck <steph@eff.org>, "Thomas E. Moore Il (tmoore @moorelawteam.com)"

. <tmoore@moorelawteam.com>, "Patton, Rodney (CIV)" <Rodney.Patton@usdoj.gov>, "Dearinger,

Bryan (CIV)" <Bryan.Dearinger@usdoj.gov>, "llann M. Maazel" <imaazel@ecbalaw.com>
Re: Preservation of Evidence in Jewel v. NSA
~ Security: # Signed (cindy@eff.org)

Dear Marcy, R

- Your response is confusmg and troubhng to us, as is your notice to the court in F1rst
Unitarian that you intehd to ‘begin to destroy call detail records on Tuesday, Matrch 11,
which is Just two business days from now. To be clear, the only court that can relieve the
government of its obl1gat1ons to preserve evidence in our cases, regardless of the basis for
those: obl1gat1ons is the Northern D1str1ct of Cal1forn1a and it has not done so. This is true
in Jewel and in’ F1rst Un1tar1an : :

' As you know both Jewel v. NSA and First Unitarian Church v. NSA arise from the ongoing
* bulk collection of telephone records, as did Hept1ng and the other MDL cases before that
[(along with additional information at issue in Jewel that must also be preserved). Neither

- the complalnts nor the protectlve order mention the "President's Surveillance Program" so
_your reference to that program is confusing.- The claims arise from the actual activity of

- bulk collectiori‘and state -ongoirig claims regardless of the legal or executive authority

' under wh1ch the government c1a1ms it conducts that act1v1ty at any pomt in- t1me

’ Moreover we do nat understand how the preservation order i in place in J ewel (and
Shubert) does not also include the preservation of the records at issue in First Unitarian.

. We fuirther do not understand why the governmenit failed to inform the FISC of your duties
in Jewel and Shubert since they require you to preserve the same records or why it waited
.untll just before the deadline to seek clarity on this issue, resulting in an apparent
emergency s1tuat10n that could eas1ly have been av01ded :

' We W1ll seek clar1ﬁcat1on from Judge Wh1te on this'but we urge you not to destroy any
~ records relevant to our claims in either case until we can do so. Please do provide us with
full 1nformat10n so that we can narrow the issues before the court. Frankly, your email to
me yesterday and: filing in the First Unitarian case yesterday raise more concerns, not less,
~that'the government has not been fulfilling its duties to preserve relevant ev1dence in either
- case. Please note that we will seek all available remedles if it turns out that the
_, government has not ab1ded by 1ts dutles :

Cindy



| .CaSe3513-cy1032.8»7-JSW Document86-6 Filed03/10/14 Page4 of 8

On Mar 7;*2014, at 6:14 PM, "Berman, 'Marcia (CIV)" <Marcia. Bermaniiusdol.gov> wrote:

{ Cindy -- ln response to your questlons regarding the preservation orders in Jewel (and the prior
Hepting decnsmn) the Government’s motion to the FISC, and the FISC’s decision today, addressed
the recent litigation challengmg the FISC-authorized telephony metadata collection under Section
215- htrgatlon asto WhICh there are no preservation orders. Aswe indicated last week, the
Government’s motion did not address the- pending Jewel (and Shubert) litigation because the district
court had previously entered preservation orders applicable to those cases. As we also indicated,
since the entry of those orders the. Government has complied with our preservation obligations in
those cases. At the time the preservation issue was first litigated in the MDL proceedings in 2007,
the Government submitted a classified ex parte, in camera declaration addressing in detail the steps
| taken to meet our preservation obligations. Because the activities undertaken in connection with
the Presrdent s Survelllance Program (PSP) were not declassified until December 2013, we were not
able to ¢onsult with, you prewous!y about the spec:flc preservation steps that have been taken with
respect to the Jewel litigation. However, the Government described for the district court in 2007
how it was meetm_g its preservation obligations, including with respect to the information concerning
the PSP activities declassified last December.. We have been working with our clients to prepare an
unclassified summary of the preservation steps described to the court in 2007 so that we can
address your questions in-an orderly fashion with Judge White, if you continue to believe that is
necessary. '

Than.ks: -{"'I_’\/_I-a_ré_y o

”From' Berman Marcza (CIV)

1 sent: Frlday, March 07, 2014 6: 14 PM
| To: Cindy Cohn o ‘

| Cer Gllhgan Jim (CIV); wrebe@pacbell net Stephanie Shattuck; Thomas E. Moore IIT
_'(tmoore@moorelawteam com) Patton, Rodney (CIV); Dearinger, Bryan (CIV), Hlann M Maazel
Subject FW Preservatlon of Evrdence in Jevvel v. NSA

‘ Cmdy we Il get back to you on thIS today, hopefully wrthm an hour Thanks - Marcy

1 From' Dearmger, Bryan (CIV)

Sent: Friday, March 07, 2014 4:39 PM.

To: Berman, Marcia (CIV) ' :
Subject' FW Preservat:on of Ewdence m Jewe! V. NSA

BV .

From: Cindy Cohn [mailto:cindy@eff.org]

‘Sent: Friday, March 07, 2014 4:37 PN

To: Gilligan, Jim (CIV) . ‘ '
" Ce: Rick Wiebe;. Stephame Shattuck Thomas E Moore I1I; Patton Rodney (CIV), Dearmger Bryan (CIV),
-Ilann M. Maazel

Subject Re: Preservation of Evudence in Jewel v. NSA-
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| HiJim,

I assume you've seen the FISC Order. Can you please explain how the court could be under the
mi'simpression that there are no preservation orders for the telephone records information in
place given the history at Jewel and Heptme before it? As you might expect. this is quite
alarmme to us. :

'We \_’&iiH be;ﬁling s_'ome'thi'ng. shortly and I want to be sure that we correctly state your position.
Cindy

Sent f:ro"m' 'mv phon_e

On Ieb 78 2014 at 5 17 PM Cindy Cohn <cmdwﬂeff01e> wrote:

Hl Jlm
- WL H \let a blt assummo thls doesn't drag on too long. I“han.ks for mspondme
S ent : fronr : iny "’pn one

- On Feb 28 7014 at S 26 PM "G1111ean Tlm CIV)” <Tames Gllllean@usdm 00v>
Vuotc

iy |

We d'id're_c_eiv'e your email about preservation, and | wanted to get back to
“you before the week ended to let you know that we will need a bit more
.- timeto prepare a-more complete:response than we will be able to do by
. Monday 'So | wouild ask that you ‘forbear from filing anythmg with the _
‘ FISC, orJudge White, until we have further opportumty to confer. ‘As you
noted Jewel and Shubert are not specifically mentioned in the motion we
"frled Wlth the. FISC but as you also observed, the question of preservation.
_ 'has already been htlgated in those cases, and the court issued separate
o preservatlon orders that govern there. Many of the details surrounding
“ the mtel!rgence programs.in question remain classified, however and so
S '.‘_Jthere remain limitations on our abthty to confer with you concermng our
compllance with those orders. -

A-‘v 'At thrs pomt | need to consult further with my clients to ascertam how.
' jmuch information 1 can convey to you about the Government’s
- ...'preservatron efforts without revealing classified information. | simply
won t be m a posmon to prowde you wrth a detailed response to your
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inquiry by Monday, as yourequest, in part because of the work that
remains on our reply to your brief on the court’s four questions, and in
part because | willbe out of the ofﬂce on Monday and Tuesday for a family
ski trip: (Also, as you observed, Marcy is presently diverted by another

" matter.) But we will do our best to address your questions by the middle
of next week.

16

James J. Gilligan

Spemal thlgatlon Counsel

Civil Division, Federal Programs Branch
" U.5. Department of Justice

P.0.Box 883 :

Washingtor, D.C. 20044 -

. Tel: 202-514-3358

- "From: Cindy Cohn [mailto:cindy@eff.org]

. Sent: Friday, February 28, 2014 5:54 PM

"~ Tor Gllhgan Jim(CIV) '

“Cc: Rick Wiebe; Stephanie Shattuck; Thomas E. Moore I1I; Patton, Rodney
- (C1V);.Dearinger, Bryan (CIV); Ilann M. Maazel

g Sub]ect Rer Preservatxon of Ev&dence in Jewel v. NSA

o ZHl_J’lm. Rodn’ev'and Brvan*

ST ;ust Wantud 10 conﬁrm thdl ) ou received this dnd lcam when you will
o be respondmo

‘Wc are planmng s 1o file something in the F ISC and before Judge
- Walker early next \wel\ and I do want to be able to dcuualdy convey

s yom posnwn

; Tha.nkS, '

o Cindy

| ~ OnFeb -26, 2014, at 4:08 PM, Cindy Cohn <Cindy@eff.org> wrote:
CHi Jim,

. “Rick: w111 Wmte \/ou qepfn atel about the Schedulmg butl wanted to’
l}-’;alse somethmg that has confused us and to seek clar 1f1ca110n
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We saw your filing in the FISC asking that the Court's current Primary
~ Order be amended to authorize the preservation and/or storage of call
detail records beyond five years based upon vour duty to preserve
evidence and mentioning the First Unitarian case specifically. We do
agree that the government has a duty to preserve all reasonably
armclpaled to be subject to discovery in this action.  We were
“surprised, however, that you did not approach us to discuss ways that
this duty could be met short of the request you made, which we read as
al':lowing. you to preserve all of the metadata you have collected.

; We also write becauqe as I think you know, the gowem'nem has been

"undel an obligation to preserve telephone records it has collected since

2006, when the cases that made up the MDL action In Re NSA were

-~ first filed.” One of those cases. Shubert v. Obama. has remained -
ongoing since that time. That obligation was reinforced by an Order
issued by Judge Walker in 2007 and order was specifically adopted by

"-the court in Jewel v. NSA in 2009 by a joint request by the government

“and the plammis( ewel v. NSA, Doc. 51).

' Ihus my Lonfusmn I m not sure \xh\ the Jewel (and S 1ubert) cases
of those also contam onoomg preselva‘uon obllgatlons Ielated to the ’
“ bulk ‘phone records collection by the NSA. Since they were not, it also
raises the question of whether and how the government has been

- abiding by its obligation to preserve evidence in those two cases; since
Ll obvmusl} both have bc,en pending fm more than hve vears.

Bt wduld appx'e(,iate'a prompt reqponse and clarification. I'm confident

. that the government takes seriously its obligation to preserve evidence

* that may be relevant to pending litigation, but given the situation, 1
~would like a specific reaffirmation that bulk te ephone records

collected by the NSA have been preserved in the Jewel case and I

- suspect Hann is concerned about the same for Shubert. 1 would also
" request some more Qpeuhc information about how that preservation
has occurred -- similar to the plan you suggested to the FISC inyour

'motlon

1 hope you can pzowde us with a thorough response before any

- additional phone records are destroyed and hopefully by Monday,
- ~Marchi 3. While we're hopeful that we will receive a satisfactory
»-’_:f_response but if not; we do intend to raise this question with both the -
"'.'fFI‘SC and the Judge Whlte ' -

Thanks
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.cmdy |

,PS Has Maxcv gone? I noticed that she's not on the pleadings you
filed last week or on this message.

R R L R A T R T LT

- Cindy Cohn
~ Legal Director
Electronic Frontier Foundatlon
815 Eddy Street .
San Franmsco CA 94109 .
(415) 436-9333 x108 -
- Cindy@eff.org
_-wwwiefforg

. Join EFFI hftp_"s://Suggor‘rers‘eff.org/don}ate
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Cmdy Cohn o
Legal Director | .
. Eleciromc Frontier Foundauon
- 815 Eddy Street *
~San Franc:sco, CA 94109
(415).436-9333 x108
—---Cindy@eff.org '
e www.efforg - -

Join.EFF! hitps://supporters.eff.org/donate




