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CLASSIFIED DECLARATION OF LT. GEN. KEITH B. ALEXANDER
NATIONAL SECURITY AGENCY

(U3 i, Licwenant General Keith B. Alexander. do hereby stats and declare as follows:
I (U) Ineroduction

), (Uy | am the Director of the National Security Agency {(NSA), an inlelligence
6 || agency within the Department of Defense. | am responsible for directing the NSA, averseeing the
operalions undenaken to carry out its mission and, by specific charge of the Presudent and the
Director of National Intelligence, protecting NSA activitios and intelligence sources and methods.
[ have been designaied an origingd TOP SECRET ¢lassification authority under Executive Order
n || Ne. 12938, 60 Fad. Reg. 19825 (Apr. 17, 1995), as amended by Exccutive Order No. 13292, 68
12 || Fed. Reg. 15315 (Mar. 25, 2003) (reprinted in 3 C.F.R. 2003 Comp. a1 196 and at 50 U.5.C.A.
§ 435 (Supp. 2009)). and Depanment of Defense Dircctive No, 5200,1-R, [nformation Security
Program Regulation, 32 C.F.R. § 1592.12 (2000),

2 (U} The purpose of this declaration Is to support an assertion of the military and
17 [| state secrets privilege (hereafter “state secrets privilege™) by the Director of National Inielligence
1% 1] (DN1) as the head of the intelligence commumty, as well as the DNI*s assertion of a statutory

prvilege under the National Securily Aci, Specifically, in the course of my official duties, | have

n
been advised of this litigation and 1he allegations in the plaintiffs’ Amended Complaint. As

n

,» || described herein, vanous elassified fucts related io the plaintiffs’ claims are subject (o the DNI's

13 || state secrets privilege asseruon. The disclosure of snformation discussed throughout this

declaration, which relates 1o NSA intelligence information, activities, sources, methods, and

i . . . :
relalionships, reasonably could be expected to cause exceptionally grave damage 1o the nattonal
26
security of the United States. [n addition, it is my judgrment that sensitive state secrets are so
27
b3
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central 10 the subject matter of the lligation that any atiempt to proceed in the case risks the

2 |1 disclosure of the secrets deseribed herein and exceptionally grave damage to the national security
¥ |l of the United States. Through this declaration, 1 also hereby invoke and asscrt the NSA™s
statutory privilege set forth in section 6 of Ihe National Security Agency Act of 1939, Pubhe Law
Ne. B6-36 (codified as a note 1o 50 U.5.C. § 402) ("NSA Act”), to protect the infonmnation related
tw NSA activities described below. The slatements made herein are based on my persona

8 || knowledge of NSA a¢livitics and operations, and on information available 1o me as Dizector of

9 || the N8A,
10
IL (U) Summary
"
5 kR (U) ] have reviewed the Amended Complaint in this case. Plaintiffs alicge, in

t1 || sum. that, after the 9/1 | attacks. the NSA received presidential autharization to engage in

|| surveillance activitics far broader than the publicly acknowledged “Tecrorist Surveillance
Program” (“TSP"), which was limited to the interception of specific inlemational
communications involving persons reasonably believed 16 be associated with al Qaeda and
affiliated terrorist organizations. Plaintiffs allege that the NSA, with the assistance of

15 || telecommunications companics, Amended Compl. §Y 5-8, conducts a “‘dragnet” surveillance
1 || program involving the mierception of “virtually every telephione, imernet and/or email

b3 . R . . . -
communicalion that has been seni fromn or received within the United States since 20017 as parnt

22

of an alleped Presidentially-avthorized “program™ after 911, id. 7 (, 4. 1 cannot disclose on the
23
4q || PUblic record the nature of any NSA information implicated by the plaintiffs’ allcgalions.

2t || However, a3 described further below, the disclosure of information related to the NSA's

2 || aclivities, sources and methods implicated by the plaintiffs” allcgations reasonably coutd be

27 ’
cxpected to cause exceptionally grave damage 10 the national secunty of the United States and,

2%
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for this reason, are encompassed by the DNI's state secrers and statutory privilege assertions, as

well as by my own statutory privilege assertion, and shouid be protecied from disclosure in (s

[N

3 ||ease. In addition, it is my judgment that sensitive s1ate secrets are so cenlral to the subject matter

of the litigation that any attempt to proceed in the case risks the disclosurc of the classified

z privileged national security information described herein and cxceptionally grave damage to the
, || mational security of the United Siates.

& 4, CFESHFSPHSHOEMR The allegations in this lawsuit put at issue the disclosure
® || of information concerning several highly classified and critically imporiant NSA intelligence

0 activities that commestced after the /11 terrorist attacks, but which are now being conducted

:; pursuant 1o authority of the Foreign [ntelligence Surveillance Act (“FISA™). in¢luding ongoing

activities condueted under orders approved by the Foreign Intelligence Surveillance Court

14 ([ (“FISC™). Plaintiffs’ allegation that the NS A underiakes indiscriminate surveillance of the

'3 || contens' of millians of communications serl or received by pesple inside the United States —
16
under the now defunct-TSF or otherwige — is false, as discussed below. Likewise, the plaintiffs'
17
" allegations that telecommunications companies assisted with the alleged dragnet program are

1o || false, because the atleged dragnet does not exist. The NSA's collection of the content of

20 |) communications under the TSP was directed at international communjcations in which a

z participant was reasonably believed to be associated with al Qeeda or an affiliated organization

n

and did ot conslitute the kind of dragnet callection of the content of millions of Americans’
23
2 Ilephone or Internel communications that the plainbfTs alloge. Although the existence of the

2¢ | TSP has been acknowledged, the details of that program remain highly ciassified, zlong with

26
2 | CESHSESNE) The term “content” is used in this Declaration 1o rafer wo the substance,
2 meaning, or purpost of a cammunication, as defired in 18 U.8.C. § 2510(8), as opposed to the

tvpe of addressing or routing information referred thronghout this declaraiion as “meta data,”

Classified {n Comern, E¢ Porte Decharation of Lt Genr. Keith B Alexander, Director, National Security Agency §
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details of related content surveillance activities underiaken after the TSP ended purswant Lo

3 || orders of the FISC. This information could not be disclosed 1o address or disprove or otherwise
3 [} hitigate the plaintifs’ allegation of 2 conlenl dsagnet without causing exceptional hami to NSA’s
svurces and methods of galhering intelligence — including methods corrently used (o detec! 2nd
prevent further terronist attacks under the authonity of the FISA.

4 5 FFEHTSPHSHAOENT In addition, 25 the Court is aware from prior classified

& || declarations submiticd by the NSA in this and related proceedings, the NSA has collected,
pursuant to presidential authorization and currensly under subsequent FISC orders, non-content

information (f.¢., mela data) about 1etephone and Internet communications in order to enable

highly sophisticated analytical tools that can uncover the oonlacLs— of
1 || emers o sgents o +otcd sbove 20d

14 || derailed below, the content susveillance subject to presidential authonzation after 9/11 was not
the contenl dragnet surveillance that plaintiffs allege, and the collection of non-content
information, while significant m scope, remains 2 highly classified matter currently under FISA
adthorization. For the NSA to atempt to explain, clarify, disprove, or otherwise litigate

19 |{plainiiffs® allegaiions rcgarding a communjcations dragnet would require the NSA to confinm the

20 || evistence of, or risk disclosure of facts concerning, intelligence sources and methods for the

2l callection of non-content information related to communications, as well as current NSA
: operations under FISC Orders — disciosures that would canse exeeptionally grave harm (o
2 natienal security.

25

" ¥ EFSABHAREANS Certain FISC Orders are also directed al

I ccousc the allepations in the complaint reference activities
27 [{aathonzed afier /11, which were divected ath any

further references to the FISC Orders will focus salely on activities under the orders directed at
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1 6. Fsiasr#SH6€RF The plaintifts’ allegation that
1 || Wiecommunications carriers assisted the NSA in alleged imelligence activities alse cannot be

} || confirmed or denied without risking exceptionally grave hacm to national security. Because lhe

NS A has not undertaken the alleged dragnel collection of communications conrtent, no carrier has

assisted in that alleged activity. |
- |
s |,
||

B3]

.
e T
|| S - o010 cavise
t4 || exceptionally grave damage to the nationial security.

' 1 W Accordingly, the DN(['s state secrets and
statutory privilege assenions, and my own statutory privilege asserion, seck to protect againsi
the disclosure of the highly classified inielligence sources and methods put at issuc in this case
10 || and vital to the national security of the United States, including: (1) any infermation that would

20 ||1end 1o confirm or deny whether particular individuals. 1neluding the named plaintiffs, have been

2 subject to the alleged NS A intelligence activities; (2) information conceming NSA intelligence
23

sources and methods, including facts demonstrating that the content collection under the TSP
23
aa || ®Es limited to specific al Qacda and associated terrorist-related international communicalions

25 || and was not a content survesllance dragnet as plaintiffs allege; (3) facts that would tend to

2 | confirm or deny the existence of (he NSA's bulk meta data eollection and use, and any

27 7. . e
information about those activities; and (4) the fact that | NG

28
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' — The faet that there has been public speeulation

s || about alieged NSA activities does not diminish the need to protect intelligence sources and

|| methods fram further cxposure. Official confirmation and disclosure of the classified privileged
nationa) securily information described herein would causc exceptionally grave damage to the

national security. For these reasons, as set forth further below, | request that the Court uphold

[3

4 the stale secrets and siatutory privilege assentions that the DNI and | now make, and protect the
8 || information deseribed in rhis deciaration from disclosure.

9 L {U) Classification of Declaration

' 8. {SHSHNF This deslaration is classified TOP SECRET/TSP/SI

:; B/ ORCONNOFORN pursuant to the standards in Executive Order No. 12958, 2s amended

17 || by Executive Order No. 13292, Under Executive Order No. 1238, information is classified

14 || “TOP SECRET” if unauthorized disclosuvre of the information reasonably could be expected o
cause exceplionally grave damage to the national security of the United States; “SECRET™ if
unauthorized disclosure of the information reasonably could be expected 1o cause senous
damage to national security; and “COMFIDENTIAL™ if unanthorized disclosure of the

15 || information reasonably could be expected to cause identifiabic damage to national security. At

28 || the beginning of cach paragraph of this declaration. the letter or letters in parentheses

2 designate(s) the degree ol classification of the information the paragraph contains. When used

22
for this purpose, the Jeticrs “U," “C," “8,” and “T$" indicate respectively that the information is
23

3 either UNCLASSIFIED, or is classified CONFIDENTIAL, SECRET, or TOP SECRET.

28

27

8
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9. EHESHAHR Additionally, this declaration also contains Sensitive Compartmented
3 || Inforination (SCY), which is “information thal not only is classified for nalional secunty reasons
3 || as Top Secret. Secret, or Confidential, but 2lso is subject to special access and handling
ruquiremcnts because it involves or denves from particularly sensitive intelhgence sources and
methads.” 28 C.E.R. § 17.18{a). Because of lhe exceptional sensitivily and vulnerability of such
infarmation, these safegruards and access requirements excecd the access standards thal are

& || normally required for information of 1the same classification level. Speci cally, s declaration
references communications intelligence (COMINT). also referred to as special intelligence (S1).
which is a subcategary of SCI. COMINT or Sl identifies SC1 thal was derived from exploiting
cryptographic systems or other protected sources by applving methods or techniques, or from

13 |lintercepted foreign comrnunications,

14 10. W This declaration also contains information
related Lo or derived from the TSP, a prior controlled access signals intelligence program thal
operated under presidential authorization tn rcspons;e 10 the attacks of September 11, 2001, uptil
January 2007, Although the TSP was publicly acknowliedged by then-President Bush in

15 || Decembier 20035, details about ihe program remain highly classified and strictly compartmented.

|| Information pertaining to this program is denoted with the special marking “TSP" and requires

21 .. .

24

2%

25

27
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11, 64843 In addition to (he fact that classified information coniained herein may
not be revealed to any person without authorization pursuanl to Exccutive Order 12958, as

¢ || wnended, this declaration contains information that may not be released to foreign governmenis,

2 || foreign nationals, or non-U.8. ¢itizens withoul permission of the originator and in accordance
Y 1| wath DNI policy. This information is labeled “NOFORNY (NF), The “ORCON" (OR)

:; desigriator means that the originator of the information controls (o whom it js released.

3 1V. (1) Backpround Information

13 || A. () The Rational Security Agency

s 12, (U) The NSA was established by Presidential Directive i 1952 as a separately
organized agency within the Department of Defense. “The NSA’s foreign imelligence mission
includes the respansibility to eollecl, process, analyze, produce, and disseminate signals

1o {| iotelligence (SIGINTY information, of which communications intelligence (COMINT) s a

20 || significant suhset, for (a) national foreign intelligence purposes, (B) counterinicliigence purposes,

2l aad (c) the support of military operations. See Executive Order 12333, § 1.7(c), 46 Fed. Rep.
z 5994t {Dec. 4. 1981), as amended.’

2

25 QW

26

27

» * (Uy Section 1.7(c) of E.O. 12333, as amended, speci fically sulhorizes the NSA to

“Collect {including through clandestine rmears), process, analyze, produce, and disseminate

Classilied fn Comera. Ex Parte Declaranon of Li, Gen. Kaith B, Alcxander, Direetor, National Soeurity Ageney 1
Virgnitg Shiten. et ol v Umited Staies ef dnverco, 1 al (No, 07-v-$93-VRW, MDL. No, 06- 1751
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13, CFSHSEHD Signals intelligence (SIGINT) consmists of three subcarcgorics:
2 || () commcnications intelligence (COMINTY; (2) electronic intelligence (ELTNTY; and (3) foreign
3 || instrumentation signals intelligence (FISTNT), Comsmunications intelligence (COMINT) is

defined as “all procedures and methods used in the imerception of communicatians and the

H

obtaining of information from such communications by other than the intended recipients.” 18
[}
4 || V8.C. § 798, COMINT includes information derived from the interception of foreign and

% || intcmational communications, such as voice. facsimile, and computer-to-computer information

? || conveyed via a aumaer of means
Bl G'cctronic intelligence (ELINT) is technical intelligence information derived from
foreign non-communications electromagretic radiations except atomic detonation or radioactive
i1 || souvees — in essence, radar systems affiliated with milisary weapons platforms (& g. anti-ship)

14 || and civilian systems (e.g., shipboard and air traflic control radars). Foreign instrumentation

s signals intelligence (FISINT} is derived from non-U.S. acrospace surfaces and subsurface
16
systems which may have either military or civilian applications.
17
. 4. {U) The N3A's SIGINT responsibilities inclide establishing and operating an

16 || effective unified orpanization 1o conduct SIGINT activities sel forth in E.O. No. 12333,

20 11§ 1.12(b), as amended. In performing its SIGINT mission, NSA has developed a sophisticalsd

2 . . A
' wondwide SIGINT cotlection network. The technological infrastructure that supports the NSA's

n
foreygn intelligence information cotlection network has taken years to develop at a cost of
23
21 billions ol doltars and untold human effort. It relies on sophisticaled collection and processing

23 {] technology.

Ih

27
signals intelligence information for foreign intelligence and counterintelligence purposes to

% support national and deparimental missions.”

Classilied /n Camera, Ex Porle Declasation of L1 Gen. Keith B. Alexander, Disector, Natienal Secunty Agency n
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15, (1) There are two primary reasons for gathening and analyzing foreign

5 i| intelligence information. The first, and mosl important, is to gain information required 10 direct
LS. resources as necessary to counter external threats and n support of mifitary operations. The
second reason i5 10 obtain information necessary to the formulation of U.S. foreign policy.
Foreign intelligence information provided by the NSA is thus relevant to a wide range of
important issues, ncluding mililary order of baltle; threat wamnings and readiness; arms

& || proliferation: international terrorism; counter-inleltipence; and forcipn aspects of international
narcolics wrafficking.

16. (L)) Foreign intelligence produced by COMINT activities is an extremely
important part of the overall foreign intelligence information available to the United States and 13
11 || often unobitainable by other means, Pubtic disclosure of cither the capability 10 collect specific
14 1 communications or the substance of the infarmation derived from such collection itself can
casily alert largets to the vulnerability of their communications. Disclosore of even a single
cymmunication holds the potential of revealing inlelfigence collection techniques that are applied
against targets around the world, Onee alened, 1argets can frustrate COMINT collection by
19 ||using different oF new encryption techniques, by dissemirating disinformation, or by utilizing 2

20 {ldifferem communications link. Such evasion technigues may inhibit access to the target's

2 1l communications and therefore deny the United States access 1o information crucial o the
22
defense of the United States both at home and abroad. COMTNT is provided special statutory
23
y protection under | 8 U.S.C. § 798, which makes it a crime to knowingly disclose to an

25 |[vnavthorized person classified information "cancerning the communication intelligence activitics

% |l af the United States or any forcign government.”
2

2%
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ror<re R sttt H s eR

B. {U) September 11,2001 and the sl Qaeda Threat

2 7. (U)On September 11, 2001, the al Qaeda terrorist network launched a set of

3 || eaordinaled atiacks along the East Coast of the United States. Four commercial jetliners, each
carefully selected to be fully loaded with fuel for a transcontinental flight, were hijacked by al
Qaeda operatives. Those operatives rargeted the Nation’s financal center in New York with two
of the jetliners, which they deliberalely New into the Twin Towers af the World Trade Center.

¢ || Al Qaeda targeted the headquaners of the Nation's Armed Forces, the Pentagon, with the third
jetliner. Al Qaeda operatives were apparenily headed toward Washington, D.C. with the fourth
Jediner when passengers struggled with the hijackers and the plane crashed in Sharksville,
Pennsylvania. The intended target of this fourth jetliner was most evidently the White House or
15 || the Capitol, strongly suggesiing that a) Qaeda’s inlended mission was to strike a decapitation

(4 {} blow to the Government of the United States—ta kill 1he President, the Vice President, or
hMembers of Congress. The attacks of September || resulted in approximately 3,000 deaths—
the highest single-day death foll from hostie foreign attacks in the Nation's history. In addition,
these attacks shut down air travel in the Uniled States, disrepted the Nation's financial markets
19 || and government operations, and caused billions of dollars of damage i the cconomy.

20 18. (U) On September 14, 2001, a national emergency was declared by reason of the

| terrorist attacks at the World Trade Center, New York, New York, and the Pentagon, and Lhe

22

cantinuing and imrmediate threal of further attacks on the Untted Siates.” Presidential
n
54 || Froclamation No. 7463, 66 Fed. Reg, 48159 (Sept. 14,2001). The United Swatcs also

25 || immediately began plans far a military response directed at al Qaeda's training grounds and

% |} havens in Afghanistan. On September 14, 2001, both Houses of Congress passexd 2 Joint

27 . . . . .
Resolution authorizing the President of the United S1ates “to use all necessary and appropriate

28

Cinssified fv Camera, £x Porie Declaration of Lt Gen, Keth B Afexander, Director, National Seeiwiey Agency i3
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force against those nations, organizations, or persons he determines plasned, authorized,

3 || cammilted, or aided the Lerrorist attacks™ of September 1. Aulhorization for Use of Mulilary

3 || Force, Pub. L. No. 107-40 & 21{a}, |5 Stat. 224, 224 (Sepl. 18, 2001). Congress alse expressly
acknowledged thal the atlacks rendered it “‘necessary and appropriate™ for the United States 1o
eyercise its right “1o protect United States citizens both at home and abroad.” and acknowledged
in particular that “'the President has authority under the Constitution to take action to deter and

% || prevent acis of international terrorism against the United States.”™ fd. pmbl.

? 19. (V) Also alter the 9/11 atlacks, a Military Order was issued stating that the attacks
of September 11 “created a state of anmed conflict,” see Military Order by the President § 1(a).
66 Fed. Reg. 57833, 57833 (Nav. [3, 2001). and that nl Qaeda terrorists “possess both the

13 || c2pability and the intention to undertake further 1errorist attacks against the United States that, if
14 || not detected and prevented, will cause mass deaths, mass injuries, and massive destruction of
property, and may place a1 risk the continuily of the operations of the United States
Governmenl,” and concluding that “an extraordinary emergency exists for nalional defense

|| purposes,”™ id. § 1(c), (g), 66 Fed, Reg. at 37833-34. Indeed, shorly after the atacks, NATO

1# || teck the unprecedented siep of invoking article 5 of the North Atlantic Treaty, which provides

20 || that an “‘armed attack against one or more of [the parties] shall be considered an anack against

21| tiem ali.* North Atllantic Treaty, Apr. 4. 1949, art. S, 63 Stat. 2241, 2244, 34 UN.T.S, 243, 246.
i
20. (U} As a result of the unprecedented attacks of September 13, 2001, the United
3
5q || States found itself immediately prapelled into a worldwide war against a network of terrorist

25 |} groups, centered on and affiliated with al Qaeda, that possesses the evolving capability and

2t || intention of inflicting further catastraphic attacks on the United States. That war is continuing

n . . o
terday, at home as well 25 abroad. Moreover, the war ageinst al Qaedz and its allies is a very

Classified fn Camera, Ex Porre Deciaration of L, Gen. Kauth B Alexander, Director, Nationul Security Agency t4
Virgimoa Shubert, et of, v, Uniedd Stnes of America, e el (No 07.2v-683.YRW_ MDL Ko 06-1751)
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different Kind of war, against a very difTereni enemy, than any other war or enemy the Nation has
2 || previously faced. Al Qaeda and its supporters operale not as a traditional nation-5tate but as a

3 || diffuse, decentralized glabal network of individuals, cells, and loosely associated, often disparate
groups, that act sometimes in concert, sometimes independently, and somelimes in the United
States, bur always in secret — and their mission is 10 destray lives and o disrupt a way of life
through terronist acts. Al Qaeda works in the shadows; secrecy is essential to al Qaeda's success
g [|in plotting and execuling its lerronst aftacks.

s 3. {FEHEHAYD The Classified In Camera, Ex Parte Declaralion of Dennis C. Blair,
Divector of National Intelligence, details the particular facels of the continuing al Qaeda threat

and, thus, the exigent need for the NSA intelligence activilies deseribed here. The NSA

1y || 2civities are directed at thaf threat, |

S

I b tclecommunications networks, especially the [niermet, bave

developed in racent years into a loosely interconnected system — a network of nerworks — that Js
1¢ || ideally suited for the secret communicalions needs of loosely affiliated terronist cells. Hundreds

20 || of Intemet service providers, or “ISPs,” and other providers of communications services offer a
P p

a o . . .
wide variely of global cammunications options, ofien free of chargc. | EENGTGNGEG
2
23

24

Moo
oo ~+
g |
"o

Clagsified n Camerg, Er Pane Decioration of L1, Gen Kewh B. Alexander, Directar, National Secunvy Agency 15
Virginto Shuber, et al v. Uniter Statas of America, €1 af (No 07-ev-693-VRW: MDL RNo. 06:1751)
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22,

i

-~

[

-
... |
16
A
17
-t |
st |
2 13, CFSHSHAYE Our efforts against 3l Qacda and its affliales therefore present
2z critical challenges for the Nation's corsnunications intelligence capabilities. First, in this new
2
2 kind of war, more than in any ather we have ever faced, communications intelligence is essential

25 || o our ability 1o identify (he enemy and to detect and disrupt its plans for further attacks on the

¥ || United States. Communications intellipence often is the only means we have to leam the

identities of particular individuals who arc mvolved in terrorist activities and the existence of

23

Classified s Comera, Ex Parte Declacation of Lt Gen. Kath B Alexander. Director, National Sccunty Agency 18
Virgima Shubert. ot al. v Unied States of Americs, at ol (No. 07-0v-693-VRW: MDL No 06-§791)
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particular lerrorist threats, Second, at the same lime that communications intelligence is more
2 |[Important than ever, the decemralized. non-hierarchical nature of the enemy and their
$ || sophistication in cxploiting the agility of modemn telecomnunications make successful

communications intetligenee more difficull than ever, 1tis against this backdrop that the risks

3

presented by this litigation shoutd be assessed, in panticular the risks of dis¢losing particular
[
. NS A sourees and methods implicated by the claims,

g [[C. (U) Summary of NSA Activities After /11 to Meet al Qaeda Threat

9 24, {U) Afier the September 11 anacks, the NSA received presidential authonzation
and direction to deteet and prevenl further tervorist attacks within the United Siates by
intercepting (he content’ of communications for which there were reasonable grounds to believe
12 || that (1] such communications originated or terminated outside the United States and (2) a pasty

14 || to such communication was a member or agent of al Qaeda or an affiliated {ewro st organization.

131 The existence of lus activity was cjisclused by then-Pregident Bush in December 2005 (and
16
subscquently referred (o as the “Terrorist Surveillance Program* or “TSP™).f
i
" 25 FESHFSPHELHOCAE) ln more specific and classified terms, the NSA has

1¢ |Jutilized a number of eritically important intelligence sources and methods to meel the threat of

20 |l aother mass casualty terrorist attack on the United States — methods thal were designed to work

2

2 7 (U) The term “content™ is used in this Declararion to refer 1o the substance, meaning, or

53 || punport of a communication. as defined in 18 U.S.C. § 25108}

4 & rUyOn January |7, 2007, the Government made public the general facts that new
orders of the Foreign Intelligence Surveillance Court had been issved that authorized the
Government 1o target for collection imternational communications into or out of the United States
where there is probable cause to belicve that one of the communicants is a member or agent of al
Craeda or an associaled terrorist organization; (hat, as a result of these orders, any electronic

27 || surveillance that had been oceurring as part of the TSP was then being conducted subject to the
anproval of the FISA Court: and that, under these circumstances, the TSP was not reavthorized.

E)

28

Ciossified Jn Camera. Ex Parte Declaration of Li. Gen. Keith B Almander, Director. Naonal Security Agency 1
Virginin Shuben. et ol v. United Siatec of America, ot al. (No {T-cv-£9)-VRW, MDL No, 061 100

For-seertt-rst-covt - -OR CONNOFoRN-
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in tandem gnd continic to this day under avthorily of e FISA. As noled above, onc such

2 || method involved the program publicly acknowledged by then-President Bush as the TSP, in

3 {1 which the NSA inlercepted the content of telephone and Internet communicalions pursuant to
presidential avthorization ® As described further pelow, under the TSP, NSA did not engage in
plaintiffs' alleged dragnet survenlance of communication content, but intercepted the content of
particular communications where reasonable grounds existed to believe ore party involved a

8 || member or agent of al Qasda or affiliated terrosist organization based on particolar “selectors”
(prone numbers or Internet addresses) associated with that target. [n addition to collecling the
content of particular communications, the NSA has also collected ren-confent communication
information known as “mata data.” Specifically, afier the 9/11 atacks, the NSA collecied butk
i frneta data related to relephony communications for the purposc of conducting targeted analysis 1o
14 || track al Qaeda-related networks., Telephony meta data is information derived from cail detail

‘records that refleet non-content information such as, but not limited {0, the datc, lime, and

9

CAHE-The first presidennal avthorzation of the TSP was
on Oclober 4, 2001, and the TSP was reautharized approximatcty cvery 30-60 days throughout
21 [11he existence of the program. The documents authorizing the TSP also contained the
authorizations for the mela data activilies deseribed herein. The authorizations, moreover,
evolved over time. and during certain periods authorized other activities (this Declaration is not
intended ta and does niot fully describe the suthorizations and the difSerences in those
muthorizations over Limg).

20

22

3

ee Classified In Camera, Ex FParte Declaration of LTG Keith B. Alexander § 62,
%5 |IMDL No. 06-1791-VRW (N.D. Cal} {subsmitted Apr. 7 ino to all actions apainst
3¢ || the MCl and Verizon Defendanis).

27

i3

Classified fn Comera. Fr Parfe Declaralion of LL, Gon. Keith B Adexander, Direstor, National Seeunty Agency 18
Virginiet Shubert, o1 of. v Uined States of America, or ol {No. 07-00-693-VRW, MO, No, 06-1791)
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duration of lelephone calls, as well as the phone numbers used 10 place and receive the calls.’® In
2 |laddition, since the 9711 attacks, the N'SA has collected bulk meta data related 1o Inrerne!

4 |l communications. Intemet meta data is header/router/addressing information, such as the “o.”

4 N “ I PRT :
“From,” “cc,” and “bee™ lines, as opposed 1o the body or “re"™ lines, of a standard email.
3
26, TFSHSHHOEATS Each of the foregoing activities continues in some form wnder
)

aathonty of the FISA and, thus, the NSA utilizes the same intelligence saurces and mcthods

8 [[today to detect and prevent further terronst atlacks that 1t did afier the 9/11 atfacks. First, as

? || noted above, on Janwary 10, 2007, the FISC issued two orders authorizing the Governiment 10
conduct certain electropic surveillance that had been occurring under the TSP. The FISC Orders
were implemented on January 17, 2007, and, therealler, any electronic survejllance that had becen
11 || occurring as pan of the TSP became subject 1o the approval of the FISC and the TSP was not

14 || reanthorized."!

W CF5HFSE

2
2
22
23
24
15
M U (TSUSHOCINE As also described further, sec infra Y 63-66, the FISC extended

27 (| these orders wilh some modifications. What is described belaw as the Foreign Telephone and

Email Order cxpired in August 2007 and was supplanted by authority enacted by Congress — first

% |l under the Protect America Act and then the FISA Amendments Acl of 2008 - to authorize

C zsitied {1 Camera, Ex Paie Detlarsiion of Lt Gen, Keith B, Alecander, Dircetor, Naljonal Secutity Agenty 19
Vorghme Shaberl, et of w0 Lonedf Stotes of America, o of, (MO 0Tev GOV MDIL Na 08-17913
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R ety ! Ryi
27, {FSHEHHOECAHS Second, wilh respect 10 the collection of telephony meta data,
3 || since May 2006 certzin telecommunication providers have been required by an order of the FISC
* || to produce to the NSA on a daily basis all telephony meta data that they create {“FISC Telephone
Business Records Order”) The FISC Telephone Business Records Order has been reauthorized
approximately every 90 days since it was first issued. Although (his collection is broad in scope,
the NSA was authorized by the FISC to query the archived telephony data with identified
§ || relephone numbers for which there are facts giving rise {o a reasonable, articulable suspician that
® || the number is associated with_ (hereafter reforred to
as a "RAS" determinanon),'? Hiswarieally, onty a tiny fraction of telephony meta data records
crllected by the NSA has actually been presented to a trained professional for analysis. As
13 || discussed further below, see infra 9] 48-56, while the vast majority of recosds arc thus never

14 || vicwed by a human atl the NSA, it is still necessary to collect the meta data in bulk in order o

it || foreign intelligence surveillance of targets located overseas withou individual cour orders.

" CESHSHHOCRE) As sel forth further below, see infra $960-62, NSA’s compliance

18 || with this limitation in the FISC Order has been subject to further proceedings in the FISC that
commenced with a compliance report by the government on January 15, 2008, which indicated
thal the NSA had also been querying incoming telephony meta data with seleclors for
cAunicrterronsm targets svhject to NSA surveillance under Executive Crder 12333, as (o which
the NSA had not made a “RAS" determination. On March 2, 2009, the FISC renewed the Order
21 || avthorizing the bulk provision to NSA of business records containing telephony meta data from
telecommunications carmiers, but subjected thal activity 1o new limitations, including that the
NSA may query the meia data only aficr a motion is granted on a case-by-case basis (unless

3 || otherwise necessary to protect against imminent threal to human life). The FISC alse required
the Governmenl to repont Lo the FISC on its review of revisions to the meta data collection and
3 || analysis process and to include affidavils deseribing the value of the collection of telephony meta
data autkorized by the FISC Telephone Business Records Order, The Government submitled its
1epart o the FISC as required on August 17, 2009. The FISC subsequentty renewed the

35 || Telenhone Business Records Order on Seprember 2, 2009, and, in so doing, restored 1o NSA the
authority 16 make RAS determinations for selectors that NSA counterterrorism personnc)

27 || nominate for analysis through contact chaining NN (tHcsc selectors arc described

% |12 “seeds™). This renewed Order expites on Octoher 30, 2009.

Clawified fn Camera. Ex Parte Declaratian of Lu Gen Kelth B, Alexander. Dinector, Nationg) Securiry Agency 20
Virgiate Shaben, vt al v Usitel Staies of Ameriea, vl al, (Mo, 074v-693-YRW, MDL No. 06-1701)
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uiilize sophisticated and vita) analyucal ools for tracking the contacts |||  NNRENRG

2 || - orotccung the national securily of the United States.

3 28, {ESASHOEAHT Third, heginning in July 2004, the collection of Intemet meta

data in bulk hes been conducted purgnant lo an order of the F1SC authorizing the use of 2 pen

5
repester and frap and trace device (“FISC Pen Regisler Order” or “PRTT Order™). See 18 U.S.C.

6

5 || § 3127 (defining “pen register” and “trap and trace device™). Pursuant to the FISC Pen Register

g || Creder, which has been reanthorized approximately every 90 days since it was first issued, the

? || IvSA is awthorized to collect, in bulk, meta dala associated with electronic communications

10 »

L preeeesy
.|
|
8 I - 'though the NSA collects email meta data in bulk [N

HE i hes been authonized by the FISC to query the archived meta data only using email

addresses for which there are facls giving rise 10 a reasonable, articulable suspicion that the email

1o |+ address is associated witH | I - with bulk telephony

20 || metz data collection, bulk Internet meta data colleciion is neoessary 1o allow the NS A 10 use

M eritieal and unigue anaiytical capabilities to track the contacts (even rcimspectively)-

_fknown terrorists. Like telephony meta data activities, [ntemet meta

22

23

24

25

26

28

Classifizd fr Camera, Ex Parte Declaration of Lt Gen. K&ith B Alexander, Direciar, Nationa! Secunity Agency 2
¥ oginia Shubert, ot v, United Stanes nf America, o4 ol (N 47 co493.VRW MDL No. 096-1791}
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“repcict st R o et o
| data collection and analysis are vilal tools for protecting the United States from atack, and,
2 || accordingly, information perteining to those activilies is highty clessified."
2 V. (U) Information Protecred by Privilege
4 , . .
29. (1) In general and unclassified terms. the [bllowing categories of information are
5
subject to the DN1*s assenion of the state secrets privilege and statutory pnvilege under the
6
. National Security Act, as well as my asseriion of the NSA privilege:
b Al (U) Informaiion that may tend to canfirm or deny whether
the plaintiffs have been subjeer 1o any alleged NSA
¢ intelligence activity that may be at issue in this matter; and
10
B. {U) Any information concerning NSA intelligence
n activities, sources, or methods that may relate o or be
, necessary 10 adjodicate plaintiffs’ allegations, including
I allegations that the NSA, with the assistance of
1 relecommunicalions carrers, indiscriminately intercepls the
content of communicalions and also, to the extent
14 applicable lo plaintifTs’ claim, the communications rocords
of millions of Americans as pac of an allcged “Program’'
I3 authorized by the President after 9/1L. See. e.g., Amended
16 Compl. 99 1-8, 58.
17 (U) The scope of this assertion includes but is not limited
10!
13
19 (i) (U} Information conceming the scope and
operation of the now inoperative “Terrorist Surveillance
@ Program™ (“TSP"} regarding the interception of the content
. of certain one-end intemaijonal communications
B veasonably believed {0 involve a member or agent of al-
31 Qaeda or an affiliated 1errorist organization, and any ather
information related to demonstrating that the N8A does not
3 otherwise engage in the content surveillance dragnet that
24 the plaintiffs allege; and
25
5% ' As the NSA has previously advised the Court in related
b3
Alexander 9 31 n.8, MDL No. 06-1791-VRW (. D Cal)(subm:rted Apr. 20, 2007) {rclalmg 10
2 || all actions against the MCI and Verizon Defendants),
Ciassified Jn Comera, Ex Parte Declaration of L1 Gen. Kenih B, Alexander, Diredtor, Natona] Security Agency 2
V' rgima Shechcrt, 2t al. v, Uniad Stotes of Arcrics. of b (No §7-0v-602 . VRW: MDL No, Q0-1791)
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(ii) {U) Any other information concerming NSA
intelligence activities, sources, or methods that would be
necessary to adjudicate the plaimiffs’ claims, including, to
3 the extent applicable, information thaf would tend to
confirm or deny whether or not the NSA obtained from
telecommunications companies communicalion
5 tranisactional records: and

L0

¢ (i3} ¢U) Information that may tend to confirm or
deny whether any telecommunications carmier has provided
assistance o the NSA in connection with any alleged

3 activity.

® V1. (U) Description of Information Sublect to Privilege snd the Harm of Disclosure

10

A (V) Enformarion That May Tend to Confirnt or Deny Whether the Plaintiffs Have
I Been Subject to Any Alleged NSA Activities
2 30. (V) The first major category of informalion as to which I 2m supporting the DNI's
13 . ‘

assertion of privilepe, and asserting the NSA™s own statutory privilege, concems information as
4

ta whether particular individuals, including the named plaintiffs in this lawsuit, have been
o [{3ubject to alleped NSA intelligence activities. As set forth below, disclosure of such information

17 (| would cause exceptionally grave hamn to the national security.

& 3. (USHFSPHSHAOEMTY The named plaintifls in this action - Virginia Shubert,
19

Noha Arafe, Sarah Dranodl, and Hilary Botein - allege that lhe contents of their relephene and
20
” [nternet commurications were subsect 1o “unlawful interception, search and seizure, and

2z || eiectronic surveillance,” Amended Compl. § 87, in conncclion with a program of “dragnet”

% || surveillance that captures the contents of Vvirtually every lelephone, intemet and/or cmail

% communjcalion thal has been sent from or received within the United States since 2001,” id.

Z: M1, 4. As set forth herein, the NSA does not engage in “dragnet” survcillance of the content of
. communications as plaimtiffz al[cgct_
28

Classified Jn Camera, £x Porte Deciaraiion of LI Gen. Keith B. Alexander, Director, Natignal Secerity Agency n
Yorginta Sknbert. & ab v Unierl Stoes uf America, er ol {Ny, 07-cv-092-VRW: MOL No 017813
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22
23
24

25

26

27

28

Classifiod in Camera, Ex Parte Declaration of Lt. Gen, Kewh B. Alexander, Direetor, Mational Security Ageney 2
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34, {U) As a matter of course, the NSA cannot publicly eonfirm or deny whether any

individual is subjecl 1o surveillance aclivities becavse to do so would 1end to reveal actual
11 || 1argets. Forexample, il the NSA were to confirm in this case and others that specific individuals
14 (| are not 1argets of surveillance, bul later refusc to comment (as it would have to} in a case

involving an acrual target, a person could easily deduce by comparing such responses (hat the

16
person in the latter case is a target. The harm of revealing targets of forcign inelligence

13

- surveillance should be obvious. I an individual knows or suspects he 1s a targel of U.S.

1%

10 " (FSHSHHOEATD | previousty nated that NSA has estimated that it collects Intemet
nmetadata assacialed with approximatel

2

22

ith respeet to telephony meta data, | previouosly eslimated that,
53 | prior to the 2006 FISC Order, sbout H telephony meta data records was

presented to an analyst for review, see Classified 1 Camera, Ex Parie Declaration of LTG Keith
4 || B. Alexander 4] 27 (submitted May 25, 2007), and the scope of thai disparity rernains generally

the same,
25
¥ .
2 ESHESPHSHOCAT
27
28

Ciasaified fn Camsere, Ex Parte Declarstion af Li Gen, Keith B, Alexander, Director, National Sesumity Agency 25
1eRinda Shwbert, of al. v Unmired Srates of Amyriza, et of (Mo, 07-cw-013-VRW, MDL Ne 0541791
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intellipence activities, he would naturally tend o alter his behavior to take new precautions

2 || against surveillance. In addition, revealtng who is nol 4 target would indicale who has avoided

[

1 surveiilance and what may be 2 secure channel for communication. Such information could lead

1 person, secure in the knowledpe that he is not under surveillance, to help a hastile foreign

La

adversary convey informalion; altematively, such a person may be unwittingly utilized or cven
forced to convey information through a sccure channel, Revealing which chanriels are (rec from
4 || surveillance and which are nat would also reveal sensitive imtelligence methods and thereby

% || eould help any adversary evade detection and capitalize on [imilations in NSA's capabilites.

¢ 3. v IIIR-oc>
p I - uriderlying meta data collection
15 || eould not be confirmed or denied without causing exceptionally grave damage to the national

14 || security. [n padticular, disclosure of whether the NSA currently receives plaintiffs’ telephony or
Internet meia data from any 1clecommunications compandes would also violate specific

provisions of the FISC Telephone Recands and F1SC Pen Register Orders.

26

Y7

2R

Classified In Camera. Ex Pane Declaration of Lt. Gen. Keith B. Alexander, Director, Nationz! Securiry Agency b
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2 {| B {Uy Informarion Related to NSA Activities, Sources, or Methads Implicated by the
Plaintlffs® Allegations and the Harm 1o National Sceurity of Disclosure

‘ L. (U} Plaintiffs® Allegaﬁans of a Communications Dragnet

5 36. () [ am also supporting the DNJ's assertion of privilege and asseriing the NSA's
& || stetutory privilege aver any other facts concemning NSA intelligence activities, sources. or

? methods that may relate to or be necessary to adjudicate the plaintiffs’ claims and allegations,

: including that (1) the NSA is indiscriminately intereepting the content of commuonications of

1 || millions of exdinary Amenicans, see, e.g., Amended Compl. 1 1-4, and (ii) to the extent relevant
n to this action, that the NSA is collecting the “call data™ of people in the United States with the
assistance of telecommunications carriers, presumably including information conceming the
piaintifis’ communications. See, e.g.,1d. 1§ 5-8, 58. As described above, the scope of the
gavemment’s privilege assertion inclides but is not imited to: (1) facts concerning the operalion
16 i of the now ingperative Terrorist Surveillance Program and any other NSA aclivities needed to

17 (| demonstrate that the TSP was limited 10 the interception of the content of one-end forcign

'8 || cymmunications reasonably believed to invoive a member or agent of al Qaeda or an affiliaied
19
terrorist orpanization and that the NSA dacs not otherwise conduct a dragnet of content
20
2 sucveillance as the plaintiffs allege; and (2) infocmation concerning whether or nat the NSA

37 || obtaing wanssetional communications records from telecommunications companics. As set forth

23 | below, the disclosure of surh information would causc cxceptionally grave harm to nalional

24 .
securily.

26

7

2%

Clagsified Jn Camera, Ex Parte Deciuration of Li Gen Keith B, Alexander, Diractor. Natinnal Security Agency 7
¥ rgima Shibert, &1 8l v, Unnd Stares of Americe, ot al, (No, 07.cv-693-VRW: MDL No. $6-1791)
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repsrertt—sreotts - O O OR
(2} (U) Informaiion Related to the Terrorist Surveillance Program

2 37, {U) After the existence of the TSP was officially acknowledged in December
3 || 2005, the Government stated that the NSA's coltection of the content of communications under

the TSP was directed at inlemational communications in which a participant was reasonably

T

believed to be assaciated with al Qaeda or an affiliated organization. Plaintiffs' allegation that

the NSA has undertaken indiscriminate surveillance of the content of millions of

8 || communications sent or received by people inside the United States after 9/11 under the TSP is

? | therefore false, again as the Government has previously stated.™ But to the extent the NSA must
10
demonstrate that content surveillance was 5o limited, and was not plainliffs’ alleged conlent
n
, dragnet, or demonsirate that the NSA has not otherwise engaged ip the alieged content dragnet,
1

13 || highly classified MSA intelligence sources and tcthods about the operation of the TSP and NSA
12 || intelligence activities would be subject Lo disclosure or the Fsk of disclosure. The disclosure of
whether and 10 what extent the NSA uvtilizes certaim intelligence sources and methods would
reveal to foreign adversaries the NSA's capabilitics, or lack thereof, enabling them to cither
evade particular ¢hannels of cammunications that are being monilored, or exploil channels of

19 || communications that are not subject to NSA activities — in erther case risking exceptionzlly grave

20 | harm 1o naticnal security.

1 . . ; . .
g 38.  (U) The privileged information that must be protected from disclosure inchudes
22
the following classified details concerning content surveillance under the now inoperative TSP.
23
2 39 {FSHRSPASIHOCANID First, interception of the contenl of communications

25 ||under the TSP was wiggersd by a range of information, including sensitive foreign intelligence,
26

27

1*(U) See, e.g., Public Declaration of LTG Keith B. Alexander, Direcior, National

78 Security Apency 1 16 (submitied May 25, 2007).

Classified I Camera, Ex Parte Declaration of La Gen. Keith B, Alexander, Direcvor, National Sccurity Agency 28
Virptnin Shubert, et al v. Umited Stater of Amiered ot ol (No 07-cv-693-VAW, MDL No. 08-1751)
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oblained or derived from vanous sources indicating that a particular phone number or email

2 || 2ddress is rcasonably believed by the U.S. Intelligence Community to be associated with a

¥ || nember or agent of 21 Qacda or an 2ffiljated terranst organization. Professional intelligence
officers at the NSA undertook a careful but expeditious analysis of that information, and
cansidered 2 number of possible factors, in determining whether it would be appropnate to targel
a ielephone number or cmail address under the TSP, Those factors included whether the target

¢ || phone number or email address was: (1) reasongbly believed by the U 8. Intelligence
Community, based an othet authouzed collection activities or other law enforcement or

imelligence sourees, 10 be used by a member or agent of &l Qaeda or an affiliated terroris

| [onanizaton: I

20

21

22

Clasxified fn Camera, Ex Pone Declaraion of L. Gen. K.eith B. Alexander, Dhrector. Nations) Security Agency %
Virgnia Shabert, o1 al v United Stores of Ameren, €1 ab (No. 07-cw-693-VRIV: MDL No, 06- 1794}
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3 40,  FSHPSPASHHOEAT Once the NSA determined that 1here were reasonable
grounds to believe that the targel is a member or agent of al Qaeda or an affiliated 1errorist
urganization, the NSA Look steps to focus the interceplion on the specific al Qaeda-related larget
and on communications of (hat (arget thal were (o or from a (oreign country. In this respect, ihe
% || NSA's collection efforts we-r—-xhal the NSA had

9 || rezsonable grounds to believe carry the “one-end™ foreign communications of members or agents

of al Qaeda or affiliated terrodst organizations.
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¢ 43, ~sersrysHRO € The NSA Look specific steps in the aclual TSP
nterception process to minimize the risk ihat the communications of non-targets were

intercepled. With respect Lo telephone communications, specific lelephone numbers identified

3 | hrongh the anatysis owlined above wer I
> | N < (5 the orly communications

io
intercepted were those 1o or from the 1argeted mumber of an individaal who was reasonably
I
" believed to be a member or agent of al Qaeda or an affiliated 1errorist organization.
i 44, (TSHTSPHSIFOEMNF) For the inlerception of the content of Internet

ta || communications under the TSP, the NSA usad identifying information obtained through s
% || analysis of the targer, such as email addresses SN, 1o arze for collection the

cammunications of individuals reasonably believed lo be members ar agents of al Qaeda or an

20

21

2
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|| Tisted emoist organizaon.

-

! I e NSA did not search the eontent of the.
5
communicalions -with “key words” other than the targeled selectors

5 | themselves. Rather, the NSA targeted for coltection only enail addresses |
¢ || 2ssociated with suspecied members ar agents of al Qaeda or affiliated terrarisy

% |1 organizations, or communications in which such _ were mentioned. In

0 - . L o ,
addition, due to technical limitations of the hardware and sofiware, incidenial collection of non-
1
" target communications has ocewrred, and 1n such circumstances the NSA applies its
py || mimmization procedures to ensure that communications of non-targels are not disseminated. To

14 (| the extent such facts would be necessary to dispel plaintiffs’ erroneous content dragnet

altegztions, they could not be disclosed without revealing highly sensitive imelligence methods,

1

45, -OPSAFSPHSEHICANR In addition 1o procedures designed to ensure that the TSP
17
e ||ve limited 1o the international communications of al Qacda members and affiliates, the NSA

15 || also ook additional steps to ensure that the privacy nights of U.S. persons were protected. .
20
21
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19 — The foregoing information about the targered scope of content

20 |{callection under the TSP conld not be diselosed, in order to address and rebut plaintiffs’

21

2 2 (UAFBYO) In addition, in implementing the TSP, the NSA applied the cxisting Legal
Compliance and Minimization Procedures applicable 16 1.5, persons to the extent not

24 || inconsistent with the presidential authorization. See United Slates Signals Intelligence Directive
(USSID) 18. These procedures require that the NSA refrain from intentionally acquinng the
communications of U.S. persons who are not the targets of 1ts surveiliance activines, that it

36 || destroy upon recognition any communications solely between or among persons in the United
States that jt inadvertently acquires, and that il refrain from identifying U.S. persons in its

27 ||intellipence reports unless a senior NSA official determines that the recipient of the report
reduires such information in arder to perform a lawful function assigned to it and the identity of
the U.S. person 15 necessary 1o understand the foreign intelligence or 1o assess its significance.

25
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FOFS R oT ﬂm)ﬁ*
allegation that the NSA engaged in the alleged content dragnel, without revealing specific NSA
sources and melhods, which would cause exceptionally grave damage (o the national security.
47. (FSHFEEPHSHOCANE In addilion to these facts about the TSP, facts about other

NSA intelhigence activitics would be needed to address or preve that the NSA does not conduct

the alleged conten dragnet. |
N i <t e 5 o

other “dragret” program authorized by the President afier 9/1 1 under which the NSA intercepls
the content of virally 8l domestic and intemationat communications as the plantiffs allege.
Apain, however, information abaut NSA coment surveillance activities beyond the TSP could
not be disclosed in order to address and rebut plaintiffs' allegation without revealing specific
NS A sources and methods and thereby causing exceptionally grave damage 10 national

securily. 2

(—'-FE;ACFS-P#S—HBG@&B Ta the extent relevant to this case, additional facts about the
Opcrauonal details of the TSP and subsequent FISA authorized content surveillance activities
aiso covuld nor be disclosed withoul exceptional harm to national security, including (or example
information that would demonstrate the operational swiflness and effectiveness of utilizing
content surveillance in conjunction with the metz data activities, As noted,

, the TSP, in conjunction with mela data
collection and analysis described hercin, allowed the NSA to obtain rapidly not only the cositent
of a paniicular communication, but conncetions between that iargel and oihers who may {orm a
web of al Qaeda conspirators.

Classilied /n Cumcra, Ex Parte Declaration of Lt Gen Kedth R, atexander, Director, National Seaurity Agency M
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(b) (U} Other Classified Information Concerning NSA Activities

2 48. FSHFSPHSIHBENT) To the extent that The plaindffs’ “dragnet” allegations also

* || implicate other NSA activilies, such as the bulk collection of non-contens communication mela
data or the collection of communications records, see. e.g., Amended Compl, § 58, addressing
their assertions would require discliosure of NSA sources and methods that would cause
exceplionally grave harm (o national security. As also explained herein, these collection

& || activities are now subjecl to the orders and supervision of the FISC.

? 49, sHSHIE 0 EMF As noted above, starling in October 2001, and since
2004 pursuant to the FISC Pen Repister Order, the NSA collected bulk meta data associated with
electronic communications —
||
- |
P, s:- 5o 1 25. 22.” [
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-pursuam 10 the FISC Telephone Records Order, certain telecommunication companics
1 || provide the NSA with bulk telephony meta data in the form of call detal records derived from

3 || information kepl by those companics in the ordinary course of business. See supra 9 25, 27.

4 . -
50. EFSHEYAOCH The bulk meta data collection activities that have been
. .
underiaken by the NSA since /11 are vital tools for protecting the United States from another
&
, || catasteophic terronst anack. Disclosure of these meta data aclivities, sources, or methods would

8 || cause exceptionally grave ham (o national security 11 is not possible to Llarget collection solely

on known terrorist telephone or Internel identifiers and effecrively discover the existence,

location, and plans o terroristadversorics. |
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. hcoonly effective means by which NSA analysts are able continuously

2 ||t keep track of such operatives is through meta data colleciion and analysis.

3 SHSHAT) Technical Details of Analvtic Capabilities

S, (FSHSBHOCAHE In paricular, the buik colleciion of Iniemnet and telephony meta

data allows the NSA 1o use critical and unique analytical capabilities 1o track the contacts [

# || tirough the use of two highly sophisticated 1ools known as *‘comact-chaining™ and [
° || Coract-chaining allows the NSA to identify 1elephonc numbers and cmail addresses
that have been in contact with known [N vbers and addresses; in rum, those

cantacts can be tacgeted for immediate query and analysis as new || . bers

13 || 8nd addresses are identified. When the NSA performs a contact-chaining query on a terrorist-

14 || associated telephone identi fier, |
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N s4.  -aesnsHJOe2® Becsuse it isimpossible to determine in advance

25 || which pacticular piece of meta data will tum out to identify = terrorisi, coflecting mieta data in
26 || buik is vital for (he success of contact-chaining ||| . :SA analysts koow thet the

terronists’ telephone calls are lacated somewhere in the bithons of data bits: what they cannot
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kaow shead of lime is exacily where. The ability 10 accumulate meta data substantially increases
2 || NSA's ability 1o detect and identify these targers. One particular advantage of bulk meta data

% [teollection i that it provides a historical perspective on past conlacl activily that caanol be
captured in the present or prospeciively  Such historical links may be vital to idenlifying new

targels, because the meta data may contain links that are absobutely unique, pomnting lo potential

; || tergets that otherwise would be missed. [N
|
| |

. ]
I 1< <c sources and methods cnable the NS A to segregate some of that very
13 || small amount of otherwise undetectable but highly valuable information frorn the overwheiming
1a || amount of other information that has ne intelligence value whalsoever — in colloguial terms, to

find at least some of the needles hidden in the haystack. 1f employed on 2 sufficient volume of

raw data, contact chainiog [ NG 2 << rosc TG -
s | ontacts that werc previously unknown. |
-
2 |
| ———

55, {TSHSHOEMNE) The foregoing discussion is not hypothetical. Since inception
of the first FISC Telephone Busingss Records Order, NSA has provided 277 reports to the FBL

35 |} These reports have tipped a toral ¢f 2,900 telephone identifiers as being in contact with

o
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36. (FEHEMHOCAD Accordingly, adjudication of plaintiffs' allegations conceming
he collection of non-content meta data and records abow cammunication transactions would risk
g || or requirc disclosure of critical NSA sources and rmethods f'or_ contacts of
terrorist communications as well as the existence of current NSA activities under FISC Orders.
Despite media speculation about these activities, official confimmation and disclosure of the
NSA's buik collection and targeted analysis of telephony meta data would confirm to all of our
i3 || forergn adversan es_ the existence of these entical intelligence
14 || capabilities and thereby severely undermine NSA’s abilsty to gather information concerning,

terrorist connections and cause exceptionally grave harm 1o national s«a»c:ur‘itj,r.25

16
2, CRSHEHOEAE Information Concerning Correst FISA Authorlzed

t7 Activities and Specihic FISC Orders
18 57, (FSHESPHSHHOERH | am also supporting the DNI's state secrets privitege
1

assertion, and asserting NSA's statutory privilege, over information concerning the various
b2}
H
n EE ¢ 1n my prior classified declarations in this action, | sct forth
3 || specific examples of how the intelligence saurces and methods utilized by the NSA afier the 9711

aracks, including content surveillance under the TSP and pursuan| 1o subsequent F1SA authority,
24 || as well as non-content meta data collection and analysis, have led to the development by the
NSA of actionable intelligence and impontant counter-terrorism efforts. See, e.g., Classified In
% || Camera, Ex Parte Declaration of UTG Keith B. Alexander § 35-43, 58-6) (submitted May 25,
2 |[2007). To the extent that such information would be relevant to any litigation in this action,
howaever, it could not be disclosed without cevealing specific NSA imelligence information,

27 ||sources, and methods, thereby causing exceptionally grave harm to national secunity, and 1hat

% information remains subject Lo the govemment's privilege asserlion.

Claszifted tn Comerg, Fx Paric Declarntion of LI Gen Keith B Alexandar, Dirccinr, Nationsl Socurity Agency <0
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orders of the Fareipn Intelligence Surveillance Court mentioned throughout this dectaration that
3 || authorize NSA intelligence collection activities, as well ag NSA surveillance activities conducted
3 || pursuant to the now lapsed Protect America Act (“PAA™) and current activitics authorized by the
FISA Amendments Act of 2008. As noted hercin, Lhe three NSA inteiligence activitics initiated
after the Scptember 11 attacks 1o detect and prevent a funher al Qacda altack — (i) content
collection of targeted al Queda and associated terronist-related communications under what later

& || was called the TSP; (ii) intemet meta data bulk collection: and (iii) telephony meta data butk

? |[ealleciion — have been subject to various orders of the FISC {as well as FISA statutory awthority)
10 .

and are no longer being conducted under presidential authorization. The bulk collection of non-
1
N oontent transactional dats for Intemct communications was first authoarized by the FISC in the

13 ||July 2004 FISC Pen Register Order, and the bulk collection of non-content telephony mcta data

14 |{ was firsl aulhorizad by the FISC in May 2006. The existence and operaiional details of these

5 orders, and of subsequent FISC orders reauthorizing lhese activities, remain highly classified and
Ih
disclosure of this information would cause cxceptionally grave harm to national security.” In
W7
" addition, while the Government has acknowledged the general existence of the January 10, 2007

to || FISC Orders authorizing electronic surveillance similar to that undertaken in the TSP, the

20 (| cotent of those orders, and facts concemning the NSA sources and metheds they authorize,

21

2

9 % EFSRSTHEEMT For this reason, the FISC Telephone Business Records Order and
FISC Pen Register Orders prohibit any person from disclosing 1o any ather person that the NSA
24 || has sought or obtained the telephony meta data, other than to (a) those persons to whom
disclosure is necessary 1o comply with the Order; (b) an attorney fo obtain legal advice or
assrstance with respect o the production of meta data in response lo the Order; or (¢) other

2 || persons as permitted by the Director of the FBI or the Dircclor's designee. The FISC Orders
further provide that any person to whom disclosure is made pursuant to {2), (b}, of (¢) shall be

%7 ||subject to the nondisclosure requirements applicabie 1o 2 person to whom the Order is dicected in
th¢ same manner as such person.

25

28
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cannot be disclased without likewise causing exceptional harm to nationel security. Subsequent
3 || content surveillance sources and metheds utilized by the WS A under the PAA and, currently,

3 |tunder the FISA Amendments Act of 2008 likewise cannot be disclosed. [ summarize below the

proceedings that have occurred under authonity of the FISA or the FISC.

.~

58, (TSHSHHOEAE (a) Interner Meta Dawo: Pursuant to the FISC Pen Register
6
Order, which has been reauthorized approximately every 90 days after # was first issued, NSA is

% || authorized 10 colleet in bulk, from telecommunicalions carriers, mota data associated with

¢ || etecwronic communications N
i3 — The NSA is authorized to query the archived meta

14 || data collected pursuant to the FISC Pen Register Order using email addresses for which therc
were facts giving rise (o a reasonable, articulable suspicion that the email address was associated
with [ i F/SC Pen Register Order was most
recently reamthorized on [ 2005, e0d requices continued assistance by the providers

1o |f through | 2005

z0 59. (FEHSHBENT) (b) Telephony Meta Data: Beginning in May 2006, the NSA's
bulk collection of telephony meta data, previously subject {o presidential authorization, was
mithorized by the FISC Tezlephone Business Records Order. Like the FISC Pen Register Order,
the FISC Telephone Business Records Order was teanthorized approximately every 90 days.

25 || Based on the finding Lthat reasonable grounds existed that the preduction was rctevant to cfforts

|| 1o prolect against international terrorism, the Order required telecommunications carmiers 1o
27

produce to the NSA call detail records” or “telephony metadata™ pursuant to 50 U.S.C.
28
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§ 18¢1[c] (authorizing the production of business records fac, /mrer alie, an investigation jo

3 || protect against international temorism), Telephony meta data was compiled from call detail data
3 || maintained by the providers in the ordinary course of business that reflected non-costent
information such as the date, ttme, and duration of telcphone calls, as well as the phone numbers
used to place and receive the calis. The NSA wag authorized hy the FISC 1o query the archived
;|| tolephony meta data solely with 1dendified telephone numbers for which there were facis giving .

& |[ise 10 ¢ reasonable. articulable suspicion that the number was associated with || | | N

? — (that is, a “RAS™ determination). The FISC Telephane Businass

10 . -
Records Order was most recently rezithorized on September 3, 2009, with authority continning

I

, until October 30, 2009,

i

4 60.  EFSHSWHOCIHR As noted above, see supra note 12, on Jancary 15, 2009, the

14 || Deparmment of Tustice (“DOJ™) submitted a compliance incident report relaied to the Business

13 1| R ccords Order to the FISC. based on information provided to DOJ by the NSA, which indicated
16
that the NSA’s prier reports to the FISC concerming implementation of the FISC Telephone
17
” Business Records Order had not accurately reported Lhe extent 1o which NSA had been querying

ig || the telephony meta data acquired from carriers. In sum, this compliance incident related to a
20 (| process whereby curtently 1asked telephony selectors (i.e.. phone numbers) reasonably believed

to be associated with authorized counter lerrorism foreign intelligence wargets under Executive

22
Crder [2331 were revicwed against the incoming ielephony metadats to determine if that
23
2 number had been in contact with a number in the Unised States. This process occurred pror to 2

25 || formal determination hy NSA that reasonable, articulable suspicion existed that the sclector was

2¢ | associsted win R = = not crsisicnt wih

27 . . .
NSA's prior descriptions of the process for querying telephony meta data.

28
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6. (FEHSHOEAER By Order dated March 2. 2009, the FISC directed that the NSA
3 |ymiay continue to acquire call detall records of telephony meta data in accordance with the FISC

> || Telephone Business Record Orders, bul was prohibited from aceessing data acquired except in a
Yimited manaer. In pariicular, the Government cauld request through a wmotion that the FISC
authorize querying of the telephony meta data for purposes of obtaining foreign intelhgence on a
case-by-case basis (unless etherwise necessary to protect against immindnt threat 1o human life,

& ||subject to report 10 the FISC the next business day).  in addition, following the Govermynent's
disclosures concerning compliance with the FISC Ocders, the FISC imposed mhé-r ubligations,
inchiding to report on its ongoing review of the matter and to file affidavits describing the
conhnuing value of the lelephony meta data coliection to the national security of the United

12 I|States and to centify that the information scught is refevant to an authorized investigation. The

14 || Gavermmem completed its end-10-end review and submitied i1s report and the requirsd affidavits
to the FISC on August 3, 2009. In that repori, the Governmert outlined the steps NSA had taken
Lo sddress and cormect the instances of noncompliance with FISC Ocders, as well as the remedial
safeguards put in place 1o manitor and ensure comptiance with such Orders in the furure. The

19 || FISC most recentty renewed the Telephone Business Records Order on Seplember 3, 2009, This
|| Jatest renewal restored 1o NSA the authority to make RAS determinations on telephone

identifiers naminated by NSA personnel to use in conducting contact chaining-

y 62.  ~crsirspistB4oCAS NSA is commitied 10 working with the FISC

35 [l on this and other compliance issnes to ensure that this vital intelligence 100] works sppropriately

% |\ and effectively. For purposes of this litigmion, end the privilege assertions Row made by the

b 3]
DNl and by the NSA, the intelligence sources and metheds described herein remain highly

28
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| ciassfiod and e disclosuse the I
, | R . corspromise vital NS A

3 || sources and methods and result in exceptionally grave hann Lo national secunty.
63, EFSHESPHEIHOCHE (c) Content Collzction: On January 10, 2007, the FISC
issued erders authorizing the Government to conduct certain electranic surveillance that had

. been occurring under the TSP, Those Order included

the “Foreign Telephone and Email Order,” which

1y || Buthorized, inser alia, electronic surveiliance of 1elephone and Internet oommunicalions-

1 _v'nere the Government determnined that there was probable
13 \[ cause to believe that {1) one of the commugicanis is a member o1 agent 0-

—:md {2) the communication is 1o or from a foreign country {i.e.,
17

a onc-end foreign communication to or frem the United States). Thercafier, any ehectronic

1o || surveillance that was oceurming as part of lhe TSP became subject to the approval of the FISA

20 || Court and the TSP was not reauthorized.

2

22

T FSHSHOCNP

23
24
23
2%
27

R
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64, FFEHEHHDEAR The Foreign Telephone and Email Order remained in effect

2 || until the Protect America Act {“"FAA™) was enscted in Angust 2007. Under the PAA, the FISA's
definition of “clectrenic surveillance™ was clarified 10 exclude “surveillance directed at a person
reasonably belicved to be located outside she United States.” 50 U.S.C. § 1805A. The PAA
authorized the DN and the Arlorney General 1o jontly “authorize the acquisition of

foreign intelligence mformation concerning persons reasonably believed 1o be outside the

$ || Crited States™ for up 10 one year, id § 1805B(a), and to issue direcrives 10 communications
service providers requiring them to “immediately provide the Goverrunent with all information,
facitities, and assislance necessary (o aceomplish the 2cquisition” of necessary intelligence
information, id. § 1805B(e). Such directives were issued to telecommunications companies and

12 || the NSA conducted content surveitlance of overseas tasgets winder the PAA through their

|| facilinies,

12 63,  EEGHSHHECHS Beginning in September 2008, expiring directives that had besn
e issved under the PAA for content surveillance of overseas targets (including surveillance of

17

g specific — targets overscas) were replaced by new directives for such surveillance

19 || issued pursuant to the FISA Amendments Act of 2008, Title 1 of the FISA Amendments Act of
20 || 2008 authorizes the targeting of persons outside of the United Stales without individual FISC
orders but subject 10 directives issued to carriers by the Direclor of National Inteltigence and the

Attorney Genecal under Section 702¢h) of the FISA for the continuation of overseas swveillance

2%

26
27

28
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(eionvm e n

wnder this new authority. See 50 U.5.C. § [881afh) (as added by the FISA Act of 2008, P.L.

5 || 110-281).
3 66.  tFSHESPHSHOEMAES In sum, the post §/11 content surveillance activilics
4

vndertaken by the NS A evolved from the presidentially authonzed TSP 1o the FISC Forcign
Telephone and Email Order, to the directives issued under the PAA and, ultimalely, to the
directives that are now being issued pursnant 1o he FISA Amendments Act of 2008, Each

g |1 anhorization sought {o enablc the NSA to undertake surveillanee on numercus multiple targels

? ll overseas without the need 10 obtain advance court approval for each target, but none has cntailed

b the kind of indiscriminate conient surveillance dmgnel on telephane and Internc

:; communicalions that the plaintiffs allege.

. 3. (U) Plsintiffs® Allegations that Telecommunications Companies have Assisted
the WSA with the Alleged Activities

[

:5 67. (1) The third major calegory of NS4 intelligence sources and methods as 1o

1¢ || Which | am supporting the DNI's assertion of privitege, and asserting the NSAs siatutory
17 || privilege, concerns information that may tend to confirm or deny whether or not
telecommunications providers have asgisted the NSA with alleged intelligence aclivities.

Plaintiffs allege that they are customets of telecommunications carmiers such as AT&T and
20

a Verizon, and that these companies participaled in the alleged surveitlance aclivities that the

2z || plaintiffs seek to challenge. As set forth below, confirmation or demyal of 2 relationship between

23 |lihe NSA and any telecommunications casriers on alleged intelligence aciivities would cause
24 . . ,
exceptionally grave harm to natignal security.
25
68.  -ersirsPusi S Because the NSA is not engaged in the
26

, |indisciminate dragret of the content of domestic and intemalicnal communications as the

Classified Jiy Camera, Ex Parie Declaration of LY. Gen, Keuh B. Alczander, Diroctor, Nutions® Secutity Agency 47
Virginia Sincberr et @l v, Uinted States of America, er al. (No, 07-cv-692-VRW, MDL Mo 0417911
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20

21

= 2 On September 19, 2008, then-Anomey General

Mukasey subminted a classificd declaration and certification o this Court authorized by Section

23
802 of the FISA Art Amendments Act of 2008, see 50 U.S.C. § 1885a,

24

Classified fn Camera, £x Parte Decheation of Lt Cen. Keith B Alexander. Dircetor, Nutiona! Secunity Apeney 48
Virginia Shubert, o1 al v United States of Americo, r ol No. 07-ov-693-VRW: MDL No 06-1791)
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\

i
|

1) -

y V. (1) Risks of Allowing Liligation to Proceed

) 7. %@W&F_#OEHF} Upon examination of the allegations. claims,

facts, and 1ssues raised by this case, it is my judgment that sensitive stale secrets are so central (o

the suhject matter of the Wigalion that any altempt to proceed will substantially risk the

# |jdisclosure of the privileged state secrets described ahove, Although plaintiffs’ alleged conlent

surveillance dragnet does not cceur, proving why thal is so_

would directly implicate highly classified

5

Lr'ey

intelligence information and activities, Similarly, to the extent the plaintifts’ “dragnet”
13 || #legation implicates the bulk collection of non-content information and records containing
(4 || ansactional meta data about communicaiions, addressing the plainiif(s’ claims would also

compromise currently operative NSA sources and methods that are essential 1o protecting

national security, including for detecting and prevenling a terrorist artack. ||| SN

20

I

21

- - jucoment, any effort to probe the outer-bounds of such

classified information would pose inherent and significant risks of the disclosure of that

2

23

2
25
26

27 See Classified fn Camera, Ex Parte Declaration of Deborah A,

2 Boranni, National Security Agency 1 78-79, Jewel v. NS4, 08-cv-4373-VRW (submitted Apr.
3, 2000}

Classificd I Camera, Ex Parfe Declaration of L1, Gen, Keith B, Alexanger. Diceciar, Nalional Sczurity Agancy 55
V. rginta Shubert. at af v United Staies of Ameriea. el al {No 07-ov003-VRW; MDL Mo, 06-1791)
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information, including critically sensitive information sbout NSA sources, metheds, operations,
1 lztrgcrs,_ Indeed, any efTort mesely 1o allude 10 those facts in a non-classified
3 |l fashion could be revealing of ¢classificd details that should not be disclosed. Even secrningly

minor or innocuous facts, in the conlext of this ¢asc or other non-classified information, can tend

z ta reveal, particularly to sophisticated foreign adversaries, a much bigger picture of U.S.

, || intelligence gathering sources and methods. ~

R 18, (FSHSWAMD The Uniled States has an overwhelming interest in detecting and

® || thwarting Further mass casualty auacks by al Qaeda. The United States has already suffered one
10

avack that killed thousands, disrupted the Nation's financial center for days, and successfully
strock at the command and ¢ontrol ¢enter for the Nation's military. Al Qaeda continues to

11 |j Dossess the ability and clear, stated intent (o carry ool 2 massive aitack in the United States tha
14 |{ could resultin 2 significant loss of life, as well as have 2 devasiating isapact on the U.S.
economy. According lo the most recent intelligence anaiysis, aftacking the U.S. Hometand
nenains ong of al Qaeda’s wp operational priorities, see Classified Jn Camera Ex Parie
Declaration of Admiral Deanis C. Blair, Director of Natianal inteiligence, and al Qaeda will

1o || keep trying far high-impact attacks as long as its central command steucture is functioning and

20 (] aftiliated groups are capable of furthering ifs interests.

i - . .
? 9. FFSHSHAERY Al Qaeda seeks to use our own communications infrastructure
22
against us as they secretly attempt to infilirate agents into the United States, walting to attzck at a
3
5q || ¥ime of their choosing. One of the greatest challenges the United States confronts in the ongoing

23 || effort to prevent anolher catasirophic terrosist atiack against the Homeland is the crilical need 1o
26 || pather intelligence quickly and effectively. Time is of the essence in preventing terrorist attacks,

and the governmen faces significant obstacles in finding and tracking agents of al Qaeda as they

Chasslfied In Comern, Ex Parte Daclaeation of Lt Gen. Keith B, Alexander, Dirceior, Nattonal Security Aganty 56
Virginia Shubert, 81 of. v Unried States of Amerita, & ol. (No. 07-cv-893-VRW: MDL No, 06-1751)
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manipulate modern lechnology in an allempt to communicate while remaining undetected. The

1 || VSA sources, methads, and activihes desceibed herein are vital tocls in Lhis effort.

3 V111 (U) Conclusion
! 80. (U3 Insum, § support the DNI's assertion of the state secrets privilege and
5
slatutory privilege to prevent the disclosure of the information deseribed herein and detailed
6

; |[hersin, T also assert a statutary privilege under Seclion 6 of the National Security Agency Aut

g || with respect to she information described herein that concerns the functions of the NSA. Public

9 1| disclosure of the aforemeniioned intelligence sources, methods and activities could reasonably be
w0
expected to cause exceptionally grave harm 10 the national security of the United Statces.
i
. Cansequently, because proceedings in this case risk disclosure of privileged and classified
1

13 || intclligence-telated infermation, 1 respectfully request thal the Court not only protect that
14 | informanon from disclosure but alse digmiss this case to prevent exceptionally grave harm to the

national security of the United States.

20
21
2
23
il
25
26
17

2&
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| declare under penalty of perjury that the foregoing is trug and correct.

*llpate: 20 Pey OF lﬁ ﬁé ,W
KENHB. A

LEXANDER

LTG, USA
Director
) National Security Agency
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