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® The “reascnable grounds 1o beueve” s@ndard is smply a (ifment way of aricularing the noobeble cause
stzndard, Sez Mayiand v. Pringte, 340 U.S. 2t 371 (quotng Srinegar v. [rniled Siams, 3387 50

y
!
{*"The sabstance o7 21l the definidens of probable capse is 2 asonable ground for belief of grdit ™), As

cmanTmcation mio percemEgss because 1t deals wimn probaoilities and depends on the wtakny of the arcumstancss”
Admrdand v, Pringle, 540 U.S. 360, 371 (2003). Rather tnan Seing ~tecnmcay ” these orobabilities “are the fclzal

and oractical congderations oF everyeay L= on which reasonabis znd prudens men, oot legsl Ecimncians, acl”
i e aim 7T - e v PRI, S omnaa
Brinegmr, 338 U.S. at 178 s2¢ also Pringle, 340 U.S, at 370 (quotng filnois v. Gares, 462 U .S, 213, 231 (1883)

mne Brinege)). [z addition, twobable cause “doss not requirs the fne resoiution of conflicting svidencs tata
rzasonanie-donit ¢ n 2 prepondersnce smndard demands.” Gersrin v Pugh. 420 U.S, 103, 121 (1973); see also
<

¢l

<
b
L

= Bt

Illingis v. Gezes, 482 U .S, 213, 133 (1983} ("Finely tuped standards such as procf beyend a reesonable donbt ot 4y 2
srependerance of the svidence, usef! in formel wals, have 20 place i the [probable canse] decision™. (1)
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2 {5} The Fourth: Amencmant o the United Siates Consttutien. arotects =il US: oersons
amvwhers in The worid and 3l persers withia (e Unftsd Statss Tom. snrsasonable sssrches and
saizures By amy Dersen or 3gency acung on behali of the US: Sovermmmert! The Suorame Court has

ruied <hat the imteresotion of slectronic communicstons 1S 2 seardh 204 seizurs within the meaning

S P
of the Fourth Amandmant s thersiors mandatery that signals imtaiiigencs (HIGINT) coerations be

) § N s -7 - o.“- SPO = - S
conductad pursuant TS orocsdurss which mest the ressonabi

- e e o
emess reguiremants of e Fourth.

B R Hat

1oln determiningziwbethen Unitsd Siztes- 3ISINT Systers- (USSS). coerstions are
"rzasoratle,” - it isinecassery. 13- balencs .the UL Geovernments nsed: for forsign incsiligencs
“ifarmation and the orivacy imisress ofpersens srotecisd by the Fourth Amendmentr Strking thet
malance Ras consumed much dme and sfiomt Dy all oranches of the Undted Stotes Sovermment The

s e e T - e E = . -
rosuits of thet effory are refecisaiin. the revteramess listed: in- SecSor . oelow.s Together, these

. . ; ; s PUPIN R ) : o h
reTErendss recuire e MIAIMIZITen oF U.S. o2ried (Ot TELon oueTEd prodssss, miEinasc. oF

MTEST -y

-

-4
4

- ; T L eem . . . NS

digemingtad by the USSS. The surpesz of thi: doqument is o impismert thess minimizauon
:

rEgQUIrsments. S e oo R

13, U} Seversi themas run throughout this USSID. The mest impertant is that intailigerce
soeratiens and the protection of constriutisnatl rights ars not incompatible. 1t fs mot necessary w0

dary . iEgiHhatet formgn «mtslligencET oollecdon  or supprass . legitimate: forsign imelligence
imformation to orotec the Fourth Amendment rights of U5, sersens.

1.4, {U) Fimaily, these minimizatien orocsdurss implemant the sonstwudeonsh arindple of
"rzasonablenass” by giving differsnt catsgories of ingividuals and ertitss differsmy levels of

srotecden. Thesa levels range from the stringent protection accorded US. Jtizens and sermanent
resident atiens in the United Statss ©9 provisiems reizung s Torsign dislomas in the US. Thess

ditferences reflect yet another main thame of thess procsdurss, That s, That the foqus of 2il Tarsign
{mtsliigencs sperstonsis on forsigm enttiss and sersons. e LT

¢

3. 30US.C 1201, =1 s2a.. Forsign mizngencs Surveillancs ag (F13A) oF 13738, Pubiic Law

1
a

3. Exscuthse Orser 12333, “United liztes imsiligenca Actvitias, " datad 4 December 1381,
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=
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USSID 13
27 Juiy 1283

{2)}- The person is reasonably believad to be held captive by 2 FOREIGN POWER or group
TIR

=ne30sd in INTERNATIONAL TERRORISM, or

RV ET S iy :
PRt IV M e

{4} The COLLECTION Is directzd aaazna_bﬂw;-en z Us
PSRION in the UNITED ’TAB'E: and 2 forsion 1'-*4 outsids the UNITED STATES, the TARGET is the

fareign entity, 2nd the IRNSA/THCSS has dpprovad the COLLECTION In decardancs with Annex K, or
(3} Tachnical devices (g.o, I, - =

1o fimit acquisitien by the USSS.wo-co smmunications to of from the TARGEL o 1o spedfic forms of

communicstions ussd By the-TAREET (22,

amd tha COLLECTION it airected against N 0 <2 21'd facsmile

s':»ﬁ municztions with one COMMUNICANT in the UNITED STATES, and. the TARGET of the
COLLEC IO 15
{a) Anon-U.3. PSRSON locatad outside the UNITER STATES,

iy

5; Cosies of aporovais graned 3‘;{“:@ DIENSACHTSy dnder hese orovisisns will te
retained in the Ctnca o7 Geaneral | Counsel for review Dy the Attomey General

4. Emergency Situators. : : . : : .-
(1) In smergency situations, DRNSA/CNCSS 'may autherize the COLLICTION' of
Infsrmadeon 2, from, or about a2 U5 PERSCON wie is outszde the UNITED STATES whan securing ths
orier approval of tha Attorney General is not practical becauser ©
{2) The tims reguired to obtain sugh apcr:vai would resulting ha toss of significant
FOREIGN INTILLIGENCE and would c3lss ah"s‘=ﬁ i3l harm 19 ine national securtty.

L) A person’s life or physical ssfety is ressonmabiy believed 9 be in Immediats
aangar.

9 The sfiysical sécumy of a defen rse mstailat.oa ar g@-féﬁf’ﬂ%’ﬁ sroperty i
reasomably belleved o B2 in immedistsdamger.

{2} inthess cases whare the DIRNSA/CHESS suthorizes amergendy COLLECTTICN, excs
far actions takam undsl .ara@;'ar: -(‘:'f(’b} b@ve, DIRNSA/CHCSS' ;nat fipd. that there ig orocable
couss that the TARGET mes's ana of e following coriteriar '

(2) Aperson whe, fororaon behalfafa FQ?%GN POWER, is smgaged in dandastine

"f:ef igence activitiss (nducing covert actvites intanded to afiect the ;mmca( or gwemma;ra*

233), ;awtsge, or INTERNATIONAL TERRCRIST 51:‘*@25, sr acHvitas in preparziion for

ws’T:R‘éﬁe WONAL TERRORIST acvites; or who conspires with, or knowingly aids and 2bsD 2 295380
gngaging in such activites.
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w
i
)
b

5} A persen whais an sfficer of employves of 3 FOREIGN POWER

k}_ A person ',:‘*Ps-;,‘.;iz\' 3CTng Tor, oF pursuant o the directien oF, 2 FOREIGH
o e h 4 -y 3 L < a ZIND IV D
SOWER. The mars 3c 2t 3 person's ack v Tenafit or Turther the aims of 2 FOREICH FDWER

i3 Mot ensugh ©o bring thst Derson under this subsection, absert evidencs that the o

direcdien fram, of 3¢8ng in knowing concart with, the SGRIIGH 30WER
{d) &4 CORPORATION ar ofhar sntty that is owned or controled dirscty o

-

ingirscyy by 2 FOREIGH ?G?s"ii

(2) A perssn N comteslWwith, or 2ctng in csilaberzten wrih, 2n imsilicencs or

2 o
se’z.ar?':'sr :%ﬁfi:% :‘ 3 ?creigﬁ sowaer for the purpese of oroviding accass o information or materia
- ) .
. {3) in i ceses where emergengy coiiecton iz autharized, tha foilowing staos shall b

, - e .
{a) The Secerz Tounsst wiil be notfied immeg]

sares.

aporoval s‘m‘w i@ the soilecdon. *fét::mey General approval |
heurs. the COLLECT f‘ﬁg will o2 termingted. If the AZtormey Gamers

samTawe for the Deried specified in the appraval.

= a1l Teel i 3
=) mreuaﬂere Zoursal will initigte immediste
et

& Am wial reper's w0 the Attormey Gereral ars 1 ezw red for COLLECTION conductad undsr
sarzarsohs 4,1.2.{3) 3mg (4). Resoansible analydc offices will orovide such repors through the Deputy
Directer for Operstions (D5Q) and the Ganerai Coumsal 1o the DIANSA/CHCSS for tramsmitial to the

Amormey General Dy 31 January of sa¢h v

432 i) Incidertal Acguisitien of U.S. PERSON infarmatien.. information 3, from of 2 abou
.5, 2ERSONS af:"‘rad na@ere:‘éyss 5 rasult of COLLECTION Sireceed aga:ﬁ-‘ aporogriate FOREIGH
INTELLGENCS TARSETS may be retained and orocessad in scoordancs with Secton 5 and Section $ 47

-~
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4.3, {U) COMSEC Monitaring and Securfty Testing ~?' Ae,;t:ﬁ_..f:‘ Han=a
Menitoring for communicat ioms :efuw:r Surposas must de conductad with ©

being monrtarss d a4 in accaorsancs with :**.«e grocsgures ﬂs':amsndj in Negtisn a: T {Z2eommunicas
apd 1{’7?& \stion yshﬁ‘ts ‘ﬁ‘:’éﬂt}' 3!??‘::‘:"@ 5@’;. Commupicsrin s Securtt y 4 Lot MS%:} Mamreas

- 3 - Z L2 SONSnng,
dated 10 Anril 1330, ?g-‘:;ﬁ:?@mnﬂ for :>:=r=’ miczUons secunty :u:c:ae is ot ie-f-z’r&-“ Dy this USSID,
rorusive 32¢ 'nt\f t=sting to asses sacurity vuinerabilites in automatad information systems likwisa is

mot sovernea by this USSID,

SECTION 5- PROCESSING

S.1.—45-5S5) Use of Selecdion Tarms During Procassing. Whan 2 SELECTION TER is imtanded

[ e HOMN :N 3
1o INTERCEST 3 communicston on the zasis of the comam o the ommunicstion, :r ’: c3use 2
communicztion is sndphered; rather than on the Sasis &f ths identty of the COMMUNICANT orf the
fz<t that the communication Mentions & partic ‘éar individual, the following rules apsiy:
2. No S=LECTOH T:Rz‘&% that s reasomably HKsly 1o result in -he INTERCESTION of
sommunicaticons 1o of Trom 3 U3, FERSON {whersver locztad), _
may Se used unisss thers IS reason 4o Believe that FORZIGH

2. NS SELEE?‘;GH TERM Hathas =s>;,s 2c |
-

CERTET a&é

FoRIIGH ?Z‘i

r
23 e ‘p - sy, . 37 = e e
miess thers 13 rE3son o Relieve thet

< SELEITION TERMS hat Pave resuitac or are reasonably likely ¢ reseit In the
INTERCEFTION of communicatisns 1o or rom such sersens or emtites shal be desiones 19 gef
e ;r%sfzst eﬁeﬂt’mct}éade'aﬁda’ tHe dreumstancss, the INTERCISTION of those communications

o i TE 2
which 96 net comesin FORSIGN INTILLIGENCE.
5.2, 5283 Anrual Rswew Ty D00,
TIRMS that ars reasorably likeiy o resuit In the INTERCEFTION o
} r

communucations @ ot from a U5 PERSCON or terms that u%‘%‘@ resuited 0 the IN ,.m...‘. ? EG*& =t
ssmificamt number ﬂr' sugh communicstons ihall e reviswed annually oy e e DOC o 2 deuignes.

- -2. TRE purpeszof therevisw shali e o determire whather thers | is rezson o Delieve That
~SREIGN INTELLISENG: will De obtained, or will conmtinue o 5 obizined, oy e use of thess

SELECT w?a Tz2A438,

- -
< A copy ot heresy
P

of
9
L
i
]
i
@
in
F
[V

e orovided ¢ the Inspector Genersi 2ng ™

—E-CED serwarsing of imterceotad Material, ~DRZIGH COABIUNICATIONS caliectad by

5.3
e 2533 may Se forwarded 2¢ imtercagted > NS4, imermedisia grecessing facitdes, ans



-

£-S5-Nentersion Communicatons.

i}

3. Commuricstons  Detwesn pamsons in the  UNIT=R STATES.  Private radic
communications soizly b—:‘:ﬁ%ﬁ oarsons in the UNITED $7 TATES | ey
COLLECTION of PORZIGN SM%L.?ﬂCa‘ﬁcfﬁS will be prompily gést? aafaﬁ-" TEss e Atlomsy Genersi

ey
N : >

Setermines that the contens s ndicate 3 thrast of death or senious mzlv RE37m 10 27T DETON.

<

.-w 'za-ﬁg #eee

R hmd Shal i

-
wa

b Commuriciiohs Betwdsn U3 PEISONS Hons selsly between UL
zerested 25 Tollows: '

SERSINS will

{1} Communicztions sgisly betwesn U3, PERSONS inadvertanily | 'rterv:esf‘:d Suring

the COLLECTION of FORZIGN COMMUNICATIONS will be dastroyed upen recognitan,  technically
sossibla, extapt 35 orovidad in saragraph 3.4.8 elow.

{2}_ ré-:; o .,.s‘anﬁmu -:he ’«rec,a:: ng B wcn izta {2.g., sgral and
ﬁ!‘%k;-{ﬁ; ..i :

znE reIain TOm TRCER ST :Eﬁ arsif eSSy WL

g}, Supmert oyotoicgic operstions reizied 1o FOREZIGN COMMUNICATIONS,

]
i
)
5
?‘ -
[
(3]
£
o}
"
)
o
D
u'n
W
|
5

< ! _ o _ cer or Empioves of- the 3. CGovermment
fommunicatons 13 o Tom az‘;}/_. :r:% 2r ot employes of the US Governmen. of 3y st3te of local
ZoVEmImET, will. not. be. imtsndonally - imtercemisd.  inadvertent. INTERCEFTIONS & sua
communi cunﬁs (rciuding these, bs:w:eﬁ feraign TARSETS and U5 ofidials) will oo rssted =

by

ingiczted in 'agram*sié-a.ad: sbove:
4. Zzesptions: Notwithstanding  the provisions’ of ?,aarag’ar:i 342, a0 o, T

DIRNSA/CSCES may wanne the' :—:«:tr*..c: on requirsment for imernetona! communications tantzining,
irrer aiiz, e following typss of information:

Significart FOREIGN INTELLIGENCE, or

P

2

o

Zvidencs of 3 crime or threst of death or sarious badily harm w amy person, of

(3) Ancmaliss that reveal 3 notential vulmerability 1o U.S. communicatens security.
Communicsions for which the A(....rr-.e«,f gf-neraé or & m%}ﬁ;_f~CS H ﬁazvaf s sought should 3¢
forwarsed to NS&A/L3 ;:, Aztﬁ' %73- ‘c ’

53 «S-':—Ee—p%dxe Commiunications with 2 Terminal in the U& [TEDSTATIS.

All ragio commurications that ass over chafpels with 3 terminal in the UNITE
STATES rm,:s.. B¢ orocessad throud 3. LOMPUTEr scan dicHerard or amigr s&vice niass heoss
communications scour over chandald used sxdusively by 3.-OREIGK POWER"

4

f
P

2. Imternadonal common-access —glo communications that 32ss gver channeis with 2
terminai In the UNITED STATES, other than P - T uricgtens, may
¢ orocessed without the use of 3 computer scan dictorary ar imilar davics IT necessary to detarmine
whether § hanns ::max*s &rﬂurxumrs ot »D?F 1GH 'ré"_...,,.\aC“ l’ts-res: which NSA may wish
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USSID 18 ANNEZ A
CAPTEMDIX l
-’7’ Juiv 19683
SORSIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, DC-

STANDARDIZED MINIMIZATION

PROCEDURES FOR NSA FLECTRONIC SURVENT ANGES

Pursuari 1o Sectior 1010 cf e Forség,n imisifigence Surveliancs Adt of 1373 (hersinaier e
:—‘a:i’\ ":?*:e u%owxra :racecur== 1‘=Y5 .ev ad OD?W ov e Aucm—\; Gansral and shall be foflowsd by the Nam

Y
3

SECTION 1= ARPPLICABIITY AND 3C0DPFE

Iy
o
L

Tness ,—303—@_. res apply 1o e accudsy tx;r, reision, ub:, and dissemination of nen—-publicly
senesming uncensemiing United Siates persons tHhat is cod=c:s-,d n "-,«= *L. se u' sisc-
r2d oy the United Siziss Forsign Intexlioence Surveiliance T

: P ana FEg Thoas ire
102(5) or auih y Afiomey General C wunuauCi’ undsr Section 102(z) of e A Theses prac curss
- Qmrma o -
alan zpoly o non g Uniizd Si=rss norsens whers ur:r'a‘)\r ndicai=d, g

SECTION 2 - DEFHITIONS ()

in addion o the deliinkions © 3eciion 101 of the A, the fr:;;k‘m ef Titions shadt apcly o hese
orocedurss:

(a) z apuisition means ths colleclon by NSA through slsctonic meens of 2 nonpubiic comms
Wi it s not an intendad party. {0 .

{x:-} Communicsions conceming 3 Unitsd Siates person nciude =il communicsions inwhich 2
Uniied c“" i=s person & discussed of mendonad, sxeept ee‘—r= such communications rsvsal onfy pubicty
zvasanis imormation about e person. (W) . .

{gy Communications of 2 United Stzies person ;ncz;fc»c ail 2 oM niczHons o which a Unitad
serson s a pary. ()

J
)
)

{d) Consentis hie agreemeit by 3 persen of organizafion o nermi the NEA 1o t=ks pardoular
actions that Zect the person of organizefion. To Ds shsciive, mser;: must oe ; the =ifectag persen of
organization wih sulcisnt mowiedge o understand he acion that meay be 2&3{‘ aﬁd the possibis conse-
<LEPC‘3S or that acton, Consent Dy an orsanization shall be desmed vaiid i given on behalf of the srganizstion
&y an omicial of goverming bogy det=mined by y the f:‘ze‘:e r=l Counsel, NS8A, ©©havs acma apparsnt ahori g
10 maks such an agresmert. )

(8] Forsign communication means 2 communication that has t least one ComyTRINiGET: outsids
i he Uniied Siziss, of hal s snirsiy among:

(1) forsign powers;
{2) oficers and amplovses of forsion powers; of
(3) = forsign power and officers of smployses of 2 forsicn powear

Al oiher sommunicalions 2r2 domestic communicanons. =-55C-



. 3 P P PR~ T re——
PR R N s USSID IBARHEZ A
A

{7 idartiicanen of 2 Unitec States person means he name, unicus Hile, addrsss. of sther per-
sonal iderdfier of 2 Uniled Siziss DEf3Cn in e somed of acivites -AJnGLC"«Ed "Y $hat persen of acfriies
senducEd by oihels et e rsiciad io thet person. A rsference o a produdt by ’:’a‘a!"d Name, Or ManumacT-
—rs name of ie use of 2 name In 2 descricovs sense. 2.0, “%ﬁorrce Docirina.? s not an icentficzton of 2

Unitad St=i=s parson. '&—vwv)?—

ST ,’—) Srocsssed OrDICCSS™ING MSANS 20y S necessary 1© tonvart 2 commurscaion T an n-
: ,;.ef‘zca',:u:-a: :Bsaem 'U} RIS A

EAN o EGTL RS T T L

a-icr::a:tcr mSsns r;smaaér ..rsemcer of :r'e oubyc ".OuGuDIEéF en-
by casual observation. ) :

emy b e e

raguast, Dy ressarch in public solrces, of

(i Tsennical S22 Séseeans imormanen rened Tor oryoir ‘&fm T=me analyic, of sianal
sxoici=lio~ pumcsss. "‘Eﬁ'e‘—_

§ Uni=d 3i=fes person means a Unitsd Staiss persin 2s dsfined n the Ac, Ths folicwing

suidsiinas 2poyy I omeninine whethar 2 parson whose SiEius is unKnown s 3 Unlisc SiEiss person: {U)

{1) A person known b8 currsiitly in the Unfisd Sizies will be rsaisd 2s 3 United Stafss person

uniess positivaly identifis as an aiien who S2s nat bean agmitisd for permanari :sac:noe; or unisss hs

mamirs of circumsiances of Hie person's comimunicsicns giverise d 2 ~,_._cr:_m beiief that such person is
.‘.01=1n-=c$=a'==&"‘scﬁ- Uy . R T

i) A pafson KNown 10 08 cursry culside the Unitsd Statss, or whose iocalion is unknown, wil
not se fssiadas 2 u:rsc St=tss person unless such persan can o = pesiively iceniifiad 28 suc:, of the nafurs
or circumstancss OF G 'S DErsOTS w-.;.‘mc&m& giveriss w..mc a.-x {fsi such person ig 2 Uniisg
Sizizs person.. W) 7 :

:‘E Aww ba an_ner acmittad or *a’—&ar‘ %%IM STELS 39 3 Uniisc
S Unitsd Statss and 8 ot n sompiance & 8, Unired Si=ies Coce,
Sechon Staizs. maiurs D Totiow e sEumry arcce@.xr“ rovigaes 2
rsasonzsdis ?:asfs o} camuée hat ‘ﬁe sien a,: anandoned any intanoen of mamtzining Dis sEus s as 2 parma-
nent residem affien. U .

{4) An unineoroorzisg ?.sscc%c.ﬁo., whose Neadquartsrs or primary offics s located cuisios Tie

Un‘r‘tad Stares s presumed not D be 2 Uniied Stziss person Ui uniess thers is infermation ncm*g gt 2 suo-

samial number of i mambers ars citizans of the United Stxiss or aliens lawiully admittsd or oermansm
-:c*c:p (U’j, ‘ i

SECTICH 3 - ACQUISITION AND PROCESSING - ZENERAL ()

a2y Accuisiton (U)

. The acouistiicn. of imormation by 9.isczranéc surveiiiance shall be mads In accordance wih e
certificadion of the Atiomasy Generziorthe Zourt orger zuthorizing such :uwe-ﬁiame and corducsd in 2 men-
ner :es«:*ed 1D the grearest exCent resscnably fsasibie, o minimize the acguisiion of niormation not reie-
vant 4o e auEhorzea oupess o e sur rveilllancs, -—%—:8@3-.— -

. 12) Varmezmon- L -

-l e - . .
2 Sl -

A} he infiebor ¢ u.e*wm #.;'fniﬂanca. e lSA arhe Saeca Surau 1 g reiosonal
rwdmg ce erzmofal 3 supptrtshall Yerdy hat the communication Ines o TSIEpNONS TUMbsS !
arz the fines of nUMbers o1 e targst atnhorized by cowrt arder of Atomey Sensral men. Trersefter,
:oilec:icn personnel will menfor he zcquisition 7f raw date =t reguiar ;ntaw:i.. 15 verity ihat e survedlance s
net svoidabiy acguiring communications cutsice e autherized scope of ths survedilance or mormation con-
seming Wnitsd States ersons not ria=d o he surpess of te urvetlance. (3-CCO)
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I

wMonitoring, Recording, ana Procsssing (L)

{1} Slectonkc ;z‘rv%ance ctfe &rgst

meticely, orboth. (U)

«4

t may be moniorsd x,urmr-aowrec'_.sm, recorded au-

et ;
L

@2 Ps rsonnsl whe moniior the slechonic survaiilancs snall axercise rsasonable judgsment
sstermuning whelher paricdiar imormation acoufrsd must Se mingmized and snadl *eﬁ*ﬂz ragvsrieriy ac-
quirss :{:i"rmc:ncrr‘s gi-of conceming 2 United 3aiss persen 2 the samest sracacabié coit i ing proc-
sssing cvass 2t which such comymunication can be iGertified sither 2 seanty nofrsisvant © he autforzad
"'d.';CSS 5t e surveiiance (&g, e compmunicstion does not cortain forsicn dmefigencs iormanon o 28
t=ining svicence of 2 crime which may be disseminaied under thess orocsarss. =250

2
)
%
o,

2 icZmons of of soncerning United Staies persons it may be raiatzd io the auiho-
rized ourposs of ?"ze sury sﬂan.c may Be orvarded © analyiic personned :asw sibia for orogucing st
gence jmermatien from *:i*e cofiecied 22tz Such communicsions of Iiomanon may be rstzined and dissem-
: 7Y sreance wih Secions 4. 8. 20 '«ﬁ'ﬁa::r:}cvc',-.-f&—

4y Wagnetic tapes or Siher sworage media ha con=n acguirsd communications may be pro-
) Zach communication snall De raviswed 1o usm.uu‘v wihisiner it is 2 JomssSne of RorSign oo~

munication o or from the Ergsted :,r:mzsae ma is reasonzb :y telisved o comizin forsign ,r::éilc,nca rm~
mation of vidence & 3 crime, f‘m SUC SOMETUNIcSICns May u orocessed. Al other ';amr.,mcarzc; S ma
e riainad or dissamingt=d only in 2ceordances wih Sactions 3 and 8 of fhese procsdurss. (S-CCQ

{5} Magrisdc mpes or ciher siorzge media contEining forsign commurnications may be scannad
oY COMPUiss 1© idendly anc e;»er:; SOMmENun S Tor anaivsis, Computsr ssieciion s used '«Dr scarrm
Sucr 23 =isohene ‘*Uﬁ:er‘ Key NOfCa or DPES s, o sher diserimingions, shall oot inciugs Unized S

| of iderminers _rci mu:.i e {imdsd o ose ssisction terms rsesonadly ey o iderdly
a!.,ﬁ‘cn T2 for Imamiona soilecton urdst .:::-:g:ve Crder t

P
30

Y reterion and dissemination of foreign communications snall be made in
20COMSancs Wit ¢ 4,3, and 7, a3 acpiicanis, telow, Dﬁ:ceamc, ;:o 232 and disseminaion oF

nagvertanty scquirsd sommunicaions shall se m ) Sactions 4 and 3 be

,W??':v'——

Z FRF T = ro =, ; = T
(@) U.3. Persons Empioysg by the Torsign Fowsr (L0

U

Communicatens of of conceming United Sizfes persons smoicysd by = TOSIgn 20wsM M >3
usad angd rsizined as oherwise Drovided i hiese procadurss sxeert iak

L . Such Unfiac St=fss persens snall oot be ideriified in connsciion wilh any M.Pwmcn
that the D sr%u ,u :SSS of ;3ceives an benalr of a2nciher uniess he identificaiion is permified under Sscon S &
these pracecues ang

‘2 personal comImuUnicEnens of Unfisd Stziss sersons et couid not beforsigh
may oriy b r=iped; used, or disseminaisd in accordances wilh Ss :son 5 of $hess procecurss.

2} Destrucion of Raw iz S

ihat reduced {c graphic o "hard copy’ ™M
Sancen ..«c F‘-’W for ;yz...mﬁ N 2coo
dancewin e — e ﬁm

Hiat do not mestsuch ='—*rm oo sianderds and it ars knowry o comtsn mmmzmmqa ,urcemzrc
g . - p Q«h Dﬁ""{c“w Yﬁ‘j. ?- %;,—-: e ...-:

B R N e P o ———— =

" == - A - -~
TR ARTEAFE LA, VU R R va 8 1 8 T A S i s 3 81
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) Nor—perinent Communicanens (W)
- {ﬁ}‘ uur'lﬁ.i.ir‘iCE?.Cﬁ rmined 0 =il within esiabiished « AEQCF;Q“ of nor—nerinemt oMt

nicsoona. such as hose sst forh . m‘mn 5 o i secuon, f“amc‘. ncz Se. retained Unisss Sy SO
= irformancn that may be dissaminatad Undar Sedlicns's, §, of 7 delow.’ ()

- - (2 Maoniors may isen o all communications, including thess hat infiafly sooear i il winin
ss=nished &‘%GFQ‘ 1 nr" ‘:sev can, rmm dstermine i e commuricaion cannct be dsseminard
under Sschons §, 8, or 7 { T

-3 Communicamens of Uu.., Si=tes persons wil e 2malyzid 1o estabiish catagories of som-
municafions hatl ars not perdnent o Fe dz;zrsor.z=: ourpose of T survediance ).

28 S «wn o8 =3t .:sh..c =fer a8 reasonable percd of monfionng he commu-

:_,cears zo be forsign ir°=2.,4g—ﬁce may be raiainsdeven R lseoquiredas g
— —- . - o~ oy > 7 IR
sgory ihat is generally non—pertinert. S-5565—

M Calls w.and from Uiniied Skiss Govamment oficials:

nn Calls bstween famidly members: and

) Calls rsiztng soisty o perscnal services, such 2s oo

e T

{g) Changs in argst’s Location or Stalus 55—

1) During periods of known sxianceg 22 Dy 2 Erosted agent OF 2 TorSign powsr Tom
ty ST

Q
sremises undsr surveiiance; anly communications o wr‘zcn e mgst s 2 carty may be rsizinad ang dis

{2) ‘When there is rzasen © belisvs tiat Te f2rgst of an slectronic survedilance is noongsr 2
forsign powsr or an sgsnt o 2 7Orsign DOWsT, or No ionasr otcunies the premises auihorizsd Ty su irvailiznce,
et Slectronic surveliancs sh il be immediatsly. —mmma and shall not resume Lniess sutsecuerdyY an-
sroved.under_the Act. When any oerson inyoived in colieczon or orocessing of an siectronic surv/sfiancs
*cf: g concuctad pursuant ot éxu. :>~=ccrnes awarg ot :x-.kmwaﬁm m=nding 12 inaicsis 3 metenal changs in
Tig SEs oF ‘oc:::an ai 2 :ar:e* e person. S i ,=E fr:r'*e:} y ensurs ik me ‘4&1: Cince of General Coun-

el

{2} Coflection Against Residentid Pramises &——w—

|h

(1) An slectronic strveslancd dirscied agamst oramises focat=d in the United Siates and used
for resideriial *u cses anall be conductad by tachnical means. des*grm: o -init Tis information scquirsd o
sommunications Tial have one sommunicars Jusids the 2 Uniisd Saies:

B ne =cAnical means empioysq snail consist Of |

SSC| DOCUMENT PR&B@WPY 1-15 DCTugFR 2007-00GG0GC0087
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juibmant of squipment Cap capabie of idendiying msmational
o cther serficuiar imemational c;:rrl..mmor:s xHown o De used _ry the fargeted forsign nower
s, Communicadions 0 or from he fargst residgential pramises that ars orocessed firougn 2
ot 3 Torsign power of ageri
sorsign Dower joczted in 3 forsigr counity, or on he forsign couniry or jorsign oiy isispnens drsat Jdiaiing
scgas =rsa codes) for the arses in which such forsign powsrs of 2gents ars ideated. £-555—

(3} Domesae -avmumc::rcns that sCiGSf'L..N acguir=d cmrrc == fecion against resideniiy

STETHSSs S a be handled under Ss¥ien 3 & :‘*es procedurss, 48-2

/

(o) Afomsy-Client Communicamons{5——

(J

A3 =0cn 2s | becomss zoogrent iE 2 communicsion s betwesn 2 pee Srson Who is 's known o bs
under ol x_‘§ indictnent 2nd an «m@u whe raprasents hat 'rdx\f*' = in Y..’ﬂ"":i pciciment {or
somecne 2Siing on behaif of 32 sf':mcs«L moriionng & that communication will cease and i ..,<.,z“_amca-
don shai be identiied as an atomey-ollent o sommuRicEien in ziogn fs_.r:‘afrac {ur“'ma pmose, The relgvant
pord ton of the tane comt ining that corversetion will o= Diaged under sea and the Deparinesnt of Ju ustics, Omce
,;L::?.g:m\. ciicy and Revisw, shafl te n:.*ma sc tha _mena:a oroceduras may be established © oo
inal oroesecution, while oreserving jorsign ntaill-

iman A

t=ct :-uC F‘:"‘IL( viCE:Di"“ Tomn vmw orus2 in any o
? comzsined thersm, 15-S55—

SECTION 5 - DOMESTIC

;‘“:*
Ly

(z) O

=3

issemination (U)

- Communications ideniiied as dormestic communications shall be orompily destovsd, xcent

5

(1) domestic communicaiions thet ars rsasonably befisved to conizin forsign Intiigsnce Tt
mation srall be disseminated fo e Federal Bursay of irvesugation f:rc}u«:n‘c Uniisd :T_—-:pf_ grson igerd-

Hes) for sessible further dissemination by the Federal Burssy of | ﬁwesac_am in acecrdancs with I minimiza-
don orocecuras;

{2) demestic communicafions et Se not contain ;uf':.‘GI‘ imiailigence iInformation, Sut Tt &2
rsasonably befleved o comain #q!cwr,, of 3 crime ihat nes besn. s bena: or i sbout D be commitied. shall
oo dissemingsd \m,.iucm United Siaiss person identiiss) o 2ooroorias Federal iaw —;:ara"em SO
d_,., in accordance with Sscuchl’ 1080 of e Act znd crimes z..DDi‘J.Pg' peocedures approved oy Secrstary
of Defanse and e m;.vv General;, and

- (5 domeslic: :or‘r’z.m tons et ars rsesonably ; 56.2}:?“50 ‘o contain technical d=ia bass wicr-
mamon, a3 d lz,'.red n \actsor: @, may o m.n &=¢ to the Federal Bursau o Investigation and  sher
i F e U.S. SGINT :vm -r““vww-'——

) Reteron (L)

() Domestic communications Sisseminated © Federal law sniorcement 2osnciss may 58 -
.azhed by *-'n-; NSA o or 3 rsasonabie oaried of dme, Nt to sxceed six merdh S lorany & "“ox‘;? pericd st oy Sout
ardent, © cermit law emvresment 2gencies D determing w*z:mef' accsss 0 orcinal reeorsings of such som-
i .L?‘C’UUPS is requirsd foriaw snicrosment pureses. TS-C68) —

S e CTORER 2007-000000048
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- {2)_ Domestic communications reasonably basieved © contain technical data base imfomanon
may be rsiained for 2 period suficient © fiow a :ncraucn sxpiofiation and o permit access o da@ il are, of

ars_rsascnably, cefieved ikay © aecome, relevant 10 2 cutTsmt o futurs foreign im=lligence requirsmet
Sufficiert quraficn may vary with the naturs o7 4 ‘H= a Xolofizion. 1S=-566-

a. in ihe contexi of 2 oryplanalyic ster, maintenance of technica datz oases rsquires rEter-
sion of 2l communicafions ihat ars snciphersd of rsasonably. defisyed o contzain secrst meaning, 2nd U
clert durstion -ay uns;s: of any pericd of tme during wnich enr*"ymed matsrial s subject i, orofuse in,
crypianatysis. o595 S

5. in the cass. I Commimicalions that ars not anciphersd of offlerwisa thought to coni=in secrst
masnmg, sulmcient durafion is Oh== yesar uniess e Deputy Dirscior for Oparaficns, NSA, sstermines mwritng
hat reienEon ‘or 2 .cu et D‘-“ﬂDu is /squirsd w© rzspond o "\u'z%‘. mr'-ﬂgr r.‘.-:».iae'?c. of ccunerinisiigence
raquirsments.- : oY

IIIIH

SECTICH 5 - FOREIGN COMMUNICATIONS. OF G? CONCERNING UNITED

STATES PERSONS ¢

&7

Feoraign sommunications of or concsming Unitad States persons ""‘L irad by the N8A In the
courss of =n scTonic surveilances subjedt o Hese orocedurses may be reiainsd oniy:

(1) ¥ necessary ior he maimsnance of technical daiz basas. Restsntion for his purpose s
permitt=d for 2 perled suficer o sliow 2 thoroUch expiciialion and © zes—*ft a.ws* o datathatars, of ars
“‘ﬂﬁ&f\f >elisved ksly T becoms, raisvant io 2 our +'or futurs forsign-inmsifigence. requirament. - Sufi-
siert dursticn mey vary thn he naturs & the sxpiciadon.

U

2. i1 he contexd of 3 arypianalylic siorl maimsnance of technical dara bases rs-

guirss rstemtion of &l communications that ars encrox aew' or regsonably belisved o comain secrst meaning,

and suficient durssion may consist of. any seriod of Eme during wiich ancrypied maisnal is subject b, or &
use in, cTymsEnalysis. B

0. in the cass of sommunications hat ars not encipnersd or Stherwise thought

COMEIN 3ecr=t meaning, suincient durafion is one year uniess the Deouty Direcior for Operations, NSA, detsr-

mines i writing that rztention o 2 longer ;erod is required © respond to auihorized forsign in tailigance or
countsrittsiigancs requirsmeants;

)

{2) 1 dissemunanon oF sucrT communications with refersnce o such Uniied Staies
. would be oerminad under subsecicn (b) below: or

S3C0S

<

. - @) i the imermation s evidencs of 2 crime Hiat has been; 'S being, of Is 2bout 1o be commitad
ang is provided © appropriate feders) lew enforcement authorities. 5-555

(&) Disseminapon ).

A report bassd on commuications of or conceming a2 Unied States person may be dissemi-

atad in acoorsance with Seciion 7 1 e identity of the Unisd S‘at=< perscn s delsted 2nd 2 generis e or

s Tm s substiuted so that ©e Infdemation cannot rsasonably te connectsd wilh an Identifieble Unitsd

States . Otosrwise dssemination of mfeitcence rsporis Sased o commurications of of congerming 2

United Stases 2erson may onfy be made o I recipiert rsquining e igeniity: of such Derson for the performancs
=i siicial duties but only 7 2t jegst oneiof Hre foliowing oriters s also st

{1 ths Uniisd Siglss persen has consented o disseminaiion o i imormation of or conceming
the United Siates persen is 2vaiabis subiichy;

o (2) the ety of s ‘unmf‘ Stztes person is nscessary o ungersiand-foreign intefligence
[rermation or 35388S ’erC‘I'EF-CS, £.2.; the idertily of 2 ~e‘ ior STcial.in s Sxecutive Sranchy

SoC |
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12} the communication or idermaton indicates the United Siziss persen may be:

(A} an sgert of 3 forsign Dower,;

[B). 2 forsign power 2s detnsd in Saction 101(g)(4) or (8) ofthe Ach

‘,.

.

_resimng outside e United Siates and hoiding an ofiicial oostiion in Hig govem-

forsion power,

oy 2 :"“'QC}::.xuﬂ or other ety thal is owned or confrolled dirsctly or indreciiv by 2
forsign power of o

(= acting m coflaboranon with an intefigancs of secursy service of a forsign power
2@ the Uniled States o son has, or has had, . access o classmed national security mormation of matsral,

;amurac;:_.oc' of *"W-‘h .p.ma:cx ndicatss Thal he Unitse States person may de Hhe =rget

3) the communicalion of n“ﬂh*' fon indicai=s et the Unitzd Siies oerson is engagaec in the
unaLhorized Hisciosurs ci :.‘aﬁmed He.ncn ! sseunty imormadion; but only aier the agancy That otiginasd

~N oo

e mormetion cermes el s prope! iy classifisg;

{«S} e commun!

c=don of mormaton indicatss tha the United SiEiss person may be snoaging
I intemational smonst 2ol

7y the 3'“""..’1@: sificn of ms United Sisiss oo il =
issuad f*L.;‘su:.r‘ D Sacton 103 of hha Act and the communication may rsiats o the foreign imsliigencs pur-
nose o1 the survsiiiance;

w
4
=
g,
1]
B
0
o
8
Pod
o
9

(3} the communicaion of miormanon s 1§ rsescnably beusvsd io contain svidsnes hal 2 cime
fas bsen, is being, or s 2ooul o e commilied, proviced ihel ﬂ*e'*—:-mrg.@on is for law amforcement JuIDeSSs
and Is mads In accordance Win vecaon G8(b) of he At and crimes reporting orocadurss anoroved By the
Secrsizry of Defense and e Aliomey General (U)

SECTICN 7 - OTHER FORSIGN COMMUNICATIONS i)
Foraign CommunicaIons .;r or concemning 2 ncn—-Urrac Sizies ::ea‘son may be ratained, used,
and Jissemingi=d i y‘cm in zocordancs with other appicabls law, raguiation, and peolicy. (U)
SECTION 5 - COLLASCRATION WiTH FOREIGH BCVYERNMENTS {5=555+
& Thed "f.n; o =Ehangs o forsicn comimunicaiions aovemed by hess procedurss wih ;'-

s r-::iﬁgart*<= Elbnyv g :sﬂ;acmng oreign ,o‘mwn:—::s {(Sacend var%} may be underiaken by I
NBA onfy with the wriien _s rance of fhe Second Party hat the use of these Jorsign communications will | DE
subject io e retEntion 2nd dissemination provisions of these procedurss, 3-S657

s 'e: Nm :mrd Jﬂ

() Forsign plain =< communicapons may be ;ﬂa% #it Second Pasies 7 hey ars st =
A _rafwi:, who _z’.i ramove r=ferencss o United Sizies versons hat 2rs not necessary ©

vewed by |

undersiand or assass s oraign inisiicence nformetion comained Hersin, {5-658—

(@) Forsign anciphersc or ancodsd co TE."‘;LF'?C‘“'GFa mav oe sharsd witlT Second Parlies withowt
such prior ~3view, provided that 2 jeest annuafly 3 7sorasenistive sar'hjfrg o thoss & ,a:ed SOMYTLNICEnCeNS

that canbe ieczr:»n:m or decoded i3 reviewad Dy-he NSA o ensurs that am{‘?aremes fhaemfo i«CPC
3izfes perscns ars necsssary © ;mcf'sand or 2ssess the cragr r%—mﬂmw mation being dissem-

(1=t 57,
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~atad, Corraciive measurss with rsspect 40 sach argst of fing siy
sompoiiencs with e above dissemination siandard, The resuUis O
“¥omey Genaral-of 2 designes. 45-858—

s

ail b underisksn

0 rsview snal
Gen

Approved Ty ATDMsY @

ergl Janet Reno on 1 July
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