UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

MEMORANDUM OF LAW [N SUPPORT OF APPLICATION FOR

AGAINST INTERNATIONAL TERRORISM

Derived from Application of the United States to the Foreign
Intelligence Surveillance Court in the above-captioned
matter.



INTRODUCTION (L)

One of the greatest challenges the United States faces in the ongoing condlict wéthl

is finding operatives of the enemy. As this Court is aware, one of the most significant
tools that the U.S, Government can use to accomplish that task is metadata analysis. Under this
Cour’s order in I N N I I
B Cviion aod Order, No. PR'TT I I . 1
subsequent related authorizations, the National Security Agency (NSA) is currently collecting
metadata in bulk from electronic communications and applying sophisticated analytic tools to
identify and find NN Thc attached Application seeks this Court’s authorization
to collect in bulk : certain business

records—call detail records, or “telephony metadata”™s0 that the NSA may use these same

analyiic tools to identify and find operatives of || AN =~
The attached Application {or business records is made pursuant to tile V of the Foreign
Intelligence Surveillance Act, 50 U.5.C. § 1861 ef seq.. as amended, “Access to Cerain Business
scords for Foreign Intelligence Purposes,” to capitalize upon the unigue opportunities the
United States has for identifying communications of i N T): collection
sought bere will make possible a potentially powerful tool that the Government has to discover
enemy communications: metadata analysis. For telephone calls, metadata essentially consists of
routing information that includes the telephone number of the caling party, the telephone
number of the called party, and the date, time and duration of the call. It does notinclude the
substantive content of the comrmmunication or the name, address, or financial information of a

subscriber or customer. Relying solely on such metadata, the Government can analyze the

contacts made by a {elephone number reasonably suspected to be associated with a terrorist, and




SECRET/HOS/SUNOPORN

7 TN e

thereby possibly identify other, previously unknown, terrorists, The primary advantage of
metadats analysis ag applied to telephony metadata is that it enables the Goverpment to analyze
past connections a&_ That analysis is possible, however, only if the
Government has collected and archived a broad set of metadata that conteins within it the subset
of communcations that can later be identified as terrorist-related  In addition, individually

targeted collection of metadata is inadeguate for tracking the communications of terrorists who

(FSHEHANE)

In the attached Application. therefore, the Government requests that this Court order the

oroduction, in bulk and on an ongoing basis, of certain business records
For billing and fraud detection purposes, [ INNGTTNNGEGC

detail records™ that contain routing Information, including which telephone number called which
other telephone number at what date and time, and for how long, i.e., “metadata™ The
Application fully satisiies all requirements of title V of FISA. In particular, the Application
seeks the production of tangible things “for” an international terrorism investigation. 50 US.C.
§ 1861(a)(1}. In addition, the Application includes a statement of facts demonstrating that there
are reasonable grounds to believe that the business records sought are “refevant” to an authorized
nvestigation. /d. § 1861{b)(2). Although the call detail records

contain large volumes of metadata, the vast majority of which will not be terrorist-
related, the scope of the business records request presents no infirmity under title V. All of the

business records to be collected here are relevant to FBI investigations into [N because the

NSA can effectively conduct metadata analysis only if it has the data in bulk. (FSEFEE




In addition, even if the metadata from non-terrorist communications were deemed not
relevant, nothing in title V of FISA demands that a request for the production of “any tangible
things” under that provision collect only information that is strictly relevant to the international
terrorism investigation at hand. Were the Court to require some tailoring to fit the information
that will actually be terrorist-related, the business records request detailed in the Application
would meet any proper test for reasonable tailoring. Any tailoring standard must be informed by
a balancing of the government interest at stake against the degree of intrusion into any protected
privacy interests. Here, the Government’s interest is the most compelling imaginable: the
defense of the Nation in wartime from attacks that may take thousands of lives. On the other
side of the balance, the intrusion is minimal. As the Supreme Court has held, there is no
constitutionally protected interest in metadata, such as numbers dialed on a telephone. Any
intrusion is further reduced because only data connected to telephone numbers reasonably
suspected to be terrorist-associated will ever be viewed by any human being. Indeed, only a tiny
fraction (estimated by the NSA to be 0.000025% or one in four million) of the call detail records
collected actually will be seen by a trained NSA analyst, Under the procedures the Government
will apply, metadata reflecting the activity of a particular telephone number will only be seen by
a human analyst if a computer search has established a connection to a terrorist-associated
telephone number. (FSHSHNE)

The Application is completely consistent with this Court’s ground breaking and

innovative decision ||| |  G—_ in- In that case, the Court authorized the

installation and use of pen registers and trap and trace devices to collect bulk e~-mail metadata

|. The Court found that all of “the information likely to be




obtained” fom such collection “is relevant to an ongoing investigation 1o protect against
international terrorism 7 S0 US.C. § 1s42(c)2), -t 25-54. The Court explained
that “the bulk collection of meta data—1 e, the collection of both a huge volume and high
percentage of unrelated communications—is necessary to identify the much smaller number of ||
I o cunications ” Jd at 49, Moreover, as was the case in this
Application promotes both of the twin goals of FISA: facilitating the foreign-intelligence
collection needed to protect American iives while at the same time providing judicial oversight
to safeguard American Geedoms. (53

BACKGROUND (1D
A, The Al Qaeda Threat &)

Cn September 11, 2001, the al Qasda terrorist network launched a set of coordinated
attacks along the East Coast of the United States. Four commercial jetliners, each carefully
selected to be fully loaded with fuel for a transcontinental flight, were hilacked by 2l Qasda
operatives. Two of the jetliners were targeted at the Nation’s financial center in New York and
were deliberately flown into the Twin Towers of the World Trade Center. The third was targsted
at the headquarters of the Nation’s Armed Forces, the Pentagon. The fourth was apperently
headed toward Washington, D.C., when passengers struggled with the hijackers and the plane
crashed in Shanksviile, Pennsylvania. The intended target of this fourth jetliner was evidently
the White House or the Capitol, strongly suggesting that its intended misgion was to strike 3
direct blow at the leadership of the Government of the United States. The attacks of September
11ith resulted in approximately 3,000 deaths-—the highest single-day death toll from hostile

foreign attacks in the Nation's history. These attacks shui down air travel in the United States,




disrupted the Nation’s financial markets and government operations, and caused bitlions of
dolars in damage to the economy. (U}

Before the September 11th attacks, al Qaeda had promised to attack the United States. In

1998, Osama bin Laden declarsd a “religious”™ war against the United States and urged that it
was the moral obligation of all Muslims to kill U.S. civilians and mulitary personnel. See
Statement of Osawma bin Laden, Ayman al-Zawahin, et al., Farwah Urging Jihad Against
Americems, published in Al-Cuds al-" Arabi (Feb. 23, 199%) ("To kill the Americans and their
alhes—civilians and military-—is an individual duty for every Muslim who can do 1t in any
country in which it is possible to do it, in order to liberate the al-Agsa Mosque and the holy
moesque from their grip, and in order for their armies to move out of all the lands of Islam,
defeated and vnable to threaten any Muslim.”). Al Qaeda carried out those threats with 3
vengeance, they attacked the U.8.8. Cole in Yemen, the United States Embassy in Nairebi. and
finally the United States itself in the September 11th attacks. (U)

It is clear that al Qaeda is not content with the damage it wronght on September 11th,
just a few months ago, Osama bin Laden pointed to “the explosions that | . . have take[n] place
in the greatest European capitals” as evidence that “the mujahideen . . | have been able to break
through all the security measures taken by” the United States and its allies. Osama bin Laden,
audiotape releazed on Al-Jazeera television network (Federal Burean of Investigation trans,, Jan.
19, 2006}, He warned that “the delay of {sic] inflicting similar operations in America has not
been due to any impossibility of breaking through your security measures],] for those operations
are underway and you will see them in your midst as soon as they are done” /& Several days
later, bin Laden’s deputy, Ayman al-Zawahirl, warned that the American people are destined for

“g future colored by blood, the smoke of explosions and the shadows of terror”™ Ayman al-




Zawszhirl, videotape releaged on the Al-Jazeera television network (Jan. 30, 2008). These recent
threats were just the latest in a series of warnings since September 11th by al Qaeda leaders who
have repeatediy promised to deliver another, even more devastating attack on America. See, e g,
Osama bin Laden, videotape released on Al-Jazeera television network (QOct. 24, 2004) (warning
United States citizens of further attacks and asserting that “your security is in your own hands™);
(Osama bin Laden, videotape released on Al-Jazeera television network {Oct, 18, 2003) (“We,
God willing, wili continue to fight vou and will continue martyrdom operations inside and
outside the United States . . . "), Avman al-Zawahirl, videotape released on the Al-Tazeers
television network (Oct. 8, 2002) (T promise you {addressing the ‘citizens of the United States’]
that the Islamic vouth are preparing for you what will fill your hearts with horror”™). As recently
as Dacamber 7, 2003, al-Zawahiri professed that al Qaeda “is spreading, growing, and becoming
stronger,” and that &l Qaeda is “waging a great historic battle in Iraq, Afghanistan, Palestine, and
even in the Crusaders’ own homes.” Ayman al-Zawahiri, videotape released on Al-Jazeera
televigion network (Dec. 7, 2005). Indesd, since September 1 1th, al Qaeda has staged several
large-scaie attacks around the world, including in Tunisia, Kenva and Indonesia, killing hundreds
of imnocent people. In addition, Ayman al-Zawahiri claimed that al Qaeda played some role in
the July 2003 attacks on London. See Declaration of Jobn 5. Redo, Director, National
Counterterrorism Center § 35 (May 22, 2006) (Exhibit B to the Application) (“NCTC
Declaration™). Given that al Qaeda’s leaders have repeatedly made good on their threats and that
al Qaeda has demonstrated its ability to insert foreign agents info the United States to execute
attacks, it is clear that the threat continues, (FSSLEY

Reliable intelligence indicates that [ remains intent on striking the United Stares

and U.5. interests. See NCTC Declaration §§ 5-7. 8, 11-13, ‘| s 20 international




organization with a global presence, with members located in af feast 40 countries, and the
capability to strike US interests anywhere in the world.” Jd 935, Indeed, I < continves its
efforts to reconstitute communication finks to a transnational network of [ esonse! and
affiliated groups.” Jd. §39. Recent intelligence suggests that [ bzs become “keeniy”
interssted in soft targets, especially those that are densely populated. 7d. 9717, 75. |
and its affiliates consistently have expressed an interest in attacking U.S. rail and mass transit
systems, as well as continuing to target the civil aviation sector, including U.S. passengers and
Western alrcrafl overseas, /d. §{ 74-80. Moreover, the Intelligence Community is concerned
that the next || 2ttack in the United States might use chemical. biological. radiological or
nuclear weapons, “especially given — clear infent to develop such capabilities and use
them to strike the Homeland.” /4. 81, In sum, pEEEE continues to present “a credible threat
for a massive attack against the US Homeland” Id 991 By helping to find and identify
meinbers and agents of particularly those who are already within the
United States, the proposed request for business records would greaily help the United States

prevent another such catastrophic terrorist attack. one that [ itsel has claimed would be

IINY

larger than the attacks of September 11th.
B. N :: of Telephones to Communicate (8)
I - o international telephone system to
communicate with one another between numerous countries all over the world, including to and
from the United States. In addition, when they are located inside the United States, l
domestic U.S. telephone calls. For purposes of preventing terrorist atfacks
against the United States, the most analytically significan{jjjjjjjjfeicohone communications

are those that either have one end in the United States or that are purely domestic, because those
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commumpications are particularly likely to identify individuals who are associated with

in the United States whose activities may include planning attacks on the homeland. See
Declaration of Lisnt. Gen. Keith B. Alexander, US. Army, Director, NSA § 5 (May 22, 2006)
{Exhibit A to the Application) (“NSA Declaration™). The vast majority of the call detail records
sought in the attached Application would include records of telephone calls that either have one
end in the United States or are purely domestic, including local calls, although some records
would relate 1o communications in which both ends were outside the United States, The United
States needs 1o sort through this telephony metadata to find and identify E—G S ¢
thereby acquire vital intelligence that could prevent another deadly terrorist aftack, FSHSHAND

. Discovering the Enemy: Metadata Anslysis GE848T

Analyzing metadata from international and domestic telecommunications—-such as
inforration showing which telephone numbers have besn in contact with which other telephone
numbers, for how long, and when'—can be a powerful tool for discovering communications of
terrorist operatives. Collecting and archiving metadata is thus the best avenue for solving the
following fundamental problem: although investigators do not know exacily where the terrorisis’
communications are hiding in the billions of telephone calls flowing through the United States
today, we do know that they are there, and if we archive the data now, we will be able to use i

in a targeted way o find the terrorists tomorrow. NSA Declaration §§ 7-11. As the NSA hag

explained, “{t]ne ability to accumulate a metadata archive and set it aside for carefully controfled

' For telephone calls, “metadats” includes comprehensive communications reuting information, inciuding
the telephone number of the calling party, the telephone number of the called party. and the date, time and duration
of the call, as well as comunications device and tnunk identifiers. A “wunk™ is a communication line between two
switchmng systems, Newfon's Telecom Dictionary 853 (20th ed 2004). Telephony metadata dows not include the
gortent of the somumunication, as defined by 18 U.S.C. § 2510(8), or the name. address, or financial information of a
subscriber or sustomer,




searches and analysis will substantially increase NSA’s ability to detect and identify members of
al Qaeda and its affiliates.” Id 9 8; see als- at 43-45. (TSH/ST/RE)

Collecting and archiving metadata offers at least two invaluable capabilities to analysts
that are unavailable from any other approach. First, it allows for retrospective “contact
chaining.” For example, analysts may learn that a particular telephone number is associated with

perhaps because it was found in the cell phone directory of a recently captured

agent, By examining metadata that has been archived over a period of time, analysts can
search to find the contacts that have been made by that “seed” telephone number. The ability to
see who communicates with whom may lead to the discovery of other terrorist operatives, may
help to identify hubs or common contacts between targets of interest who were previously
thought to be unconnected, and may help to discover individuals willing to become FBI assets.
Indeed, computer algorithms can identify not only the first tier of contacts made by the telephone
number reasonably suspected to be associated with I but also the further contacts made
by the first and second tiers of telephone numbers. NSA Declaration § 9. Going out beyond the
first tier enhances the ability of analysts to find terrorist connections by increasing the chances
that they will find previously unknown terrorists. A seed telephone number, for example, may
be in touch with several telephone numbers previously unknown to analysts. Following the
contact chain out two additional “hops” to examine the contacts made by the first two tiers of
telephone numbers may reveal a contact that connects back to a different terrorist-associated
telephone number already known to the analyst. Going out to the third tier is useful for
telephony because, unlike e-mail traffic, which includes the heavy use of “spam,” a telephonic
device does not lend itself to simultaneous contact with large numbers of individuals.

(TSHSTAE)




The capabilities offered by such searching of a collected archive of metadata are vastly
more powerful than chaining that could be performed on data collected pursuant to national
security letters issued by the Government under 18 U.S.C. § 2709 and targeted at individual
telephone numbers. If investigators find a new telephone number When_s
captured, and the Government issues a national security letter for the local and long distance toll
billing records for that particular account, it would only be able to obtain the first tier of
telephone numbers that the-number has been in touch with. To find an additional tier of
contacts. new national security letters would have to be issued for each telephone number
identified in the first tier. The time it would take to issue the new national security letters would

necessarily mean losing valuable data. And the data loss in the most critical cases would only be

terrorists’ Moreover,
because telephone companies generally only keep call detail records in an easily accessible
medium for up to two years, historical chaining analysis on the number may lead analysts to
other individuals I Hy revealing the contacts that were made by a terrorist-

associated telephone number more than two years ago. See NSA Declaration § 12. ("emsissiem,

The second major tool analysts can use with an archive of collected metadata is|jjill

. Skilled analysts can then use a
to determine whether there is another

telephone number within the archived metadata that shows

Obviously, suct lis a critical tool for




keeping up with terrorists See NSA
Declaration § 11. It provides an invaluable capability that could not be reproduced through any

other mechanism

(TSHSLANE)

E. The Foreign Intelligence Surveillance Act (U)

FISA provides a mechanism for the Government to obtain business records—here, call
detail records containing precisely the type of
communications data that is vital for the metadata analysis described above——including the
telephone number of the calling party, the telephone number of the called party, and the date,
time and duration of the call. Section 501 of FISA, as recently amended by section 106 of the
USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. No. 109-177, 120 Stat.
192, 196-200 (Mar. 9, 2006) (“USA PATRIOT Reauthorization Act”), authorizes the Director of
the FBI or his designee to apply to this Court

for an order requiring the production of any tangible things (including books,

records, papers, documents, and other items) for an investigation to obtain foreign

intelligence information not concerning a United States person or to protect

against international terrorism or clandestine intelligence activities, provided that

such investigation of a United States person is not conducted solely on the basis
of activities protected by the First Amendment to the Constitution.

50 U.S.C. § 1861(a)(1)* &)

? The call detail records sought in the attached Application would not be collected by a “pen register” or
“trap and trace device” as defined by 18 U.S.C. § 3127. Each of these terms refers to 2 “device or process” which
either “records or decodes dialing, routing, addressing, or signaling informaticn transmitted by an instrument or
facility from which a wire or electronic communication is fransmitted”—a pen register, id. § 3127(3), or “captures
the incoming electronic or other impulses which identify the originating number or other dialing, routing,
addressing, and signaling information reasonably likely to identify the source of a wire or electronic
comurunication™—a trap and trace device, id. § 3127(4). As the definitions make clear, pen registers and trap and




LEGAL ANALYSIS (D)

L The Application Fully Compties with Al Statutory Requirements. (U)

Section 501(c)(1) of FISA, as amended, directs the Court to enter an ex parte order
requiring the production of tangible things if the judge finds that the Government’s application
meets the requirements of subsections 501(a) and (b). The most significant of those
requirements are that the tangible things, which include business records, are “for” an
investigation to protect against international terrorism. 50 U.S.C. § 1861(a)(1). Section
501(b)}(2)(A) indicates that this requirement is one of relevance, providing that the Government’s
application must include

a statement of facts showing that there are reasonable grounds to believe that the
tangible things sought are relevant to an authorized investigation (other than a threat
assessment) conducted in accordance with subsection (2)(2) [i.e., following
Attorney General-approved Executive Order 12333 guidelines and not conducted of
a U.S. person solely on the basis of First Amendment-protected activities] to obtain
foreign intelligence information not concerning a United States person or to protect
against international terrorism or clandestine intelligence activities, such things
being presumptively relevant to an authorized investigation if the applicant shows
in the statement of facts that they pertain to—(i) a foreign power or an agent of a
foreign power; (ii) the activities of a suspected agent of a foreign power who is the
subject of such authorized investigation; or (iii) an individual in contact with, or
known to, a suspected agent of a foreign power who is the subject of such
authorized investigation.

4. § 1861(b)2)(A).° (U)

frace devices are mechanical “device[s],” or perhaps software programs (“processfes]”), that “record™ or “decode”
data as communications signals are passing through the particnlar spot in the communications network where the
“device” or “process” has been installed, or that “capture” data in a similar fashion. See, e.g., United Stotes Telecom
Ass'nv. FBI, 276 F.3d 620, 623 (D.C. Cir. 2002) (“Pen registers are devices that record the telephone numbers
dialed by the surveillance’s subject; trap and trace devices record the telephone numbers of the subject’s incoming
calls ). The mechanism by which the NSA would receive call detail records does not involve any such “device or
irocess.” Instead, NG ) copy and transmit the call detail

independently compile in their normal course of business, to the NSA in real or near-real time. (TS/SY/NF)

> Until recently, section 501(b)(2) provided only that the Government’s application “specify that the
records concerned are sought for an authorized investigation conducted in accordance with subsection (2)(2) of this
section to obtain foreign intelligence information not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities.” 50 U.8.C. § 1861(b)(2) (Supp. 12001). According to
the legislative history of the USA PATRIOT Reauthorization Act, the provision was amended “to clarify that the




Thus, section 501(b)}(2) of FISA requires that an application for an order requiring the
production of business records must include a statement of facts showing that there are
“reasonable grounds to believe” that certain criteria are met: (1) that the business records are
relevant to an authorized investigation, other than a threat assessment, that is being conducted,
for example, to protect against international terrorism; (2) that the investigation is being
conducted under guidelines approved by the Attorney General under Executive Order 12333; and
(3) that the investigation is not being conducted of a U.S. person solely upon the basis of
activities protected by the First Amendment. J/d § 1861(b)(2)(A). All of these criteria are met

here. (U)

Taking the last two requirements first, the attached Application establishes that the

business records sought are for FBI investigations intd _
_nvestigations which are being conducted under Attorney

General-approved 12333 guidelines and that are not being conducted of any U.S. persons solely
upon the basis of First Amendment-protected activities. In addition, the attached Application
and accompanying declarations by the Directors of the NSA and National Counterterrorism
Center certainly demonstrate that there are “reasonable grounds to believe” that the business
records sought are “relevant” to authorized investigations to protect against international

terrorism. ()

Information is “relevant” to an authorized international terrorism investigation if it bears
upon, or is pertinent to, that investigation. See 13 Oxford English Dictionary 561 (2d ed. 1989)

(“relevant” means “[blearing upon, connected with, pertinent to, the matter in hand”); Webster’s

tangible things sought by [an order under section 501] must be ‘relevant’ to an authorized preliminary or fuil
investigation . . . to protect against international terrorism.” H.R, Conf. Rep. No. 109-333, at 90 (2005). (1)




Third New Int’l Dictionary 1917 (1993) (“relevant” means “bearing upon or properly applying to
the matter at hand . . . pertinent”™); see also Oppenheimer Fund, Inc. v. Sanders, 437 U.S. 340,
351 (1978) (noting that the phrase “relevant to the subject matter involved in the pending action”
in Fed. R. Civ. Proc. 26(b)(1) has been “construed broadly to encompass any matier that bears
on, or that reasonably could lead to other matter that could bear on, any issue that is or may be in
the case™); ¢f. Fed. R. Evid. 401 (“‘Relevant evidence’ means evidence having any tendency to
make the existence of any fact that is of consequence to the determination of the action more
probable or less probable than it would be without the evidence.”) (emphasis added). Indeed,
section S01(b}{2) establishes a presumption that the Government has satisfied the relevancy
requirement if it shows that the business records sought “pertain to—{1) a foreign power or an
agent of a foreign power, (i1) the activities of a suspected agent of a foreign power who is the
subject of such authorized investigation; or (iit) an individual in contact with, or known to, a
suspected agent of a foreign power who is the subject of such authorized investigation.” 350
U.S.C. § 1861¢{b)2)(A). The USA PATRIOT Reauthorization Act added this presumption to
section 501(b) to outline certain situations in which the Government automatically can establish
relevance; the presumption was not intended to change the relevance standard for obtaining
business records under section 501. See Pub. L. No. 109-177, § 106, 120 Stat. 196; H.R. Conf.
Rep. No. 109-333, at 91 (Section 501(b)(2) “also requires a statement of facts to be included in
the application that shows there are reasonable grounds to believe the tangible things sought are
relevant, and, if such facts show reasonable grounds to believe that certain specified connections
to a foreign power or an agent of a foreign power are present, the tangible things sought are
presumptively relevant. Congress does not intend to prevent the FEI from obtaining tangible

things that it currently can obtain under section [501] ) (emphasis added). (U)




The FBI currently has over 1,000 open National Security Investigations targeting-

Osama
As we have explained above, the bulk telephony metadata sought in the attached Application is
relevant to the FBI’s investigations into_secause, when acquired, stored, and processed,
the telephony metadata would provide vital assistance to investigators in tracking down—
operatives. Although admittedly a substantial portion of the telephony metadata that is collected
would not relate to operatives of NI ° the intelligence tool that the
Government hopes to use to fin communications—metadata analysis—requires
collecting and storing large volumes of the metadata to enable later analysis. All of the metadata
collected is thus relevant, because the success of this investigative tool depends on bulk
collection. (FSHSHANE)

Archiving and analyzing the metadata sought in the attached Application will assist the
FBI in obtaining foreign intelligence and, in particular, in identifying the telephone numbers o

Ioperating within the United States. For example, contact chaining andjjjjjjjjill

lof the archived information will allow the NSA to identify telephone numbers that have
been in contact with telephone numbers the NSA reasonably suspects to be linked t
and its affiliates. NSA may provide such information to the FBI, which can determine whether
an investigation should be commenced to identify the users of the telephone numbers and to
determine whether there are any links to international terrorist activities. The NSA estimates that
roughly 800 telephone numbers will be tipped annually to the FBI, CIA, or other appropriate

U.S. government or foreign government agencies. NSA Declaration § 18. The FBI would also

* The NSA expe is ecords request, over the course of a year, will result in the collection
of metadata pertaining to communications. See NSA Declaration § 6.




be able to ask the NSA to perform coutact lon terrorist-associated
telephone numbers known to the FBL. (FSHSHANE)

The call detail records sought in the attached Application are certainly “relevant” to an

As this Court recently noted 1n -he requirement of relevance is a

relatively low standard. me—"8 ot 29. In that case, the Court was interpreting a similar,
and quite possibly more stringent standard than that presented here. There, the Court found that
section 402(a) of FISA was satisfied, i.e., that “the information likely to be obtained is . . .
relevant to an ongoing investigation to protect against international terrorism.” 50 U.S.C.
§ 1842(c) (emphasis added).” Here, by contrast, the Application need only establish that there
are “reasonable grounds to believe” that the records sought are relevant to an authorized
international terrorism 'mves.tigation.6 Id § 1861(D)(2)(A). (FSHSHAE)

In evaluating whether metadata collected in bulk is “relevant” to investigations into-
_his Court has recognized that, “for reasons of both constitutional
authority and practical competence, deference should be given to the fully considered judgment

of the executive branch in assessing and responding to national security threats and in

° Although the Government argued that the statute did not permit the Court to look behind the
Government’s certification of rejevance. the Coust assumed for purposes of the case that it shouid consider the basis
for the certification. See 26-28. (PSHSHA)

® The “reasonable grounds to believe” standard is simply a different way of ariculating the probable cause
standard. See Marylend v. Pringle, 540 U.S. at 371 (quoting Briregar v. United States, 338 U.S. 160, 175 (1949)
(“*The substance of all the definitions of probable cause is a reasonable ground for belief of guilt. ™), Asthe
Supreme Court has recently explained, “[t}he probable-cauvse standard is incapable of precise definition or
quantfication into percentages because it deals with probabilities and depends on the totality of the circumstances.”
Maryland v. Pringle, 540 U.S. 366, 371 (2003). Rather than being “technical,” these probabilities “are the factual
and practical considerations of everyday life on which reasonable and prudent men, not legal techaicians, act.”
PBrinegar, 338 U.S. at 176; see also Pringle, 540 U.S. at 370 (quoting /{finois v. Gates, 462 U.S. 213, 231 (1983)
(quoting Brinegar)). In addition, probable cause “does not require the fine resolution of conflicting evidence that a
reasonable-doubt or even a preponderance standard demands.” Gerstein v. Pugh, 420 U.S. 103, 121 (1975); see also
Illinois v. Gates, 462 U.S. 213, 235 (1983) (“Finely tuned standards such as proof beyond a reasonable doubt or by a
preponderance of the evidence, usefu! in formal trials, have no place in the [probable cause] decision.”). (U)




determining the potential significance of intelligence-related information. Such deference is

particularly appropriate in this context, where the Court is not charged with making independent

probable cause findings.” IR 30-3]. L'-his Court noted that the

proposed activity would result in the collection of metadata pertaining to-of electronic

communications, all but a very small fraction of which could be expected to be unrelated icjjjjill
4. at 39-40, 48. Nonetheless, this Court found that the bulk collection

of metadata “is necessary to identify the much smaller number

communications” and that therefore, “the scope of the proposed collection is consistent with the

certification of relevance.” /d at 48-49. In part that was because the NSA had explained, as it

does here, that “more precisely targeted forms of collection against known accounts would tend

to screen out the “unknowns’ that NSA wants discover, so that NSA needs bulk collection in

to identify unknoxx_d. at4Z. Justas

collection of e-mail metadata was relevant to FBI investigations into

so is the bulk collection of telephony metadata described herein. (FSHSHANE)

B. The Propeosed Collectien Is Appropriately Tailoved. (U)

Title V of FISA does not expressly impose any requirement to tailor a request for
tangible things precisely to obtain solely records that are strictly relevant to the investigation. To
the extent, however, the Court construes the “relevance” standard under Title V to require some
tailoring of the requested materials to limit overbreadth, the request for tangible things proposed
here is not overbroad. As this Court concluded in_‘the applicable relevance
standard does not require a statistical ‘tight fit” between the volume of proposed collection and

the much smaller proportion of information that will be directly relevant tommm-related FBI




investigations.”” Id at 49-50. Instead, it is appropriate to use as a guideline the Supreme
Court’s “special needs” jurisprudence, which balances any intrusion into privacy against the
government interest at stake to determine whether a warrant or individualized suspicion is
required. See Board of Educ. v. Earls, 536 U.S. 822, 829 (2002); see generally

at 50-52.° Here, the Government’s interest is overwhelming, It involves thwarting terrorist
attacks that could take thousands of lives. “This concern clearly involves national security
interests beyond the normal need for law enforcement and is at least as compelling as other
governmental interests that have been held to justify searches in the absence of individualized
suspicion.” NI 51-52; see also Haig v. Agee, 453 U.S. 280, 307 (1981) (“It is
obvious and unarguable that no governmental interest is more compelling than the security of the
Nation.”) (internal quotation marks omitted). The privacy interest, on the other hand, is minimal.
As we explain below, see infra § I, the type of data at issue is not constitutionally protected; and
it would never even be seen by any human being unless a terrorist connection were first
established. Indeed, only a tiny fraction (estimated to be 0.000025% or one in four million) of

the call detail records included in the archive actually would be seen by a trained analyst.®

CFSHSEHAT

7 As noted above, the relevance standard being interpreted in the pen register context in
that found in section 402 of FISA—is quite possibly more stringent than that required to be met
for business records under ssction 301 of FISA. &

¥ Because, as we explain below, there is no Fourth Amendment-protected interest in the telephony
metadata at issue here, the actual standards applied under Fourth Amendment balancing are far more rigorous than
any that the Court should read into the statutory requirement that the business records sought under section 501 be
“relevant” to an international terrorismn investigation. Nevertheless, the balancing methodology applied under the
Fourth Amendment—balancing the Government’s interest against the privacy interest at stake~—can provide a useful
guide for analysis here. 53

® The NSA would conduct contact chaimng three “hops” out, i.e., to include the first three tiers of contacts
made by the reasonably suspecte‘elephone number. Even though a substantial portion of the
telephone numbers in those first three tiers of contacts may not be used by terrorist operatives, they are all
“connected” 1o the sead telephone number. FSASHANE)

—TOP-SECRETAECSHSHNOTEORN-
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And, as this Court recently found, “the Government need not make a showing that it is
using the least intrusive means available. Rather, the question is whether the Government has
chosen ‘a reasonably effective means of addressing’ the need.” NN -: 52-33 (quoting
Earls, 536 U.S. at 837) (internal citations omitted); see also Earls, 536 U.S. at 837 (“[T]his
Court has repeatedly stated that reasonableness under the Fourth Amendment does not require
employing the least intrusive means, because the logic of such elaborate less-restrictive-
alternative arguments could raise insuperable barriers to the exercise of virtually all search-and-
seizure powers.”) (internal quotation marks omitted); Vernonia Sch. Dist. 477 v. Acton, 515 U.S.
646, 663 (1995) (“We have repeatedly refused to declare that only the ‘least intrusive’ search
practicable can be reasonable under the Fourth Amendment.”). Here, asin
“senior responsible officials, whose judgment on these matters is entitled to deference . . . have
articulated why they believe that bulk collection and archiving of meta data are necessary to
identify and monito_whose ... communications would otherwise go
undetected.” IRt 53-54. Such bulk collection is thus a “reasonably effective
means to this end.” Id. at 54. (FSHETANEY

In sum, as this Court previously concluded in the pen register context,

the bulk collection proposed in this case is analogous to suspicionless searches or

seizures that have been upheld under the Fourth Amendment in that the

Government’s need is compelling and immediate, the intrusion on individual

privacy interests is limited, and bulk collection appears to be a reasonabl

effective means of detecting and monitoring

thereby obtaining information likely to be relevant to ongoing FBI investigations.

In these circumstances, the certification of relevance is consistent with the fact
that only a very small proportion of the huge volume of information collected will

be directly relevant to the FBI’ s_nvestigations.

Id. ESHSHAE)-




C. The Government Will Apply Strict Minimization Procedures to the Use of
the Collected Data. (5)

The Government can assure the Court that, although the data collected under the attached
Application will necessarily be broad in order to achieve the critical intelligence objectives of
metadata analysis, the use of that information will be strictly tailored to identifying terrorist
communications and will occur solely according to strict procedures and safeguards, including
particular minimization procedures designed to protect U.S. person information. These
procedures and safeguards are almost identical to the requirements imposad by this Court in—

/hich authorized collection of a similar volume of metadata. (FSHSHAND)

First, as described in the attached Declaration from the Director of the NSA, the NSA
will query the archived data solely when it has identified a known telephone number for which,
“based on the factual and practical considerations of everyday life on which reasonable and
prudent persons act, there are facts giving rise to a reasonable, articulable suspicion that the
telephone numoer 15 associatea with || EEGNEEEEEEEEEEEEEEEEEEEEEE :ovic<d,
however, that a telephone number believed to be used by a U.S. person shall not be regarded as

with solely on
that are protected by the First Amendment to the Constitution,” NSA Declaration § 13.'°
Similar] would be undertaken only with respect to such an identified “sesd”
telephone number. For example, when an s operative is apprehended, his cellular
telephone may contain a phone book listing telephone numbers. Telephone numbers listed in

such a phone book would satisfy the “reasonable articulable suspicion” standard. This same

1% For example, a telephone mumber of a U.S. person could not be a seed number “if the ondy information
thought to support the belief that the [number] is associated with -is that, in sermons of in postings on a web
site, the U.S. person espoused jihadist rhetoric that fell short of ‘advocacy . . . directed fo inciting or producing
imminent lawless action and . . . likely to incite or produce such action.” Brandenberg v. Ohio, 395 U.S. 444, 447

(1969) (per curiam).” | NGTGNGNGG__:: 8. Ts/SH2E)




standard is, in effect, the standard applied in the criminal law context for a “7Terry” stop. See
Terry v. Ohio, 392 U.S. 1, 21, 30 (1968); see also [llinois v. Wardiow, 528 U.S. 119, 123 (2000)
(police officer may conduct a brief] investigatory Terry stop “when the officer has a reasonable,
articulable suspicion that criminal activity is afoot”).!! Tt bears emphasis that, given the types of
analysis the NSA will perform, no information about a telephone number will ever be accessed
by or presented in an intelligible form to any person unless either (i) that telephone number has
been in direct contact with a reasonably suspected terrorist-associated telephone number or is
linked to such a number through one or two intermediaries, or (ii) a computer search has
indicated that the telephone number has the

(FSHSHANE)

In addition, any query of the archived data would require approval from one of seven
people: the Signals Intelligence Directorate Program Manager for Counterterrorism Special
Projects; the Chief or Deputy Chief, Counterterrorism Advanced Analysis Division; or one of
four specially authorized Counterterrorism Advanced Analysis Shift Coordinators in the
Analysis and Production Directorate of the Signals Intelligence Directorate. NSA Declaration
9 19. NSA’s Office of General Counsel (OGC) would review and approve proposed queries of
archived metadata based on seed accounts reasonably believed to be used by U.S. persons. /d
§ 16. Finally, NSA’s OGC will brief analysts concerning the authorization requested in the

Application and the limited circumstances in which queries to the archive are permitted, as well

! The “reasonable articulable suspicion” standard that the Government will impose on itself with respect
to data collected through this Application is higher than that required by statute or the Constitution. Under FISA,
the only standard to be satisfied prior to collecting information via a request for business records is that the
information be relevant to an international terrorism investigation. The Fourth Amendment requires a “reasonable
articulable suspicion”™ to justify a minimally intrusive Terry stop. Here, no Fourth Amendment interests are even
implicated. (U)




as other procedures and restrictions regarding the retrieval, storage and dissemination of the
archived data. Jd (FTSHSHANE)

Second, NSA will apply several mechanisms to ensure appropriate oversight over the use
of the metadata. The NSA will apply the existing (Attorney General approved) guidelines in
United States Signals Intelligence Directive 18 (1993) (“USSID 18”) (Exhibit D to the
Application) to minimize the information reported concerning U.S. persons. NSA Declaration
§ 17. Prior to disseminating any U.S. person information, the Chief of Information Sharing
Services in the Signals Intelligence Directorate must determine that the information is related to
counterterrorism information and is in fact necessary to understand the foreign intelligence
information or to assess its importance. Id.; see USSID 18, § 7.2 (NSA reports may include the
identity of a U.S. person only if the recipient of the report has a need to know that information as
part of his official duties and, inter alia, the identity of the U.S. person is necessary to understand
the foreign intelligence information or to assess its importance). The Director of the NSA will
direct the NSA Inspector General and General Counsel to submut an initial report to him 45 days
after the receipt of records pursuant to the Order assessing the adequacy of the management
controls for the processing and dissemination of U.S. person information. NSA Declaration
§ 22. The Director of the NSA will provide the findings of that report to the Attorney General.
Id (FSHSHANE

In addition, every time one of the limited number of NSA analysts permitted to search the
archived data carries out such a search, a record will be made, and the analyst’s login and IP
address, and the date, time and details of the search will be automatically logged to ensure an
auditing capability. NSA Declaration § 16. The NSA’s OGC will monitor both the designation

of individuals with access to the archived data and the functioning of this automatic logging




capability. Jd The NSA Inspector General, the NSA General Counsel, and the Signals
Intelligence Directorate Oversight Compliance Office will periodically review this program. 7d.
9 22. Atleast every ninety days, the Department of Justice will review a sample of NSA’s
justifications for querying the archived data. 7d. §19. The Director of the NSA himself will, in
coordination with the Attorney General, inform the Congressional Intelligence Oversight
Committees of the Court’s decision to issue the Order. Jd § 23. (FSHSHANE)

Third, the collected metadata will not be kept online (that is, accessible for queries by
cleared analysts) indefinitely. The NSA has determined that for operational reasons it is
important to retain the metadata online for five years, at which time it will be destroyed. /d.

20. The U.S. Government has a strong operational interest in retaining data online for five
years to determine ||| EEGNGNGRori2cts associated with newly-discovered “seed”
telephone numbers. Id. In addition, moving data off-line requires significant resources, raises

the possibility of corruption and loss of data, and would incur probable delays in moving data

back online zor 1t 1o pe accessea wnen needed. See genem[[)_

Finally, when and if the Government seeks an extension of any order from the Court
requiring the production of business records containing telephony metadata, it will provide a
report about the queries that have been made and the application of the reasonable articulable
suspicion standard for determining that queried telephone numbers were terrorist related. NSA

Declaration § 24. (FSHSHANE




There is, of course, no constitutionally protected privacy interest in the information
contained in call detail records, or telephony metadata. In Smith v. Maryland, 442 U.S. 735
(1979), the Supreme Court squarely rejected the view that an individual can have a Fourth
Amendment protected “legitimate expectation of privacy regarding the numbers he dialed on his
phone.” Smith, 442 U.S. at 742 (internal quotation marks omitted). The Court concluded that
telephone subscribers know that they must convey the numbers they wish to call to the telephone
company for the company to complete their calls. Thus, they cannot claim “any general
expectation that the numbers they dial will remain secret.” Id at 743; see also id. at 744
(telephone users who “voluntarily convey[]” information to the phone company “in the ordinary
course” of making a call “assumf{e] the risk” that this information will be passed on to the
government or others) (internal quotation marks omitted). Even if a subscriber could somehow
claim 2 subjective intention to keep the numbers he dialed secret, the Court found that this was
not an expectation that society would recognize as reasonable. To the contrary, the situation fell
squarely into the line of cases in which the Court had ruled that “a person has no legitimate
expectation of privacy in information he voluntarily turns over to third parties.” Jd. at 743-44.
Although the telephony metadata that would be obtained here would include not only telephone
numbers dialed, but also the length and time of the calls and other routing information, there is
no reasonable expectation that such information, which is routinely collected by the telephone

companies for billing and fraud detection purposes, is private. The information contained in the

12 See also United States v. Miller, 425 U.S. 435, 443 (1976) (“This Court has held repeatedly that the
Fourth Amendment does not prohibit the obtaining of information revealed to a ifird party and conveyed by him o
Government authorities, even if the information is revealed on the assumption that it will be used only for a limited
purpose and the confidence placed in the third party will not be betrayed.™). (U)




call detail records m———————————— ) 10 Way resembles the substantive
contents of telephone communications that are protected by the Fourth Amendment. See Katz v.
United States, 389 U.S. 347 (1967). (S)

Moreover, as this Court has previously found, because of the absence of a reasonable
expectation of privacy in metadata, the large number of individuals whose telephony metadata
will be obtained “is irrelevant to the issue of whether a Fourth Amendment search or seizure will
oceur.” _at 63. Nor would the derivative use of the archived metadata through
contact chaining o_be prohibited by the Fourth Amendment. See id. at 63-66,
United States v. Calandra, 414 U.S. 338, 354 (1974) (Grand jury “[qJuestions based on illegally
obtained evidence are only a derivative use of the product of a past unlawful search and seizure.
They work no new Fourth Amendment wrong.”). (FSASHAY)

The proposed business records request is also consistent with the First Amendment.
Good faith law enforcement investigation and data-gathering activities using legitimate
investigative techniques do not violate the First Amendment, at least where they do not violate
the Fourth Amendment. See Reporters Comm. for Freedom of the Press v. AT&T, 593 F.2d
1030, 1064 (D.C. Cir. 1978); see als- at 66 (“The weight of authority supports
the conclusion that Government information-gathering that does not constitute a Fourth
Amendment search or seizure will also comply with the First Amendment when conducted as
part of a good-faith criminal investigation.”); ¢f. Laird v. Tatum, 408 U.S. 1, 10, 13 (1972) (the
“subjective ‘chill’” stemming from “the mere existence, without more, of a governmental
investigative and data-gathering activity that is alleged to be broader in scope than is reasonably

necessary for the accomplishment of a valid governmental purpose” does not constitute a




FOP SECRIETHHCSHSHINGFORN—

cognizable injury). As this Court recognized in the context of the Government’s application to
collect e-mail metadata in bulk,

the proposed collection of meta data is not for ordinary law enforcement
purposes, but in furtherance of the compelling national interest of identifying and

tracking _operatives and ulti%f thwarting terrorist attacks.

The overarching investigative effort against is not aimed at curtailing

First Amendment activities and satisfies the “good faith” requirement . . . .

Id. at 68. (TSHSHAT

Nonetheless, we are mindful of this Court’s admonition that, because “the extremely

broad nature of this collection carries with it a heightened risk that coliected information could
be subject to various forms of misuse, potentially involving abridgment of First Amendment
rights of innocent persons . . . special restrictions on the accessing, retention, and dissemination
of such information are necessary to guard against such misuse.” Id. The strict restrictions
proposed here on access to, and processing and dissemination of, the data are almost identical to
those imposed by this Court it Compare NSA Declaration { 13-24 wz'thl
-t 82-87."* In addition, the Department of Justice would review a sample of NSA’s

justifications for querying the archived data at least every ninsty days. (TSH/SH/AGS-

3 One minor difference is that for operational reasons the NSA seeks to retain the telephony metadata
collected online for five, rather than four and a half, years. Compare NSA Declaration 20 with]]
(approving retention
online of the bulk e-mail metadata for four an




CONCLUSION (U)
For the foregoing reasons, the Court should grant the requested Order. (U)

Respectiully submitted,

Dated: May 23, 2006 ALEERTO R. GORZALES
Attorney General

STEVEN G. BRADBURY
Acting Assistant Atforney

Office of Legal Counsel
JOHN A. EISENBERG S A. BAXER
Deputy Assistant Attorney General, ‘ounsel for Intelligence Policy

Office of Legal Counsel

U.S Department of Justice
950 Pennsylvania Ave., N.W.
Washington, D.C. 20530
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FoU0r This hard copy change provides replacement pages for your copy of USSID 18, dated
27 July 1983,

Actions: 1. Changs references fo “P0S” to read “P02” in paragraphs 5.4.d.(3), 7.1. (last line),
7.2.c.(6) (ines 3 and 5), 7.3.¢.{1) (lines 2 and 3), 7.5 ., 8.3.b,, and 8.4,b. in the basic USSID 18.

2. From your copy of USSID 18 remove and destroy pages A~1/1 through A-1/8.
3. Insert new pages A—1/1 through A~1/9 (replacement of pages in above action). These
pages update the USSID fo refiect current changes in standard minimization procedures for NSA elec-

fronic surveilfances.

4. in the last paragraph of the Letter of Promulgation change to read: “Questions and
commenis conceming this USSID should be addressed o the Cffice of General Counsel, NSA/CSS,
NSTS 963-3121 or

5. On the Table of Contents (page iv), change the title of Appendix 1 to Annex A {o read
“Standardized Minimization Procedures For NSA Elecironic Surveillances™.

FOR THE EXECUTIVE AGENT:

Manager
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27 July 1983

1.~ {U) The Fourth.Amendmant o the United States Constitution protects all U.S: persons
enywhere in the world. and all persons within the United States. from unreasonable searches and
seizures by any person or agency acting on behalf of the U.S. Government. The Supreme Court has
ruled that the interception of electronic communications is a search and seizure within the meaning
of the Fourth Amendment. It is therefore mangatory that signals intelligence (SIGINT) operations be
conducted pursuant to procedures which meset the reasonableness requirements of tha Fourth.
Amendmant.

. 1.2, {(U) In determining ‘whether. United States- SIGINT System- (USSS). operations are
"reasonable,” - it i necessary. td- balance .the U.S. Government's need for foreign intelligence
‘information and the privacy interests of persons protected by the Fourth Amendment: Striking that
balance has consumned much time and effort by all branches of the United States Government. The
results of that effort’ are reflected in.the references listed in- Section; 2. below. Together, these
references require the minimization of U.S. person information collected; processed, retainad or
dissemingted by the USSS Thé purp@;ﬁ of this document is to lmplement these minimization
requirements. o SR o

1.3. {U) Several themes run throughout this USSID. The mest important is that intelligence
pperations and the prctecttoﬂ of constitutional rights are not incompatible. It is not nacessary to
deny légitimatd foreign intelligents "collection or suppress legitimata: forsion intelligence
information to protect the Fourth Amendment rights of U.S. persons.

1.4. (U} Finally, these minimization procedures implement the constitutional principle. of
“reasonableness” by giving different categories of individuals and entities different levels of
protection. These levels range from the stringent protection accorded U.S. citizens and permanent
resident aliens in the United States to provisions relating to foreign diplomats in the US. These
differences reflect yet another main theme of these procedures, that is, that the focus of 2ll foreign
intelligence operations is on foreign entities and persons.

2.1. {U) Referencas

a. 50 U.5.C. 1801, et seq., Foreign Intelligence Surveillance Act (FISA) of 1373, Public Law
Me. 95-511. - - I



¢. DoD Directive 5240.1, “Activities of DoD Intelligence Components that Affect U.S.
Persons,” dated 23 April 1888,

d. NSA/CSS Directive No. 10-30, “Procedures Governing Activities of NSA/CSS that Affect
U.5. Persons, ” dated 20 September 1980,

3.1. (U) The policy of the USSS is to TARGET or COLLECT only FOREIGN COMMUNICATIONS.®
The USSS will not intentionally COLLECT communications te, from or about U.S. PERSONS or persons
or entities in the U.S. except as set forth in this USSID. If the USSS inadvertently COLLECTS such
communications, itwill process, retain and disseminate them only in accordance with this USSID.

a U.S. PERSON]|
, OF selectad

With the approval of the United States
in

With the approval of the Attorney General of the United States, if:
{1} The COLLECTION is girected against the following:
{a) Communicationsto or from U.5. PERSONS outside the UNITED STATES, or

jensl cemmunications to,

{¢} Communicstions which are not to or from but merely about U.S. PERSONS

The person is an AGENT OF A FOR!

With the approval of the Director, National Security Agency/Chief, Central Security
o 5@ long &s

(1) The person has CONSENTED to the COLLECTION by executing ene of the CONSENT

* Capitalized words in Sections 3 through § are defined terms in Section 8.



(2) The person is reasonably believed to be held captive by a FOREIGN POWER or group
engaged in INTERNATIONAL TERRORISM, or

(2) Anon-U.S. PERSON located outside the UNITED STATES, ||

(6) Copies of approvals granted by the DIRNSA/CHCSS under thesa provisions will be
retained in the Office of General Counsel for review by the Attorngy General.

(1) In emergengy situations, DIRNSA/CHCSS "may suthorize the COLLECTION: of
information to, from, or about a U.S. PERSON who is outside the UNITED STATES when securing the
prior approval of the Atterney General is not practical because:

{2) The time reguircd to obtain such approval would result in the loss of sianificant
FOREIGN INTELLIGENCE and would cause substantial harm to the national security.
{b) A person's life or physical safety is reasonably believed to be in immediate
danger. / YR E h TOREITEY TEIEER

(¢} Thé physical security of a defense msta!!&taon or g@‘«emm@nt property is
regsonably bezteved to be inimmediate dangar. : . .




security service of a foreign power for the purpose of providing access to information or material
classified by the United States to which such person has acesss.

{(3) in ail cases whera emergency collection is authorized, the following steps shall be
taken:

{a) The Géneral Counsel will be natified immedistely that the COLLECTION has
started.

{b) The General Counsel will initiste immediate efforts to obtain Attorney General
spproval to continug the collection. If Attorney General approval is not obtained within seventy two
hours, the COLLECTION will be terminated. If the Attorney General approves the COLLECTION, it may
comtinuwe for the period specified in the approval.

4.3. {U) Incidental Acguisition of U.S. PERSON infermation. . Information to, from or about
U.5. PERSONS acquirkd incidentally a5 s result of COLLECTION directed against appropriate FOREIGN
INTELLIGENCE TARGETS may be retained and processed in accordance with Section § and Section & of
this USSID.



4.4. —{S-€EBY Nonresident Alien TARGETS Entéring the UNITED STATES.

a. Hf the communications of a nonresident alien located abroad are being TAR
the learns that the individual has entered the UNITED STATES, COLLECTION may continue
pa  of 72 hours provided that the DIRNSA/CHCSS is advised immediately and:

(1) Immediate efforts are initiated to obtain Atterney General approval, or

(2) A determination is made within the 72 hour peried that the il

b. If Attorney General approval is obtained, the COLLECTION may continue
2 specifiedin

c it is o
comtinue a2t the discretion of the

d. if General approval is
within hours, COLLECTION

4.5. HC-€€0) U.5. PERSON TARGETS Entering the UNITED STATES.

are being COLLECTED under Attorney General approval deggribed' in Section 4.1.b. sbove, the
COLLECTION must stop when the USSS |earns that the individual has entered the UNITED STATES.

b. While the individual is in the UNITED STATES, COLLECTION may be resumed only with
the spproval of the United States Foreign Intelligence Surveillance Court as described in Annex A.

4.6. (5-CEO Reguests to TARGET U.S. PERSONS. All proposals ror COLLECTION sgainst U.S.

I e ——————d
through the DDO and the General Counsel to the DIRNSA/CHCSS for review.

4.7. 4E-CEEY Direction Finding. Use of direction finding solely to determine the location of'a
transmitier located outside of the UNITED STATES does not constitute ELECTRONIC SURVEILLANCE or
COLLECTION even if directed at transmitters believed to be used by U.5. PERSONS. Unless COLLECTION
of the communications .is otherwise authorized under. these. precedures, the. contents of

4.8. (U} Distress Signals. Distress signals may be intentionally collected, processed, retained,
angd disseminated without regard to the restrictions contained in this USSID.



4.2, (U) COMSEC Monitoring and Security Testing of Automated Information Systems.
Monitoring for communications security purpeses must be conducted with the consent of the person
being monitored and in accordance with the procedures established in National Telecommunications
and Information Systems Security Directive 600, Communications Security (COMSEC) Menitoring,
dated 10 April 1930. Monitoring for communications security purposes is not governed by this USSID.
intrusive security testing to assess security vulnerabilities in automated information systems likéwise is
not governed by this USSID.

1. £5-C€0F Use of Selegtion Terms During Processing. When a SELECTION TERM is intended
RCEPT & communicatic
communication is enciphered,

B, No SELECTION TERM that has resulted in the INTERCEPTION of 2 sianificant number of

¢. SELECTION TERMS that have resulted or are reasonably likely to result in the

TELLIGENCE.

communications to or frem @ U.S. PERSON or terms that have resulted in the INTERCEPTION of 3



5.4, +{5-CC0y Nonforeign Communications.

a. Communications between persons in the UNITED STATES. Private radio
communications solely between parsons in the UNITED STATES madver’ceﬁt}y intercepted during the
COLLECTION of FOREIGN COMMUNICATIONS will be pr@mp‘tﬁy destrcyed nless th@ Attorney General
determines that the contents indicate a threat of death or serious badily harm te any person.

b. Communications batween U.S. PERSONS. Communications solely between U.S.
PERSONS will be treated as follows:;

(1) Communications solely between U.S. PERSONS inadvertently intercepted during
the COLLECTION of FOREIGN COMMUNICATIONS will be destroyed upon recognition, if technically
possible, excapt as provided in paragraph 5.4.d. below.

(2) Notwithstanding the preceding provision, cryptologic data [e.g., signal and
entipherment information) and technical communications data {a.¢., circuit usage) may be extracted
and retained from those communications If necessary to:

(a) Establish or maintain intercept, or
(b} Minimize unwanted intercept, or
(¢} Suppert cryptelogic operations related to FOREIGN COMMUNICATIONS.

¢. Communications. involving an Officer or Emplovee of the U.S. Government.
Communications 1o or from any officer or employea of the U.S. Government, or any state or local
governmant, will not be. intentionally - intercepted. Inadvertent. INTERCEPTIONS of such
communications (including those between foreign TARGETS and U.S. officials) will be trested as
indicated in paragraphs 5.4.a. and b., above:

d. Exceptions:  Notwithstanding - the provisions of paragraphs 5.4.5. and ¢, the
DIRNSA/CHCSS may waive the destruction reguiremant for international communications containing,
imter alia, the following types of information:

(1) Significant FOREIGN INTELLIGENCE, or
(2) Evidence of a crime or threat of geath or serious bodily harm to any person, or

(3) Anomalies that reveal s potential vulmerability to U.S. communications security.
Communications for which the Attorney General or DIRNSA/CHCSS's waiver is sought should be
forwarded to NSA/CSS; Attn: PO5S: PO -

a. All radio communications that pass over channels with a terminal in the UNITED
STATES must be procéssed through' a computer scan dictionary or similar device unless those
commuynications occur over chanriels used exclusively by 8 FOREIGN POWER,

b. International common-access radio communications that pass over channels with a
terminal in the UNITED STATES, other than I © O 71 1 Unica tions, may
be processed without the use of a computer scan dictionary or similar davica if necessary to determine
whether a channel containg communications of FOREIGN INTELLIGENCE interest which N3A may wish
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to collect. Such processing may not exceed two hours without the specific prior written approval of
the DOO and, in any evant, shall be limited to the minimum amount of time necessary to determine
the nature of communications on the channel and the ameunt of such communications that include
FOREIGN INTELLIGENCE. Once it is determined that the channel contains sufficient communications
of FOREIGN INTELLIGENCE interest to warrant COLLECTION and exploitation to produce FOREIGN
INTELLIGENCE; a computer scan dictionary or similar device must be used for additional processing.

B T I eepp—

from or about U.S. PERSONS that are éﬁ‘té!’t@ﬁt@d‘ bg-; the Dssé-%ﬁa‘yiibx;r;taiééfd |;athe:r a;riéivéé'l o;
transcribed form only as follows:

(1} Unenciphered communicetions not thought to contain secret meaning may be
retained for five years uniess the DDO determines in writing that retention for a longer period i
required to respond to authorized FOREIGN INTELLIGENCE reguirements.

(2} Communications necessary to maintain technical data bases for eryptanalytic or
waffic anslytic purposes may be retained for a period sufficient to allow a thorough exploitation and
10 permit access to data that are, or are reasonably believed likely to become, relevant to a current or
future. FOREIGN INTELLIGENCE requirement, Sufficient duration may vary with the naturs of the
exploitation and may consist of any period of time during which the technical data base is subject to,
or of use in, cryptanalysis. If a U.S. PERSON'S identity is not necessary 1o maintaining technical gata
bases, it should be deleted or replaced by & generic term when practicable. -

b. Communications which could, be disseminated under Section 7, below (i.e., without
elimination of references to U.5. PERSONS) may be retained in their original or transeribed form.

8.2. {5-CEB) Access. Access to raw traffic storage systems which contain identities of U.S.
PERSONS must be limited to SIGINT production personnel.

7.1. {E-EECY Focus of SIGINT Reports. All SIGINT reports will be written so as to focus selely on
the activities of foreign entities and persens and their agents. Except as provided in Section 7.2,
FOREIGN INTELLIGENCE information concerning U.S. PERSONS must be disseminated in @ manner
which does not identify the U.S. PERSON. Generic or general terms or phrases must be substituted for
the identity (e.g., "U.S. firm" for the specific name of 2 U.S. CORPORATION or "U.$. PERSON" for the
spacific name of a U.S. PERSON). Files containing the identities of U.S. persons deleted from SIGINT
reports will be maintained for 2 maximum period of one yesr and any requests from SIGINT customers
for such igentities should be referrad to P85, + wag



7.2. {&-€E0)-Dissemination of U.S. PERSON identities. SIGINT reports may include the
identification of 2 U.S. PERSON only if one of the following conditions is met and a datermination is
made by the appropriate approval authority that the recipient has a need for the identity for the
performance of his official duties:

a. The U.S. PERSON has CONSENTED to the dissemination of commumcatlons of, or aboug,
him or her and has executed the CONSENT form found in Annex H of this USSID, of

b. The inforfiztion is’ PUBLICLY AVAILABLE (e, ‘the informstion is derived from
unclassified information available to the general public), or

¢. The identity of the U.S. PERSON is necessary to understand tha EOREIGN INTELLIGENC]

(1) FOREIGN POWER or AGENT OF A FOREIGN POWER. The information indicates that
the U.5. PERSON is 2 FOREIGN POWER or an AGENT OF A FOREIGN POWER.

(2) Unauthorized Disclosure of Classified Information. The information indicates that
the U.5. PERSON may he engaged in the unauthorizeds disclosure of classified information.

(3) Internationsl Nareotics Activity. The information indiestes that the individual may
be engaged in international narcotics. trafficking activities. (S¢e Annex | of this USSID for further
information concerning individuals involved in international nareotics trafficking).

(&) Criminal Activity. The information is evidence that the individual may be involved
in a crimme that has been, is being, or :s ab@ut 10 be commitied, prevsded that the d:csammatlon is mr
law enforcement purposes. ; ) I T

(5) Intelligence TARGET. The information indicates that the U.S. PERSON may be the
TARGET of hostile intelligence activities of a FOREIGN POWER.,

(7) Senior Executive Branch Officials. The identity is that of a senior official of the
Executive Branch of the U.5. Government. In this case only the official’s title will be disseminated.
Domestic political or personal information on such individuzls will be neither disseminated nor
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7.3. L£-€C0F Approval Autharities, Approval suthorities for the release of identities of U.S.
persons under Section 7 are as follows:

(1) The igentities of any senator, congressman, oificer, or employee of the Legislative
Branch of the U.S. Government. : ,

b. Field Units and NSA Headguarters Elements. All SIGINT preduction organizations are

(1) The identity is pertinent to the safety of any person or organization.
(2} Theidentity is that of a senior official of the Executive 8ranch.
(3) The U.S. PERSON has CONSENTED under paragraph 7.2.2. above.

¢. DDO and Designees.

(i) In all other cases, U.S. PERSON identities may be released only with the prier
approval of the Deputy Director tor Operations, the Assistant Deputy Director for Operations, the
Chief, 985, the Deputy Chief, P&5; or, in their absence, the Senior Operztions Officer of the National
SIGINT Operstions’ Center. The DDO or ADDO shall review all U.S. identities released by thess
designees as soon as practicable after the relgase is made.

(2} For law enforcement purposes involving narcotics related information, DIRNSA has
granted to the DDO authority to disseminate U.S. identities. This authority may not be further
delegated.

7.4, (U) Privileged Communications ang Criminal Activity. All propoesed disseminations of
information constituting U.S. PERSON _ privileged  communications (e.g.,. attornay/client,
doctor/patient) and all information concerning criminal activities or criminal or judicial proceedings
im the UNITED STATES must ba reviewed by the Office of General Counsal prior to dissemination..

7.5. (U) Improper Dissemination. if the name of a UJ.S. PERSON is improperly disseminated,
the incident should be reported to %65 with nt 24 ho 1rs of ¢ scovery



8.1. (U} inspector General. The inspector General shall:

b. Establish procedures for reporting by Key Component and Field Chuefs of their activities

with this USSID.

d. Report guarterly with the DIRNSA/CHCSS and General Coumsel to the President’s’
intelfigence Oversight Board through the Assistant to the Secretary of Defense {Intelligence

inspections snd oversight of USSS activities.

Director, Inspector General of Key Components Chief, all mew major requirements and internally

e. Advise USSS personnel of new legislation and case law that may affect USSS missions,




8.3. (U) Deputy Director for Operations (DDO}. The DDO shall: -~

a. Ensure that all SIGINT preduction personnel understand and maintain 2 high degrea of
awareness and sensitivity to the reguirements of this USSID.

b. Apply the provisions of this USSID to all SIGINT production activities. The DDO staff
focal point for USSID 18 matters is £85 (use CRITICOMM DDI XAQD).

¢. Conduct necessary reviews of SIGINT production activities and practices to ensure -
consistency with this USSID.

d. Ensure that all new major requirements levied on the USSS or imternally generated
activities are considerad for review by the General Counsal. All activities that raise guestions of law or
the proper interpretation of this USSID must be reviewed by the General Counsel prior to acceptance
of execution.

8.4. (U) All Elements of the USSS. All elements of the USSS shall:
a. Implement this directive upon recsipt.

b. Prepare new procedures or amend or supplement existing procedures as reguired to
snsure adherence to this USSID. A copy of such procadures shall be forwarded to NSAJCSS, Attn: PGS, + —=

¢. Immediately inferm the DDO of any tasking or instructions that appear to reguire
actions zt variance with this USSID.

d. Promptly report to the NSA lmspecter General and consult with the NSA General
Counsel on 2l activities that may raise a guestion of compliance with this USSID,

(1) Actsin the UNITED STATES as an officer or employee of 3 FOREIGN POWER, oras s
member of a group engaged in INTERNATIONAL TERRORISM or activities in preparation therefer; or

(2) Acts for, or on behalf of, a FOREIGN POWER that engages in clandestine
intelligence activities in the UNITED STATES contrary to the interests of the UNITED STATES, when the
circumstances of such person’s presence in the UNITED STATES indicate that such person may engage
in such activities in the UNITED STATES, or when such persen knowingly aids or 2bets any person in
the conduct of such activities of knowingly conspires Wwith any persen 10 engage in such activities; or

b. Any person, including a U.S. PERSCN, who:

(1) Knowingly engages in clandestine intelligence gathering activities for, or on behalf
of, a FOREIGN POWER, which activities invelve, or may invelve, 3 vielation of the criminal statutes of
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(2) Pursuant to the direction of an intelligence service or network of a FOREIGN
POWER, knowingly engages in any other clandestine intelligence activities for, or on behalf of, such
EOREIGN POWER, which activities involve or are sbout to involve, a violation of the criminal statutes
of the UNITED STATES; or

(3) Knowingly engages in sabotage or INTERNATIONAL TERRORISM, or activities that
are in preparation therefor, for or on behalf of a FOREIGN POWER; or

- (4) Knowingly aids or abets any person in the. conduct of activities deseribed. in
paragraphs 9. 1.b.(1) through (3) or knowingly conspires with any person to engage in these activities.

¢. For all purposes other than the conduct of ELECTRONIC SURVEILLANCE as defined by
the Foreign Intelligence Surveillance Act (see Annex A), the phrase "AGENT OF A FOREIGN POWER"
also. means any. person, including U.S. PERSONS outside the UNITED STATES; who are officers or
employees of a FOREIGN POWER, or whe act unlawfully for er pursuant to the dirdction of a FOREIGN
POWER, or who are in contact with or acting in collaboration with an intelligence or security service
of a FOREIGN POWER for the purpose of providing access to infermation or material classified by the
UNITED STATES Government and to which the person has or has had access. The mere fact that 2
persan's activities may benefit or further the aims of a FOREIGN POWER is not enough to bring that
person under this provision; absent evidence that the person is taking direction from or acting in
knowing concert with a FOREIGN POWER,

9.2. t&—COLLECTION  means intentional tasking or SELECTION: of identified nonpublic
communications for subsequent processing aimed at reporting or retention as a fils record.

23. {U) COMMUNICANT means a sender or intended recipient of 2 communication.

9.4. (U) COMMUNICATIONS ABOUT A U.S. PERSON are those in which the U.S. PERSON-is
identified in the communication. A U.S. PERSON is identified when the person's name, unique title,
address, or other personal identifier is revealed in the communication in the context of activities
conducted by that person or activities conducted by. others and related to thsat person. A mere
reference to a product by brand name or manufacturer's name, e.g., "Boeing 707" is not an
identification of a U.S. persen.

2.5. (U) CONSENT, for SIGINT purposes, means an agreement by a person of organization to
permit the USSS to take particular actions that affect the person or organization. An agreement by an
organization with. the- Nétional. Security Agency to permit COLLECTION: of information shall be
deemed valid CONSENT if giveni on behalf of such organizstion by an official or. governing body
determined by the General Counsel, National Security Agency, t@ have actual or apparent authority
to make such an agreement. ,

§.6. (U) CORPORATIONS, for purposes of this USSID, are entities legally recognized as separate
from the persons who formed, own, or run them. CORPORATIONS have the nationality ¢f the nation
state under whaose laws they were formed. Thus, CORPORATIONS incorporated under UNITED STATES
federal or state law are U.5. PERSONS.

8.7. (U) ELECTRONIC SURVEILLANCE means:
a. In the case of an electronic communication, the acguisition of a nonpublic

communication by electronic means without the CONSENT of a person who is 2 party to the
communication.
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b. In the case of 2 nonelectromic communication, the acguisition of 2 monpublic’
communication by electronic means without the CONSENT of a persen who is visibly present st the
place of communication.

¢. The term ELECTRONIC SURVEILLANCE doss not include the use of radio direction
finding equipment solely to determine the location of a transmitter.

9.8. {C} FOREIGN COMMUNICATION means a communication that has &t least one
COMIMURNICANT. outside of the UNITED STATES, or that is entirely among FOREIGN POWERS or
hetween g FOREIGN POWER and officials of 8 FOREIGN POWER, but does not include communications
intercepted by ELECTRONIC SURVEILLANCE directed st premises in the UNITED STATES used
oredominantly for residential purposss.

¢. An entity that is openly acknowledged by a foreign gevernment or governments to be
girected and controlled by such foreign government or governments,

d. A group engaged in INTERNATIONAL TERRORISM or activitias in prepargtion therefor,

. A foreign-based political organization, not substantially compesed of UNITED STATES
PERSONS, or” ‘ S

{. An entity thatis directed and controlled by a foreign geverament or governments.

9.11. (U} INTERCEPTION means the acguisition by the USSS through electronic means of 2
nonpublic communication te which it is net an intended party, and the processing of the contents of
that communication into an intelligible form, but does not incdlude the display of signals on-visual
display devices intended to parmit the examination of the techmcal characteristics of the signals
without reference to the information content carried by the signal.
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8.12. {U) INTERNATIONAL TERRORISM means activities that:

a. Involve violent acts or acts dangerous to human life that are a violation of the criminal
laws of the UNITED STATES or.of any State, or.that would be 2 criminal viclstion if committed within
the jurisdiction of the UNITED STATES or any State, and

b. Appear to be intended;

(1) tointimidate or coerce 5 civilian population,

(2} toaffect the conduct of 2 government by assassination or kidnapping, and

¢ Oceur totally outside the UNITED STATES, or transcend national boundaries in terms of
the means by which they are accomplished, the persons they appear intended to coerce orintimidate,
or the locale in which their perpetrators operate or seek asylum:

. 9.13.. (U) PUBLICLY AVAILABLE INFORMATION means informastion that has been published or
broadcast for general public consumption, is available on reguest to 2 member of the general publie,
has been sean or heard by a casual observer, or is made available at 2 meeting opan to the general
public. S ST

8,14, TCy SELECTION, as applied to manual and slectronic pracessing activities, means the
insertion ot a NG (| cohone
a computer scan dictionary or manual scan guide for the

surpose of identifying messages of interest and isolating them for further processing.

2.15. {€-SELECTION TERM means the compesite of individual terms used te effect or defeat
SELECTION of particular communications for the purpose of INTERCEFTION. 1t comprises the entire
term or series of terms so used, but not any segregable {erm contained therein. It applies to both
electronic and manual processing.

8.16. (U} TARGET, OR TARGETING: S22 COLLECTION.

3.17. (U} UNITED STATES, when usad geographically, includes the 50 states and the District of
Columbia, Puerto Rico, Guam, American Samoa, the U.S. Virgin Islands, the Nerthern Mariana Isiands,
and any other territory or passession over which the UNITED STATES exercises soveraignty.

9.18. 4EF-UNITED STATES PERSON:

a. Acitizen of the UNITED STATES,
b. An alien lawfully admitted for permanent residence in the UNITED STATES,

¢. Unincorperated groups and associstions a substantial number of the members of
which constitute a. or b. above, or

d. CORPORATIONS incorporated im the URNITED STATES, including US. flag
songovernmental aircraft or vessels, but not including those entities which are openly acknowledged
by a foreign government of governments to be directed and controlied by them.




{1} A person known to be currently in the United States will be treated 25 3 U.S.
PERSON unless that person.is reasonably identified as an alien who has not been admitied for
permanent residence or if the nature of the person's communications or other indicia in the contents
or circumstances of such communications give rise 1o a reasonable belief that such personisnot a U.S.
PERSON.

{2) A person known to be currently outside the UNITED STATES, or whese location is
not known, will not be treated as & U.S. PERSON unless such person is reasonably identified as such or
the nature of the persan’s communications or other indicia in the contents or aircumstances of such
communications give rise 10 a reasonable belief that such person is 2 U.S, PERSON.

{3} A person known to be an alien admitted for permanent residence may be assumed
to have lost status as a U.S. PERSON if the person leaves the UNITED STATES and it is known that the
person is not in compliance with the administrative formalities provided by law (8 U.S.C. Section 1203}
that enable such persons to reenter the UNITED STATES without regard to the provisions of law that
would otherwise restrict an alien's entry into the UNITED STATES. The failure to follow the statutory
procedures provides a reasonable basis to conclude that such alien has abandoned any intention of
maintaining status as a parmanent résicent alien.

(4} An unincoerporsted agsociation whoese headguarters are located outside the
UNITED STATES may be presumed not to be a U.5. PERSON unless the USSS has information indicating
that a substantial number of members are citizens of the URITED STATES or aliens lawfully admitied
for permanent residence.’

{5} CORPORATIONS have the nationslity of the nstion-state in which they are
incorporated. CORPORATIONS formed under U.S. federal or state law are thus U.S. persong, even if
the corporate stock is foreign-owned. The only excestion set forth above.is CORPORATIONS which
sre openly acknowledged to be directed and controlled by foreign governments. Cenversely,
CORPORATIONS incorporated in foreign countries are not U.S. PERSONS even if that CORPORATION is
a subsidiary of 3 U.S, CORPORATION. s

(8) Nonmgevernmental ships and aircraft are legal entities and have the nstionality of
the country in which they are registered. Ships and aircraft fly the flag and are subject to the law of
their place of registration.
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1.1..

A compilete.copy. of the Act is.found at Annex B to NSA/CSS Directive-10:30. The Act cavers the
Derson Who 13 In

5 to that commumication n in
there is 2 reasonable all such surveillances be
that all such survaillances

Court, of in certain limited

to conduct 2lectronic surveillances are set forth in the Act. Reguests for such orders or certifications
should be Torwarded by the appropriate Key Component throuch the NSA General Counsel 1o the'

N power or an
the facilities or places at which the surveillance will be directed are being used, or are about 40 be

and the Dirsctor approves the proposal, attorneys in the Office of the General Counsel will draw the

3. ——— in accordance
authorizing that
particular surveillance. In some cases, the court
and tn those instances the NSA attorney will advise
court’s orders. In maost cases, however, the court order will incorporate without any changsas the



4.1. (U) The General Counsel will review all requests to conduct electromic surveillances as
gefined by the Act, prepare all applications and materials required by the Act, and provide pertinent -
lagal advice and assistance to all elemerits of the Uriited States SIGINT System.

4.2. (U) The Inspector General will conduct regular inspactions and oversight of all SIGINT
activities to assure compliance with this Directive.

4.3. (Uy All SIGINT managers and supervisors with responsibilities relating to the Act will
ensure that they and their personnel are thoroughly familiar with the Act, its implementing
procedures, and any court orders or Attorney General certifications pertinent to their mission,
Personnel with duties related to the Act will consult the General Counseal's office for any required
legal advice end assistance or training of newly assigned personnel. Appropriste. records will ‘be
maintained demonstrating compliance with the terms of all court orders and Attorney General
certifications, and any discrepancies in that regard will be promptly reported to the offices of the
General Counsel and Inspecior General.




Section 1 — Applicability and Scope Section

Seciion 2 — Definitions

Acguisition _
Communications concerning a U.S. Person
Communications of a U.S. Person
Consent .

Foreign communication [Domestic Communication]
- Identification of a U.S. Person

Processed or Processing

Publicly available information

Technical data base

U.S. person

p

T Te e ap

Section 3 — Acquisition and Processing — General
a. - Acquisition
= Verification. -
Monitoring, Recording, and Processing
- U.§; Persons Employed by the Foreign Power
Destruction of Raw Data
Non—Pertinent Communications
Change in Target's Location or Status

@ ~® Q0o

Section 4 — Acquisition and Processing — Special Procedures
~ &’ Collection Against Residential Premises
b Attomey=Client Commtinications

Section 5 — Domestic Communications
a. . Dissemination -
b. Retention

Section 6 — Foreign Communications of or Concerning U.S. Persons -
a. Retention :
b, Dissemination

Section 7 — Other Foreign Communications

Section 8 — Collaboration with Foreign Communications

A-1/2

A-i/2
A-1/2
A-1/2
A-1/2
A-tf2
A-1/2
A-1/3
A-1/3
A-1/3
A-1/3
A-1/3

A-1/3
A-1/3
A-1/3
A-1/4
A—1/4
A-1/4
A-1/5
A-1/5

A-1/5
A-1/5
A-1/6

A-1/6
A-1/6
A-1/6
A-1/7
A7
A-1/7
A-1/8

A-1/8




FOREIGN INTELLIGENCE SURVEILLANCE COURT

PROCEDURES FOR NSA ELECTRONIC SURVEILLANCES

Pursuant to Section 101 (h) of the Foreign intelligence Surveillance Act of 1978 (hereinafter “the
Act?), the following procedures have been adopied by the Atiorney General and shall be followed by the NSA
in implementing this electronic surveillance: (U)

These procedures apply to the acquisition, retention, use, and dissemination of non-publicly
avallable information concerming unconsenting United States persons that is collected in the course of elec-
tronic surveillance as ordered by the United States Foreign intelligence Surveillance Court under Section
102(b) or authorized by Attorney General Certification under Section 102(a) of the Act. These procedures
also apply io non-United States persons where specifically indicated. {U)

o In addition o the definitions in Section 101 of the Act, the following definitions shall apply to these
procedures:

ﬁ) Acquisition means the collection by NSA through elecironic means of a nonpublic commu-
nication fo which it is not an intended party. (L)

(b) Communications concerning a United States person include all communications in which a
United States person is discussed or mentioned, except where such communications reveal only pubficly
available information about the person. {U)

(c) Communications of 2 United Stales person include all communications to which a United
States person is a party. (U)

{(d) Consent is the agreement by a person or organization fo permit the NSA 1o take particular
actions that affect the person or organization. To be effective, consent must be given by the affected person or
organization with sufficient knowledge to understand the action that may be taken and the possible conse-
guences of that action. Consent by an organization shall be deemed valid i given on behalf of the organization
by an official or governing body deisrmined by the General Counsel, NSA, to have actual or apparent authority
to make such an agreement. (U)

(e) Foreign communication means a communication that has at least one communicant outsids
of ithe United States, or that is entirely among:

{1) foreign powers;
{2) officers and employees of foreign powsrs; or
(3) aforeign power and officers or emiployaes of a foreign power.

All other communications are domestic communications, (S-CCO)

3 - Ahad BN



(f) identification of a United States person means the name, unigue iitle, address, or other per-
sonal identriier of a United States person in the context of activities conducted by that person or activities
conducted by others thai are related 1o that person. A reference fo a product by brand name, or manufactur-
gr's name of the use of a name in a descriptive sense, e.g., “Monroe Doctrine,” is not an identification of a

United States person.(&-668— -

(@) Processed or processing means any step necessary to convert a communication into an in-
telligible form intended for human inspection. (L) el e

(h)’ PuBlicly available information means information that a member of the public could obtain on
request, by research in public solfces, of' by casual observation. (&) = 7 ¢ T

7. . {iy.Technical data base msans information retained for cryptanalytic, traffic analytic, or signal
exploitation purposes. (&=CC0— ~ ' R S

() United States person means a United States person as defined in the Act. The following
guidelines apply in determining whether a person whose status is unknown is a United States person:” (U)

{1) A person known {0 be currently in the United States will be treated as a United States person
unless positively identified as an alien who has not been admitied for permanent residence, or unless the
nature or circumsiances of the person’s communications give rise to a reasonable belief that such person is
not'a United States person.. (U} R T .o

(2)° A person known io be currenily outside the United States, or whose location is unknown, will
not be treated as a United States person unless such person can be positively identified as such, or the nature
or circumstances of the person’s communications give rise to a reasonable belief that such person is a United
States persorn. (U) - Feenn o o . R S .

(3) A person known to be an alien admitied for permanent residence loses status as a United
States person if the parson leaves the United States and is not in compliance with Title 8, United States Code,
Section 1203 enabling re—entry info the United States. Failure io follow the statuiory procedurss provides a
reasonable basis 10 conclude that the alien has abandoned any intenticn of maintaining his status as a perma-
nent resident alien. (U) . s

4) An unincorporated association whose headquarters or primary office is located outside the
United States is presumed not to be a United States person unless there is information indicating that a sub-
staniial num(lz}e)r of its members are citizens of the United States or aliens {awfully admitted jor permanent
residence.

(@) Acquisition (U)

. The acquisition of information by electronic surveillance shall be made in accordance with the
certification of the Atiorney General or the court order authorizing such surveillance and conducted in a man-
ner designed, to the greaiest exient reasonably feasible, io minimize the acquisition of information not rele-
vant to the authorized purpose of the surveillance.

(b} Verification (U). .

At the inifiation of the" electronic surveillance, ihe NSA or the Federal Bureau of investigation,; if
providing operational support, shall verify that the communication fines or felephone numbers being targeted
are the lines or numbers of the target authorized by court order or Attorney General certification. Thereafter,
collection personnel will monitor the acquisition of raw data at regular intervals to verify that the surveillances is
not avoidably acquiring communications outside the authorized scope of the surveillance or information con-
cerning United States persons not related to the purpose of the surveillance.

(C1 = Oct 3N



APPENDIX 1
27 July 3993

(c) Monitoring, Recording, and Processing (U)

(1) Electronic surveilfance of the targst may be monitored contemporaneously, recorded auto-
matically, or both. (U) ‘ ez

{2) Personnel who monitor the slectronic surveillance shall exercise reasonable judgement
in determining whether particular information acquired must be minimized and shall desiroy inadveriently ac-
auired communications of or concerning a United States person at the earliest practicable point in the proc-
essing cycle at which such communication can be identified either as clearly nof relevant o the authorized
purpose of the surveiliance (e.g., the communication does not cortain foreign intelligence information) or-as
contalning evidence of a crime which may be disseminated under these procédures.{S—

(3) Communications of or congerning United States persons that may be related o the autho-
rized purpose of the surveillance may be forwarded to analytic personnel responsible for producing intelli-
gence information from the collected data. Such communications or information may be retained and dissem-
inated only in accordance with Sections 4, 5, and 6 of these procedures.

. (4) Magnetic fapes or other storage media that contain écquiréd communications may be pro-
cessad.

'{5) Each communication shall be reviewed to determine whether it is a domestic or foreign com-
murnication to or from the targeted premises and is reasonably belisved to contain foreign intelligence infor-
mation or evidence of a crime. Only such communications may be processed. Al other communications may
be retained or disseminated only in accordance with Sections 5 and & of these procedures.

(6) Magnetic tapes or other siorage media containing foreigh communications may be scanned
by computer to identify and select communications for analysis. Computer selestion terms used for scanning,
such as felephone numbers, key words or phrases, or other discriminators, shall not include Unit -
person names or identifiers and shall be limited fo those selection terms reasonably likely to identify

BWihat are authorized for intentional collection under Executive Order 12333
impiementing procedures, ’

(7) Further processing, retention and dissemination of foreign communications shall be made in
accordance with Sections 4, 6, and 7, as applicable, below. Further processing, storage and dissemination of
inadveriently acquired domestic communications shall be made in accordance with Sections 4 and 5 be-
fow. S S

(d) U.S. Persons Employed by the Foreign Power {&—

Communications of or concerning United States persons employed by a foreign powsr may be
used and retained as otherwise provided in these procedures except that:

(1). Such United States persons shall not be identified in connection with any communication
that the person places or receives on behalf of another unless the identification is permitied under Section 6 of
these procedures; and

(2) personal communications of United States persons that could not be foreign intelligence
may only be retained, used, of disséminated in accordance with Section 5 of these procedures.

(e) Destruction of Raw Daa<{C)—

Communications and cther information. including that reduced {0 graphic or “hard copy” form
such as shall be reviewsd for retention in accor-
danca with the standards set forth in thése procedures.. Communications and other information, in any form,
that do not meet 'such retention standards and that are known o contain communications of of conceming

.United States persons shall bg promiptly destroyed. {8-CC0)—
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() Non-pertinent Communications (U)

. (1) Communications determined to fall within established categories of non—pertinent commu-
nications, such as those set forih In subparagraph (6) of this secfion, should not be retained uniess they con-
tain information that may be disseminated under Sections 5, 8, or 7 below. {U)

-... . {2) Monitors may listen fo all communications, including those that initially appear to fall within
established categories until they can reasonably determine that theé communication cannot be disseminated

under Sections 5, 8, or 7 below. {8-CGOY

4

munications

(4) Thess categories should be established afier a reasonable period of monitoring the commu-
nications of the targsts. (V)

(5) Information that appears o be foreign intelligence may be retained even It it is acquired as a
part of a communication falling within a category that is generally non—periinent. {8=CCC—

(6) Categories of non—pertinent communications which may be applied in these surveillancs

include:
(i) Calls to and from United States Government officials;
(il Calls fo and from children;
(tii) Calls to and from students for information o aid them in acadernic endeavors;
(iv) Calls between family members; and
(v) Calls relating solely to personal services, such as food orders, transportation,
glic. {8660

{g) Change in Target's [ocation or Status (S—-5C0)-

(1) During periods of known exiended absence by a targeted agent of a foreign power from
premises under surveillance; only communications o which the target is a party may be retained and dissemi-
nated. 6-CE0— o A T

(2) When there is reason to believe that the target of an electronic surveillance is no longer a
foreign power or an agent of a foreign power, or no longer occupies the premises authorized for surveillance,
that electronic surveillance shall be immediately terminated, and shall not resume unless subseguenily ap-
proved under the Act. When any person involved in collection or processing of an electronic surveillance
being conducted pursuant to the Act becomes aware of informéation tending to.indicate 4 material change in
the status or location of a target; the person shall immediately ensure that the NS8A's Office of General Coun-

sel is also made aware of such inforfriation.

{a8) Collechion Against Residential Premises<{&=CE0}-

" (1) An electronic surveillance directed against premises located in the United States and used
for residential purposes shall be concucted by technical means designed 1g limit the informat
- —jcations that have one communicant outside the United States;
| The technical means employed shall consist of |
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»quipment or equipment capable of identifying international|
o other particular international communications known 0 be used by the targeted foreign power

and its agents. Communications o or from the farget residential premises that are processed through a ||}
# of a foreign power or agent of
foreign power located in a foreign country, or on the foreign country or foreign city telephone direct dialing

codes (area codes) for the areas in which such foreign powers of agents are jocated.

(3) Domestic communications that are incidentally acquired during collection against residential
premises shall be handled under Section 5 of these procedures. -

{b) Attorney-LClient Communications {Sy—

As soon as it becomes apparent that a communication is between a person who is known o be
under criminal indictment and an attorney who represents that indivigual in the matter under indictment (or
someone acting on behalf of the attorney), monitoring of that communication will cease and the comrmunica-
fon shall be ideniified as an atiomey-client communication in a log maintained for that purpose. The relevant
portion of the {ape containing that conversation will be placed under seal and the Depariment of Justice, Office
of iniefligence Policy and Review, shall be notified so that appropriate procedures may be established o pro-
tect such communications from review or use in any criminal prosecution, whils preserving forsign intsill-
gence information contained thersin.

(2) Dissemination (U)

- Communications identified as domestic communications shall be promptly destroyed, except
that:

(1) domestic communications that are reasonably believed to contain foreign intelligence infor-
mation shall be disseminated 10 the Federal Bureau of Investigation (including United States person identi-
tles) for possible further dissemination by the Federal Bureau of investigation in accordance with its minimiza-
tion procedures;

(2} domestic communications that do not contain foreign intelligence mnformation, but that are
reasonably believed io contain evidence of a crime ihat has been, is being, or is about 10 be commitied, shait
be disseminated (including United States person identities) to appropriate Federal law enforcernent authori-
ties, in accordance with Section 108(b) of the Act and crimes reporting procedures approved by the Secrstary
of Defense and the Attorney General; and _ - Lo

- (3) domestic communications that 2re reasonably believed fo contain technical data base infor-
maticn, as defined in Ssction 2(i), may be disseminated to the Federal Bureau of Investigation and 1o other
elements of the U.S. SIGINT system: '

(b} Retention (U)

{1) Domestic communications disseminated fo Federal law enforcement agencies may be re-
tained by the NSA for a reasonable period of fime, not to excsed six months (or any shorier period set by court
erder), to permit law enforcement agencies o determine whether access {o original recordings of such com-
munications is required for law enforcement purposes. {S=CEG—




" (2) Domestic communications reasonably believed to contain technical data base information
may be retained for a period sufficient to allow a thorough exploitation and to permit access to data that are, or
are reasonably believed likely to become, relevant o a cutrent or future foreign intelligence requirement.
Sufficient duration may vary with the naiure of the exploitation.

a. In the coniext of a cryptanalytic effort, maintenance of technical data bases reqguires reten-
tion of all communications that are enciphered or reasonably believed {o contain secret meaning, and suffi-
cient duration may consist of any périéd of time during which encrypted material is subject to, or of use in,
cryptanalysis.

b. in the casé of communications that are not enciphered or otherwise thought to contain secret
meaning, sufficient durafion is'one year unless the Deputy Director for Operations, NSA, determines in writing
that retention for a longer period is reguired fo respond to authorized foreign intelligence or counterintelligence
requirements.- ' T T

(a) Retention (U)

Foreign communications of or concerning United Stales persons acquired by the NSA in the
course of an electronic surveillance subject to these procedures may be retained only:

(1) i necessary for the maintenance of technical data bases. Retention for this puipose is
permitted for a period sufficient to allow a thorough exploitation and to permit access to data that are, or are
reasonably believed likely to become, relevant 10 a current or future foreign intefligence requirement. Suffi-
cient duraiion may vary with the naiure of the exploitation.

a. In the context of a cryptanalytic effort, maintenance of technical data bases re-
quires retention of all communications that are enciphered or reasonably belisved io contain secret meaning,
and sufficient duration may consist of any period of time during which encrypted material is subject to, or of
use in, crypianalysis. : : et

b. In the case of communications that are not enciphered or otherwise thought to
contain secret rmeaning, sufficient duration is one year unless the Deputy Director for Operations, NSA, deter-
mines in writing that retention for a longer period is reguired to respond to authorized foreign intelligence or
counterintelligence requirements;

(@) if dissemination of such communications with reference to such United States persons
. would be permiited under subsection (b) below; or

- (3). i the information is evidence of a crime that has been, is being, or is about 10 be commiited
and is provided {o appropriate federal law enforcement authorities.

(b) Dissemination (U)

A report based on communications of or concerning a Unitéd States person may be dissemi-
nated in accordance with Section 7 # the icentity of the United States person is deleted and a generic term or
symbol is substifuted so that the information cannot reasonably be connected with an identifiable United

‘States person. Otherwise dissemination of intefligence reports based on communications of or congerning a
United States person may only be made to & recipient requiring the identity of such person for the performance
of official duties but only if at least one of the following critena is also met:. -

(1) the United States parson has consented o dissemination or $hié information of or concerning
the United States person is available publicly;

. (2) theidentity of the Unfted States person is necessary fo understand-foreign intefligence
information or assess its.importance; e.g., the identity of a senior official in the Executive Branch;
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(3) the comtnunication or information indicates that the United States person may be:
(A) an agent of a foreign power,
.. (B). a foreign power as defined in Section 101(a}(4) or (6) of the Act;

(C) residing oufside the United States and holding an official position in the govern-
menit or military forces of a foreign power;

(D) a corporation or other entity that is owned or controlied directly or indirectly by a
foreign power, or

(E) acting in collaboration with an intelligence or security service of a foreign power
and the United States person has, or has had, access to classified national security information or material,

(4) the communication or information indicates that the United States person may be the target
of imtelligence activities of a foreign power;

(5) the communication or information indicates that the United States person is engaged in the
unauthorized disclosure of classified national security information; but only after the agency that originated
the information cerlifies that it is properly classified;

(6) the communication or information indicaies that the United States person may be engaging
in international terrorist activities;

(7) the acauisition of the United States person’s communication was authorized by & court order
issued pursuant to Section 105 of the Act and the communication may relate fo the foreign intelligence pur-
pose of the surveillance;

(8) the communication or information is reasonably believed o contain evidence that a crime
has been, 1s being, or is about {0 be commitied, provided that dissemination Is for law enforcement purposes
and is made in accordance with Section 108(b) of the Act and crimes reporting procedures approved by the
Secretary of Dafsnse and ihe Atiomey General. (U)

Foreign communications of or concerning a non—United States person may be retained, used,
and disseminated in any form in accordance with other applicabls law, regulation, and policy. (U)

(&) The sharing or exchange of foreign communications governed by these procedures with sige
nals inielligence authorities of collaborating foreign governments (Second Parties) may be undertaken by the
NSA only with the written assurance of the Second Party that the use of those foreign communications will be
subject fo the retention and dissemination provisions of these procedures. (S=CCO—

(b) Domestic commuhications and communications to or from United States persons shail not be
shared with Second Parties.: — ST e '

(c) Foreign plain text communications may be shared with Second Parties if they are first re-
viewed by NSA analysts, who shafl remove references fo United Siates persons that are not necessary io
understand or assess the joreign intelligence information contained therein. {S=C60}

{d) Foreign enciphered or encoded communications may be shared witli Second Parties without
such prior review, provided that at least annuglly a representative sampling of those shared communications
that can be deciphered or decoded is reviewed by the NSA to ensure that any references.therein to United
States persons are necessary to understand or assess the foreign intelligencs information being dissemi-
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nated. Corractive measures with respect 10 each target or line shall be undertaken as necessary o maintain
compliance with the above dissemination standard. The results of each review shall be made available to the

Attorney General or a designes. {560}

Approved by Attorngy General Janet Reno on 1 July 1997
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1.1.. {U) In accordance with the provisions of Section 2.6 of E.O. 12333, and the NSA/FBI
Memorandum of Understanding of 25 November 1880, the National Security Agency may provide
specialized equipment and technical knowledge to the FBI to assist the FB! in the conduct of its lawful
functions. When reguesting such assistance, the FBI will certify to the Genmeral Counsel of NSA that
such equipment or technical knowledge is necessary 1o the accomplishment of one or more of the
EBI's lawful functions.

1.2. {U) NSA may also provide expert personnel to assist FBl personnel in the operation or
installation of specislized eguipment when. that eguipment is to be employed to collect foreign
intelligence. When requesting the assistance of expert personnel, the FBI will certify to the General
Counsel that such assistance is necessary to collect foreign intelligence and that the approval of the
Attorney General (and, when necessary, a warrant from a court of competent jurisdiction) has bean
obtzined.

CTION 2 - CONTROL

2.1. () No operational assistance as discussed in Section 1 shall be provided without the
express permission of the Director, NSA/Chief, (S8, Deputy Director, NSA, the Deputy Director for
COperations, of the Deputy Director for Technology and Systems. The Deputy Director for Operations
and the Deputy Director for Technology and Systems may approve requests for such assistance only
with the concurrence of the General Counssl.




1.1. (&Signals intelligence support to U.S. and Allied military exercise command authorities is
provided for in USSID 56 and DoD Directive 5200.17 (M-2). Joint Chiefs of Staff Memorandum
MICS111-88, 18 August 1288, and USSID 4, 16 December, 1988, establish doctrine and procadures for
providing signals intelligence support to military commanders. The procedures in this Annex provide
policy guidelines for safeguarding the rights of U.S. persons.in the conduct of éxercise SIGINT support

activities.

3.1. {E-CES The USSS may collect, process, store, and disseminate military tactical
communications that are also communications of, or concerning, U.S. persons.

3. Collection efferts will be conducied in such & mannear as to avoid, to the extent feasible,
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(1} Laboratory-generated signals,

(3} Official government agency communications with the congent of an appropriate
official of that agency, or an individual's communications with the consent of that individual,

{4) Publicbroadeastsignals, or

(%) Other communications in which there is no reasonable expectation of privacy {as
approved in each instance by the NSA General Counsel).

b. Where it is not practical to test elecironic equipment solely against signals described in
paragraph 2.1.2., above, testing may be conducted, provided:

{1) the proposed test is coordinated with the NSA General Counsel;

(2) the test is limited in scope and duration to that necessary to determine the
capability of the eguipment;

(3) no particular person is targeted witheut consent and it is not reasonable (o obtain
the consent of the persons incidentally subjected to the surveillance; and

(&) the test does not exceed 90 calendar days.
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¢. Where the test involves communications other than those identified in 2.1 .2. and a test
period longer than 20 days is required, the Foreign Inteiligence Surveitlance Act requires that the test
be approved by the Attorney General. Such proposals and plans shall be submitted by USSS elements
through the General Counsel, NSA, to the Director, NSA/Chief, CSS for transmission to the Attorney
General. The test proposal shall state the. recuirement for an extended test involving such
cemmunications, the nature of the test, thé organization that will conduct the test, and the proposed
disposition of any signals or communications acquired during the test.

2.2. (U) The content of any communication other than communications between non-U.S.
persons outside the United States which are acquired during a test and evaluation shall ba:

a. retarned and used only for the purpese of cetermining the capability of the electronic
eguipment;

¢. destroyed before or immediately upen completion of the testing.

2.3. (U) The technical parameters of a communication, such as frequency, modulation, and
time of activity of acquired electronic signals, may be retained and used for test reporting or
collection-avoidance purposes. Such parameters may be disseminated to other DoD intelligence
components and other entities authorized to <onduct electronic surveillance, provided such
dissemination and use are limited to testing, evaluation, or collaction-avoidance purposes.
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1.1. {U) This Annex provides the procedures for safeguarding the rights of U.S. persons when
conducting SIGINT search and development activities.

a. Signals may be collected only for the purpose of identifying thosz signals that:

{4) reveal vulnerahilities of United States communications security.

b. Communications originated or intended for receipt in the United States or originated
or intended for receint by U.S. persons shall be processed in accordance with Section 5 of USSID 18,
provided that information necessary for cataloging the constituent elements of the signal
environment may be processed and retained if such information does not identify 3 U.S. person.
Information revealing a United States communications security vulnerability may be retained,

¢. Information necessary for cataloging the censtituent elements of the signal
environment may be disseminated to the extent such information does not identify U.S. persons.
Communications equipment nomenclature may be disseminated. Information "that reveals a
vulnerability to United States commiunications security may be disseminated to the appropriste
communications security authorities.

d. All infermation obtained in the process of search and development that appears to be
of foreign intelligence value may be forwarded to the proper analytic office within NSA for
precessing and dissemination in accordance with relevant portions of USSID 18.
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1.1. 46-The USSS may collect, retain, process, and disseminate illicit communications without
reference to the requirements concerning U.S. persons.

1.2. €€} The term “illicit communications” means a2 communication transmitted in violation of
either the Communications Act of 1924. and regulations issued thereunder of intermational
agreements, which because of its explicit content, message characteristics, or method of transmission,
is reasonably believed to be a communication to or from an agent or agents of foreign powers,

whether or not U.S. persons.




1.1, (U} This Annex applies to all USSS use of SIGINT collection and other survaillance
equipment for training purposes.

2.1. (U} Training of USSS personnal in the operation end use of SIGINT collection sguipment
shall be conducted, to the maximum extent that is practical, without interception of the
communications of U.S. persons or persons in the United States who have not given consent to such
interception. Communications and information protected by the Foreign Intelligence Surveillance Act
(FISA) (see Annex A) will not be collected for training purposes.

3.1. (U} The training of USSS personnel in the operstion and use of SIGINT collection and other
surveillance equipment shall include guidance concerning the requirements and restrictions of the
FISA, Executive Order 12333, and USSID 18.

3.2. (U) The use of SIGINT collection and other surveillance equipment for training purposes is
subject 1o the foliowing limitations:

¢. The electronic surveillzance will be limited in extent and duration to that necessary to
train personnel in the use of the eguipment.

3.3, {U) The limitations in paragraph 3.2. do net apply in the following instances:




b. Minimal acquisition of information is permitted as required for calibration purposes.

3.4. {U) Information collected during training that involves authorized inteiligence targets
may be retained in accordance with Section 6 of USSID 18 and disseminated in accordance with
Section 7 of USSID 18. Information other than distress signals collected during training that does not
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1. (U) The forms set forth in this Annex are for use in recarding consent by U.S. persons for
USSS elements 1o collect and disseminate foreign communications concerning that person: The first
form is consent to collect and disseminate 3 U.S. person's communications as well as references to that
parson in foreign communications. The second. form is consent to collect and disseminate only
references to the U.S. person and does not include communications to or from that person.

1.2. (U} Section 4.1.c. of USSID 18 states that.the Director,, NSA/Chief, €35 has suthority to.
spprove the comsensual collection of communications to, from or about U.S. persons. Elements of the
UsSS propasing to conduct consensual collection should forward a copy of ‘th@ executed ceﬁsam form
and any pertinent information to the Director, NSA/Chief, €55 for approval:- :

1.3.. (U} The forms provided on the following pages may be reproduced; provided the sacurity
classifications (‘iag and bottom) are removed. it is the r@smm:b;[:ty of the user to properly reclassify
the document in accordance with requisite security guidelines.
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This consent applies to administrative messages alerting elements of the United States Signals
Intelligence System to this consent, as well 2s to any signals intelligence reports that may relate to the
purpoese stated above,

Except as otherwise provided by Executive Crder 12333 procedures, this consent covers only
references to me in foreign communications and information therefrom that relstes to the purposs
stated above and is effective for the period to

Signals intelligence reports containing information derived from communications referencing
me and related to the purpose stated zbove may only be disseminated to me and to
except as otherwise permitted by procedures under Executive Order

12333.




The form below should be used for Director approvals for the collection of communicztions of
entities that are openly acknowledged to be directed and controlled by a foreign power as specified
in Section 4.1.¢.{3) of USSID 18.

Certification for Onenly Acknewledaed Entities Under
A1 (DY of the Classified Annax

Certification to the Attorney General:

—{5-€€8% The Director, NSA, hereby certifies that
tocatad in the United States and openly acknowledaed to be directed and controlled by
X), is a new targst of collection. The purpose of the surveillance is (to_coflect]
intelficence regarding Government X) in accordance with valid intelligence reguirements. The
surveillance will entsil intentional interception or deliberate selection of the target's international
communications. Standard minimization procedures will be applied to any information collected that
relates to U.S. persons.

Director, NSA/Chief, CSS

Copy to: Deputy Secratary of Defense






